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KHPHII (®an noxropu (DSc) AuccepTauuscH aHHOTALMSICH)

JuccepTaunsi MaB3yCMHHHr R013ap6aHrH Ba 3apypuatH. JKaxonma
CYHITHM BaKTNapAa TeXHOJIOTMK JkapadHimap Ba HuUa6 UYHKapHILIapHH
aBTOMATJIAIITHPHII COXaCHAA HMULIA0 YHKApHII MakMyalapMHHMHI XHMOsAJIaHIaH
uHTerpamamrad Gowkapuw Tvsumnapn (MUM XHUBT)un astomMarnamtupuirad
JoMxanail ycyJUlapy Ba anrOpHTMJIApMHH HOLIA6 YMKMIN Macajanapd €Tak4d
{puHHH sraaiion. By coxama caHoar TapMOKJIapMHHHT ()YHKUHOHA XONATHHH
MOHHTOPHHI KWIHIIHH YHUQHKAUMANAHTaH MOAEN Ba aNrOpUTMIIApH Xamaa
9XTUMOJIMM TaxAumlapHH ¥3 BakTHAa Oaprapad 3>THIN Ba ynapra pean BakT
pexxHMHAa afanTHB TabCHpP KYpCaTHII aNropHTMIIADHHH HILab MNKHIIra anoXuaa
spTHOGOp  KapamnMoxkga. Illy  skuxatmaH — caHoaT — OGBEKTNIapMHHHT
XMUMOANAHTAHMMTHHE ~ MOHWTOPHMHT  KHAHWI,  HACHTHQMKAUWARAW  Ba
TAbMHHNALWHUHT TYPIM YCY/UlapuHH Hat YMKHIN MyXHM Basudanapaan 6upu
XucobnaHMoxaa.

XaxoHaa XUMOANIAHraH CaHOAT MaKMyalapMHH Joiiuxanamra 6ynran
IXTUMONHMiT TaxOuAnapra KapllH KypalHmi, TH3HM Y3JYKCH3 HUUIALIHHH
TabMHMHMALW Ba TYPNH TaXAuAnap WIapoMTHEA o6beKTnapHH afanTHs GomiKapHi
MacajlanapMHH Xan KWINIra KapaTWiraH yHHBepcan EHaaliyBHH apatm 6¥iinya
WIMHI-TAIKMKOT HuUIapH onu6 Gopwimokna. By Gopaga, kymnanas,
MHCCHOUEHTPHK  &HpauryB  TywyHuanapd  acocuna HWUYM  XHBTHu
aBTOMATJALITHPHNTraH sofinxanam ycymanapu Ba aNropUTMIAPUHH
TAKOMH/TAIITHPHILL, [AWCKPET MaBiyMoOTiap OKiMura sra O6ymran HUM
XUBThaaru TapMOK Tpa)MrHHH CTaTHCTHK Ba (ipaxTan TaXJIMJI KHWIHLI YCyJuiapu
Ba aITOPHTMIApPHHH HUUIa0 YHKMIN Ba JACTYpHH TabMHHOTHHH APATHII MYXHM
Basudpanapnan Oupn xucobGnaumnamu. ILlly 6wian Oupra Hmna® YuKapuu
Ma)KMyaJlapiHH TallKH Ba MYKH TaxAulapaH XMMOSMIAHTaH HHTErpaLlaiirai
GOI.llKaleu TH3UMJIADHHH XaBCH3JINTMHH TaBMHHIIOBYH caMapallH ycCyanap Ba
anropMTMIapHH ApaTHII 3apyp XHcobnaHanu.

PecrryGnukaMH3aa TeXHONOrHK JkapaéHnap Ba HIUIA0 YHKApHLLIApHH
Y3nykcH3 uuulamiuHd tabMHiioBun UM XUBTHM aBTOMaTnalUTHpHLI Ba
Gowkapuil xamza nofiuxanams #yHanumapura Karra 35THOOP KapaTWIMOKIA.
2017-2021 #unnapna V36exucron PecryGNHMKAacHHM sHana PHBOXJIAHTHPHII
6yiiuua XapakaTnap cTpaTernscHia, XymiaanaH (.. HKTHCOOMETAR dHEprui Ba
pecypcnap capduHH kaMafiTHpHLI, HuUIA0 uYMKApHIUra 3HEPrud TeXaAaurax
TEXHONMOTHANIAPHH  KEAr - sKopuit - 3T, KalTa THKIAHAOMraH OSHEprHsa
MaHGanapuman QoNpaNTaHMIIHNM KEHraliTHpMIU, MKTHCOAMET TapMoKIapuaa
MEXHAT YHYMAOPJIHIHHH OLIMDHL, ... HKTHCOAMET, KTHMOHH coxa, GomKapui
TH3UMHra  aXGOPOT-KOMMYHMKALMS  TEXHOJOTMANAPMHH  JKOpHH  STHI!
Basuanapn GenrmmaG OGepwiran. Maskyp BasudanapHd amaira OUIHPHLI,
KymnagaH HWNad YHKapHIl MaKMYaJIapMHUHT MHTerpaUialira GomKapH
TH3umiaapn (MUM HBT) xuMoAcHHH ommpuiura MMxoH GepyBYM 3aMOHaBHiA

! Vibexncron Pecnybmixacu Mpesmgewnumur 2017 fun 7 ¢espanaarn [d-4947-con  «¥3Gexmcron
Pecrry6amxacinu AHaA3 PHBOXIAHTHPHIN 6FHHua XapaxaTaap cTpaTernice THFpHCHANTH DapMOHK.
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yCyanap Ba aNropuTMIapHH HULIA6G YHKHII MyXHM BasudanapgaH Gupu
xucobmaHany. :

Y3bexuctoH Pecnybnukacu INpesugentununr 2017 #Hun 7 despangaru
[®-4947-con «Y3bekucron Pecmy6nnxacHHH AHala PHBONJIAHTHpHII GYiiuua
XapakarTnap crpatermacu Tyrpucumanrd dapmonn, 2017 i#un 27 monnarn
IIK-3151-con  «Onmuit MawmyMoTIM MyTaxaccucnap Taiépnam  cupaTHHH
OLIMPHIIAA HKTHCOAMET coXallapd Ba TapMOKJIapMHHHT HIUTHPOKMHM sSHada
KeHraliTHpuill Yopa-Tanbupnapu Tyrpucuganry, 2012 itun 21 mapraaru ITK-1730-
COH «3aMOHaBHif ax60pOT-KOMMYHHKALMA TEXHOJIOTHANAPHHH SHANA KOPHH 3THLI
Ba PHBOXMAHTHPHII 4opa-Taabupnapu Tyrpucuaa»r, 2018 iun 27 anpenparu
INK-3682-connmu «IHHOBaUHOH FOANap, TEXHONOTHANAP Ba JoMMXanapHu aManuii
KOpMA KHIHII TH3HMMHH fHala TaKOMWUIAINTHPHII dYopa-TanGHpnapH
Tyrpucuaanry Kapopnapn xamaa maskyp daonusrtra Terduuin 6ouka Meb&puit-
XyKyKHii Xyxokamiapaa Oenrmnadrad BasugpanapHu amanra owupuuira yuwby
JHccepTalA TANKUKOTH MyaiidH Japaxaa XM3MaT KHiadH.

TagKHKOTHHHr pecnyGianka ¢$aH Ba TeXHOJOTHSUIADH PHBONIAHHIIH-
HUHT YCTYBOP HyHANHIIIapHra MocJaurd. Maskyp TaOkMKOT pecnmy6nuka ¢an
Ba TEXHOJIOTHAJNIADH PHBOMUIAHUIIMHHUHT V. «Ax6opotnaltHpHm Ba ax6opoT-
KOMMYHHMKAUMA TEXHONOTHANAPDHHM PpHBOXIAHTHPHIUY» YCTYBOp HyHaMMILK
novpacuaa 6axapwiraH.

Muccepranus mMaB3ycu G¥ituua xoprxnit nAMHI TAIKHKOTAAp wapxu®,
HNinab uukapHml MaXMyanapMHH XMMOSIAHTAH HHTerpamnamrad Goluxapui
TH3HMJIAPHHMHT aBTOMAT/IAIITHPIIraH NoHHXanall yCyJu1apH Ba anrOpUTMIapHHH
ApaTHIl XamM[a TaKOMWUIAIITHPMIUra MHYHaNTHpWIraH MIMHH TagKMKOTHIAp
JAXOHHUHT eTakyH MWIMHA Mapkainapy Ba oOnuii TaBaMM Myaccacanapu,
Kymnagan «Honeywell», Rockwell Automation Inc., University of California,
Massachusetts Institute of Technology (AKIL), «Check Point Software
Technologies» (AKILI, Mcpomn), Technical University Munich, Karlsruhe Institute
of Technology, Technical University Darmstadt (Fepmanns), Imperial College
London, The University of Edinburgh (Bytox Bpurasus), Linksping University
(LIseuns), University of Chemical Technology in Prague (Uexus), The University
of Tokyo, Tokyo Institute of Technology (sInonns), Seoul National University,
Korea Advanced Institute of Science and Technology (Kany6uii Kopes),
ABroMaruka HMHCTHTYTH (XuToH), «CTaHKOHH(OPM3AIMTAY MIMHI-TeXHHK
Mapkasy, H.3.Bayman HoMuaaru Mockea aB/IaT TeXHUKA YHUBEpCHTeTH, CaHKT-
INerep6ypr unpopmatHka Ba aBTOMaTMaUITHPHIN HHCTHTYTH, CaMapa paBnat
ynusepcurets (Poccus), Typun nonurexuuka yuupepcuretd, ToukeHT naBnat
TeXHuka yHHBEpCHTeTH, TouwkeHr axGopor TexHonorusnapu YHHBEPCHTETH
(Y36exncron)na onué 6opunmoxna.

?  Ducceprauns  Massycn  Gfitea  wiaudl  Tamkuxotnsp mapxm  https:/fwww.honeywell.com,
htps://www.rockwellautomation.com/site-selection.html, https://www.universityofcalifornia.edu,
http-/fweb.mit.edu, https://www.checkpointcom, https:/fwww.tum.de, https:/iwww kitedu, https:/fwww.tu-
darmstadide, http//www.imperial.acuk, https://www.ed.ac.uk, htps:/iu.se, https:/fwww.vscht.cz?jazyk=en,
https://www.u-tokyo.ac.jp/en/index.html, !mps://www.ﬁtech.ac.jplenglish, http://en.snu.ac.kr, http://www kaist.edu,
http:/fenglish.ia.cas.cn, https:/fwww.ntesizru, http://www.bmstu.ru, http://www .spiiras.nw.ru, https:/polito.uz,
http://tdtu.uz, hetps:/tuituz sa Goika Manbanap acocuma HInNE6 YHKHAraH.
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TexHONMOTMK ’XapatHnap Ba HmNab YHKAPHUUIApHHM ABTOMAT/IAITHPHLI
coxacupma WUM XHBTHH apTroMamIaITHpHAraH JiofiMXanaw ycysinapu Ba
aIrOPUTMIIAPHHH Huwab YHKHILI xamaa XMMOR  TH3HMJIApHHH
TAKOMHWJUTAWITUPHIITA OMA JkKaxoH#a onu6 GopunraH TAAKHKOTIAp HaTHXacHAa
KaTop, XyMafaH KyfAunars WiMHii HaTixanap ONHHIaH: HNYM XUBTHHHTr Kyin
[OFOHANAPHAATH MOCNAMalapHH XHMMOANAall YCY/UIapH Ba  &lIrOpHTMIapH
aparwirad («Honeywell», University of California, Massachusetts Institute of
Technology, George Mason University, AKIL; Poccus ®dannap AxaneMuacH
Bowkapum Myammonapu uHctuTyTH, Poccus); UUM MBTHM Gomkapum
obbekTnapu (TYFpHAaH-TYFpH Gowkapum Oyi#pyxiapH, peHM mapaMeTpiapH Ba
ynapHH ¥uoB KMAMaT/IapMHH §3rapHIUH Xamza apapHusnapra Kapiu XHUMosnap)ra
6ynraH pyXcaTcH3 KHMPHMIUZAH XHMOAJAm aNTOPHTMNApH HUUIAG YHKHAraH
(«McTuxGouM TagKMKoTAap >kamrapmach», Poccus); MUM XHBTHr myxum
nndparysunvanapuun  (SCADA  cepBepnapd, ONEpaTOpiMK  MaHe/UIapH,
MYXaHIMCHK MIIYH CTAaHLMANADH, TApMOK Yynamuuwnapu Ba .axGopor
uHOpaTy3uIMacHHMHr GOIKa MyXWM TH3MMIapH) 6apKkapop HLULIAIMKHA
TabMMHNAI 6YiiMua anropuTMiaap Ba anmapar-AacTypuii Maxmyanap uwnat
uukunran (Massachusetts Institute of Technology, AKLL; Linksping University,
Iligeuus; «Modcon Systems», Byiox Bpuranus; Seoul National University,
XKauy6uit Kopesa; H.D.bayman Homuparu MockBa aBNat TeXHHKA Y HHBEPCHTETH,
Caukr-Tletep6ypr MHdOpMaTHKa Ba ABTOMAT/IAINTHPHIN HHCTHTYTH, Poccusa);
aBTOMaT/IAITHPUNraH  GOMIKADHII  TH3HMJIADHHHMHI  TEXHHK  BOCHTAIapH
(maTYMKNap, MHKPOKOHTpONIEpNap, MHKpompoueccopnap Ba Gowxanap)hu
TEXHO/IOTHK HOCOJIHKNIAPMHH HA30paT KHIMII YCYJUIapH Ba alrOPUTMIApH HILNaG
yukunran («Honeywell», AKIL; Seoul National University, Xany6uii Kopes;
Tokyo Institute of Technology, Snouns; «CrankoundopM3aWKTay WIMHIA-
TeXHHKa Mapkasd, Poccua); wuua6 yMKapHWIHHHC  HepTb-ras, KHME,
GHOTEXHONOrHA TAPMOKJIApPHAA MHTerpaiamirad GolIKApHII TH3HMIAPHHK
noiiMxanau ycymnapH sa anroputviapu uuuia6 uukunrad («Honeywell», AKUIL,
«CraHkonHpopM3amuMTay  WIMHH-TEXHMKAa  Mapkasd, Poccua);  uuuia6
YMKAPHUWHMHT 3NEKTPIHEPreTHKAa Ba TPAHCNOPT TapMoKjiapuaa OGoiukapui
TU3MMAAPMHH ABTOMATHK CHTHaIM3auWsnam, Onokaraml Ba MOHHTOPHHI
KWINMHKHT JacTypHi-TEXHHK MaxMyanapu uuna6 uukwiran («Honeywell»,
AKUI; Linksping University, IlIsenus; «CraHkoHHpOpM3aluTa) HIMHA-TEXHHKA
Mapkasu, Poccus). ;

XKaxonna HUM XHUBTHH nofiMxanaliHid aBTOMAT/ALITHPHIL MacananapHii
eunmt  yyyH uMumab  uyukwiagrraH  ycyuiap  Ba . aArOpPHTMJIapHH
TAKOMMHJIAWTHPUINTa JOMP KaTop, XyMiagaH KyiHAaarn ycTysop HyHanuuurapaa
WIMHI TaakukoTnap onu6 Gopunmokaa: Mypakkab AMHaMHK JkapagHnapra sra
6ynran TH3MMIApIArM TaXOMUUIAPHHM AHMKIAW, XaTapnapHd OGaxonmaml Ba
GolKapHLIHK TaKOMWUIAIITHPHL; Gowkapumn ofbeKkTiapura Ba pecypciiapura
pyXxcaTcH3 KHpHuulapHM Gomkapuin, caHoar oOOBEKTIapMHMHI HILfalIKuAA
HOCTaHAApPT Ba3HATAAPHH MOHHTOPHMHI KWIMWl Ba XabapAop KHAMIU TH3WMIIApH;
ajanTMB GOWIKApHII BAa TAXAMAIAPra KapIIH KypallMill TH3AMIApHHH Huuiab



UHKHLL; TAlIKK Ba MYKH KY3FaTyBYM Tabcupnapra GOFNHK GYnmaran 6oikapHiu
TH3NMJTAPHHHUHT HUUTalIHHH TAEMHUHIIOBYH MoaeJulapHu HUWLI1a6 YHKHLL.

MyamMouunr  ypraumaramauk  gapaxach. UM UBTHuHr
aBTOMATNAWITHPHAraH JoHUXaNalll yCy/iapH, MOIE/UIapH Ba anropHTMITApHHU
Hmnab wukum 6yivda kymnab xopwknuk omummap, xymnaman: J.C.Smith,
D.J.Howard, R.N.Selin, R.Lippmann, R.Kwitt, A.Ghosh, E.Eskin, N.Cristianini,
M.Salem, H.Amstrong, P.Barford, JKline, HJ.Kim, P.Casas, B.A.ApTamMoHOB,
HA.}O.I"'amatonos, 10.B.Iuceukudt, C.l'opaeiiunk, B.ly6poeun, B.U.MapkoMeHko,
P.B.ba3zaes, B.A . Konssckuit, B.A .I'anarenko Ba 6oikanap XxaMmaa MamIaKaTHMH3
OfIMMIIapH, KymnamaH A.A.A6aykomupoB, B.M.Asumos, O.I1.Axmenosa,
T.®.Bekmyparos, 111.M.Fynomos, H.N.)KymanoB, 0.0.3apunos,
X.3.Urambepmuer, A.A Kamupos, H.3.Kamanos, M.M.Kamunos, M.M.Kapumos,
A.P.Mapaxumos, T.P.Hypmyxamenos, M.A.Paxmarynnaes, O.X.Pacynosa,
H.X.Cunauxos, L1.X.do3unos, H.P.IOcyn6exos Ba 6owkanap ¥3napuHHHT yaKaH
XUCCaNIapUHHU K LINIITraH.

Xopwxnuk Ba MaMIaKaTHMH3 ONMMIAPH HIWIAPHHHHT TAX/AHAM, ynap
TOMOHUJIaH TaKMHu] KWIHHAETTaH ax60poT XaBYCUINIUIHHN TABMHHIALI YCYJIapH
acocaH ~XaBGCHINUKHMHT KYTI GOCKMWIM MoAenuHH Kypumt Ba MUM HBT
XUMOACHHH TAWIKWUIAIITHpHIIra 6ynraH sLIeNOHNAWITHPHATaH EHpauryera
HYHaNTHpHAraHnuruHK &M KpunTorpaduk XUMos KabW MacananapHu ey
6unan yeknaHraHAMruHW KypcataM. Xycyca, O.IT.AxmegoBa, O.X.Pacynos,
MM Kapumosnap axGopor TusMMnapuparu MabJIyMOTJIapHH XHMOA KWJIHIUra
MMKOH OepyBuM MabNyMOTNapHH KOMAIIHMHT TYpNM annapat-HacTyphi
BOCHTQNIAPHHH TaKIH() KHrawnap.

Coxara oua TanKMKOTNap TAXTHIH IIyHH K¥pcatanyuku, HINA6G yHKapHII
MaKMyalapHHHHI X03HPrH 60CKMIMAA XHMOANAHIAaH HHTerpaIalral GOWKapHIL
TH3UMJIApUAATH MabIyMOT/IAPHH Y3MYKCH3 KaliTa MuUtam, MabiyMOTIap
GYTYHNMIHHM TabMHHNAW yuyH caHoaT TU3UMNAPH TAXAHANAPUHH AHMKMAII Ba
y7lapra Kapu KyPaUIMIUHHHT ajanTHB TH3MMIAPMHHM APATHLI, MabIyMOTJap
Y3aTHII KAHAUIADHHHM XHMOA KWIMIIHHHT WIFOP YCY/UIADMHH TAZKHK KHJIHLI,
CaHoaT KOpXOHANApHAA ANANTHB TH3HMIIAP Ba XUMOSA TEXHONOTHANAPUHH ApaTHLI
MacananapH eTapiu Japakaaa ypraHiiMaraH.

HuccepTauus TAAKMKOTHHUHT AHCCepTaLHSA Gaxxapuaran onwmii TanauM
MyaccacaCMHHHI HAMMI-TAAKHKOT HINIAPH pexanapu 6uaan Gorauaurs.
Hucceprauna Tankukotn TomkeHT naemar TEXHHKa YHHBEPCHTETH MAMHIL-
TAOKMKOT  HUUIADH  peXKanapHHHHT Ne®-4-56—«Mypakka6  TexHONOrHK
ofbekTapHu  HHTeMEKTYan Gowkapuur TusMMNapH HoOpaswan TYIUIaMaapy
acocHAA Ty3WIMaBHIA-NapaMETPHK CHHTE3HUHT Hasapwil acocnapu Ba ycyJIapHHH
a6 umkumw»  (2012-2016); NeA-5-42—«Anpuop HoaHukmHK 11apoUTHAA
TEXHONOTHK OGBEKTIAPHH ABTOMATNALITHPUITAH MOHHMTOPHHTH Ba GOLIKAPHUINHH
HHTCIUIEKTY AIIAITHPHITHUHT aCTYPHIi MHCTpYMeHTan BocHTacH» (2015-2017);
NeOT-®4-78—«H pentudmxaruon €Hjaulye acocHaa AMHaMMK 0GBeKTAapHH
ananTus GOIKApHIN CHCTEMANapH CHHTE3UHUHT Hasapuil acocnapy Ba MyHTa3aMm
ycyunapuu Huuiab umium» (2017-2020); NeOT-(7-88—«To3a MaxcynoTiap
OHIIHHHT  SHEPrHA Ba PECYPCTEXAMKOP MCCHKIMK-MAcca amMalTHpHII



skapagHIapuHHHT HCTHKGONHN  MypakkaG KHME-TEXHONOTHK TH3MMNapHHUHT
HA30paTH acOCJApHHN TAKOMHHALITHPHLI (2017-2020) MaB3yJnapuiarn wiMHii
nofinxanapu goupacuaa 6axapuira.

TaaKHKOTHHHT MaKCaAH HITa6 YHKapHII MaxxMyanapHHH TallkH Ba H'KH
TaXAMANapAaH XMMOAJIaHTaH MHTerpauiamras fomKapuil  TH3UMIAPHHHHT
apTOMaT/IAITHPWIraH JofiMXanaw ycyaiapn Ba anropHTMIapHHH uunab
yHKMIUAaH Hoopar.

TaaKuKOTHHHT BasHdanapu:

axGopoT Ba CaHOAT TEXHONOTMANAPMHM YHMGHKAUMA KWIMII WIAPOMTHAA
MuU1ad YMKApHII MaKMYanapHHHHI XHMOA/IaHMaH HHTerpaaimrad Gomkapuiu
TH3UMNapHHH NOHHXaTalll KOHUEMLMACH Ba METO/IOJIOTHACHHH MU0 YHKHII,

MypakkaG TEeXHONIOTHMK >apa&Hnap Ba a6 YMKapull O6BEKTNapHHHHT
GOlIKapHll ~TH3UMNApH CTPYKTYpacHHM CHHTe3Nnall XaMjia Taxaua  Ba
3au(MUKIAPHHI TAXIWI KHIIMIL aNrOPHTMIAPHHH HILTA0 MMKHL;

Mmnab YMKAapHIl MaXMyanapuiard TapMOK TpaQuri aHOMAUTMKIAPHHH
TaX/I/ KWIMLUIHHHT MATEMaTHK MOAC/UTMPHH HULTA0 YHKHLL; )

HHTEerpatamrad  OoliKapul — TH3MMIapH  TapMOK Tpadurugard
aHOMAITMKIIapHH HAEHTHOHKALMANALT ANTOPHTMAAPHUHY HILIAG YHKHIL,

MuUTa6 YHKApHII MaKMyanapuja HHTerpaviaraH GOMKapHil TH3HMHHUHT
XMMOS/IAHrAHIHIHHH OLUKPHIL ANTOPHTMAPHHH HULIA0 YHKHLI;

MHTErpa/Ulalral G0LWKapHII TH3UMHUrA G¥araH xubepXyKyMHH aHHKIOBYH
ruGpua anropuT™ Ba AaCTypHit MaXMyanapHu ULLIAG YHKHLI;

caHoaT MaKMyalapHaard manymoTnap oM0opuHM cakmaul Ba 3axypanail
TM3MMJIAPHHUHT TanogaTcy3 HUUIAMHA TabMUHIOBYM ANrOPHTMIIAPHU nunab
YUKHULLL :

TagkuKoTHHHr ofbexTH cudatnaa wHumab YMKapuUl MaXMyanapuaa
HHTerpanawrad GOIWKApHII TH3MMMHHHT axGopoT pecype/apura 3/CKTpOH
TabCHUP KYpCaTHIL XKapa&HH OJIHHIaH. ’

Taakuxoruunr npeavern HUM XHWBTra 6ynras 3neKTpoH TaXAWAIapra
KapwM Kypamuw 6¥iiMya yopanap, MoAeIap, aNropuTMIAp, MablyMOTIap
omGopu Ba AacTypuit MaKMyanapHHH Muab YHKMII Ba TAKOMWUIAINTHPHIIAAH
nbopar.

TaakuKOTHHHT YycyasaapH. Taakukor xapatHuzaa TU3HMIM-KHECHH Ba
TH3UMIH-DYHKUMOHAN EHAaulyBaap, GoliKapuil TH3HMIApPHMHH TaxX/Hil KHIHI,
GolIKapHLl TH3UMJADHHM  CTPYKTypaBHil-lapaMeTpuk  CHHTed/all,  BakT
KaTOpJAPMHH CTATMCTHK Ba ¢pakTan Taxaua KWIHI, MOAC/UIAWITHPHIL Ba
6awoparnai ycyanapuaas doitnanaHuira.

TaAKHKOTHHHI WIMHIA SMTWINIY Ky#inparunapaad ubopat:

ax6opoT Ba €aHOAT TEXHOJOTHANApPHHH YHM(HMKAUMA KWIMII LIapOMTHAA
MILNA6 YHKAPHLI MAKMYANApHHMHT XMMOANAHTAH MHTerpauiamrad Gowkapui
TH3UMUMHM  JOMMXAaNallHUHT acOoCHi NpPMHUMMIAPH AHHMKIAaHraH  XaMja
KOHLENLMUACH Ba YCITyOHATH MInab YHKUIraH;

TAAKMK KWIMHalTraH OOBEKT XyCycusTnapuuu xucobra onuG, mypakkaG
Mu1ab YHKapHII TEXHONOTHK 00BbeKTIapuHH GOIIKapHLl TH3UMIIAPH TaXAuAjiapH
Ba 3aud TOMOHIAPHHH TAXAH/ KWIraH XONAa KAl YHKapHLl MaxXMyanapHHHUHT
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XMMOSUIAHIaH HHTerpajUlaliraH GoWKapull TH3WMHHH CTPYKTypacH HIab
YHKWIFaH;

CTATHCTHK TaxXJIiJ1 KOHLENMUHACH &acoCHaa AHCKPET MabillyMOT/iap OKHMHIa
sra Gynras Mmnab YMKapHII MaXMyamapHHHHT XHMOAJIAHTaH HHTerpajUlaiirad
OomKapuIl  TM3UMHMAArM TapMOK TPapHrHHH  MOHWTODHHr  KHIHINHH
MOJIEpHM3aliA KWIHHFaH MaTeMaTHK MOJEJUIapH MU0 YHKHIraH;

HOHCKpET MakTyMOTJIap OKHMHTa 3ra 6YaraH HIUIa® YHKapHII MaKMyallapHHH
XHMOANaHraH HHTerpalamrad GolKapull TH3UMHAArH TapMOK Tpa(HTHHH
¢pakTan TaxJAWIMHHUHI TAKOMWUIAITHPWIraH anropHTMJIapH Ba MOZAC/UIApH
MIIa6 YHKIIraH;

HILTa6 YHKapHI O06LeKTNapHHM MHTerpalaliraH GolKapHil TH3UMIApHIA
ax6opoTHH MaxMyaBuH KpumTorpadMK XHMOANAIl ANTOPHTMNApH HILTA6
YHKWIraH; .

a6  YMKapMIl MaOKMyIapUHMHT  XMMOAIAHTAaH  MHTerpaUlaliraH
GomKapuil TH3HMIapHOard HCTanMaraH OKHMIIAapHH MOHHTODHHT KHAHII Ba
HACHTH(GHKALMANAIIHUHT KUCMaH Y3-Y3uHM YKUTHII KOGWNMsTHra sra Gyara
ruGpHANHN anropuTMIapH HIUNA6 YMKHITaH;

Hil1a6 YHKapHINHH NHTerpa/ialrad GomKapylll TH3HMIIapBAa MABIyMOTIap
6a3acHHM HOCONHKIApra YUAAMIMIMIHHHE OLIMPHII YCYJUIApH Ba airopHTMJIapH
HNab YHKWIraH.

TaaKHKOTHHHI aMaJIHIl HATHRANAPH KyiiHAarwiapaaH HOopar:

’kapaéH KeYMIUM NaBOMHAR TEXHONOIHK PeXUMIAPHH MOHHTOPHMHI KIWIHIU BA
HOCONINK/IApDMHY aHMK/IAIUra UMKOH GepyBuH KYProOUIMH YMKHHIWIApHHN Kalita
MIUTALL B2 KOPHMIUMANAPHH Taii€pnam TEXHONOTHK JKapaéhiapH TapMOKIapHIari
HoMakOyn TpadHKIapHH TauK6 OJIMIH ANTOPHTMIIAPH MILNAG YHKWIraH.

aKKyMJIATOP MILT1a6 “MKapHIaa KYprouiH YHKMHAWIApMHHU KaifTa iwam Ba
KOpHIIMAJIapHH  Tai€pnaml  TEXHONOTHK  KapaHMHUHT  HHTerpaLlaluraH
GolmKapHIL TU3UMJIApH MahIyMOTIap 6asacHHHHr HOCO3/IHK/Iapra
4MAAMIMANTKEHY OLIHPHIL YCYJUIApH Ba &IFOPUTMIIApH HILIab YMKunran;

KYPFOIIMH MUKMHAWIADMHH KaliTa HUUIAIl Ba KOPHIIMAlapHW Taiiépnam
TEXHONOTHK XapagHaap MaxMyacHaa axGopoTIapHM KpunTorpaduk xpmosnall
QIropUTMIIapH HINab YHKWIraH;

KYprolHH YHKMHAWIApHHH KaiiTa MUUIAll Ba KOpHIIMamapHM Taiépnai
TEXHONIOTHK JKapaéHnapuaard MWl YMKapuIl MaXMyanapy TapMOKIapHHH
MOHMTOPHHI  KWIMIUHUHT  XHMMOANAHraH  HHTErpallalirad  GoluxapHil
TH3UM/IApHAAa TAXAHAIADHH HACHTHOHKALMAZAI  Macalaapuuu  euMllra
MYIKa/LIaHraH JacTypHi MakMya HIUTa6 YHKWIraH;

TagKHKOT HATHKANADHHMHT HMIOHWIMAHrH. OJMHran TagKHKOT
HATHXQTAPHHHHI HIIOHWIHIHTH YCITyOHil sKHXaTAaH acocNaHraH Hasapuii XHCoO-
KHTOOJIapHH aMaiira OLIHPHIMIIH, GOKApHII TH3HMIAPHHH CHHTE3 KHJIHMIUHHHT
CTpPYKTypaBHii-IapaMeTpHK, 3aMOHABHH GOMIKAPHII HA3IAPHACHHHHT aMALTHA
CHHOBJaH ¥TraH YCyAlapH Ba @IrOTHMIAPMHH HHUIATHAMILH, BaKT
KaTOpJIapHHHHI CTATHCTHK Xamia (pakTan TaxX/IHA YCy/LTapH Ba alropHTMIapHHH
ALUIATWINILH, Ha3apuii Ba aManuil TaAKMKOTJApHHHE ONIMHTAH HaTWkanapH Ba
ynapHuHT §3apo MyBOOHIIHIH 61iaH TabMUHTaHAIH.
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TAAKHMKOT HATIXKAJAPMHMHI WAMHI Ba amManuil aXaMHUATH. TaakuxoT
HATIDKANADHHUHT  WIMHH  axaMuaTH Mma6  YMKapum  KapagHnapHHH
MILOHWIMIMIK Ba XaB(CU3NMIMHK OLMPHLITa MMKOH GepyBun niwtad YHKapui
MKMyanapd  XMMOANAHraH MHTerpaiamiraH — Gowkapuil — TH3HM/TapHHH
ABTOMAT/IALITHPHATaH NOMMXANAWHHHT KOHCTPYKTHB YCYJUTapH, MOACNNapH Ba
anropuTMIApHHU MLLTA6 YHKUL OHNaH H30XIaHAMH.

TaIKMKOT HAaTHXKANAPUHT aMaNMii axaMMATH Takinu STHIran ycymiap,
MOfle/iNap, anropuTMIap Ba AAacTypnap AHrH MuUIab uMKapHul XaMAa Typrouw
OGBEKTNAPHH XHMOANAHTrAH HHTerpamnawraH GowKapHil TH3UMJIAapHHM B2
YNapHUHT KMCMJIADMHH JIOMXaNallHM aBTOMAaT/aWTHpHAa QadnanaHwmi
MYMKUHITHTH GHUIaH H30XNMaHHNAdH.

TAIKHKOT HATHXAMADHHMHr okopnil Kuauuumu. Hunab vuKapuu
MaXMyanapu XMMOANaHraH MHTerpaunamrad GollKapuwl —TH3HMIAPHHUHC
ABTOMATNIALITUPHIIraH JTOAHXaNaLll yCy/iapH Ba anropUTMIapHHH ApaTHLI 6yituua
MILUAA ONHHraH WIMHHA HaTHXKanap acocHaa: ’

MCTANMaraH OKMMIApHH MOHMTODHHI KWIHII Ba TaHMO ONMIIHMHT KMCMaH
| §3-y3uHM YKuTMW KoOunuaTMra dra Gyaran ru6puaaM anroputmuap, uiad
UHKADHILIHWHT MHTErpaialiray GOMKApHIL TH3HMIIapHaa ax60pOTHU MakMyaBHit
KpunTorpagMk XMMosanawl Ba MablyMoTnap 6asacHHH  HOCOINMKiIapra
YHAAMIMAMIHHH ~ OMIMpMI!  YCy/jlapy Ba  anropuTMiapH Y36eKkUCTOH
Pecny6nuxacu Mapkasuit 6anku axGoporTnawrtupumt Bow Mapkasuia sxopuit
KHAIMHraH (?36emc‘rou Pecrybnukacu  AxGopoT  TexHonorusnapu — Ba
KOMMYHMKALMANAPHHH DHMBOXIAHTHpHMIN ~Basupnurumuur 2019 fimn 28
despannarn 33-8/1449-con MabiymoTHOMacH). Harwxana TapMOK TpaduruHu
TaXJMN KWIMII TH3MMHHMHC HMUUALl YHyMAOPNMrMHH 12 % ra owmpHul
MUMKOHHHHU Geprau;

CTATHCTHK TAXJIWI KOHLENUWACH acoCHAAa AWCKpET MablyMOT/nap OKMMMra
sra 6ymrau UUM XHWBTparn TapMOX TpadMriHH MOHHTOPMHI KUIMIIHHHT
MOAEPHH3ALUA KWIHHTAH MaTeMaTHK MOJIEJUIapH Ba AWCKPET MabJIyMOT/Iap
okuMHra ara 6ynran MUM XUBTaaru TapMoK TpagMrHHHHT GpaKTan TaxIuIHKI
TAKOMH/UTAIITHPWIrH ANropuTMAapH Ba MofennapH <«Ku3sax aKKyMyIATOp
sapoau» AXK pa xopuif  KMNHHraH (V3bekucron PecryGnukacu AxGopor
TEXHOJIOTHANADH Ba KOMMYHUKAUMANAPUHH DHBOMUIAHTHPHIL Ba3UPAHTHHHHT
2019 #un 28 despanmarn 33-8/1449-con ManaymoTHoMack). Miinab uukuiras
MaTeMaTHK MOJENIap Ba CAHOAT TAPMOKIAPHMHH MOHMTOPHHI KMJIMII TH3HMHHH
takoMunnawTupuw anroputmaapy MUM XHUBTuH TYXTOBCH3 Huinall KMKOHHHH
6eprau;

ax6opoT Ba CAHOAT TEXHOMOrUANAPMHH YHH(QUKAUMA KHIMU IMAPOHTHAA
NYM XHBTHH noftHXaNalIHHHT aHKK/TAHIaH acoCHi NPHHUMIIApH XaMaa uunab
YHKMIrAH KOHUENUMACH Ba yciyGuatn VY3Gexucron Pecny6nukacy Ax6opoTt
TEXHOJOrHANAPH Ba KOMMYHHKAUMANAPHHY PHBOX/IAHTHPHLI Ba3MPAKrH axGopoT
Ba KamMoaTYWIHK Xadcuanurn Mapkasu xampa «UNICON.UZ» IYKna xopuit
kumuuran  (V3Gekucron  Pecnybnukacu  AxGopoT  TexHonoruanapu - Ba
KOMMYHHKALMANADHHH  DHBOXIAHTHpHIL  Basupnurupuur 2019 fiun 28
despannaru 33-8/1449-con Mabnymorsomacu). Hamwxana UM XWUBTaaru
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TPapUKHH MOHHTOPHHI KWIMLI TH3UMH CaMapafopnHruHH 15 % ra ommMpHm
HMKOHHHH Gepran. )

Tagkukor HaTHKANapuHHHr anpoGaumsicn. Maskyp TANKHKOTHHHT
Ha3apuil Ba aManuit HaTHkanapH 3 Ta Xankapo Ba 5 Ta pecry6nnka HIMHit-amManuit
aH)XyMaHIapHuAa Mabpy3a KWIHHMaH Ba MyXOKaMaJaH YTKa3HiraH.

TankMKOT HATHKANAPHHHHT JLJOH KWIHHTaHAWrH. JluccepTauus
MaB3ycH 6Yiuya 26 Ta wiMuli uw, xymnanan ViGexucon Pecriy6nukacu Onuit
aTTeCTallid KOMHCCHACHHHHT JOKTOPJIHK AMCCEepTAUHANIapH acocuit HIMHM
HaTWXaNapHHH YOIl STHUII TaBCHA 3THIraH WiMuli Hawpnapaa 13 Ta makona, 10
TacH pecnybnuka xypHawiapuaa Ba 3 TacH XOpMkKHil KypHannapaa, Hauwp
KWIHHraH, XaMa 3 Ta OXM yuyH SpaTHIraH JacTypuil BOCUTANAPHH Kalii KM
TYBOXHOMAanapH OfIMHraH,

JAMCCepTaHAHMHT TYIHAMIIH Ba XamMH. Hucceprauua kupuw, Gewra
606, xynoca, ¢oiizananunran anabuérnap py#ixatu Ba wiopanapaaH H6opar.
Hucceprauma xaxmu 184 GeTHu TAIKIT KUY,

AUCCEPTALIMAHAHT ACOCHIA MASMYHH

Kupum xucmuna AMccepTauud MaB3yCHHHHT NON3apGiMru Ba 3apypuiTH
acocnaHrad, TafKHKOTHHHT Maxcall Ba BasHdanapn, o6BeXT Ba mnpeaMeTH
TABCH(NIAHraH, TAaEKHKOTHHHr  pecy6nMka GaH Ba  TexHOMOrMANApH
PHBOAUTAHHINIMHK YCTYBOp AYHANMIINIAPHTA MOCIHIH KYPCATWITaH, TaNKUKOTHHHT
WIMHH AHMWIMIY Ba aMaIHi HaTWXKanapH GadH KWIHraH, ONMHraH HaTIKaIapHUHT
NIUOHUTMNHTH acocnab Gepunany, ONMHIaH HATIDKANApHUHT WiMuMi Ba amanuil
axammATH ouub GepwiraH, TamKMKOT HATHXANapHHH aMaMErra XKopHil KM,
HaWp JSTWIrAaH MUMap Ba AHCCepTauMA Tyswinwn GO¥iiuua  ManmymoTiap
KeNTHPHIITaH.

HAuccepraimanuur  «XUMOSAAaHraH  HHTerpaLIamIran Gomxapum
TH3HMJIRPHHH JIOHMXANaIl YCY/JIADHHH PHBOXUIAHTHPMIIHMHI 3aMOHABHIl
X0/1aTH» 166 HoMnaHraH GupuHuM 606una MUM UBT Ty3wIMIIMHY CHETe3 KWIMII
6yitHua TAEKMKOT HaTKanapu KeNTHpWIraH, MaBXyad Taxmumiap, AX
3an(nuknapn Ba XaTapnapH, MyaMMONIapH Xamia Mypakka® HumnaG YHUKApHIL
TEXHONOrHK  oObekT/napn MHQpatyswnimacura 6ynran  canGuii  snexTpoH
TabCHpNIapAaH XHMOA/IAHHW Ba yjapra KaplIWIMK KypcaTHLl 6yitnua ucTukGowmH
BOCHTANIap TAXJIHJI KHIHHAIH,

3amonasuit 1UM HBT xyn Gockuunm omam-mammuna 6ouwkapu THIUMUAAH
nbopataup. KopxoHa Gapua kucM~TH3UMNApH Ypracuzaru ¥3apo anmoka camnoar
TapMOFH acocHa 103 6epau. ‘

Kyn 6ockuunmH caHoaT TapMOFHHH BasHJIALUTHPH/IraH KHppanap Ba ywiapra
ara Gynran Aynarmupuiran mynsturpad G=(D,S) xypunmMmmna ndomanaimus.
G rpag éfnapHHUHT HYHanMWm TpadyK ysaTvin HyHanMmMHKN KYpcaTaay.

By epna D={d.,i=1l...n,} — TYPNH KypwiManap (#aTuMknap, KOHTPOJ-
nepnap, KOMMYTAaTOp/ap, KOMNbIOTepiap Ba Xok.) — MUM UBT camoar TapMorura
yJlaHraH TapMOK 00BeKT1IapHIaH TAIIKKN TONraH yunap TYUIaMH.
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S={s.l=1..n} — 6apua KypunManapHu AroHa TapMOKKka Gupnam-
THPYBYM anoka KaHainapu Gunan udopanaHyBud Kuppanap Tymnamu. By epna

ScD* — xypuimanap ypracumarin ¢usuk GOFNaHMINHM Xapaktepnoeuu D
Tynnamaary 6unap MyHocabar. VHUHT yuyH Kyiugard ¥puwnu:

G=(D.Sy’ =<D,S> D#@ ScD*&VseS(s|=2).

Unrerpannawran  Gowkapumn  Tesummapura (MBT) axrM  komnbloTep
TexHonorusnapuuunr (IP Tapmoxnapw/Ethernet) kymnaHunuu 6unaH axGopot
TexHoNnoruanapuuur (AT) Taxaumiapd HIwa6 YMKapHW OGBEKTIAPHHHHT
HIunalura canbuit rabcup kypceara Gouwtaau.

WHuupentnapra *aso6 katirapuwi Amepuka Mapkasd ICS-CERT Huur
KOMIMaHHA ToMOHHMAaH AX coxacupaary 108 Ta nHumaent 6yiinua MabryMoTIap
Taxau KuAHHraH 2018 iinn yuys iwumuk xucoGoTraa IHT KYN HHUMAEHTNAPHHHT
anepretuka (27,4%), HedT Ba HepT Kasub onuw cawoatmaa (21,3%), xumeE
canoatuna (11,4%), cys pecypcnapunu 6omwkapuin (6,3%) Ba Goluka yTa MyXum
Hnab YMKapunapaa Kai 3STHAraHINMH TabKHAIAHAOH.

UBT ra 6yaran suru Taxauanapra caMapaind Kapuluask kypcatiul yuyn AT
coxacHaaru TexHuk eunmnap UUM HUBT ra mysaddakuaTiy KynnaHHIMOKIA.

ByHpall TeXxHHWK euumnap TapkuGHra XyXyMJapHH aHHKIaWl TH3UMNapH
(XAT), anTHBHpyCnap €K CYKHWIHMO KHMPHLLNAPHMHI ONAMHH ONHIM TH3HM/apH
(CKOOT) xam kupann. HUM HBT IP/Ethernet TapMoK HHGpaTy3uIMacHra
yNnaHraH GuMp KaTop KOMMOHEHT/Iapra (KypunaManap, AaTuuknap) ara, GHpOK
autueupycnap, XAT &wm xocr papaxacumarn CKOOT kabu ax6opot
xappcuznuruin (AX) TabMHHIAUI BOCHTANapHHH ynap Y4YyH Xap NOHM XaM
ypHaTH6 6§nmaiinu.

Lliynuur yuyn HWUM MBT xumoscuHM olwmMpHura MMkoH GepyBuu
HCTHKOONNM yCynnap, aIrOpUTMIap Ba TEXHONOTHANApHH TaAKHK KWIHIL
3apypHATH 103ara kenanu. Bynpait eunmnapaan 6upu cudarupa ypranunaérran
O6BEKTHHHT Y3Mra Xoc XyCyCHATNApHHH XMco6ra onraH Xoifa MUUTab YHKapuLl
MaKMyanapy CcaHOaT TapMOKAapH TapMOK TpaQHIMHH TaXJIWin  KHAHII
TH3HMAAPHHHU KYNnamaa KYypUHagH.

BaéH KunuMHraHnapHu Xucobra ofraH Xojna V36ekucron Pecry6nukack
OaBNaT Ba THXOPHH KOPXOHAIapH YJYyH AHIM TH3HMJIApHH HUUIal 4MKMIU Ba
ax60pOT MYXHTH Ba XMMOA TH3UMIAPMHH TRKOMIUIAITHPHIL 3apYPHATH Aon3apb
xucobnawanu. Bymunr acocupa MUYM  UBT, xucobnaw  TexHWKacy,
KOMMYHMKALIMOH TH3MMAAp Ba JKMXOINap JiofMXanoBuWnapn Ba Huunad
uuKapyBuWwiapu 6ynraH erakyu KOMMAHWANApHMHC JoHMXanaul Ba TEXHOMOTHK
euumnap 6yfinua xaxoH Taxpubacu Xampa ywby OwiMMmnap TapMOFMAaru
MYTAXacCHCIIAPHUHT SHIH WIMMIi HATHXaapH Ba Taknudnapy ETULIN KEpakK.

ynuur yuyn HUM HBT HuHr caMapanu XHMOACHHH TabMHHNaWl y4yH
CaHOaT KOPXOHANapH KOMMLIOTEp TH3UMIAPDHHH JofHXanaw TH3HMAApUHU
MYHTa3aM paBHIIJA TAKOMHJTAIITHPHG Ba MopepHM3auua KMau6 Gopuw 3apyp.
Illy Tydaiinu TannaHran mas3sy nonsap6 Ba 3apyp xucoGnauaan.

Ouccepraumauuur  «XHMOANAHrAH  MHTerpajasamrad  Gowmxapsu
TH3UMJIADHHH JI0OfHXANAll KOHLENUMACH BAa METOAOJOTHMACHHH M0
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YHKHII» f1e6 HOMJIaHFaH HKKHHYM 606H Xumosnanrad UM UBT uu nofiuxanam
Macanafiapura 6¥nraH KoHLelTyan EHOawyBlapHH MU0 YMKHIL, XUMOAJAHraH
UBT Hu noifuxanam MetomonormacHHd uuuia6 yukum, UBT Hu nofinxanam
TaMONUNApHHH IAK/LNAHTHPHIN XaMAa CaHOAT MakMyanapH TapMOK TPad)HrHHH
TaxX/H1 KWIMIIHHHT annapatr-facTypHii TH3MMIIapH TY3WIMIIH Ba HIUIaul
TaMOMH/UIAPHHH CHHTE3 KWIMIIra GaFulnaHraH.

HMYM HBT AX parm GyryHrH KyHOarH YCTyBOp Macana G6§iu6
KOHQHIypauMoH Ba GOIIKAapYBYH MabiyMOTIap Ba TEXHONOTHK >KapaéH
napaMeTpiapd Xakufard MawIyMOTJIaDHUHI XaMMaGomnurd Ba OyTYHJIIHTHHH
TabMHHIaM 6116 XucoSnaHanu.

Llynunr yqyn xaBdcuanuk Macananapuuu Tagkuk xunmumaa UBT HH yHHHT
KOMIMOHEHTNApHHUHT TYpPJIH Aapaxanapiard ¥3apo amoxamapupa K¥pHb 4HMKHLI
3apyp, 6y aca Mypakka6 Macana 6§16 xucobnaHanu. ,

HUYM HMBT XHMOACHHH TabMHHJAll MacalacH sHa wy Ounad
MypakkabalasukH, asTOMaTIAWTAPHATaH TH3uMapHUHT (ABT) Xap 6Hp CHHOU
YYYH KafiTa HunaHaérrad axGopoT XyCycHATIapH Ba yHmaH dofimanaHuu
liapraapura MyBogMK Tap3na xaBdcusnukka 6ynraH ammk 6up Tanabnap
YpHazunanu.

V3 nas6aruna, AsT naru ax6opoT xumoacu — ABT aa Kaiita uiUTaHaéTraH
ax6opor Ba yMymaH ABT XaB)CHITUIHHH TAbMUHIAIITA AyHanTupunran gpaonuaT
TAXAMQTIAPHH aMaNra OWMPHMIN MMKOHMATHHHHT ONAHHH OJNHI &KH YHH
MypakkaGnawTupuiura Xamja TaXZWANAp aMmaira OWIMDHWIMINM HATHKACHAArH
SXTHMOJHH 3apapiap MMKAOPHHH NacafiTHpHINra HMKOH Gepamy.

Xasgeus UM UBT nu nofinxanam macananapuuy ypraunw xasdeus UM
UBT nu xypumra GynraH 3Hr KeHr TapKairaH €Hpamysnapaan Gupu 6yau6
SWIENOHNAraH XUMOA XMCOGNAHMWMHK KYpcaTamy. JwienoHnamray EHAAWys
WYM HBT XxuMOANaHraHAMIHHM TabMHHIAWra Gynrax MakMmyaBHii  ycyn
xucobnanany, yynku ym6y énnaurys xonuenumsicy UM HUBT HUME MAAMMHK
KOMIBIOTEp TapMOFH Japaxacuia Kypu6 wukmmman uGopataup Ba GUpHHUM
HaB6atAa OyHmalt THM3MMHMHT YTyKCH3 HUUTALIMHM TABMHHNAII acOCHAA
Kypunaag.

ByHpa 3amonasuit HUM UBT xaBcH3INUIH TeXHONOrHACH Kubepxaspcuanuk
6yituua ycymmap, amanuii Macnaxatnap Ba TaBCHANApHH TapTHOra coNMyBYM
xankapo ISA/IEC- 62443 craHnapTiapH cepusacH KOHAQNapHra acocaaHa.

Bupox amenonnaimrat EHaawys 6unan MaxMyaBHii XHMOS TH3UMMHH KypHII
— CepMeXHaT Ba Ce3unapiH JAapakajnard HHCOH pecypcfiapy Ba TeXHHK
BOCHTAJIapHH Ta1ab KHWITyBYH Macana.

Ilact Ba ypraua mapaxanaru Mypakkabnukka sra 6ynran HMBT KaTTHK
MOJIHABHA YEKTaHMIN INAPOMTHAA KaM COHJArH MHCOH Ba TEXHHK pecypcnap
6unan nofuxanaxany. LlyHunr yuyn AX Hu TabMHHIaW Macanacu Gup uetna
K06 keTaau Ba KYNUHYA XaTTOKH KYpUG XaM YukuiMaiian.

LUly Tydaitnu  X03Mpru  BakTAa 6HpP  KaTOp  TAMKHKOTUMIAp
kubepxasdcusnuknn UBT apatunamuraH Maxcamiap €kd MHCCHAIAp MpPH3MAcH
OpKanH Kypub UMKMIUHH, SBHH MHCCHOLEHTPHK SHpauryBHH  TaKH
KHWIMOKA1ap. MHCCHOLHTPHK &HpauryB axGOpoT TH3MMHMra GyiraH TaXaumiap
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Ba YHUHT 3au(AHKIAPHHE GyTYH/IMK, XaMMaGOIIHK Ba KOHQHACHUHAUTHK HYKTaun
HajapMmaH oMmac, Oanku  apToMaTnawrtupunummk  ydyH  MBT  nau
doitnananunaaural COXaHUHr NpeaMeT TepMHUHIApHAA TaxXJIWl KWIHIIra HMKOH
Gepanu. ’

Ku6epxasdcuanuk macanacuHM PpHBOXIAHTHPHII [AOHPacHAa yuTa coxa:
caHOaT XaB(CWINMIH, (yHKuuoHan xaedeuanuk Ba axGopoT xaBdcuznMru
METOJOJIOrMK annapaTHaaH Qoiiganannnany.

Llly 6unan 6upranukna MUM MBT xuMoscH Aapaxacura Kyiwnamurad
acocuii Tanabnap, xumosnauran WUYM HBT nofiuxanaw xkapatHuna Hwnab
YHKYBYMNAp TOMOHWNAH TyNiaHraH Kkyn Awumk Taxpuba xampa Gup KaTop
onMMNap Ba MyTaxacCHCMapHuHr dukpnapu xumosmaHrah WUM HBT mu
nofMXanalHKKET acoCHi TaMORMIIAPHHM aHUKNALITa HMKOH Gepau.

HkTHconuii camapanopnuk Tamoiwid. ByHra kypa Z Xumoa TH3HMura
6ynran Xapaxatnap pP(Z) U TaxauA TOMOHHAAH eTKasHaaaural P(U) MOnuABHH
3apapfaH KatTta 6ynMacnurn kepax: P(Z)< P(U).

V3 BaKTMAAIMAMK Ba MOCIHMK TaMOMKIM — XMMOS TH3MMu axGopoTra 6yiran
TAXAMIIADHUHT MabiyM TypAapHHH ¥3 BaKTHA aHHKAIWIA Ba MOC Tap3fia %aBob
KafTapuiuM kepak. XHMOSHHHT ¥3 BAKTHAANMIIMIH, AbHH MablyM BaKT AaBpHAaru
TaxJua Ba XuMos HUcbatu: z()= Uw), Oy epaa ¢—>min.

MaxxMmyasuitnuk Tamoitunu. Maxmyasuit Tap3na ¢oiiananuil KopxoHana
TAXAMANAPHM aMaira OHKPHIUHMHT Gapua GawopaT KWIHHAETTaH KaHannapHHH
ENMyBYM Ba YHMHT N0OXMAA KOMIOHEHTNADHHWHT ¥3apo anokanapuia 3aud
xoiinapra sra Gynmara 6yTyH XMMOA THM3MMHMHH KypHllaa TypiH THOAArH
BOCHMTaJIapH{ MyBO(QHKNAITHPHLIHH KY3Aa TYTaaH.

z=Uz,, z =iZ, Ba Xap 6Hp Zz,- MaxMya XMMOA BOCHTACH Z - TH3UM
x=l

WUM HBT pecypc L' xumoa Kwivmu yuyH #AyHanTHpunraH Gynuum kepak:
Z—% D! 5> max.

V3-y3uuu VKUTYBUAHAMK BA MOCHAWIYBYAHNMK TaMOAMIH — UBT
pecypcnapuHMHr AMHAMHK ¥3rapyBud TapkuOura aBTOMATHK Tap3da Te3KOp
MOCnalIuII KOOHIUATH.

ABTOHOMNMK TaMmoiiMnM — Tawku OwinMmap Ba 3KCMEpTAap Xamaa
XMMOAHUHT KOHYHMILNMIY, TM3MMIIWIMCH, Y3/YKCH3NHMTH, XHMOA TH3HMHHHHI
MOCJIaLIy BYAHJIUTH, XHMOsA BOCHMTaIapHHH KynnamHuHr OCOMJIUTH
TamoilninapuaaH MyCTaKWUTHKAHD.

VUM UBT Hu noiiuxanaiga MUCCHOLEHTPHK EHAALIYBHUHT KYLIaHWIKILH
Ba IOKOpMAA KypcaTWiraH Tamoiiwlapra aman KWIHHHIIH U4M HBT
kuGepxagdcuanurura 6yaraH TAXAMANAPHHHT y4Ta acocuil cuH¢u: caHoar
XaBGCHINUIMHUHT Gy3unumy, vunab uuKapuuw skapadHu camapanopiHrHHHHC
nacafiviuu,  ¢QyHxkumonan  xaspcuanMKk  Ba  HILOHWIMMHKHHHE Gowxa
6y3unuiunapuaad XuMoanaHrannuk 6unad TabMHHIAWEa HMKOH Gepanu.

Ba¥H KWIHHraHnapHu xucobra oAraH Xo/ija Hiuaa Kyfiuaars apXuTektypara
sra 6YnraH TapMOK TPAQMIMHM MOHMTODMHI KHIMW Ba TaHHO ONMIUIHUHT

-
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HIIOHWIH TH3HMJIADHHH Jofiuxanamwt #ynu 6unan MUM HBT XuMoscuHH
TabMHHNAW yCySUTapH TaknH kunuH (1-pacm).

Tepuox mpagueu
HT yoramu mpspucudary
xafiap
0
Kysamuua sodyas Tpadux unmepdedc
flpednpoyeccoprap
Koxnonenmaapnu
Py putsi KGaCH~
DTN
Xyoepsrapies arcnnass -
Taxemrap sxocunent u
IR —
AYPrArIap mausy Mevtynemep
exchepu
e

1-pacm. UBT Taxauanapu aHann3aTOPHHHHT Ty3WIMaBHii CXeMacH

Taxnud KMnMHraH TH3EMZArd TApMOK TPaGHrHHA TaXJIW KWIHIN XapatHu
HKKHMTa ycynira (CHrHAaTypaii Taxjii/l Ba AHOMAIHMANAPHH aHHKJIAN) acOC/aHraH.
CHriatypanu Taxiwn Ba aHOMANHANAPHH aHHKIAUIHMHT MaTeMaTHK MOIEIUIapH
IMCCEPTALMAHHHT YYMHYH 606uaa 6aTadcHNPOK KYPHO uuKmTamy.

Huccepraupsuunr «/Iuckper OKHMra sra 6yaraH uHTerpannamrax
6oWKAPHIN TH3HMJIAPHAA TAPMOK TPAGHIHHH TAXAW KHIMII MOAE/IAPHHH
HOL1a6 YnKHID 1e6 HoMMaHraH yyuH4YH 6061a CaHOAT TapMOKNAPHHHHT TapMOK
Tpaduruaary aHOMaNMANApHH TaHHG ONHLI YCYJUIapH Ba aNTOPHTMIIApH, INCKPET
MabIyMOTNap OKMMMra 3ra G6ynraH TapMOKIaphark TapMoOK Tpa(MrHHHHK
CHTHaTypajiH, CTaTHCTHK Ba ¢pakTal TaXTWLIapH >kapatHJIaDMHHHT MaTeMaTHK
MOZE/UIApHHH HILTA0 YHKULI HATWKANAPH KETHPHIraH,

CurHaTypanu CONMIITHpHII OPKANH TeeKOMMYHHKAUMA KaHawiapu Gyiinua
MabllyMOT/Iap Y3aTHIUHHHI MCTaNMaraH rnakemiapHHH (¢pefimnapunu) kuaupu
MacanacMHHHI MaTeMaTHK HofaaHHIUHHH KyAHArH KYPHHUILJA aKNNaHTHPUIL
MYMKHH: affTalinnk, KaHpalimup MatH T={(.,,.,) MaBKyR Oyncun pa yHra
wab1oHNapHUHT Gapua KMPHILIAPMHH TOMHKIN Tanab KWIHHCHH P={p,p,,...p.}, OY
epia M Ba 1 - Moc Xonaa Gepunra MaTH T Ba P [UaGNOHHHMHT §iTyamapH, TbHH
msn,

TaOKMKOT MIUMAA CATPNM KHAHPHIUHMHT TYpNM AnNrOpPUTMIApH YpraHub
ynxwiau. YpraHui acocuia TapMoK TpadMTMHM CHTHATYPANH TaxTW KWTHLI
TH3HMJIapHOa KYJUTall MaKCATHAA YIapHHHT MUUTAIIHHH TaXIWw1 KHAMUAa amamuit
amaira OWMpHII YYYH keTMa-keT (TYrpH) kumupuw (The Brute Force Algorithm)
amroput™H, Boliep-Myp anropuT™H, Xelutall Ba KHCM-CATPNApHH KMAWPHIIHHHT
ukkwrk anroputmH (bitap algorithm, shift-or algorithm) Tanna6 onunan.
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Camapanu GamopaTiy GaxOHM ONHIN YYYH TAPMOKHHHT. FOKNAHraHIMIHHN
CTaTHCTHK TAXJMA KWIKLIHHHT MaTeMaTHK MOACIH MacanacHHUHI KyHunumuHu

KyHuparpua 6aéH KHIHMII MyMKHH. {; nap TYmiamMHaaH TAWKHI TOMraH IryHAah
T - Bakr GepunraH 6yncunku, T =Zz,, (i=1,n) 6¥ncun. TapMOK TpadHIH XOKMHHK
Ky3aTi0 GopHIl CEeHCOpH OpKaIM i -KYH !, -BaKTAA YTKasHIraH Tpahuk XaKMHHH.
D(t,) 6unan Genrunalimus. Tabuniiku, K(,)- i -KyH # -BaKTAa axG0pOTHH Ky4HPHE

omyBuM xucoGnami BocuTanapy (komneiorepnap, cepsepnap, IP-renedonus
LLTIO3MIapH Ba XOK.) COHH.

1-xanBan.
TapMOK TpadHru Xakmu, MII-C
t D, K, D, K, . D

K,

4 Dy(1,) K@) | D) K1) D() | K.(4)

L DAY K1) | Di(1,) K,(1) D_(1;) Ka.(t;)

- | D) K1) | Dy(r.) | Ka(1) . D_.(r) | K.(1)

1-xampan acocupa TpapMK XaKMHMHMHT KyHHAarH KeTMa-KeTIMTHHH
IIAKIUTAHTHPaMK3:
Di(t,)) s Di(ty) 5 +++3D,(£,)s Dy(1))sD3(83) 50003 Dy (1) 5 eo0s D (1)) s D ()5 <5 D {1,) -
MabiyMOT/Iap KATOPHHH TEHIJIAIUTHPHIN Ba D™ (1) = Ln (D (1)) -OKCHOHEHIMAN
KYpHHHLIAArY HOMM3HKAWINK 6¥iivva TapMOK TpahHri XaMH MabllyMOTIapHHU
CHUTHKTAIL Y4yH Xap 6up omuiysuu D,(f,) xuiimaThu norapudmiaitmms.
MabiyMky, TapMOK TPaurH XaKMH XaKuMpard MawiIyMoTiap D}”(l})
l-xamBanna MWUTMCOHMANapaa (MiIcoH) udgopanawradH. OnepaTop TOMOHHIAH
TapMOK Tpadury MabiayMmoTNapH HOOAANAHMIMHMHC Kynaif G6ynummm  Xamaa
ypraHmnadrrad Macala Makcayiapd y4yH Bakr macwrabunu (I- -XKaJBanjars)
onuHa&traH xap 10 Ta D"'(t) &3yBHM KYIIMII Ba yJNApPHUHT ¥pTa apuMETHTHHU
KyiiMaruua aHukam iy GinaH MIICOH. IaH COHMANApra ailnaHTHpaMH3:
(D (6)+ D"(1,) +...+ D™(1,))
n= 10 .
Hatinxaga Ky#naaru KaTopHH oflaMu3:
(D“'(:.o)+D‘“(t9)+ +DP) _ (D) + Do) + -+ D)
z ’

10
(D'°(‘u)+Dh (fn)+ +D" (‘;)) (D2(t,) + D2 () + -+ DP (taso))
10 s 10

Ba Xok. Haminkana Tpamuk XKMUHHHI COLanallITHphiIrat GenruwiaHAIINHM OHIN
MYMKHH: Xx,,X,,..., X, , Oy epaa i=1,n- COHMANIAPHH, x(i) ~TH3HMHHHT i coHuapard
IOK/IAHTAHJIMTHHUMHT YpTada apHMeTHK xuﬁmammﬁﬁnﬁ’li?fﬁu "‘Xap\, m%
coHua GumaH x(i) KuMiMamiap KaTOpH SAHIH xuifmaT Glmaﬂ TYWP“BW Y
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npoueaypa Tpaguk XakMHHH Xucobnaw Ba onauHzaH a6 Gepumna D(,) ra
Kaparaujia TYpPFYHpOK 6¥AraH MahlyMOTNIap KATOPH x(i) ONMIUrA XamAa COHMANH
TapTHOHUHT TPEHIADHHH YpraHuiura UMKOH Gepamy. x(i) HU XMCOGNAII TAAKHKOT
OGBEKTHHH aHHKPOK MOJIEJLTAINTHPHINTA Epaam Gepanu.

Yprauunaérran o6BbEKTHUHT MaTeMaTHK MOJEH aBBANAaH TH3MMHMHL y3ura
XOC XYCYCHAT/NApHUHH XHcoOra ofraH XonAa KypHIraWIMrH YYyH MOZENHH
MawIyMOT/ap Y3aTHIUHHHT 6OLIKa TapMOKIapHra YHUGHKAUMA KWIMII Y4YH
Kylinparu ko3duuuesTIapHyu KHpUTaMu3;

— k - 10KOpHpOK TapTOaary Ypraua apudMeTHK KuliMaTnapuu xucobnam yuyH
YUUIaHAAMTaH COHHA KHAMaT/IapUHHHT COHM;

— m — BakT TapTH6H MacwuTabu xo3pduumentn. Vprammnaérran THIMMaa
k =15, m =2 xabu Genrnnab onamus.

Tapmox TpagMrHHHMHI XaKMH XaKMIard MawTyMoTnap Katopu x(i)acocuma
CHpnaHyBYH YpTayanap y4yH Ky#ugard ¥praya apudMeTHK KuiiMaTiapHH
xucobnatimMus:

M= (xl(")“:("-’)k*w+‘:(""5)) — x(f) HUHT c¥HrrH 15 Ta KuliMary;
T oy Gulkxm rx(kxm oD+ 4 x(kxm=15xm) _ ;) yunr cyurru 30 Ta KuiiMaTy;
kxm

M (x,(kaxm)+,\;(kx2xm—l)+ +x,(kx2xm=15x2xm)) _ x(i) HUHT CYHl"m 60 Ta KuiiMaTH.
’ kxm

Lllysnait kunu6 xucobnanran kuiimatnap M;, M7 Ba M, Tapmok Tpaduru
X@KMHHUHI YpTavanammupunrad ypra apudmernk KkulimaTnapu xucoGnananu:

M}— 15 conmanu ¥pravanawTupwiraH Kuimatnap, M,2 — 30 couuanu
¥pTayanalrTHpwirad KuAMatiap, Mj‘ — 60 coHMANH YpravalalITHPUATaH
KuiiMaTnap.

Arap M ',M} Ba M) xuiiMatnap k -Kanamiap COMHHH y3rapTHpuumi Guna
YTYKCH3 LHMKIAa aManra OIMpHica, AMHAMHK-CHPNaHyBuM ofiHa ydyH ¥praua
apudmeruk KufiMaTIapHH XHcobnat MyMKHH.

M), M} Ba M] yuyn Bakr xavopnapumaH dofimanaHran xonma Gawopar
TEHIVIaMaCHHH MONMHOMHAIT GOFMHKNHK KYPHHUIUKMAA Hdonanai MyMKuH. Tapmok
TpapUruHUHT Koppensuus kodpduumentd  r-llupcon anropurmu épnamuna
xucobnaHaau.

Huckper xycycustnapra sra Gynaran xucobnam TapMOKIapuzaru Tpaduk
AHOMAIHANAPHHUHT (paKTan TaXJIWIHHHHI MaTeMaTHK MofenuHu (l-xappanra
KapaHr) Ky#Auaaruda upopanaiimus.

t,(i=1,n) — BaKT;

D,(4,) ~ i-xynnaru !, - BaKTAaru Tpaduk;

K (1,) — i-kynnaru {, - BAKTAArH HULAraH KOMNLIOTEPAP COHM;

. ey N
A=, 4,.., ,1~)’ Aefo1), j=1,N BeKTOp XocK1 Kinaaw; 6y epaa 127-1; -
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1,m).

a‘=[D,(:h) n,(1,) D,(,,_)]
B 6) 5 0a) K ) | o

,;,=[D/('f.) D, (t4) D,('/.)]

K, () K,{1;) K,(11)
n, = {ad) (1)
©(6.4)
(1) dyHxkums umep Mesonu Xucobnawaau. a Ba b BeKTopnap
KOMIOHEHTNAapH MyHocabaTnapuuu Kyiiuaarnya Taprubnaiimus:
a _a, ay 2
L>2> 2%, )
b, b, by
JMactnabky £ Ta KOMMOHEHTAA aHOMANHA 6YNHILHY MyMKHH.

Y xonpa A1=|114,..,1,0,0,0,...,0 (.
¢ Nt
(1) dbynkumoHan yuyH KyHuaara MacanaHu e4amus:

1(A)= ::::) — max; 3)

AeA,
Kyituaaru 6enrunamnapsy KMpHTaMu3:

] 1 Aa,. =a, —-aq,
A=Ya, B=Zb,,{ e —_ /1°=[1,1,...1,o,o,...,o].

) ‘=l Aby =b/ —b,,i=1,[,j=1+l,N ~ i
JIMCKpeT OKMMIW TAapMOKNapAa cupraHuy fAapua 1abnoHHHH xucobnaiw
#1311 61naH TAPMOKHUHT (ppaKTan XycycHATIBpH TeopemMac HCOOTNaHuNTaH.
ab Ba c20,d>0(a+c20,b+d>0) Xakukuil cownap Gepunran 6yncun.
TeHrcHaNHKIAp XyCYCHATNAPMHK Xucobra o/nrad Xonaa TakauM STHAraH
njonanapaaH  Gupuman  QoiinanaHamus.  TEHCHIUTMKIADHHUHI  KyHHAAard
XyCyCHATNapuaaH OHpH YpHHIH:

%<Z:;<%,6yepna a>0,5>0 Babc>ad, @)
%>§%>%,6yepna a>0,b>0 Bach<ad, (5)
%>::;<§,6yepna a<0, b<0 Bach<ad, (6)
-:—<::;>§-,6yepnaa<o,b<o pa ch>ad, )
Z:;zg,ﬁyepnaazo,bso Bacb<ad, 8)
::;s-;-,Gyepnaaso,bzo pachzad, )

gsﬁ‘%ﬁ,ﬁy epna§z§+§+-:5, (10)

§>ﬁ%ﬁ,6y epna§-<§+§+%;. 439
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Taprubnanran kerma-keriuk (2) pnammuma TamnaHran 2° =[1,|,...1,0,0,...,0]
e Nime
BexTop (3) Macanara onmTuMan eyuM GyauMmm yuyH (4) Ba (7) TEHrCHINTHKIAp
LUApT/IapHHU KAHOATAAHTHPYBYH a=Aay, b=Ab; mamxyn 6¥nmacnuru kepak.,

Vie A' Hu Tanna6 onamus. TaunaHrad A exrop (3) MacanaHMHr ONTHMaN
eynMH  OYmumm  yuyn (5), (7) Ba (8) TeHrcusnMknap mIAPTIApHHH
KaHOAT/IaHTHPYBYH a=Agy, b=Ab; |i =1,J, J =I+L,N MaBXya 6¥nMacnuru kepax.

Ywmby ycynra Moc KesTyB4H aIropHT™ Ky AHaari Kanamnapaa u6opar.

1-kamam. 1={1,1,...,1,0,0,...0} BeKTopra Gounanruy KuiMar Gepunany.

ot

2-xanam. A Ba B kuiiMaTinapu Xuco6naHamu, SbHH A = (a A)y B=(b,4).

3-KamaM. i=1,j=N; 4 = 4,8,=8.

4-xanam. Ag; Ba Ab, kuitmatnapu XucobnaHamy.

5-xanam. (4) TEHMCH3NMKHH KAHOATNIAHTHPHU 1UAPTNApH TEKIMPWIaaH, Arap
Aa; Ba Aby (4) TeHrcuanux mapTnapuHu KaHOAaT/IaHTHPCAa, TEHICH3NUK HaTXKaNapu
Gﬁma A BEKTODHMHT j- Ba j-KOMMOHEHTH OWIAapPHHH aIMalITHPaIH,
A=A+Aa,, B=B+Ab, xucobnanamu Ba 8-kajamra §Tinamu, akc Xona —
KeHHMHrM Kagamra yTunaau.

6-kanaM. (2) TEHrCHINMHKHU KAHOAT/IAHTHMPHLI LIAPTIAPH TEeKIWHpHWIaau. Arap
Agy Ba Ab, (2) TEHrCU3NUK WAPTNAPHHU KAHOATIAHTHPCA, TEHFCHAMHK HaThXalapH
6yiuua A BeKTOp i- Ba j-KOMIOHEHT/IApH KUAMATIapH YPUHAAPHHH anMaluTHpany,
A=A+Aaq;, B=B+Ab, xucobnanamm Ba 8$-xanamra YTHIN aManra OLIMPUNaH,
aKc Xonaa — keHHHrH kanamra Yrunagm.

7-!<a11aM (5) TEHrCHINMKHYM KAHOATJAHTUPHLI LIAPTIADH TeKIUpHaau, Arap

y Ba Ab, (5) TEHrCHINMK WAPTNAPHHH KAHOATAAHTHPCA, TEHTCHANNK HATKANAPH
Gyi‘mqa IIAKT AIMALITHPHIU aMaira OIUHPIIanH, A BEKTOp i- Ba j-KOMMOHEHT/1apH
KuiiMaTnapy Ypuwnapuuu anmawrrupany, 4=A+Aa,, B=B+Ab, xucobnaHamu
Ba 8-KaiaMra YTHIamH, aKe Xoaa — KeiHHry KaaaMra Yunaam.

8-kamaM. ;> (IMapT TekwMpunamu. Arap ;> ¢6¥nca, y xonga j= ;-1 Ba 5-
KajaMra yTHlll amanra OIHMpHIaHM, ake Xo/aa — KeHuHrH Kagamra Yrunany.

9-KajaM. i < ¢ apT TeKWMpWIaan. Arap / < £ 6ynca, y Xonaa i=i+1 6¥naau sa
5-KaaaMmra YTHLI aMaira OLHPUIaaH, akC XO/Aa — KelinHrH Kafamra YTHiaau.

10-kanam. 4, = 4 Ba B, = B wapTiap TeKIIMpUNaau. Arap 4, = 4 Ba B, = B
6¥nca, y xonna A— onruMan equm 6ynamm Ba aNropuT™ TYXTATUNAAK, aKe Xon4a 3-
Kajamra ¥THIll amanra OLIMpHIaaK. .

Xap 6up A KMCM-TH3HMHMHI (-Y/T4aM/IM BEKTOPH yuyH £-Ynuamanu Genrunap
¢asocu auuknasany Ba Gynaa A kucm-Gasoma Termmnu Epxaup HopmacH

M, = ’;::z,(x/)’ HH KHpHTAMH3.

X, cuuduu TaBcudmoBum Yprava o6BEKT Xp KyHuaarnua aHUKIaHATH:
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1 g —
=— N =l,r-
X, m,;x" P

Ky#nnaru QyHxuMsaHY KMpHTaMH3:

1 g -,
5,(4)= ‘j;,_;“"ﬂ -],

S,(ﬂ) dynxums A Bekrop acocuua axpatu6 onuHran X, cuedaaru
ofbexTnapHuHr Ypraya uemiamMwmMHM kypcaTand. HEBQOpPMATHBIMK Me30HH
cudatnaa Kyiuaars KypuHuaaru GyHKUHOHATHH O1aMH3:

o
5,@A)= ""'! )
2 5,(4)
Aitralinuk, KyAuard KYpHHNLLIAry Me3oH GepuiraH OFmcHH:

a,d) .
13)= ®.20c.2)

VHura Moc MacanaHH KypHO YHKaMH3:

- a,l)
)= IJ-X—M ) i

AeA A, =01}i=LN,

a,beRN,n‘zo,b'>0.’=ﬁ'

Ky#ungaru 6enrunatiapii KUpHTaMH3:
y ' 8 ‘ s ] Aa, =a,~4a,
=§a,. =§ ,.Cagcn Ab,=b,—bn'="'*/=’“'~'

Vx,y,zea w,e,f >0 (v+e>0,z+ f>0) XaKHKuit COHJIap yuyH Kyhnparu
TEHICH3NMKNAP YpHHIu:
Arap (10) Ba (11) Tenrcuanuknapaa a=4a,, b=Ab, c=Ac,,d=4, f=C xabyn

A+da, 20

KHIMHCA, e=B Vi,j YyH {B+ab, >0 (7) Exu (8) TEHFCHIMHKIAPAAH GupH Ypum
C+de, >0

6ynaau.

Huccepramusuuur  «Murerpannamrad  GOMIKApHIN  THIHMHHMHI
XMMOSIAHFAH/IMIMHA OMMPHII AATOPHTMAAPHHHM HINIA0 “MKMID) HOMIM
TYpTHHUM 6oy uuME6 uMKapum MaKMYIAPUHMHT  XUMOAIAHTAHIHIHUHU
KyuaBTHpHII MOZE/IADH BA QITOPMTMIApUHH HuUIAG UMKHMIWTA Garuuuianran.
XycycaH, MuUia6 uMKApMII MaXMyanapu TapMOKIapHHH Joduxanauna VLAN
TEXHOMOTMANIADUHUHT Marematuk Mopenu, HMIBT aaru ax60poT XMMOACHHHUHT
KkpunTorpadMK yCyJulapH Xxamaa CHrHaTypani Ba aHOMa TaXJIWI yCyJUIapu acocuna
OMCKDET OKWMIM CAHOAT TAapMOKNIapH Y4yH TpaQHK TaXTWIMHMHT ruGpun
aNropuTMH TAKING KWINHIaH,

UYM MBT kabu kyn 6ockuunu Ty3uwnmwra ara 6yras TH3MMIapaary acocuit
macananapmad 6upu 6ynu6 TapmoK TpaQUIHMHMHI Camapamyd OKHUMHHH
TaIIKWIAWTHPHLI XHcobnaHaau.
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TapMOK Tpagurn TaxXMWIHHMHI CamMapaqd JHHaMHK mopnenMHH  KypHIll
MaKcaauaa xumosnaHraH MUM MBT nu nofinxanampaa «BupTyan TapMOKIPHID)
(VLAN) xywiam tawmd xwmnran. Kymnanunran VLAN texHonoruaid HiM
VBT Ty3WIMACHHMHI MaTeMaTMK MONENH KyHMRarH KucM-rapMoKiap TYmiaMu
6unan npoganangn:

M= {Z Ln,}, G(i=1,.,n),
=1

6y epma Ln - VLAN kucm-rapmorn D} -xaupafigup Ln TeruuUH ne6

XHCOGNIaHyB4M TApMOKIArY KyPHIMANap COHMKH, GyHma Ln = Y in, (=1 R
=l

Hucceprauns umuaa VLAN TexHonoruscu 6unan 6up karopaa UBT caxoar
TapMOK/IapH KaHaulapn GyHuda ysaTwiaétraH ax6opoTHM KmeTOX"M"’”a"f
anroputMM TaknuQ KWIMHTaH. ANFOPHTM KyHuparn makija GaH KH/IHHTAH:
ANTOPUTM YYYH KHDYBYH MamfiyMortnap X, Gaiftmap yuywnurd N, Ky#uzars
TYPTAMK CaHOK TH3MMHJAArH pakamiapAaH TalIKW TolraH TYPTIMK CaHOK
THIMMHArd 4N pakaM y3yHIHTHra sra GYnras x, Kypunmmmaa ngomanaiMus:
0,,1,,2, Ba 3, , 6yHna X, = x,,%,,X,....%,y - 4N -XOHaJIH COH.

Kefinn 6y pakammapman xap OMpMHMHr X, JarM KaTHaWIMILIap COHH
aHuxnaHany. By masmymornap Hy, Hy, H, Maccus sa H, ra kuputaiain.

KeliuHru kazamaa X, Aa 3HT KTl y4pOBYM TYPTIMK C, paKamH aHHKIaHaH.
4N Ta GMTAAH TAWKWI TOMYyBYH OHTIH MaMAOH Y, HH Y, =y, Yo2sYosrYoan
KYPHHHIIZA LTyHAalt ImapT GunaH KypaMH3KH,

1,a@2ap x, = ¢, 6
= €paa 1sk<4N.
You {O,aeap X, #¢ »0Y €A

Illysnan keliun X, nam Gapua «c, « Yuupunamm, 4N-H, Ta TYpTAMK
pakamapaH TaIIKWI TONraH sHrH X3, CaTpH XOCH/ KWIHHAIH.

Ketinn x';pa aHr Kyn y4poBuM TYPTIMK pakam C, HM aHMKJAIU ONEpPalusicH
Takpop/aHanH, Kyiunary wapt 6mwian 4N—H, Ta 6uraan Tamkw Tonrad 6utnap
MalZIOHH ¥, = Y\, Y11, Y1200 Vian-n, KYPHIAIH:

l,azap xx =c
Vi ={ p 2

: 1<k<4N-H,
0,azap xx #¢, » Oy epaa G

X, pau Gapuya c, pakamnap Yuupunanu, 4N -H - H;, Ta TYpTIMK paKam
y3ymwnrugarn X KerMa-KeT/IHKHH OflaMH3.

Kefinnrn 6ockuuaa X': @a 3HT KyN YYPOBYH TYPTIHK C; pakKaMHH aHMKfall
ONepaLMACH TaKpopnaHagM Ba Kyhuparu mapr Ounan 4N -—Hg —Hc, ta GuTaan
TAWKWI TONFaH SUTNAP Y, = 330,321 V220000 Vaun-te,-1c, KyPHIANH:

l,azap x'¢ = c,
= . 6y epna 1Sk<4N-H. -H, .
Y2 {O,azapxptc, » 0¥ €P, G G



Kefiun yyuana 6utnap maiinouu wmdpnam Hatwxack 6ynraH 6urra 6utnap
maiinonn Y =X || ¥ || ¥; ra 6upnamrupunany.

CurHarypany Taxjui anropuTMIapu &€1FOH CUrHaulapcus 6adH KunuHrau
wabnounap acocuna kopxoka xucoGnai Tapmoru 6yina6 yTysun sapapnu nactyp
KOMNapHHK aHHK aHHKIAIra UMKoH Gepamy. Bupok rokopuna aitTu6 yrunranunex,
CHrHaTypanu ycyn OUp Katop skuaauii kamuwmknapra sra. ILlyHHHr yuyH afipum
KOpXOHanapia TapMOK TpadurHaard aHOMAIMAIAPHH TAaX/IHWI KWIHII yCymura
acocnaHyB4M aHanu3aTopnap Kymnanunaau. Tapmok Tpaduruaaru anoManusanapHu
TAXAW! KWK YCYARHUHT ad3amuri Xy>Kymnap Ba TaXAHMIAPHUHC AHFH SKH
aBBAIap¥ MabiyM OYnMarad TypnapuHM aHMKIalra MMKoH Gepaau. Tapmok
TpadHuruaary aHOMAIMANAPHH aHUKPOK aHHKIAW yuyH ym6y Miuaa CTaTHCTHK Ba
(paxTan TaxnHN KWIHL YCYUApH TAKIHG KWIHHATH.

KopxoHanapHHHT TapMOK TpHGMIrHAard aHOMAIMANAPHH CTAaTHCTHK TaXJIwi
KM YCYTHHUHT HILTAII anropHTMH Ky#HHaarn KajaMnapiaH TaltKu TOMamu:

1. TusuMra 10KOPUpOK Taptubnarn ypraua apudMeTHk KuiMaTnaphu
Xucobnam yuyH yuunasysuy CORMAIN KuitMatiap MUKRopy 6ynran k napamerpnap
Ba BaKT TapTHOM MaciiTabu koappuuMeHTH - m  KUpHTUIAON; .

' 2. TapMoOK TPa(HrHHH TAXJIMI KHAKII TH3UMH TapMoK 6¥#ina6 /, Bakraa yTysun

TapMoK Tpagury xaxmu D,(f,) Xakumaru MabAyMOTIapHH TYMmailaum Ba
MabiymoTiauu Mb ra €3anu;

3. Xaxm D,(t,) xaxupmaru Mawmmymormap D"(1)=Ln(D(t)) TH3UM TOMOHMIAH
norapudMaaHaaH;

4, TapMOK TpaMrH XakMH XaKujard MHTHCOHHAIM MabiyMOTiap D}“(t,)

in tn ]
’KamjlaHagu Ba x,=(D' @)+ D )+t D Uiod) o yamy KuitMaTiap Gyiuya

10
X, KypunuuMaa ndonanaHany,
5. M}= 15 conuanu ¥pravanawrupuwiran kuiimatnap; M, — 30 commanm
ypravanalTHpUaran KuiiMatnap; M} — 60 conuanu YpravanamTHpunra

KuiiMaTiapra TapMOK TpauriMHMHr KyTunaérran GamiopatH rpadMruHu Kypui

yuyH X, KuiiMaTnapH acocHfa 3 Ta CHpMaHyBuH YpTadanap ManIyMOTJIapH KaTopu
IAKIAHTHPUNAIN.

Mt o G+ xk=D 4+ x (k=15

J
) k
M? (x(kxm)+x(kxm=1)+.+x,(kxm=15xm))
A kxm ’
M= (x,(kx2xm)+x,(kx2xm-D+..+x,(kx2xm-15x2xm)) :
4 kxm

6. Xuco6nanras Baxt Katopnapu M), M7 Ba M; nau doitnauu6 noauxomuan
GOFMMKINK KYPUHULIMAArY GalIOpaT TEHraMack Ky puiay;

7. k Ba m ko3dduumenTnapura GOrnuK paBuLIAA X, - TAPMOK TPaduru xaxmu,
kyTunaérran M, M} Ba M uiiMaTnapu mManaymoTnapu rpaduru Xucobnaxaau,

rpadux Kypwiaau Ba AMCMETYEP MOHUTOPHIa YHKAPWIAAH.
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Taxnud KWIHHraH TapMOK TpaQHrHHH (pakTan TaX/HIMAA CYPHITYBYH OHHa
wabnonnapuiy xucobnai Kyifuaaru iyn GuiaH aMaira OLKPHIAIH:

1. Tu3uM KUpHWIHTa ylUTaHraH TpadyK XOKMU XaKHAArH MabilyMoTiap D,(1,)
Ba K, (t ,) —J-KYHHHHT {-BaKTHAa HIIUIaraH KOMIILIOTEPNIAp COHH GepHiay;

2. YmnaHraH Tpaguk XaXMH XaKMAard ManIyMOTnap D,(:) 6unau K,(1,) —
MUUIarad KOMIIbioTepIiap COHMHHHT HHcOaTH IaK/UTaHTHPHAAaH:

- [o‘(:,,) D,¢,) D,,))Bay _[L.00) D) D,G,)),
K K6, K, PR ) K, U)K )

3. KeiiuH onnHran a, Ba b, xuiiMaTIap MaWTyMOTIIAp y3aTHII TAPMOFHHHUHT
TYpiH  HUUTAl  BakTH  AaBphapHAard  TerMIUIM  MawgyMoTAap  GunaH
CONUIUTHPHITANM;

4. YpHaTWiIraH Koupjamap acocuia TapMOKHMHT HULTAmMjard aHOMATHAMAp
aHHK/IaHaOH.

Taxnug KWIMHraH TapMOK TPaHIHHH TAXIMA KWIHIMHUHE CHrHATypaiy Ba
aHOMaN yCyJUlapH anropuTMiapHaaH ¢oiinanaHu6 kopxoHanap tapMoK TpadHriHH
MOHHTOPHHI KIIIHIWHHHT rHOPUI YCyITH aNropHTMH HILTAG Yukunau (2-pac).

Taxmn xepatun | oo
(curuatypa yoynu)

Taxaua xaxngars

xabap

2-pacm. UBT naru HocTauAapT Ba3sUATNAPHU TaHHO oML rHOGPHA ANFOPHTMHHHHT
6nok-cxeMacH
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CaHoaT TapMOKMapHHH TaXJIWl KWIMIHHHE Taknmud KdamuHraH ru6pun
ycynuuudr anroputmu UUM UBT apxurextypaciHuHr Gapua mapaxanapuaaru
HOCTaHAApT BasHAT/IAPHH aHMKPOK, MUHHUMAN Aapakazard &1FOH OrOXJIaHTHPYBYH
cHrHannap 6unaH auMinawra umkon Gepamu. Llly Guman Gup xaropaa Takiug
KunuHran anroputm MUM MBT HM XonaTWHH Taxiawn Kwinw Ba Gowxapuw
TH3MMJIAPMHK KHCMaH ¥3-Y3MHH YKUTHIIra XaM HMKOH Gepanu.

«XHUMOSUIAHIAH  HHTerpa/uIamiraH  GolIKapMIl  TH3HMJIAPHHHHI
MaBAyYMOTAap 6azanapu Ba JacTypuil MaxMyanapHHH jgofiuxanam Ba umna6
ynKHL» Ae6 Homnarad Gelunnyun 606aa Hna6 YHKKUNran Xumoanaran UBT uu
Jofinxanail ycyinapH, airopuTMiapd, JAacTypHH MaXMyanapHHH Kyanaiw
HaTIDKanapy KeJITHPHIaaH.

Jucceprauus MM Hamwkanapu MKk 6Gockuuga  TaxpuGa-cHHOBAAH
yTkasunan. BupnHuu Gockuuza OMp Karop amanra OLUMpWIraH MoJe/uiap Ba
anropuT™MIap N1a6opaTopus WAPOUTIAPMAA CHHOBAAH YTKa3sHIAH. XycCycaH, TapMOK
TPaQUIUHUHT CHUTHATypanu TaxJWAM anropUTMAApHHUHT (KeTMa-KeT (TYFpH)
Kuaupuw, Bofiep-Myp anropurmi, Xewmnami Ba KHCM-CATP/ApHH  HKKWIMK
KuOupHin) HuvtawdHy Gaxonawi Makcamiapuaa ynap Acer KOMNBIOTepHIa
CHHOBAAH YTKA3WAAM. AJNrOpHTMAap omaura Mmaexya I ={f,f;,...1,} MaTHpaH
P={p,,p3s...Pn,} WabnoHnapuu Kkuaupuu Basuack xyiunau, 6y epaoa m<n.

Kuaupui yuyH N0THH Ba KHpWUTya wpHdTIapaars Typas cOHAArH cysnapra
(10 pmona, 50 pmona, 100 powHa) waGnownap Gepunan. Kerma-keT KuIMpHLL
anropurmiapuiuir C++  pactypnaul THAMAA aManra OWIMDWIraH NacTypHit
KOOMHUHr Xaxmn 777 Gaiithu, Boeitep — Myp anropurmunnku-1862 6aiitHu,
curHarypa OyiiMua xeuulam anropuTMUHHMKH -1290 GaifTHM, KHCM-CaTpnaphu
HKKMINK KWAUPHLL ANFOPUTMUHNKH -3217 GaiiTHH Tauwkun Kkunay, 6y aca CCOB aa
Kynnattl yyyH apokiu 6ynu6 xucobnananu. Bapua amanra oluMpuaraH nactypnapHi
cuHoBaaH YTkasuw Intel Core i5, 2,4 I'ru mpoueccopura sra 6ynraH, Tesxop
xoTupacu 4 I'6 6§nran Acer waxcuit koMnsloTepHAa YTKA3WIAH.

AnroputMnap yYHyMROPNMIHHM GaxonallHMHT acocHii  napameTpnapH
cudarnaa KOMNBIOTEP TOMOHMAAH AacTypnapHH Gakapuiura capgnaHraH BaKTHU
Ba JaCTYPHHHI HUUTAINH YYYH Tana® KMAMHAAHraH MallHHA Te3KOP XOTHPaCHHHMHT

XaKkMHHM  GenrunaifiMM3.  ANropMTMAIapHH  COJHMIITHPHIN  TaXpHOaCHHHHT
HaTIDKanapu 2-xagBajiaa KeJITHPHIFaH.
2-xaapan.
AJIrOPUTMJIAPHH COMMMIITHPHII TOXpHOacH
Ne|  Asropumd Homu Bepuaran MaTiagH Bepwrran MaTiaan | Bepriaran Matmiaan
10 Ta wabnounn xuawpuw | 50 Ta mwabnonun 100 Ta wabnonnn
XHAMpHLL JOUupHm 4
Kuaupiin Xompa Knavpyw | Xormpa | Kummpuw | Xotwpa
BAXTH XAKMH BAKTH XaxmH | BaxmH XAKMH
— (Mc) (M6) (nc) (M6) (mc) (m6)
eTMa-KeT (TY7p)
XMIHPHID 0,0918 53 0.7248 54 2,129 54
2. Boeficp — Myp 0,1202 54 0,6674 54 1,645 5.4
3. | Curnatypa 6§Huua
xeunam 0,0946 54 0,5694 54 1,529 54
4, KucM-catphn
wan 0,1786 54 0,8593 54 2,1285 54
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OnuHraH HamWKanapHUHr Taxaund P wabnon Ba T MaTHHMHr Gepwirad
XKMH KHAHPHII BaKTHra Ce3WNapiH Japakala TabCHP KWIHIIKMHM KypcaTand.
Bynuur acocuit cababu 6ynu6 OakapumaguraH AaCTYPHMHT CONMINTHPHLU
onepauuanapy CoHH xucobnaHamu. Llly OGunan Gmpranukna Tanab xwimHagura
Teskop XotHpa Xaxmu (5,4 MO6) pacTypnapHMHr uuamM  kapaéHMAaa
anropHTMIIAPHHHT Gapua TypnapH YUyH 2eapiH Y3rapHiucH3 KoAamu.

Taxpuba HaTikanapuHU Xucobra onraH xonaa IOKOpUAA KypuO YHKWIraH
anropuTMIIap OpacHAAH TaxJIMJ KWIMIU TH3UMNApHAA aMajira OLUMPHII YHYH K3HT
Ky/naHyB4aHH Xeuulail Ba Boelfep-Myn anroputmiapu 3KaHiuruHg e afirmw
MYMKHH, YyHKH TeJIEKOMMYHHKALMOH TH3UMJIapAia OKHO ¥TyBYHM TapMOK NakeT1apH
OKMMJIAPUHHHT Xa)KMH aH4Yarusa GanaHaup.

Hxkunyy 6ockuyna ywby niua taknud KMNMHraH Moneiap, anropuTMiap
Ba JacTypuit MaxMyanap Y3bekucroH Pecnybnukacu Ax60opoT TeXHONOrHANApH Ba
KOMMYHHKAUHMANApUHH PHBOXJIAHTHPHLI BasUpnurd ax6opoT Ba >kaMOATUWIHK
xaBdcuamurn  Mapkasu, Vsbexucron Pecny6nukacn Mapkasnit  Ganku
ax6opotnamrrHpui Bow Mapkasuaa xamaa «JKu33ax akkymysnartop 3asoan» AX aa
TaxxpubaBuii-caHOaT CHHOBHIAH YTKa3WIAM.

Moznemnapun onmw Ba amanniit doiimanauun yuyH JKus3zax akkymyasTop
33aBOJHAA aKKyMYAATOP/ap YHKAPHIU TEXHOJOTHK japa8HHHHHT HOpPMaji HMIUniall
IIapoWT/Iapyfla caHoaT Taxkpubacu ¥yrkaswinu. 3asog UBT TapMmok TpaduriuHu
Taxjun Kuwinm 6¥ivya gactnabku TaAKHKOTIAap 06beKT napaMeTpiaapura Huc6araH
CHTHATYPaTH YCyJ1 Ba aHOMAIHANAPHH aHHUK/AI YCYNHNHYU KYJUTall MyMKHHJIHTHHH
k¥pcatau (4-pacm). 3aBog UBT ax6opoT uH(ppaTy3HIMacHHy cerMeHTaLHA KWIHLI
Makcaguna VLAN TexHosmormsacu KyyutaHwiau. Taxpu6Ga-CHHOB HILIapHHM
yTKasui BakTH 1 OHH TalLIKK KWIAH.

1

ool

14:21:31
14:22:05
fHIeT =
14:35:49
14:32:23

14:22:39
14:23:13
14:23:47
14:24:21
14:24:55
14:25:29
14:26:03
14:26:37/
127
14:27:45
14:2819

3-pacM. Tapmok TpadHrHHHHT GolltaHFUY NapaMeTpiapH
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4-pacM. UBT TapMOK TPaMrHHH TaxX1 KUIMIL HATIOKANApH

CuHHOB HATIOKANApH TAKIHG( KUNMHCaH MoAennap, aNCOPUTMIAP BAa TapMOK
Tpagurn aHoManusapunu aHuMknam Ba WYM WBT xXumosnaHraHAUrHHA
TabMHHMA AACTYpHI M@KMYACHHMHT TEXHHK-MKTHCOAUN caMapanopAHrHHy
k¥ypcatau (4-pacm).

Nucceprauns WKaa TakKMHG KHIHHTaH ycysniap Ba aarOpHTM/apHHHT
aManuil KMXaTHaH aMaira OIIMPHIMIIM TYpiH KOpXOHanapaa caHoar
INapoHTapHAa WKoOuit HaTixanap Gepau.

CHHOB HATIKaNapH TAaKMH KWIMHram Mopewiap, anropumtnap sa MM
UBT XMMOANAHTAHAWMIMHM TAabMHMHNAWI JACTYpHil MAXMYaCHHHHI TEXHHK-
MKTHCOAMH XKHXaTAaH caMapaROP/IMrHHU KYpcaTau.

AnropuTMnap Ba IacTypNapHM Typ/H KOpXOHAlapia amanra OLIHpHII
HATIKACHAZ YNApHWHC TAPMOKHH TaxMWwl KHIMII KUCM-TH3HMITAPHMHMHT
ynympopnuru 12-15 % ra optam, «Kuzzax akkymynstop 3asoau» AXK na aca

KyTHNanurasd MKTHCoauit camapazopnuk iunwura 178 118 278,00 cyMHH TamKuiI
ITOH.

XVJIOCA

JlucceprauuAna TU3MMAM TaXJIHI, TH3UMAAp HA3apHANAapH, MaTeMaTHK
TAX/IHA, BAKT KaTOPJApMHUHT CTATHCTHK Ba (pakTan TaxX/AWiH YCy/napH Xamja
Gepuiran cursatypanap WwaGNOHIAPHHH CaMapai TAHHO OMUIN yUyH KOHTEKCT/IH
KMAMPUMLIHKKT MATeMaTHK YCY/UIapH acocHaa MIwIab uMKapHIll MaxMyalapuHH
XUMOANAHraH  MHTerpaanamrad  GOWKApum — TH3MMIAPUHH  ABTOMATHK
NORMXANAUIHUHT KOHCTPYKTHB METONONOFHACH HULTA0 YMKUIAH.

Hamxana Kyiuaary WiMHiA HaTIKalap ONMHIH:

1. Vmna6 uukapumi MaXMyanapHHH XHMOsJaHraH  HHTerpamiaura
GOIKAPHIN  TH3UMJIapHHH  ABTOMaTHK  JodMXamall  KOHLEMUMACH  Ba
METOHONOTHACK MINA6 uukunau. Takmud KIWIMHraH KOHLENUA Ba METOAOAOrHA
SXTHMOJNHHA TAXAMANApra Kapild KypauIMil Ba TypiH OOBEKTMapHHHT y3MyKCH3
WIINALK BA YNADHY afanTHe GOLIKAPULIHY TAbBMUHAIIa HMKOH Gepany.
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2. Vpranunaérran o6nexkTHUHT XyCyCHATNapH, Mypakkal umunaé uuKapHii-
TeXHOJIOTHK OObeKkTnapHu GolKapuil TH3UMIapura 6ynaraH TaxAumaap Ba
YNapHKHr 3aH¢ TOMOHJAPHHMHI TAXJWIMHH Xucobra onran xonaa UUM HUBT
TY3WIMaCcHHH CHTE3 KWIHLI aMaJira OIHPHIIIH.

3. Man/TyMOTNapHHHT TapMOK OKMMHZArH 3apapiii KOMIapHH KUIOHPHIL Y4yH
CHIHaTypaJiy YCyJ1 aNrOpHTMIIAPHHHHT TaXIHIH yTxasunan. Taxaun HaTiwxanapu
9HI CaMapalli CaTp/H KHAUPHIU ANrOPHTMIIaPHHH aHHK/IALIra HMKOH GepaH.

4. CTaTHCTHK Tax/un KOHUENMLMANAPH acocHAa MUCKpEeT MabiIyMOTiap
okuMura sra O6ynran UUM HBT parum TapMoK TpadUruHH MOHHTOPHHI
KWIHIMHHHE MaTeMaTHK MoAeU1apH Huwiab u4ukwiad. ONMHraH Mojesulap
TEXHONOTHK JKApaéHHHHI XaKMKHA BaKTIap peKHMHAA TYFpPH HIWIAWUHHHHT
TaXJITHHH §TKasHIIra HMKOH Gepany.

5. Jluckper mawmaymoTnap okumura sra 6yaran UUM HBT parm TapMOK
Tpadurunu QpaxTan TaXMHN KWIHIIHHHT TAKOMWUTALITHPHITaH anropHTMIapu Ba
Moznennapu nunab unkunau. Taknud KUNHHraH anropuTMnap sa Moaesutap HUM
UBT narn ax6opoT oxumnapu XakuAarH MabIyMOT/IapHH caMmapald jKammaw
YapHH TaHHG ONHILHK aMa/Ira OLUMPHILTA UMKOH Gepajy.

6. Nna6  umkapum  of6beKTNapHHM  HHTerpainamiraH  Goukapui
TU3UMNIapuaard ax6opoTHM MakMyaBHil KpHOTOrpadmK XHMOA  KWIHLI
anmroputMnapn  Takind Kwmean. OnuHraH anroputMiap  GolKapyBuM
MaBIIyMOT/Iap OHJIaH pyXcaTCH3 TAHHMIUMOG YHKMII HMKOHMATHHH aHMKIall Ba
OyHHHr OAAMHH ONMII Ba aloKa KaHamapu 6¥iimua axGopoT ysaTHm
XKapa€HIapHHH XMMOA KWIMII UMKOHHATHHH bGepamu.

7. UUM HBT paru ucTanMaraH OKMMJIapHH MOHMTODHHI KWIHII Ba TaHUG
ONMUIIHHHT THOpHA anropuT™iIapH Huuia6  uukumau. Tawmd KunuHras
aroput™nap HUM HUBT apxureKkTypacHHMHT TYpJH AapakanapHaard Makcaiiu
KHOEepXy)KyMnapHH aHHKIall UMKOHHMATHHHM Gepaju Ba ynap KHCMaH ¥3-Y3UHU
YKUTHIN KOOHWIHATHIA JTa.

8. VLAN-rexHonorusnapupan doifpananum ycaybuatu Taknud KWIMHAM Ba
HUBT Ty3wIMacHHH CHHTE3 KWIMLI ANrOpUTMH MIWIab unkunau. Taknud KWIHHraH
anroput™ ax60poT OKMMIapHHH ONTHMA/UIALITHPHII Ba CAHOAT TAPMOKJ/IapH AIoKa
KaHaju1apH 6¥iinab yzamaérran ManTyMOT/IapHH XMMOSA KHIHLIra MMKOH Gepaznu.

9. Nmna6 ynkapHIWHK MHTerpautamrad 6ouIKapyil TH3HMIADH MabIyMOTIap
fasanapHHMHI HOCOINTMK/IApra YHAAMIWJIMIHHM  OIUHDHII  yCy)/ulapH Ba
anropuTMiapy Taing KunHHOH. ONHHraH HaTHKanap CaHoar Makmyanapu MO
caKiaml Ba 3aXMpaBMil Hycxamaml TH3HMJIADHHHHT IOKODM Japaxcajart
caMapafiopJIMTHHH TabMUHIANIY.

10. Iuckper MabiayMoTnap okumura sra 6yaran UBT narn Tapmok Tpadurunu
MOHHTOPHHT Ba Oamopar KWIHII AAacTypHit MakMyacH Huuiab gukwigu. Tawmmd
KWIMHraH JacTypHii MaskMya MakCaJUTH XY KyMJIApHH aHHK/Iall HHaMHKacHHH aKc
ITTHPYBYH XHcobomiap, rpadHkajap Ba AuMarpaMMalapHH BH3ya/LTaWITHPHULIra
UMKOH Gepazu. .
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BBEJEHHUE (annorauus AnccepTanuu JokTopa Hayk (DSc))

AKTyanbHOCTH M BOCTpeGoBaHHOCTb TeMbl AHCCepTAUUH. B nocneauee
BpeMs B MHpe B OONacTH aBTOMATH3aLMM TEXHOJNOTHYECKHMX TPOLECCOB U
NpOM3BOACTB ONHOH M3 BaXHEHIIMX 3aday ABJACTCA pa3paboTka MeTomOB M
aNropuTMOB aBTOMATH3HPOBAHHOTO NpOeKTHPOBAHHUA 3aLIUILEHHBIX
MHTErPHPOBAHHEIX CHCTEM YNpaB/eHHA NPOH3BOACTBEHHEIMU koMILTekcamu (UICY
MIK). B 3roit ofnacth ocofoe BHMUMaHHE YHenaeTcds  paspaboTke
YHHUQHUMPOBAHHBIX MOfenefi W  anrOpHTMOB  MOHHTOPHHIA  COCTOAHHA
(YHKUHMOHMPOBAHMS NpPOMBILUIEHHBIX CeTeil, @ Tawke CBOCBPEMEHHOrO
BBIABNEHHA BO3MOXKHBIX Yrpo3 H afalTHBHOFO pearHpoBaHus HA HHX B pexume
peanbHoro BpemeHd. B cBfsM ¢ 3TMM pa3paGoTka padMMHBIX MeTOAOB
MOHMTOpPHHIA, HACHTHQHKAUHH K obecrieyeHus 3alKILCHHOCTH MPOMBILLICHHEIX
06BEKTOB ABMAETCA OAHOI H3 OCHOBHBIX 3a1a4.

B Mupe BemyTcs HayuHO-HCCeENOBaTeNbCKHE paboTB! MO  CO3ARHHIO
YHUBEPCAIBHOTO MOAXOAA K MPOEKTHPOBAHMIO 3alMUIEHHBIX NPOMBILUICHHEIX
KOMMNEKCOB, OPHEHTHPOBAHHBIX HAa pelieHWe 3anau TMPOTHBOAEHCTBHA
BO3MOXHBIM yrpozaM, ofecrmeuenus GecnepeGofiHOro ¢yHKUMOHHpOBAHHA H
afANTHBHOTO YMpABNeHHA OOBEKTAMH NpH PasnMuHBIX yrpo3aX. B aroii ceasu
COBepIlleHCTBOBAHME M MOAMGHKAUMA  METON0B M anropuT™MoB
ABTOMATH3MPOBAHHOTO NpoekThposanus samuuiesHsix MCY TIK mwa ochose
KOHUENLMA MHCCHOLEHTPHYECKOro NoAxoAa, paspaboTia MeTOA0B H aIrOpUTMOB
CTAaTHCTHYECKOr0 M ()paKTaNBHOro aHanu3oe ceresoro tpaduxa B HCY IIK ¢
AMCKDETHbIM TIOTOKOM AAHHBIX, CO3aHHE METOAO0B M &IropHTMOB ananTHBHOrO
pearupoBaHMs Ha Yrpo3sl, BOSHHKAOUIME B MH(PAacTPyKType MPOMBILINEHHBIX
KOMIIIEKCOB, ABJAIOTCA BRXKHOI 3anaueii.

B pecnybnuke Gonmblioe — BHHMaHMe - YAENAeTCA  HAMpABNEHMAM
aBTOMATH3alLMK H YNpaBieHua, A TaKKe NPOEKTHPOBaHMIO 3allumenHbix UCY
MK, ofecneunsalomux 6GecnepeGofivoe ¢yHKUHOHHPOBAHKHE TEXHOMOrHYECKHUX
MpoLIEccoB H NPOM3BOACTB. B Crparerny AeficTBHit NO pansHeflieMy pasBHTHIO
Pecry6nnku Y3abexucran B 2017-2021 rr. oTMeueHb! 3a1a4H, B TOM YHCAe 110 «...
COKpALIEHHIO 3HEPrOEMKOCTH H  PECYPCOEMKOCTH IKOHOMMKH, HIHPOKOMY
BHEJPEHHIO B MpOM3BOACTBO 3HEProcOEPEralolUX TEXHONOTHH, MOBLILEHHIO
NPOM3BOAMTENLHOCTH TPYAR B . OTPACAAX OKOHOMHMKH, ... BHEJDEHHIO
MHGOPMALHOHHO-KOMMYHHKALMOHHBIX TEXHONOrHA B 3KOHOMHKY, COLMANbHYIO
chepy, cucteMbl ympasneHus»'::PélileHue AaHHBIX NpoGneMbl, B TOM uHCne
pa3paGoTKka COBpEMEHHBIX METOHOB M: AIrOPMTMOB, MO3BOMAIOMIMX MOBBICHTH
yposeHb 3amuTst UCY TIK, ABnseTca ofHOM M3 GCHOBHEIX 3a7a4.

JlaHnoe aMCCepTAaLUMOHHOE HCCeIOBAHHE B OTPEAENEHHOM CTENEHH CITYXHT
BBHIMOJIHEHMIO 3ajay, MNpeAycMOTpeHHbIX VYkasoMm [lpesupenta PecryGnnku
Vabekucran NeYI1-4947 ot 7 despana 2017 r. «O Crpareruu fefcreuii no
nanbHeftemy passutiio Pecriybnuku Y3Gexucran» n  IlocTaHoBneHMAMM

! Va3 Tpessacnra Peciy6nuxu Yabexucran «O Crparernn zeflcrauil no aansrefesy passuTHio Pecnybaitxu
V36ekucratm NeYT1-4947 ot 7 ¢espana 2017 1.
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IIpe3nnenta Pecriy6muku Y36exncran Nelll1-1730 ot 21 mapra 2012 r. «O Mepax
N0 naneHefillleMy BHEAPEHHIO H Pa3BHTHIO COBPEMEHHBIX HH(OPMALHOHHO-
KOMMYHHKALHOHHBIX TeXHOMOruii», Ne[I[1-3151 ot 27 mona 2017 r. «O mepax no
AansHellleMy paclIHPEHHIO ydacTHa oTpacieit M cdep IKOHOMHUKH B MOBBILIEHHH
Ka4yeCTBa NOATOTOBKH CNELMAIHCTOB C BBICIIMM o6pa3oBanueM» H Nell[1-3682 ot
27 anpena 2018 r. «O Mepax no AanbHeiileMy COBEpPIIEHCTBOBAHMIO CHCTEMBI
APaKTHYECKOro BHEAPEHHA HHHOBALHOHHBIX MAei, TEXHONOTHA M NpPOEKTOB», a
Taloke APYTMMH HOPMAaTHBHO-TIPABOBBIMHM JOKYMEHTaMM, NPHUHATHIMH B JaHHON
cthepe.

CooTBercTBHe HCCIeA0BAHHR NPHOPHTETHLIM HANPABJICHHAM PA3BUTHS
HAYKH H TexHonorui pecnmy6mmkn. [danHoe HccneloBaHHE BHIMIOSIHEHO B
COOTBETCTBUH C MPHOPUTETHBIMH HaNpaBNeHHUAMH Pa3BUTHA HayKH M TEXHOJOTHiA
IV. «PassutHe uHpopMaTH3aUMM W HHPOPMALMOHHO-KOMMYHUKALMOHHBIX
TEXHONOTHIAY.

O630p 3apyfexHBIX HAYYHEIX HMCCIeJOBAHHII MO TeMe AMCCepTALHMZ,
HayuHbte uccnefoBaHuA, HanpasieHHblE Ha Pa3paboTKy M YCOBEpILEHCTBOBAHHE
METOROB H AITOPHTMOB aBTOMAaTH3HPOBAaHHOrO MNPOEKTHPOBAHHMS 3ALIMIUEHHBIX
HHTETPHPOBAaHHBIX CHCTEM YMNpaBlieHHA MPOM3BOACTBEHHBIMH KOMIUIEKCAMH,
OCYIIECTBIIAIOTCA B - BeAYWIMX HAy4yHBIX LEHTPAX MHpPAa M  BHICIIHX
ofpaszoBaTeNbHEIX YyupekaeHMAX, B ToM uucne «Honeywell», Rockwell
Automation, Inc., University of California, Massachusetts Institute of Technology
(CILIA), «Check Point Software Technologies» (CLLA, Uspauns), Technical
University Munich, Karlsruhe Institute of Technology, Technical University
Darmstadt (Iepmanua), Imperial College London, The University of Edinburgh
(Benuxobpuranua), Linksping University (LlIBeums), University of Chemical
Technology in Prague (Yexus), The University of Tokyo, Tokyo Institute of
Technology (slmonms), Seoul National University, Korea Advanced Institute of
Science and Technology (lOxHas Kopesa), HMHctutyTe apTomaTnku (Kwurait),
HayyHo-TexHHYEeCKOM HeHTpe «CrankonHdopm3amuTay, MockoBckoM
rocyAapCTBEHHOM TeXHM4YeckoM YHuBepcutere HM. H.D.Baymana, CaHkT-
IerepOyprckoM HMHCTHTYTe HHGOPMAaTHKM M aBToMatusauun, CamapckoM
rocypapcTBeHHoM yHuBepcutere (Poccms), TypHHCKOM MOMMTEXHHYECKOM
HHCTHTYTe, TalllkeHTCKOM rOCYJapCTBEHHOM TEXHHYECKOM YHMBEPCHTETE,
TalwkeHTCKOM yHHBepcHTeTe HHPOPMaLHOHHEIX TeXHONOrHit (Yabekucran).

B pesynsTare HccilenoBaHHi, NPOBEACHHBIX B MUpe MO pa3paGoTke MeTOAOB
M AIrOPUTMOB ABTOMATH3WPOBAHHOTO NMPOEKTHPOBaHHA 3awuiieHHbix UCY 1K, a
Taloke MO0 YCOBEpLIEHCTBOBAHMIO CHCTEM 3allluTh! B 006/1aCTH aBTOMAaTH3ALMM
NpPOM3BOACTBA M TEXHOJNOTHYECKHMX TMPOLIECCOB, NOJY4YeH PpAR Hay4HBIX
pe3ynLTaTOB, B TOM UMC/e: CO3ZaHbl METOABI M ANTOPHTMEI 3alUTHI YCTPOHACTB

2 O630p HAYMHBIX KCCRGAOBAHHIL no TeMe AHCCePTALMH: https://www.honeywell.com,
https://www.rockwellautomation.com/site-selection.html, https://www.universityofcalifdimia.edu,
http://web.mitedu, hitps://www.checkpoint.com, https:/www.tum.de, https:/www.kitedu, https://www.tu-
darmstadt.de, http://www.imperial.ac.uk, https:/www.ed.ac.uk, https:/liu.se, https://www.vscht.cz”?jazyk=en,
https://www.u-tokyo.ac. jp/en/index.html, https://www titech.ac jp/english, http://en.snu.ackr, http://www kaist.edu,
- http://english.ia.cas.cn, https://www.ntcsizru, http:/www.bmstu.ru, http://www.spiiras.nw.ru, https:/polito.uz,
http://tdtu.uz, hitps://tuit.uz 1 APyrHX HCTOUHHKOB.
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HCY ITVY uuxHero yposHs («Honeywell», University of California, Massachusetts
Institute of Technology, George Mason University, CILIA; HuctutyT npobnem
ynpasneuns Poccuiickolf AkajeMHH Hayk, Poccus); paspaboTaHbl anmropHTMBl
ofecreueHus 3alMTLl OT HECAHKUMOHMPOBAHHOro JOCTYNa K oObeKTaM
ynpaeiedns (NpAMBIX KOMaHA ynNpaBlleHHA, W3MEHEHHA NapaMeTPoB pexuMa H
NPOTMBOABAPUITHOM 3alUMTHI, a TaKKe NMoAMeHbl 3HaueHHi Hamepenui) UCY K
(«doHp nepcneKTHBHBIX MCCNenoBaHui», Poccus); paspaboTaHBl anropuTMe! U
annapaTHO-NPOTpaMMHEIE  KOMIUIEKCEI 1o ofecmedenmio  GesomachocTu
kputHueckux uHdpactpyktyp UCY [IK (cepsepos SCADA, onepatopckmx
nauerneif, mwkeHepHeIX pabounx cranuumii, [TJIK, cereBsIX CoeIMHEHHH U APYrUX
KITIOUeBbIX CHCTeM HHGopMaLMoHHOH HHpacTpykTyphl) (Massachusetts Institute
of Technology, CILA; Linksping University, lllseund; «Modcon Systems»,
Benukobpuranus; Seoul National University, 10xHnat Kopes; Mockosckuil
rocynapcTeeHHblii  TexHuueckuii  yuusepcurer uM.H.D Baymana, Cankr-
TMertep6ypckuit HHCTHTYT HHGOPMATHKH H aBTOMaTH3aLWH, Poccus); paspabotaisl
METO/IL! M aNFOPHTMbI MOHMTOPHHIA TEXHHYECKMX HEHCTPABHUCTEH anmapaTHbIX
CPEACTB aBTOMATH3HPOBAHHBIX cucTeM ynpasnenus («Honeywell», CILIA; Seoul
National University, IOxnas Kopes; Tokyo Institute of Technology, Smonus;
Hayuno-Texuuueckuit uentp «Craukounpopmsamura», Poccus), paspaboraubl
METOZbl M anropuTMbl npoektuposaHua UCY [IK HedTerasosoH, xumuuecko,
GroTexHonoruyeckoil orpacneii npoussoactsa («Honeywelly, CILUA; Hayuno-
Texuuueckuit uewtp  «Crauxounpopmsamutan, Poccus);  paspaboTasl
NpPOrpaMMHO-TEXHHYECKHE KOMIUIEKCh! aBTOMATHYECKOr0 YNpaBJeHHA CHCTEMOH
CHTHANM3AUMY, OJIOKHPOBKH M  MOHMTOPMHTa 3JIEKTPOIHEPreTHYECKOA M
TpaHcropTHO# oTpacneit npoussoacrsa («Honeywelly, CILA; Linksping
University, Llseuus; Hayuno-rexuuueckuii wuentp «CTankouHpopm3awmuray,
Pocens). :

B MHpe /A pellleHMs 3aau IO yCOBEpIIEHCTBOBaHMIO paspaGaTiBaeMbIx
METOJIOB M ANIFOPMTMOB aBTOMATH3auUMH NpoekTHpoBanua 3awumennsix UCY 1K
NPOBOAMTCA PAZl HCCIEA0BaHHIl NO CNEMYIOMUM NEPCNEKTHBHBIM HAMPaBICHHAM,
B TOM YMCNE BhIABJICHHE YIpo3 B CHCTEMAX, HMCIOMMX COXHBIC NHHAMHYECKHE
NpolecCH, OLEHKa PHCKA M YCOBEPIICHCTBOBaHHE YMPABNEHHA; YMpaBiicHHE
HECAHKUMOHHMPOBAHHEIM IOCTYNIOM B PECYPChI H 0GBEKTh! YNIPABIACMbIX; CHCTEMBI
MOHHTOPHHIa HECTAHAAPTHEIX CHTyauuil 1 onosewweHus NPH GyHKUMOHHPOBAHHH
NPOMBILLIEHHBIX 06BbeKTOB; pa3paboTka aAanTHBHBIX CHCTEM YNpPABICHHA H
npotuBofeiicTBus  yrposam;  paspaGotka  momenedl,  obecneumsaiowmx
He3aBuCHMOE (YHKUHOHMPOBAHWE CHCTEM YNpaBieHMA MNpH BHEWHHX H
BHYTPEHHMX BO3MYILAIOIINX BO3ACHCTBAX.

CreneHb H3y4eHHOCTH Npobaemel. Bonbloil BIaa B pa3paboTKy MeToaOB,
mopneneit H  airopuTMOB  ABTOMATH3MPOBAHHOTO  NPOEKTHPOBAHHA
MHTETPHPOBAHHLIX CHCTEM YNpaBlleHWd NpPOU3BOACTBEHHBIMH KOMILIEKCaMH
BHEC/IH MHOTHe 3apybexHbie yyeHsie — Takue, kak J.C. Smith, D.J. Howard, R.N.
Selin, R. Lippmann, R. Kwitt, A. Ghosh, E. Eskin, N. Cristianini, M. Salem, H.
Amstrong, P. Barford, J. Kline, H. J. Kim, P. Casas, B.A. Apramonos, [1.10.
[amatonos, 10.B. Tuceuxnit, C. Fopaefiunk, B. y6posun, B.Y. Mapkomenko,
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A. TanaTeHko M Ap., @ TakOKE OTeYecTBeHHbIE

yuensle A.A. A6aykaaupos, B.M. A3HUMOB, O.I1. Axmenosa, T.®. Bekmypatos,
IILM. Tynsmos, LU Xymanos, O.0. 3apunos, X.3. Mrambepaues, A.A.
Kansipos, H.3. Kamanos, M.M. Kamunos, M.M. KapumoB, A.P. Mapaxumos, T.P.
Hypmyxamenos, M.A. Paxmatymnaes, O.X. PacynoBa, U.X Cunpukos, ILLX.
®ozmunos, H.P. I0cyn6ekos u ap.

AHAIH3 TPYZOB 3apy6eHbIX W OTeueCTBEHHBIX YHCHBIX CBHACTENLCTBYET O
TOM, UTO METONIBI obecrieyeHns GezonacHOCTH HH(OPMALHH, NIpCAnaraeMble HMH,
B OCHOBHOM, HanpasJieHbl Ha MOCTPOeHHE MHOroypOBHEBO# MOJIE/H Ge30nacHOCTH
M B JIUEJOHMPOBAHHOM [OAXOAe K OpraHu3auid sauutel UICY [IK nu6o
OFpaHMYMBAIOTCA  MMHHMaNpHEIMM  CpeAcTBaMM =  TakiMu, Kak
KpunTorpadueckas 3amura, B wactocru, O.1. Axmenosa, O.X. Pacynos, M.M.
KapuMOB npefnaraioT pasiHyHbIe annapaTHO-NPOrpaMMHBIE CPEAICTBA KONHPOBKH
JIaHHEIX, KOTOpble 00ecmeynBaloT 3alUTy AaHHbIX B MH(OPMALHMOHHBIX CHCTEMAX.

AHanu3 uccneaoBaHui B AaHHOH 06acTH NOKa3bIB2CT, HTO HAa COBpEMEHHOM
srane mns obecreuenus GecriepeGoiinoit 0GpabOTKM JAHHBIX B 3aLUMLIEHHBIX
MHTErPHPOBAHHEIX CHCTEMaX ynpasfeHHA MNPOMBIULUICHHBIMA  KOMIIEKCAMH,
BLIABJICHHA YTPO3 MPOMBIILIEHHEIM CHCTEMaM B LIEIAX 0GECTIEEHHs LENOCTHOCTH
nHdopMalMH, Ppa3paGOTKM  anmanTHBHBEIX  CHCTEM npoTHBoOAeHCTBUA  H
HCCAENOBaHMA MEPefOBBIX METOAOB 3alMThl KAaHATOB NEPEAatid AaHHBIX 3ala4H
CO34aHMA AJANTMBHBIX CHCTeM M TEXHOJOrHH 3alUMTB! INPOMBIUUICHHbIX
NPEeANPHATHAX H3YHEHbI HENOCTATOYHOH CTEeneHHU.

CBa3b  IUCCEPTAUMMOMHOTO MCcleaoBaHMSl ¢ IUIAHAMH - HAyqHO-
HCCIeI0BATENLCKHX PaGoT Bbicero 06pa3’oBaTe/IbHOrO yupexneHus, rae
BBIMOJIHEHA AuccepTauusa. JuccepraloHHOE HWCCICOBAHHE BBIMONHEHO B
paMkax npoektoB Ha TemMy Nod-4-56 «Pa3paboTka TEOPETHYECKHX OCHOB H
METONI0B  CTPYKTYpHO-TIapaMeTpH4ecKkoro CHHTE3a Ha OCHOBC HEHETKOro
MHOX>KEeCTBa HHTEJUIEKTY aNbHbIX CHCTEM ynpasi€HHA CI0XKHBIMH
TeXHONOTHYECKHMH  obbekTamu»  (2012-2016); NeA-5-42  «IIporpammio-
HHCTpYMEHTAQAbHbIE CpPEACTBA HHTE/UIEKTyalH3aUMH  aBTOMATH3HPOBAHHOrO
MOHHMTOPHHIA M YMpaBieHMA TEXHOJNOrHYECKMMH OOBEKTaMH B yCHOBMAX
anpuopHoil  HeonpemenenHocTH» (2015-2017); NeOT-®4-78  «Paspabotka
TEOPETHYECKMX OCHOB H pEry/ApHbIX METOJOB CHHTE3a AaJaNTHBHLIX CHCTEM
yIpaBfeHHs AMHAMUYECKMMH OOBEKTAMH Ha OCHOBE HIEHTH(HMXaLUOHHOrO
nogxona» (2017-2020); NeOT-®7-88 «CoBepLUCHCTBOBAHHE TEOPETHUECKHX
OCHOB MEPCTIEKTHBHEIX JHEPro- M pecypcocbeperaloluX TernioMaccoobMeHHbIX
NpOLECCOB CNOXKHBIX XMMHKO-TEXHONOTHYECKMX CHCTEM TMONYYEHHMA 4HCTBIX
npoaykros» (2017-2020) cornacHo nnaHy Hay4HO-HCCE/IOBATENLCKHX paoT
TalkeHTCKOro rocy1apcTBEHHOro TeEXHHYECKOro YHHBEPCHTETA. *

Ilenbl0 HCCACROBAHMA sABJAseTcs pa3paboTKa METONOB U AJFOPHTMOB
aBTOMATH3UPOBAHHOrO NPOEKTHPOBAHUA 3alNIIEHHBIX HHTErPHPOBAHHBIX CHCTEM
ynpaBleHUs NpPOU3BOACTEEHHHIMM KOMIUIEKCAMH OT BHEWIHMX M BHYTPEHHUX

yrpos.

P.B. Basaes, B.A. Kousasckuii, B.
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3agaun necreaoBanusn: -

PaspaGoTka KOHUENUWH M METONONOTHH NPOEKTHPOBAHMSA 3aLUMIUEHHBIX
HHTErpHPOBaHHLIX CHCTEM YMNPABNCHUA MpPOM3BOACTBEHHBIMH KOMIUIEKCAMM B
YCNOBHAX YHHPHKAUHK HHOPMALIMOHHEIX M NPOMBILLIEHHBIX TEXHONOTHIl;

paspaGoTka anrOpHTMOB CHHTE3a CTPYKTYphl, a TAKKE AHANH3Aa Yrpo3 H
ya3BuMocTeit cucTeM ynpaBneHus CJIOKHBIMH MPOH3BOACTBEHHO-
TEXHONOTHUECKHMH O0BEKTAMH;

pa3paboTka MaTeMaTHYeCKO#i MOZENH aHanu3a aHOManuit CETeBOro Tpagmka
NPOM3BOACTBEHHBIX KOMILIEKCOB;

pa3paboTka anropuTMOB MAEHTHHMKALMM aHOMAnuii CeTeBOro Tpaduka
HHTETpHPOBaHHLIX CHCTEM YNpaBNEeHHS;

pa3paboTka anropuTMOB MOBHILEHHS 3AMMIIEHHOCTH HHTETPUPOBAHHEIX
CHCTEM YNpPaBJeHHA NPOH3BOACTBEHHBIX KOMILIEKCOB;

paspa6oTka ru6puaHOrO aNropuTMa H NPOrPaMMHEIX KOMILIEKCOB BhIABJIEHHA
kuGeparak HHTErpHPOBAHHBIX CHCTEM yMNpaBICHHS,

paspaborka anropurMoB obecneuenus Gecnepeboiioro $yHKUHOHHPOBAHMA

CHCTEM XpaHEeHHA H pe3epBHpoBaHHs 6a3 JaHHBIX NPOMbilyeHHBIX KOMILIEKCOB.
) O61eKxTOM HCC/Te10BaHHSA ABNACTCA NPOLIECC INEKTPOHHOTO BO3ACHCTBHA Ha
MHQODMAUMOHHbIE  PECYpChl  WHTErPMPOBAHHBIX  CHCTEM  YMpaBneHuA
MPOH3BOACTBEHHBLIMH KOMILIEKCAMH.

IIpeameroM HCCNeAOBAaHHA ABAIOTCA pa3paboTKa y COBEPLICHCTBOBaHME
Mep, Mozeneil, anropuTMoB, 6a3 AaHHBIX M MpPOTPAMMHBIX KOMIUIEKCOB IO
NPOTHBOAEACTBHIO 3IEKTPOHHBIM Yrpo3am 3awuieHHsix UCY T1K.

Mertons! uccneaosanns. B npouecce uccinenoBaius mpuMEHeHb CHCTEMHO-
CPaBHHTENIbHEIN W CHCTEMHO-(pYHKUHOHANBHBI MOAXOHAEI, AHANMH3 CHCTEM
ynpaeineHds,  CTPYKTYPHO-NapaMETPHYECKHE  METOApl  CHHTE3a  CHCTEM
YNpaBNeHHd, CTATUCTHYECKHHA M ¢paKkTalbHLIA aHaNH3pl BPEMEHHBIX pAIOB,
MoJeNHpOoBaHHe H MPOrHO3MPOBaHHE.

Hayunas HOBH3HA HCC/1eN0BAHHS 3aKIIOYAETCA B CleAYIOLIEM:

paspaﬁomum KOHUenuHa ¥ METONO0JIOrHA, a TakKe OonpeacieHbl OCHOBHbIC
NPHHLMMBI  NPOCKTHPOBAHWA  3alUMINEHHBIX  HWHTErpUPOBAHHBIX  CHCTEM
yNpaBleHUs NpPOM3BOACTBEHHBIMH KOMIUIEKCAaMHM B yClOBHAX YHHbHKauuu
HHGOPMALHOHHBIX H MPOMBILLIEHHBIX TEXHONOTHIA;

paspaborana  CTPyxTypa  3allMIIEHHOH  MHTErpUPOBAHHON  CHCTEMBI
YnpaB/ieHUs NPOH3BOACTBEHHBLIMH KOMIIEKCAMH C Y4€TOM CBOMCTB HCCNEXYeMOro
o0bekTa, aHanM3a yYrpo3 H YA3BHMOCTeH CHCTEM YNpaB/eHHs COXKHBIMU
NPOH3BOACTBEHHO-TEXHOJIOTHYECKHMH 00 beKTaMHu;

pa3paboTaHsl MOJEPHH3HPOBaHHbIE MAaTEMaTHYECKHEe MOAENM MOHHTOPHHIa
ceTeBoro TpadHka B 3alIMUIEHHBIX HHTErPUPOBAHHBIX CHCTEMaxX YMpaBieHHA
NPOM3BOACTBEHHBIMH KOMIUIEKCAMH C AUCKPETHBIM MOTOKOM JAHHBIX HA OCHOBE
KOHUenuuii CTaTHCTHYECKOrO aHAIN3a;

paspaboTaHbl yCOBEpIIEHCTBOBAHHbIE ANTOPUTMBI MU MOAENU (paKTanbHOro
aHaNH3a CceTeBOro Tpapuka B 3alMIIEHHBIX MHTEIPHPOBAHHBIX CHCTEMaX
ynpasneHus NpoU3BOACTBEHHLIMH KOMIUIEKCAMH € IHCKPETHBIM NOTOKOM;
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pa3paGoTaHBl aNrOPUTMbl KOMIUIEKCHOH KpMOTOrpadHuyeckoft 3aliuThbl
MH(OpMalMK B WHTETPHPOBAHHBIX CHCTEMaX YNpaBJeHMS NPOHM3BOACTBEHHBIMH
obBeKTamu;

paspaboraHbl rHOpHAHEIC AITOPUTMBI MOHMTOPHHra M HACHTH(MMKALUH
HeXenaTeNbHBIX IMOTOKOB B  3AlHINEHHBIX HHTErPHPOBAHHBIX CHCTEMAax
ynpaBjieHHA TPOH3BOACTBEHHBIMH KOMIUIEKCaMH, obnapjaiouiye cnocoSHOCTHIO
YacCTHYHOro caMoobyyeHus;

pa3paboTaHel METOAB! M ANTOPUTMBbI MOBEIUEHHS OTKA30yCTOMUMBOCTH 6a3
HaHHLIX HHTETPHPOBAHHBIX CHCTEM YNpPAaB/eHUs NPOU3BOACTEOM.

IIpaxTHyeckHe pe3yabTaThl HCCISA0BAHUA 3aK/IIOYAIOTCA B C/IGAYIOWIEM:

pa3paboTKaH  airOPHTM, MO3BONAIOWMA  NpoBefeHHE MOHHTOPHHra
TEXHONIOTHYECKHX PEXHMOB H HIAEHTHOHKALUMM HEHCIPaBHOCTElH, BbIABJICHHE
HeXKeNaTe/IbHBIX CETEBEIX TPaQHKOB TEXHOMOTMYECKMX NPOLECCOB MepepaboTKH
JIoMa CBHHLIA H MPUTrOTOBJIEHHUA CIUIABOB;

pa3paboTaHBl METOABl H ANTOPHTMbI MOBLIILEHHS OTKA30yCTONYMBOCTH 6a3
HOAHHBIX HHTETPHPOBAHHBIX CHCTEM YMPABACHHA TEXHOJIOTHYECKHMH MpOLecCaMH
nepepaboTkH JioMa CBHHLUA M TPHIOTOBJICHHA CIJIaBOB B NpPOM3BOACTBE
aKKYMYJIATOpOB;

paspaGoranbl anropuTMsl KpunTorpadpuueckoil 3awmuTel HHPOpMAUMM B
KOMILIEKCE TEXHONOrHYeCKOro mpouecca mnepepaboTkU JloMa CBHHUA H
NPHrOTOBJICHHA CILIaBOB;

pa3paboTaH nmporpaMMHBIif KOMIUIEKC A4 pelleHHs 3aaay UAeHTHHKaLUUM
yrpo3 3auIMINEHHBIX HHTErpPUPOBAHHBIX CHCTEM YMpaBAeHWA, NpOBeAeHMA
MOHHMTOPHHra Yrpo3 NpPOM3BOACTBEHHBLIX KOMIUIEKCOB  TEXHOJIOrHYECKHX
npoueccoB nepepaboTky JloMa CBHHLA H NPUTOTOBNIEHUS CNIIABOB.

JlocToBepHOCTD Pe3y/IbTaTOB HecJleA0BaHus. Jl0CTOBEPHOCTb NOJTyYEHHBIX
pe3y/IbTaToOB  HCCNeAoBaHuA = obecneuuBaeTcid  BBHINOJNHEHHEM METOAHYECKH
060CHOBAHHBIX TEOPETHUECKHX BBIKIANOK, CTPYKTYpPHO-NapaMeTpuyeckuii cCUHTe3
CHCTEM YNpaBJICHHA, HCTIONB30BaHHEM anpobHpoOBaHHBIX METOAOB H aNrOPMTMOB
COBpeMEHHBIX TeOpHil ynpaBjeHHA, CTATHCTUYECKOro U ()paKTaNbHOrO aHaJIM30B
BPEMEHHBIX PANOB, MOSIyYEHHBIMH PE3yNbTaTaMH TEOPETHYECKUX M TPHKIAaAHBIX
HCCJIeIOBaHHi H HX B3AHMHOH COTIacOBaHHOCTBIO.

Hayynas M npaKTH4YecKasi 3HAYMMOCTb Pe3yJNLTATOB HCC/AEAOBAHMSL.
HayuHas 3HauMMOCTh pe3yJbTaTOB HCCNCAOBAaHHA COCTOMT B paspabotke
KOHCTPYKTHBHBIX METOHOB, MoAefeii H aIropMTMOB aBTOMATH3MPOBAHHOIO
NPOEKTHPOBaHMA  3aUIMIUEHHBIX  HHTEIPHPOBAHHBIX CHCTEM  YNpaBJieHUs
NPOM3BOACTBEHHBIMH KOMIUIEKCAMH, MO3BOSAIOIIHX IIOBBICHTE HANEKHOCTh MU
Ge3onacHOCTs npoueccos (GyHKIHMOHNPOBAaHHA NPOU3BOACTBA.

lMpakTHyeckas 3HAYMMOCTh  Ppe3y/sTaToB  paboThl  0GOCHOBHIBAeTCA
BO3MOXHOCTBIO MCMONL30BAaHHA MPEAIOKEHHBIX METOAOB, MOAENEH, aNroOpuTMOB
M nporpaMM  aBTOMATH3HPOBAHHOrO  MPOEKTHPOBAHMA  3AUIMINEHHBIX
HHTErpHPOBAHHBIX CHUCTEM YNpaBleHUs ANA HOBBIX MPOH3BOACTBEHHLIX, a Takke
aHANMOrMYHBIX OOBEKTOB U X OTAENBHBIX MOACHCTEM.

BueapeHue pe3yabTaToB MccjegoBanus. Ha ocHoBe mnonyyeHHbIX
" pe3ynbTaToB MO pa3paboTke METOAOB M aNropHTMOB aBTOMATH3HPOBAHHOTO
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NPOEKTHPOBAHHA  3AlIHINEHHBIX  MHTETPHPOBAHHEIX CHCTEM  YMpaBlCHUA
TNPOH3BOACTBEHHBIMH KOMILJIEKCaMH:

paspaboTaHHble THOpHUAMBIE AIrOPUTMEI MOHHTOPHMHra M HAEHTHOHKALMH
HeXeNnaTeNIbHEIX TNOTOKOB B 3alIMINEHHBIX HWHTETPHPOBAHHBEIX CHCTEMax
YNpaBieHUs NpPOH3BOACTBEHHLIMH KOMILleKcaMH, obnajaiomiue CrocoGHOCTBIO
4aCTHYHOTrO caMooOyuyeHHs, anropuTMBI XOMIUIEKCHOH KpumTorpaduueckoit
saWuTel  HHpOpMAlMM B MHTErPHPOBAHHBIX  CHCTeMax  YMpaBjleHHA
NIPOM3BOACTBEHHBIMH O0OBEKTAMM H MeTOAbl M  ANrOpHTMBI  NOBHILIEHHA
OTKa30yCTOHYHBOCTH 6a3 JaHHBIX MHTErPMPOBAHHBIX CHCTEM YNpaBlCHHA
NMPOH3BOACTBOM BHEApeHs! B I'NlaBHOM LieHTpe MH(opmarHzauuu LlenTpaisHoro
6anka Pecnmybnukn VYi3bekucran (CnpaBka MHUHHCTEPCTBA NO  Pa3sBHTHIO
HH(OpMaUHOHHBIX TEXHONOTHIT H KOMMYHHKauuit PecrryGnuku Y3bekncraH 3a
Ne33-8/1449 or 28 eppana 2019 r.). B pesynstare nOBbICHNAch
NPOH3BOJMTENLHOCTE CHCTEME! aHaNH3a ceTeBoro Tpaduka Ha 12 %;

pazpaboTtaHHsie MOJIEpHH3HPOBaHHbIE MaTeMaTHYecKHe Mojeny
MOHHMTOpHHra ceteporo Tpaduka B sampieHnsix MCY IIK ¢ auckperHbiM
NOTOKOM JaHHBIX Ha OCHOBE KOHUEMUHi CTAaTHCTHYECKOrO aHanusa M
yCOBEpIIeHCTBOBaHHEIE aNTOPHTMBEI H MOAENH (paKTaTbHOrO aHaMH3a CETEeBOro
Tpapuka B 3ammmenHsrx UCY IIK ¢ muckpeTHsiM MOTOkoM BHeIpeHHl B AO
«Jku3akckuif akKyMynaTopHeiit 3aBoa» (CnpaBka MuHHMCTEpPCTBA MO PasBUTHIO
HHGOPMAUHOHHBIX TEXHOJNOIHA M KoMMyHHKaumuii Pecry6nuku Y3bekucraH 3a
Ne33-8/1449 ot 28 deppana 2019 r.). B pesynetare peanusauuu paspaboTaHHbIX
MaTEMaTHYECKHX MOJENe H anrOpuTMOB COBEPILEHCTBOBAaHHA CHCTEMEI
MOHHTOPHHIa MpOMBILUIEHHbIX ceTeil 3amumenHsix MCY IIK nocturayra
BO3MOXHOCTb HX Gecnepe6oiiHoro QyHKIMOHHPOBAHHA;

pa3paboTaHHblE KOHLUEMUMH M METOHNONOTMH, a TaloKe ONpEdeNCHHbIE
OCHOBHBIE MPHHLMINB!I MPOEKTHPOBAHHA 3aLUMIIEHHBIX HHTErPUPOBAHHEIX CHCTEM
yNpaBneHUs NPOU3BOACTBEHHHIMH KOMIUIEKCAMH B YCNOBHAX YHH(HKauMH
HHQOPMALMOHHBLIX M NPOMEILLIEHHBIX TeXHonornit BHempeHl B LleHTpe
nHpopmaumonHoli H obmecTBeHHO#H Ge3onacHOCTH MHHHCTEpCTBAa MO Pa3sBUTHIO
HH(POPMALMOHHBIX TEXHONOTHH M KoMMyHMKkauuii Pecrmy6namku Y3bexucraH, a
Takke B [VYII «UNICON.UZ» (CnpaBka MHHHCTEpCTBA IO PasBHTHIO
HH(}OPMALIHOHHBIX TEXHONOTHA M KOMMyHMKaumii PecrryGnukn Y3bekucrad 3a
Ne33-8/1449 ot 28 ¢espana 2019 r.). B pesynsrate 3¢)peKTHBHOCTD CHCTEMBI
MOHHTOpPHHra Tpaduxa samumenHsx HCY K nossicunocs Ha 15 %.

Anpofauus pe3yabTaToB HeciteaoBanus. TeopeTHyeckue U NpaKTHYECKUe
Pe3YJILTAThl JHCCEPTALMOHHOTO HCCJIECROBAHHMA AOKIAABIBAIMCE M 06CY:KEanmuch
Ha 3 MeXIyHapoOHBIX M 5 pecmyONMKaHCKMX HAy4HO-NPaKTHYECKHX
KOHQEPEHLHAX.

Ony6auKOBAHHOCTDL pe3yIbTATOB HccieaoBaHHA. [To Teme Auccepranum
ony6HKoBaHO Beero 26 HayuHEIX paGoT, U3 HHX 13 HayuHBIX cTaTell, B TOM 4uCIie
10 — B pecry6nukaHCKMX H 3 — B 3apy0exXHBIX XXypHanaX, peKOMeHIOBaHHEIX
Beicuiefi arrecraunoHHo# komuccHeii Pecry6nuku Y3bekucran mia my6nnkauuu
OCHOBHBIX Hay4HBIX pe3yJIbTATOB JOKTOPCKMX AMCCEpTauuii, 8 Te3UCOB AOKIAKOB
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Ha MEXOYHApOAHBIX M PecTyONMKAHCKHX HayY4HBIX KOH(epeHUHAX, a Takwke
NoJTyyeHs! 3 CBHETeNbCTBa 06 opHLHANEHON perHCTpalvy MporpaMM Uid 3BM.

CTpyKTypa H 00beM gHccepTaumH. J{uccepTauMs COCTOMT W3 BBEACHHA,
MATH TNaB, 3aKMIOYEHMs, CIHCKA MCMONB30BAHHOMN JINTEPAaTyphl H MpPUIOKEHHH.
O6Bem auccepTaumy coctaeiuser 184 cTpaHu.

OCHOBHOE COJAEPXAHHE JUCCEPTALINA

Bo BBegeHMH OOGGCHOBaHBI AaKTYaIBHOCTE H BOCTPEOOBAHHOCTH TEMBI
nuccepTauuy, chOpMyNMpOBaHbl Lefib ¥ 3aladH, BLIABIEHbl OOBEKT H MpPEAMET
UCCIIENOBAHMA, ONpeleSieH0 COOTBETCTBME  KCCEAOBAHMA  MPHOPUTETHBIM
HANpaBNeHHWAM pa3BUTMA Hayku H TexHonoruit Pecmybmuxu V3bexucra,
H3NIOXKEHH Hay4yHad HOBH3HA M TNpPAKTHYECKME pe3yNbTaThi HCCICROBaHMA,
060CHOBaHA [IOCTOBEPHOCTH MOMYYEHHEIX pe3y/bTaToB, PacKphITHl HayuHai H
NpaKTHYeCKas 3HAuYMMOCTh MOJMYYEHHBIX Ppe3y/LTarToB, IPHBEAEHB! TEpeueHb
BHeipeHUMH B NpPaKTMKY pe3yJSTATOB HCC/NENOBaHMA, CIMCOK anpobatmh
pesynsTaToB paboThl, CBENEHMA MO Ony6GnUKOBaHHBIM paGoTaM M CTpyKType
IACCEPTALMH.

B nepeoli rase - «CoBpeMeHHOe COCTOSIHME pa3BHTHA MeETORO0B
NPOEKTHPOBAHHS 3AMMINEHHBIX HMHTErPHPOBAHHBIX CHCTEM YNpaBJeHH» -
NpHBONATCA  pe3yNLTaTHl MCClefoBaHMA cuHTesa crpyxtypet HCY  TIK,
NpOaHaNMH3UpPOBaHb! MPOGEMB! CYIIECTBYIOIMX YIpo3, YA3BMMOCTEH H PHCKOB
uHdopmamonHoit GesonacHocTH (HB), a Taloke MepcnekTHBHBIX CPEACTB 3aLLUKTHI
M aJIaNTHBHOTO MpPOTUBOREHCTBHA HEraTHBHBIM 3JIEKTPOHHBIM BO3ACHCTBMAM Ha
HH(PACTPYKTYpY C/OKHBIX POH3BOACTBEHHO-TEXHONOrMYECKUX OOBEKTOB.

Coepemennas UCY TIK npencraBmsier cofofi MHOTOYpOBHEBYIO HeJIOBEKO-
MallKMHHYIO CHCTEMY ympaBiieHud. B3zauMopiecTBHe MEXIY BCEMH MOACHCTEMaMH
NpeanpHATHA MPOUCXOMHT Ha OCHOBE NPOMBILLIEHHOMH CeTH.

MHOroypoBHEBYI0O  TNpOMBILUIEHHYIO  CeThb  NpEACTaBMM B BHAC
OpPHEHTHPOBAaHHOrO MyJbTHrpaga co B3BElCHHbLIMM pefpaMH M BepIIMHAMM
G=(D,S), roe nanpasnenue Ayr rpada G yka3blBaeT HanpaejeHHe Mepefat i
TpadHKa.

3aech D={d,.i=],....n,} — MHOXECTBO BEPIIHH, COCTOsAIEe H3 Pa3iiHYHBIX
YCTpOHCTB (AaTUMKOB, KOHTPO/LIEPOB, KOMMYTATOPOB, KOMILIOTEPOR H T.A.), T.e.
06BEKTOB CeTH, MOAKMOYEHHBIX K npoMsiineHHo# cern UCY TIT;

S = {s;,] =1,..., n,} — MHOXeCTBO pefep, NPeCTABNIEHHBIX KAHANAMM CBA3H,
COEMHAIOIMMH BCE YCTPOHCTBA B €IMHYIO CeTh; S D! — GHHApHOE OTHOIIEHHE Ha
MHOXecTBe D, XapakTepusylouiee ¢pH3HuecCKOe COeAMHEHHE MEXIY YCTPOACTBaMHI
TaKoe, YT

G=(D,s)"‘"=<D,S>, D#@ ,ScD*&VseS(s|=2).

C BHeApeHHeM HOBEHIX KOMIBIOTEPHBIX TexHosoruit (cereit IP/Ethernet) B
HHTErpUpOBaHHBIE CHCTEMBI YIpaBileHHs, Yrpo3bl HH)OPMALMOHHEIX TeXHOMOrHA
 (AT) Havanu HeraTMBHO BIMATH Ha (YHKUMOHMPOBAHME MPOM3BOACTBEHHBIX
06BEKTOB.
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B exeronHoM OTYeTe AMEPHKAHCKOrO LEHTPA pearHpoBaHHs Ha MHUMIACHTEI
ICS-CERT 3a 2018 r., B KOTOpPOM KOMMaHHA MpoaHaIH3HPOBaia HHGOPMALHIO 10
108 uHuupenTam B obnactu B, oTMeueHo, 4To HaubosbLICE YHCIO HHUMACHTOB
3auKCHpoBaHO B oOnmacTAX oHepretuxu (27,4%), HedTAHOM M HedTe-
obpabarpiBatomeli nmpombiuLteHHOCTH (21,3%), XuUMH4eCKkOH NPOMBILLICHHOCTH
(11,4%), ynpassienus BOAHBIMH pecypcamH (6,3%) H Ha ApYrHX KPHTHYECKH
BaXXHBIX MPOH3BOACTBAX.

Ilna 6onee 3ddexTMBHOrO NPOTHBOCTOAHMA HOBBIM yrpodam HCY
Texuuyeckue pewenns UT cepst yenewno srenpstorea 8 UCV K.

B cocras TaKHMX TEXHHYECKHX pelleHHil BXOAAT U CUCTEMEI O6HapyKeHMA aTaK
(COA), aHTHBHpYCHI HITH CHCTEMBI IpefoTBpallieHus propxeHuit (CI1B). Onnako B
HUCY TIK umeercs psag KoMnoHeHToB (YCTPOHCTB, AATYHKOB), NOAK/MIOUEHHBIX K
cereBoii uHpactpykrype IP/Ethernet, Ho 1A HBX He Bceraa BO3MOXKHA YCTaHOBKa
cpeacte obecneyeHns HHGOPMAUHOHHO# 6€30MaCHOCTH — TaKHX, KaK aHTHBUPYCHI,
COA unu CIIB Ha ypoBHe XocTa.

B 3T0#i ¢BA3M BO3HHK3ET HEOOXOMMMOCTh B HCCNENOBaHHK NEPCNEKTHBHLIX
METO/I0B, &/IFOPHTMOB H TEXHOJIOTHA, MO3BOAAIOIMMX MOBLICHTL 3ammTy UCY TIK.
OnHHMM H3 TaKHX pellleHHHA BUAMTCA BHEAPEHUE CHCTEM aHanu3a ceTeBoro Tpaduka
NPOMBILIEHHBIX CeTeil MPOH3BOACTBEHHBIX KOMIUIEKCOB C yueToM cneuHduku
obbeKTa HCCeI0BaHHA.

C yueTOM HM3NIOXKEHHOro NpeACTAaBAAETCA aKTyanbHOlH Heo6XoAMMOCTHL
paspaboTKU HOBBIX CHCTEM W COBEpIICHCTBOBaHHA MH(OPMAUHOHHOH cpeabl H
CHCTEM 3alMTHl /11 TOCY[AAapCTBEHHBIX W KOMMEDUECKHMX MNpeAnpuUATHi
Pecny6nuku Y3GekucraH. OCHOBY 3TOro AO/KHBI COCTABAATE MHpPOBOH OMBIT
NPOCKTMPOBAHHMA M  TEXHONOTHYECKHE  PElICHHA  BEAYIMHUX  KOMMNaHMi
npoextupoBiuuko M npoussoputencit MCY IIK, BbMHMCIMTENnbHOH TEXHHKH,
KOMMYHHKAUMOHHBIX CHCTEM H o0OpyZoBaHMA, & TaKké HOBbIE Hay4HbIC
pe3ynbTaThl H NPEANOKEHHUA CNEUATHCTOB B AaHHOH OTPac/H 3HaHHIL.

CnenoarensHo, mia ofecnevenns s¢dextusHod sawurst UCY TIK
HeoOXOAMMO MOCTOAHHO COBEpIISHCTBOBaTb H MOJCPHH3HPOBAaTb CHCTEMBI
NpOeKTHPOBAHHA KOMMBIOTEPHBIX CHCTEM NPOMBILLICHHBIX MPEANPHATHIA. B CBA3H
C 3THM BbIOpaHHasA TeMa ABJACTCA aKTyanbHOH H CBOEBPEMEHHOM.

Bropas rnaBa aucceprauud - «Pa3pa6orka KOHUeNUHH M MeT010J10THMH
MPOeKTHPOBAHHA 3AIMMINEHHBIX HHTErPHPOBAHHBIX CHCTEM YNpaBJCHHD) —
nocssileHa pa3paboTke KOHUENTyalbHBIX MOAXOAOB B 3alaYaX NpOEKTHPOBAHHA
sawuuenHbx UCY 1K, BripaboTke MeTOMONOrHH NPOEKTHPOBAaHUA 3alMLLEHHBIX
HCY, ¢opmynHpoBaHHIO NPHHLMMOB NPOEKTHPOBaHHA 3awmMueHHeix UCY, a
TaKKe CHHTE3y CTIPYKTYpbl M NPHUHUMNOB (YHKUMOHHPOBaHMA anmapaTHO-
NporpaMMHLIX CHCTeM aHa/H3a CEeTEBOro TpadiHka NPOMBILUIEHHBIX KOMILIEKCOR.

Ceropnamnum npuopureroM B MB HCY IIK sBmsercs oGecneveHue
ZOCTYNHOCTH H LIEIOCTHOCTH KOHGMIypalKOHHO# H ynpasnsioweil HHpopMaLHK, U
HH$OpMaLHK 0 NapaMeTpax TEXHOJOTH4ECKOro NpoLEecca.

B a1oif cBa3u npu HccnemoBaHuu mnpotnem Ge3onacHOCTH HeOGXOAMUMO
paccMarpuBaTh UCY Ha pasnMuHBIX YpOBHAX B3aHMOAEHCTBHA €€ KOMIOHEHTOB,
YTO ABMAETCA CJIOKHOMN 3aaueii.
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3anada obecneyenus 3aumtei UCY TIK ycnoxHsercs ewe TeMm, uTo MIA
KaOKOOrO K/Macca apTOMaTH3UpoBaHHBIX cucteM (AC) B COOTBETCTBHH CO
ceofictBamH obpabaTbiBaeMolf HHGOpMaUMH W YCNOBHAMH €€ IKCIUTyaTauMu
yCTaHaBJIHBAIOTCA KOHKPETHbIE Tpe6OBaHUA K 6€30NacHOCTH.

B cBoio ouepemp, 3amnra HHpopmamnn B AC — neATeNnbHOCTb, KOTOpas
HanpasfieHa Ha o6ecnieyeHue 6esonacHocT o6pabatsiBaemoit B AC uHbopMauuy u
AC B uenoM, — NO3BONAET NpelOTBPaTUTh MU YCIOXHHTH BO3MOXKHOCTD
peanHsalliM Yrpo3, a TalkoKe€ CHH3HTb BEIHYHHY MOTEHUHANBHBIX YOBITKOB B
pe3ynbsTaTe peaiu3alyH yrpos.

H3zyuenne Bonpocos npoekrupobaHua 6ezonackeix UCY K nokasbisaer, uto
OIHHM M3 PacnpoCTpaHEHHBIX MOAXOAO0B K MocTpoeHHIo 3amuuieHHsx UCY 1K
CITYXKHT DJIUEJIOHHpOBaHHAd 3alliMTa. OLUENOHUPOBAHHBIE MOAXOX ABNAETC
KOMIUIEKCHBIM MeTozioM obecneuenua samuienHocty MCY TIK, Tak kak
KOHLIeNuuA JaHHOro noaxoaa 3aKIoyaeTca B paccMaTpHBaHHU
tynxuuonnpoBanua UCY TIT na yposxe paGoTh! KOMNBIOTEPHOI CETH M CTPOUTCA
Ha obecneueHun, B nepBylo ouepenb, Gecniepe6oHOCTH PaboThI TAKOM CHCTEMBI.

Ipu sTOM coBpemeHHas TexHonorus GezonacHocty UCY MK 6asupyercsa Ha
OCHOBHBIX MOJIOXKEHHAX CEPHH MEXIOYHapoAHBIX craHAapToB ISA/IEC- 62443,
KOTOpBIE perjiaMeHTHPYIOT METOABbl, NPaKTUYECKHE COBETHI H PEKOMEHJALMH 1O
xubep3awure.

OnHako NOCTpOEHHE KOMIUIEKCHOH CHMCTeMbl 3allMTHl 3LIENOHHMPOBAHHEIM
NOAXOAOM — 33a7aya BecbMa KPOMOTIMBad M Tpebyiowad 3HAUMTENBHBIX
YeNoBEYECKHX PECYypPCOB H TEXHHUECKHUX CPEeACTB.

HCY manoit u cpenteii CnoxHOCTH NPOEKTHPYETCA MAIBIMH YeNoBeUeCKUMH H
TEeXHHYECKHMH pecypcaMH B YCHOBHAX jkecTkod ¢uHaHCOBON OrpaHHYEHHOCTH.
IMo3tomy Bonpoc obecneuetina UB ocraercs B CTOpOHE M 4allle BCEro Aaxe He
paccMaTpHBaeTcs.

B cBi3M C 3TUM B HacTosLlee Bpems DA MCCleAoBaTeliell npeiiaraior
paccMaTpuBaTh KHGep6e3omacHOCTD  CKBO3b MpH3MY LUe€AM WIH MHCCHH, O
KoTopoii co3zaerca HUCY, T.C. MHCCHOLIEHTPHYECKHii noaxo.
MuccHOLEHTPHYECKHHA MOAXO/ MO3BOMAET aHANW3HPOBATh Yrpo3bl H YA3BHMOCTH
HH(OpMALIHOHHOR CHCTEMBI He B KOHTekcTe ofecreueHns LENOCTHOCTH,
JOCTYNHOCTH M KOH(HACHLMANBHOCTH, HO B TEPMHHAX NpeaMeTHoOH obnacty, WA
aBTOMaTH3alMy KoTopoit ucnons3syercs UCY.,

B pamkax pa3ButHs Bonpoca  KuGepGe3omacHOCTH  HMcmonb3yercs
METOJIONOrHYeCKHi annapar TpeX AUCLMIUIMH: MpOMbILUIEHHOR Ge3onacHoCTH,
(yHkupuoHnansHoit 6ezonacHocTi M MHGOpPMaLUMOHHO# 6€30NacHOCTH.

Ipu 3TOM OCROBHEIE TpebGoBaHMA, NpeAbABIAEMBIC K YPOBHIO 3amuTet UCY
K, ™MHoronerHuii onbIT, HaKOMIeHHBIHi paspafoTuMkaMH B  mpouecce
npoexkTHpoBanua samuueHHslx UCY I1K, a Taioke BbICKa3bIBaHMA pAAa YYEHbIX H
CMEUHANHCTOB  MO3BOJIWIH  BBIABHTE  CICAYIOIUME  OCHOBHBIE  NMPHHUMMEL
npoexTHpoBanus samuienHex MCY I1K:

Ipunyun 3xonomuvecxoit 3¢hghexmusnocmu. B COOTBETCTBHH C 3THM
NPHUHLMNOM — 3aTpaThl P(Z)HAa CHCTEMY 3alUMThl Z He JIOJDKHBI MNpPEBBILATH
(unaHcoBbIi ylep6 P(l/), HaHoCHMBIH U -yrposoii: P(Z) < P(U).
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Hpum/un ceoespemeHHocmu u aoexksamHrocmu — CHCTEMa 3alNTH! AOJDKHA
BOBPEMs BBIAR/ATb M COOTBETCTBEHHO PEarHpoBaTh Ha ONpe/eNeHHbIE BUALI Yrpo3
HH(popMaLn. CBOEBPEMEHHOCTD 3aIUHTHL, T.€. COOTHOLIEHHE YIPO3bl H 3aHIHTHI K
onpeneneHHOMY BpEMEHHOMY MEPHOLY: Z(f) 2 U(r), TAE {—>min.

ITpunyun xomnnexcnocmu. KommnekcHoe HCHONb30BaHHE NpeAnosnaraet
COrJIacOBaHHE Ppa3HOPOIHBIX CPEACTB MNpPH NOCTPOEHHH LEJIOCTHOM CHCTEMB)
3alMTH Ha MPEANPUATHH, NepeKphiBalolieli BCe NPOrHO3UPyeMble KaHajbi
peanuzauuy Yrpo3 M He colepikallelf ysA3BHMBIX MECT BO B3aMMOZREHCTBMH
OTRENbHBIX €€ KOMITOHCHTOB:

z=Uz,, z =ZZZ H KaXa0€e Z, ~ CPeACTBO 3alHTH! KOMIUIEKCa Z -CHCTEME!
=1

O/KHO GBITH HanparneHo Ha samuty D' -pecypca UCY MK: Z—Z% D} — max.

Ipunyun  camoobyvaemocmu u  adoanmupyemocmu —  CNOCOOHOCTH
aBTOMATH4YECKH OMEPaTHBHO MOACTPAHBATECA K AWHAMHYECKH H3MEHAIOMEMYCA
cozepxuMoMy pecypcos — UCY.

Ipunyun asmonomuocmu — HE3aBHCHMOCTb OT BHEIIHHX 0a3 3HaHMil M
3KCNEPTOB, a TAaKkKe NPHHUMNOB 3aKOHHOCTH, CHCTEMHOCTH, HeNpephHIBHOCTH
3aLUMTHI, THOKOCTH CHCTEMB! 3aLLMTE], IPOCTOTH! PHMEHEHNA CPEACTB 3ALIHTHL.

TpuMeHeHHe  MHCCHOLEHTPHYECKOr0  moaxoma H  coOmoneHue
BRILIEYKA3aHHBIX NPHHUMMOB B mpoekTHpoBaHHH MCV TIK mossonuT oGecneunts
3aLMHILEHHOCTh OT TPeX OCHOBHBIX KNaccoB yrpos kuGep6esonactoctd UCY IIK:
HapylleHMs NpOMBILUIEHHON  6€30MacHOCTH, CcHIDKeHHA  3EKTHBHOCTH
NpOM3BOACTBEHHOr0  mpouecca, APYTHX  HapylieHHH  QyHKIMOHaNBHOlM
6e30MacHOCTH M HAAEKHOCTH.

C y4eToM M3NI0XKEHHOTO B IUCCEPTALMH NPEaraloTcs METOAB ofecneyeHu
samutel UCY TK myTeM npoeKTHPOBAHHA HAAEXKHBIX CHCTEM MOHHTOPHHIA H
nneHTHdHKaLmMK ceTeBoro Tpaduka ¢ apXHTEKTYPO#H, MpeACTaBIEHHOM Ha pHc.1.

Cemeeot mpadxx
Coobuerus o
cocmoxnun HC
Modyxs crexcenuz [ Tpaguvecxud
Hexodep
Tlpednpoyeecopyi
Modcucmena
TTodcucmena
OSEaTRINEITIR INIX
Ararus naxemos
Anxaxuy xcypraros Xpawarame
danmex

Puc.1. CrpykTypa aHanuzaropa yrpos HCY
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INponecc aHanu3a ceTeBoro Tpagyxa B NMPEAIOXEHHON CTPYKType OCHOBAH Ha
JByX CTpaTerHfiX — aHalM3a CHTHaTYp H HMAOCHTHOHKAUMH aHOManui.
Martematnyeckue MOAeNM HASHTHOHKAUMM CHrHaTyp (IabJOHOB) M BbIABJICHHA
anomannii 6onee noapo6GHO HMcceI0BaHb! B TpeThell rnaBe AUCCEPTALHM.

B Tperneil rnaBe nuccepraunu — «Pazpa6orka Moneneit aHanu3a cereBoro
Tpadpuka B HMHTErPHPOBAHHLIX CHCTeMaX YNPaBJEHHS ¢ AHCKPETHBIM
MOTOKOM» - TMPHBOAATCA pe3yNbTaThi pa3paGOTKM METOMOB M  alFOPHTMOB
uaeHTUGHKAUMH aHoMmanuili cereBoro TpadMKa TNpPOMBILLTEHHBIX — ceTel,
MaTeMaTHYeCKHX Mozefeii NpoleccoB CHrHaTYpPHOrO, CTaTHCTHYECKOrO H
(paKTaIbHOrO aHAIM30B CETEBOro Tpadmka B CETAX C AMCKPETHHIM IOTOKOM
JaHHEIX.

MarteMaTH4ecKyl0 NOCTAHOBKY 3aay TOMCKA HEXeNaTeNbHEIX [MaKeTOB
(xanpoB) TpaH3akuuM 3anucel MO KaHamaM KOMMYHMKaUMOHHOM CBA3M MyTeM
COMOCTABNIEHMA IAGIOHOB MOXHO CHOPMYNMpOBATh B CIEAYIOLUEM BHAE: ‘TyCTh
CYLIECTBYET HEKOTOPHIH TeKCT T ={t,.1,....1,} W HeobxomuMo oOHapyxuTh moboe
BXOXACHUA B HEro CHUrHatyp P={p;p;--Pn}, TAE M H N — COOTBETCTBEHHO
pasmepbl HcxoaHoro TekcTa 7 u wabnoHa P, T.e. m<n.

B gMccepraumi  McclefOBaHBl  pa3nuyHble  METOAb!  CTPOKOBOrO
conocraBneHus. Ha oOCHOBe MNONY4eHHbIX pe3y/NbTaTOB BbIOpaHBI ANTOPHTM
nocnenosarensHoro (npsmoro) mnomcka (The Brute Force Algorithm), anroput™m
Boilepa-Mypa, XelmmupoBaHue M ABOMUHBI anroput™ noucka noacrpoku (bitap
algorithm, shift-or algorithm) s npaxtuueckoit peanuzauMd B aHamM3e HX
(YHKUMOHNPOBAaHHA C LENBIO NMpPHMEHEHHA B CHCTEMaX CHMIHATYPHOrO aHaIM3a
cereBoro Tpaduka.

NocraHoBky 3amaunM MaTemaTHueckodl MOAENH CTATHCTUYECKOTO aRasnm3a
3arpyXeHHOCTH CeTH And nodyveHns s3¢dexTuBHON NpPOrHocTHHECKOH OLEHKH
MOXXHO omucare cnexyromuMm obpasoM. Ilycts mano T - Bpems, cocrodliee H3
MHOXecTBa #; Takoe, uto T=Y 4, (i=1n). O6o3nauum D,(,) obbemoM Tpaduka,
TNPOITYIEHHBIM Yepe3 CEHCOp clexeHusa o6beMa ceTeBoro Tpaduka B £, -BpeMs i-ro
nua. EcrectBento, K, (1) — KOMHYECTBO BBLIYHMCIHTENBHBIX CPEACTB (KOMMBIOTEPHI,

cepsepa, uuto3s! [P-Tenedonun 1 T.4.), 3akaunBaeMsix HHGOpMALMIO B f,BpeMs -
TO JHA.
Tabnuua 1
O61eM ceTeBoro Tpadmka, MiI-C
t D, K, D, K, D

. -

4 AGY K\(t) | Dy(v) K,(4) D.(n) | K.(8)
| B Ki(6y) | Dy(1;) | K,(1y) D (1;) | Kalty)

" Dy(,) K,(,) | D,y(1.) K, (1) . D, (1,) | K.(1,)

Ha ocHoBanun tabn. 1 chopmupyem obvem: Tpaduka B cnemyroweit
MIOC/IeA0BATEILHOCTH:

D)) Dylty)s w4 Bylta)s Dylt)s Dy(t)seves Dy(ta)s wo0s Dull)s Dalty)s woes Dulty)-
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Kaxmoe noctynatomee 3Hawenne D,(4) norapudmupyem, 9TOOERI

BBIPOBHATh pAA AaHHBLIX M CHIagMTh AaHHHiE oObeMa cereBoro Tpaduka mo
HETMHEHHOCTH 3KCIIOTEHIMANIBHOrO BHA2 D™ (1) = Ln (D(t)).

Kak u3BecTHO, D}“(I,) baHHEle 00 oGBeMe cereBoro Tpajuxa B Tabm. 1
MpHBEAEHBI B MIJLTHCEKyHAax (Mn-c). Jing ynoGcrea npeacTaBieHUs HHGOpMaLIHH
onepaTopaM MOHMTOPHHIa CETeBOFO TpaiMka, a Takoke Lenei uccnexyeMoi
3anauyu Macwral BpemeHu B Tabs. 1 M3 mi-c. mpeo6pasyeM B CeKyHOBI IyTCM
CYMMHpPOBaHHA KaXAbiX 10 HOBBIX NMOCTYMAIOMHX D!"(t,) 3anmceii U onpenenieM
HX cpeaHeapH(MeTiUeCcKoe 3HaUEHHE TaKoe, YTOo

(D™ (t,,) + D®(t6,) +...+ D2 (1,))
X, = .
10
B pesynsTare nomy4um ciexyrowmuii paa:
5= (D" () + D" (t,) +...+ D (1)) n= (D:“(t,,)+D.'“(l,o)+...+D:°(t,))’

10 10

_ (D:“(t,,)+D:(t,,)+...+D.'“(l,)) D2+ D2y ) +..+ D2 ()
2 10 Al 10

Takum ofpa3oM, MOXKHO TONYYHTL  YHpPOIIeHHOE ofo3nauenne o6beMa
Tpadmka: x,,x,,.., x, , rae i=1n - o6osHauaer cexyHarl, a x(i) — morapupm
cpeaHeapH(pMeTHHECKOro 3Ha49EHHA 3arpyKeHHOCTH CHCTeMb! B ceKyHmy i. C
Kaxxao# HoOBOH CeKyHAOH pAn 3HaueHH# x(i/) MOMONHACTCA HOBHIM 3HAYEHHEM.
Or1a npoueAypa MO3BONAET MONYy4YMTh pAA AaHHBIX Xx(i), aBnaommuiica Gonee
YCTOHYHBEIM, HeM Df"(l,)npu BBIMMCIIEHHH M NMPOTHO3HPOBaHWH o6beMa Tpaduka,
a TaKKe MHCCIENOBAaTh TPEHAbl CEKyHAHOrO MNOpAaka. BrrucneHus
x(i) cnocoGeTBYIOT GoNlee TOYHOMY MOAETHPOBaHHIO 06beKTa HecleROBaHHA.

Tak kak MareMaTHuyeckas MOZENb HcCleAyeMOoro obmekra H3HA4aNbHO
CTPOHTCS HA OCHOBE ydera cneuHgHyeckux ocoGeHHOCTeH cHCTEMBI, TO A
yHHdMKaLMKU MOAENH MoA APYrue CeTH Nepefavd AAHHBIX BBEAEM ClEHYIOLIHE
KO3t pHIMEeHTBI:

¢ k - KONMMYECTBO CEKYHOHBIX 3HAYCHHH, 3aXBaTHIBAEMBIX JUIA pacyeTa
cpeaHeapugMeTHyeckux 3HaueHuil 6onee BLICOKOro nopsaaKa;

e m — KoapdHuHeHT MaciITaba BpeMeHHoro nopsaaka. [ycrs B Hecnemyemoi
CHCTEME onpenesiuM k =15, m =2,

Ha ocHome pama maHHBIX x(i)06 ob6beMe cereBoro Tpaduka NpeampHMEM
MOMBITKY BBIMHCINTH ClEAyOUMe cpeAHeapupMeTHUECKHEe 3HAuEHHA A
CKOJIL3AIHX CPEeAHUX:

mt @ xG-Dy + 5Kk 15) _pocneguue 15 snauenmit xq);

HT.A.

k
M} - (x‘(kxm)-l-x,(kxm-kl)+...+x,(kxm-15xm)) — nocneauue 30 3uauenuit x(i) ;
xnm

MJ’ =(x,(kx2xm)+x,(kx2xm—kl)+...+x,(lcx2xm—l$x2xm)) - nocneaHue 60 3HaYeHuN x(i).
xm
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Takum 06pa3zoM, BHYMCHCHHBIE 3HaueHns M) M? u M3 aenaores
J J
YCPEIHEHHBIMH  cpefHeapu(PMETHUCCKMMH 3Ha4YeHHAMM ofbemMa ceTeBOro
Tpaduka: M}— 15-cexyHAHble yCpeAHeHHble 3HaueHus, M; — 30-ceKyHAHble
yCpeiHeHHBIe 3Ha4eHHd, M — 60-CeKyHHBIE YCPEeNHEHHBIE 3HAYEHHA.
Ecym 3Hauenns M), M? u M? ocyliecTBnATLb B HeNmpephIBHOM LHKIE C
oMy 1

H3MEHEHHEM KONH4YECTBA INAroB &, TO MOXHO BBIYHCIHTL CpeOHe-
apH(pMeTHYECKHE 3HAUEHNUS U1 JMHAMHYECKO-CKONB3ALIEro OKHa.
Hcnone3ys BpeMeHHBIE panbl Ass M, ! M2 u M, 3, MOXHO chHOPMYNHUPOBATH

YpPaBHEHHA NPOTHO3a B BHAe MNOMMHOMHanbHOM 3aBucuMocTH. KoadduumeHt
KOppessiLuy cereBoro Tpaduka BeMHCHsETC anroputMom r-ITupcona.
MareMaTHueckylo MoAenb (paKkTalbHOrO aHanH3a aHOMalWit TpadHka B

BEMMHCIIUTEABHBIX CETAX C MAMCKPETHBIMM XapaKTepucTHKaMu (cM. Ta6n.l)
copmymupyem cnenyromum o6pasom:

t,(i=1n) — Bpems;

Qj(t,) ~Tpaduk B /,-e BpeMa i-ro aHd;

K,(;) — xonuuecTBO paGoOTaBIIMX KOMMBIOTEPOB B /;-€ BpeM1 i-ro JIHS;

A:(A‘,Az,...,ﬂ"), A e{o)}, j=LN — dopmupyer BekTop; 31€Ch izj =
J=l
- =[D.(rn), D) D, (c,.)]
k() k() "k (s,.) . @=im.
B = ( AARAN) D/(‘f.)]

K, () K, (6,) 7 K, (1)
(“-:'1')
N,= 1
®,.2)
Oyukuua (1) sBmsercs kpurepueM Ouiepa. YnopafouMM OTHOLIEHMA
KOMIIOHEHTOB BEKTOPOB a M b ciieqylomuM o6pa3oM:

Soh, 29 (2)
5o by
B NEpBRIX £ XOMITOHEHTaX BO3MO)KHA aHOMAJTHA.

Toraa ,1=(l,l,l,...,l,0,0,0,....0].
¢ N~t

Jna dyHkunoHana (1) pelwnM cieayIontyro 3afayy:
[l(&)“ {—zg—) max; )

AeA',
BseneM cnepyomue 0603HauEHUA:

Ag =a,-q,
A= a,B b, 2 P = peee Iy Uy Upeery U 0
Z' Z’ {Ab =b,~b,i=T1j=IsIN" (I’L'of_m"]
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Hokasansl TeopeMbl O (pakTanbHEIX CBOMCTBax ceTeBOro Tpaduka myTem
BBIYHCIEHHA Ia6M0HOB CKOMB3ALIEr0 OKHA B CETAX C AUCKPETHHIM MOTOKOM.

IMycts paHel AeiiCTBHTENBHBIE YHCHAA a,bH ¢20,d>0(a+c20,6+d>0).
VYuyutsiBas CBOMCTBA HEpaBEHCTB, MHCIHOJb3yeM OAHO M3 MPEACTABICHHBIX
BhipaxeHH#. CripaBeuInBO om{o U3 ClIeqyIOIMX CBOHCTB HEPABEHCTB:

2.3%C L rpe a>0,6>0 Hbc>ad, @)
b b+d d

a_atc _c cb<ad

375223’ ,TAe a>0,5>0 H s )
a,ate ¢

b b+d d rpe 9<0,6<0 ych<ad, (6)
£<G+C>£

b b+d d rpgea<0,b<0 ycb>ad, )
a+ca£

b+d d rpe 920,650 ycb<ad ®)
ate ¢

bed-d ,rae 450,620 y ch2ad )
d d+a a _b_ c+b_c

ef (b+eXc+f) l‘lled e f c;f (10)
d, _dea g b e b

ef (b+exc+f)’rned e f ef (ll)

HOna Ttoro, uto6el BEKTOp ,1“:(1,1,_,_1,0,0,..,,0], BbIOpaHHBIt ¢ noMoLIbI0
lma

Ne=lma
ynopaaoyeHHo nocneaoBaTenbHOCTH (2), ABNANCA OMTHMANBHEIM PEIICHHEM JUId
sagaud  (3), HeobxoauMo, uTOGH He cymecrBoBanH a=Aa, b=Ap,
YAOBJIETBOPAIOILHE YCNOBUAM HepaBeHCTB (4) u (7).
Beibepem Vvie A'. Ina Toro, uytoGmt BbIOpaHHBIA BEKTOp -A ABNANCA
ONTHMANBHEIM pelteHHeM 3amaun (3), Heo6XommMo, 4TOOBI HE CyINECTBOBAIH

a=Aa,, b=Ab, (i=f1, Jj=Il+1,N), ynoenerBopstomye ycnoBusM HepaBeHCTB (5),
(7yu(8).
ANropuT™, COOTBETCTBYIOWIHH AAHHOMY METOAY, COCTOHT M3 CNEeAyIOLIHX

11aroB.
Ilaz 1. 3apaerca HauyaTbHOE 3HaUeHHe BekTopa A={1,1,...,L0,0,..0}.

[}
Lilaz 2. Berucaniores sHavenus A uB, te. 4 = (a,1), B = (b, 1).
llaz3. i=1,j=N; 4,=4,B,=8.
Lllaz 4. BeIMMCIAIOTCA 3HAUECHHA Ay U Ab
Llaz 5. TIpoBepsAIOTCA YC/IOBHA YAOBNIETBOPEHHA HepaBeHCTBY (4). Ecnu Ag, u
Ab, yROBNETBOPAIOT YCAOBHAM HEPaBEHCTBA (4), TO 1O pe3yJIbTaTaM HEepaBeHCTBA
3HAYEHN /-0 H_j-TO KOMIIOHEHTOB BEKTOpa A MEHAIOTCA MECTAMH, BHIYHCIIAIOTCA

A=A+Aa,,B=B+Ah, u ocyuwecTenseTcs MepexoA K wazy 8, uHaye — K
cienyloLeMy mary.
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Ulaz 6. TIpoBepAIOTCA YCIOBHA YROBJIETBOPEHHA HePaBeHCTBY (2). Ecan Ag, u
Ab, ynoBneTBopsIOT yCIOBUAM HEpaBeHCTBa (2), TO MO pe3y/bTaTaM HEpPaBeHCTBA

3Ha4YeHHUA i-ro0 U j-r0 KOMIOHEHTOB BEKTOPa A MEHAIOTCA MECTaMH, BLIYHCIAIOTCA
A=A+Ma,B=B+Ah; wn ocymectsisercs nepexon K wazy 8, wHave — K
cleqyolemMy mary.

Llaz 7. TIpoBepstoTCA YCNOBHA YAOBIETBOPEHH HepaBeHCTBY (5). Ecnn Ay
Ab, ynoBneTBOPAIOT YCNOBHAM HEPABEHCTBA 5, TO MO pe3y/ibTaTaM HEpaBeHCTBa
OCyIeCTBAAIOTCA Npeobpa3oBaHuA, T.e. 3HaueHHA i-T0O H j-~r0 KOMMOHEHTOB
BeKTOpa A MEHAIOTCA MecTaMH, BbIMHCHAOTCA A=A+Aa,B=B+Ab, u
OCYILECTBJIAETCA MEPEXOA K wazy 8, HHaue — K Cle/ylolleMy wary.

Ulaz 8 Tlposepsercs ycnoBue j>f. Ecim j>¢, TO j=j=~1 H
OCYIECTBNAETCA MEPEXOR K wazy 5, MHaye — K clnefyoLeMy 1ary.

Llaz 9. Tpoeepserca ycnoeue i< £. Ecnu i < £, To i=i+1 M OCyLIECTBAACTCA
nepexof K wazy 5, NHaue — K CJefylolleMy wary.

Llaz 10. TIpoBepAIOTCA YCJIOBHSA 4, = A M B, =B.ECH 4 =4 U B, =B, TO A-
ONTHMAIBHOE pEIlieHHe, H AITOPHTM OCTAHABIMBAETCA, HHAYE OCYILECTBAAETCA
nepexoa k wazy 3.

Hna f-mepHoro BekTopa Kakmo#i moicHcTeMsl A onpeneneHo (-MepHoe
NPH3HAKOBOE TMPOCTPAaHCTBO M B 3TOM A MOANPOCTPAHCTBE BBEAEM

COOTBETCTBYIOIILYI0 EBKIHIOBY HOPMY M, = ’i"; ) -
o

Cpenuunit  o6bekr ;c,,, xapakTepusylowuit knacc X, onpenensercs
crnexyiowmmumM ob6pasoM:
] S
5= 2

Beenem cneayouryo ¢yHKUMIO:

5,@)= ,%gﬂx, -5

DyHkuma S, (1) nokassisaer cpennee oTxiioHeHHe 06BeKTOB B Kacce X o

BhIZIEJICHHBIX HA OCHOBe BekTopa A . B kauectBe KpuTepnsa MHPOPMATHBHOCTH
Bo3bMeM (yHKLMOHAN BUAA
L —_ -2
Z "x' - x‘[ln
1,(1)= B —
?;'S ;@)
JomycTHM, uTo AaH KpHTEpHit Bm:a

b/lic Ai

PaccMOTpHM COOTBETCTBYIOWIYIO MY 3aJayvy:
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AeN. 2, =01}i=1nN,
abe RN.al 20,5, >0,i=1,N.
Bsenem cnemyromue 0603nauenms:
L L ! Aa, =a,-a,,
4= Z:" B= §”" €= §°" {Ab: =b,l—b,,l =01, j=T+LN.
Hns AEHCTBUTENbHBIX 4ucen Vx,p,248 w,e.f >0 (v+e>0,24 f >0)
CNpaBeUHBEI CIEAYIOLIHE HEPAaBEHCTRa:
Ecnu 8 Hepasenctsax (10) u (11) npunate a=Ag,,b=48b,c=Ac,, d=4, f=C,
A+Aa, 20,
TO e=B mna Vvi,j {B+ab,>0 6yner cnpasennueo oAHO H3 HepaseHcTs (7) win
C+A4c, >0.

(8).

Yerpepran rnaea aucceprauuu — «Pa3paGorka a/ITOPHTMOB NOBLIIEHHUA
3AIHMINEHHOCTH HHTErPMPOBAHHLIX cHCTEM ynpAaBJCHH» — MOCBAINEHA
paspaGorke Moneneit H anroputMos  ycuieHus 3alHILECHHOCTH
NPOH3BOACTBEHHBIX KOMIUIEKCOB. B uyacTHocTH, npeAOXEHbl MareMaTHHecKas
mozenb VLAN - TexHonoruii B npoekruposamum CETeH POU3BOACTBEHHBIX
KOMILIIEKCOB, METOAB! KpHUNTOrpaduueckoit samuts undopmatnu g UCY, a tawke
Ha OCHOBE MCTOAOB CHIHATYPHOTO M AHOMaNLHOrO aHANN30B TMGPUAHBIN
IrOpUTM aHanu3a Tpadvka /Ui MPOMBILIEHHBIX ceTel C AMCKPETHBIM NOTOKOM.

.OnHOll M3 OCHOBHBIX 3a]1a4 B CHCTEMax ¢ MHOroyPOBHEBOH CTpyKTypoii Kak
HCY IIK aBnserca opranusaums 3¢ heKTUBHOro noToxa CeTEBOro Tpaduka.

C uenbio noctpoenns 3ddexkTHBHON AMHaMHMHECKOH Mopend ananmsa
CeTeBOro Tpaguka NMpeANnoXeHO NPUMEHEHHe TexHONOrHH «BHpTyanbuble ceTn»
(VLAN) B npoektnpoBaHuu 3aumiennsix UCY IMK. Marematuyeckas mopens
ctpyktypst ICY TI1 c BHeapenHoit Texmonormeii VLAN npeacrasnsercsa
Habopom cnemylowux noacereii:

M= {i Lnl’ }’(i =1.., nl) 4

1=}

rae Ln - noacers VLAN; L' - MHoxecTso ycTpofiCTB CeT, cumTaroweec

NMpUHaUIeXALUM HEKOTOPOR Ln , Takoe, uto Ln =Y in, (i=1...n,).
i=l
Hapany ¢ VLAN-texHonorueli B auccepraumoHHOM pabore mpennoxkeH
QIrOPUTM  KpMNTO3alMTHl  HHPOpMauuM, nepeAaBaeModl No  KaHagaM
npomeinenHeix cereit HCY. AnroputM onucan B cnenytomeii gopme: BxogHsie
Jaunsle X AN anropuTMa AHHOH N GaliTOB mpeAcTaBHM B BHAE YeTBEpHYHOI
CHCTEMBI CUMCIIEHHA X, WIHHOK 4N uudp, cocrosiueit H3 HeTBepHUHBIX UUD:

0,,1,,2, 1 3,, 9TO6BI X, = X;,X;,%;,...; %,y , [A€ 4N ~ 3HAUHOE YHCIIO.
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JHanee onpepmenserca KOMMYECTBO y4acTus KaxaoH U3 sTHX uudp B x,. OTH
HaHHble BHOCATCA B MaccuB Hy, H\,H, n H,

Ha crnenyiomem miare onpegenserca YeTBepuyHas uudpa ¢, , HauGonee yacTo
BCTpevatomascss B x,. Iloctpoum GutoBoe nonme Y,, cocrosuee us 4N 6ur,
Yo =YorsYo25Vo3r-sYouy © TAKHM YCIIOBHEM, YTOGDI

l,ecnu x, = ¢,
= 30eCh 1Sk<4N.
You {O,ewm X £¢),

. Tocne atoro M3 x, yRAanAlOTCA BCE (e, & Obpasyercn HOBad CTpoka X;,
cocrosmas u3 4N—H; derBepudHbIX LADP.

Hanee  mnoBTOpsAeTca  omepauus  onpefeneHHs ~ HaubGosmee  HacTo
BCcTpeqatoweiica B X's uderBepuuHO# uudpsl ¢,. Crpourcs OuroBOE moONE

Y, = Y100 Yo Vrarens Yiawon, » COCTOAIIEE M3 4N — H, 6UT C ycnioBHeM

l,ecnuxe = cy
= . 1<k<4N-H_ .
N {O,ZOQXI: #Cy, rae G

B X, ynanaiorca Bce uMdpsbl c, M MOMy4aeTcs MNOCNEA0BATENLHOCTE X 2
anuHoit (4N — He, — He, ) yerBepuuHbIX undp.

Ha cneayroiem sTane noBTopAeTcs onepauys onpenesieHus Haubonee yacto
BCTpevalomefica B X': ueTBepuyHoii uudpel €; M cTpoHTca OMTOBOE MOMNE
Y2 = Y200 Y200 V22500 Yaun-tic, -1, BMHOR (4N = He, — H, ) Gur ¢ ycnouem

lLecnu x'& =c,,
= . <k<(@4N-H; -H_.).
Yok {O,ec./m Xe#e, ¢ I<ks<( o ~He,)
Hanee Bce Tpu OuToBble mnons o6LeAMHAIOTCA B eauHoe OHTOBOE
noneY =Y, (||| Y;, koTopoe aBnseTcs pe3ynsTaroM ngpoBaHus.

ANropuTMbl CHIHATYPHOTO aHa/IM3a NO3BOJIAIOT HA OCHOBE OMMCAHHOIO
mabnoHa Ge3 JOXKHBIX CHIHAaNOB TOYHO BEIABJIATH BPEMOHOCHBIE MpOrpaMMHbIE
KO/Ibl, MPOXOAALIME 10 BBIYHCIMTENbHON ceTH mpeanpuaTua. OAHako, kak 6bL10
OTMEYEHO paHee, CHFHaTypPHBIH METOA HMeeT pAjl CYIECTBEHHEIX HEA0CTaTkoB. B
3TOff CBA3H Ha HEKOTOPBIX NpEANpPHUATHAX NPHUMEHAIOTCA aHanu3aTophbl,
Gasupyiomuecs Ha MeTOle aHanu3a aHOMamMit B ceTeBoM  Tpaduke.
IperMylIecTBO MeTOAA aHanu3a aHoManuii ceTeBOro TpagHKa 3aKMOYacTCs B
BO3MOXKHOCTH BEIABJIATL HOBBIE WJIM paHee HeM3BECTHBIC THIBI aTaK H yrpos. Jlna
6onee TOUHOrO OMpENeNCHUA aHOMANKit ceTeBoro TpadMka B JaHHOH AuCcepTaLuH
MpEAJIaraloTcA CTATHCTHYECKMI M (paKTANbHBIH METORBI aHATH3A,

Anroput™ (YHKUMOHMPOBAHHA CTATHCTHYECKOTrO METOAA AHANN3A AHOMAH
ceTeBoOro TpaduKa npeAnpHATUI COCTOMT U3 CIEAYIOIHX Aros:

1. B cuCteMy BBOAATCA MapaMerphl; k — KOJIMYECTBO CEKYHAHBIX 3HaYeHHH,
3aXBaTHIBAEMBIX 11 pacueTa cpeaHeapu(MeTHIECKHX 3HaYeHHit Gonee BEICOKOro
nopsaaxa, ¥ m— Kko3bduuneHT macmraba BpeMEHHOro nopsaka.
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2. CucTeMa aHAH3a ceTeBoro Tpaguka coGupaer uHGopmaimio 06 o6beMe
D(t)) ceresoro TpaHka, NPOXOAAILEro 4-NepHOA BPeMeHH MO CETH, H 3AMHUCLIBAET

nanssie B BJL.
3. Maunste 06 o6beMe p,(1,) NorapudMupyIoTCa CHCTEMO#M D" (1) = La(D(1)).

4. MunnucekyHnupie namHsle DP(f) 06 ofmeMe ceTeBoro Tpaduka

CYMMHpYIOTCA H NpeACTaBJIAIOTCA B BHAE X, NOCEKYHOAMEIX 3HauYeHHil
(D (t,) + D™ (1) +...+ D (1))
x, = .
10

5. C yueroM 3HaueHH#t X, GopMHpyeTcs 3 pAfa AaHHBIX CKONE3AMIMX CPEAHUX
ans nocTpoeHus rpaduka oXuAaeMoro NporHosa cereBoro Tpaduka Ha M, — 15-
CeKyHIHble YCpeIHEHHBle 3HaueHHs; M, — 30-CeKyHAHBIE yCpeAHEHHbIE
3HaueHusa; M ,’ — 60-cexyHRHBIE YCpeAHEHHBIE 3HAYEHHUA.
(x,(k)+ x, (k=D +.. +x,(k-15))

M= >
M,=(x,(lzxm)-l-x,(kxm-l)+...+x,(kxm—15xm))
4 kxm ’
s (x(kx2xm)+x,(kx2xm=1)+.. +x(kx2xm=15x2xm))
M= kxm ’

6. Ha ocHOBE HCIIO/IB30BaHHA BBIYHCIACHHBIX BPEMEHHBIX PANOB M), M] u M;
CTPOUTCA YpaBHEHHe NPOrHO3a B BHAE MONTMHOMHAIBHON 3aBHCHMOCTH.

7. Ctpoutcs rpadMK AaHHBIX 3HayeHHs X, — oOBeMa ceTeeoro TpagHka,
oxupaemoro Ha M),M; u M}, B 3aBMCHMOCTH OT ko3(duumeHTa k U Mm 1
BLIZIAETCA Ha MOHHTOP AMCHeTYEpa.

TMpemnoxeHHbI  (pakTanbHBIl aHaNM3 ceTeBOro Tpapuka IyTeM
BHIYMCAEHUA IIAGIOHOB CKOMB3AIIEr0 OKHA OCYILECTBIIACTCS ClIEXYIOMHM

obpazom:
1.Ha Bxom cucTeMbl nopatorca naHHele Di(f,)06 ob6beme 3aXBaueHHOro

Tpaduka n X,(1,) o KonuvecTse paGoTABIIMX KOMIBIOTEPOB B 4-¢ BpeMA j -T0
AHA.
2. bopMHpyeTCs  COOTHOLEHHe MeXAY JaHHBIMH  p()00 ob6beme
3axBaueHHOro TpadHka H K, (t,) 0 KOJIUYecTBe paboTaBIIMX KOMIILIOTEPOB:
o o f28) DAt DY my o[2iU) D) D)),
LK) K, KL, LK) K () T K (y,)
3. lanee nmnonyueHHHle 3HaueHMs @, H b, conocraBnmoTC €

COOTBETCTBYIOIUMMH JNAHHEIMH B pa3HYHbIE NEPHOASI BpeMeHH paboThl ceTH

nepefavy AaHHBIX.
4.Ha OCHOBE YCTAHOBNIEHHBIX MPABUI ONPEAENAIOTCA AHOMANHU B

(DYHKIIHOHHPOBAHHH CETH.
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- C  WCTONB30BaHMEM NpEIIOKEHHBIX  ANTOPUTMOB  CHTHATYPHOTO M
aHOMaNLHOTO METOZOB aHanu3a cereBoro Tpadmuka Obin BeIpaGoTaH anropuT™
rHGPHAHOro MeToa MOHHTOPHHIA CETeBOro Tpaduka npeanpuaTyii (puc.2).

IIpeanoxeHHEI anropuT™ rubpPHAHOrO METOAA AHANH3a MPOMBILLTEHHBIX
cerelf nossonut Gonee TOYHO, ¢ MHHMMANLHOM CTEMEHBIO JIOXKHBIX TPEBOT,
MACHTH(UUMPOBATL HECTAHNAPTHEIE CHTYallUd HA BCEX YPOBHAX apXMUTEKTYpbl
HUCY TIK. Hapagy ¢ 3THM OH NpedoCTaBAfeT BO3MOXHOCTb AAA YACTHYHOrO
camMo06yueHHs CHCTeM aHaM3a M ynpasieHus coctosaus UCY TTK.

Tpoucce anamna BA
(cirnaTyprmit ucroz) cuTHATYP .

Coobutetine o6
pO3e

Puc. 2. Crpyxrypa rubpuaHoro anropurMa HaeHTHOHKAUUH HECTAHAAPTHRIX
cutyauutt 8 UICY

B maro#i rmaBe - «IIpoekTHpoBaHMe H pa3pafoTka 6a3 AaHHEIX M
NPOrpaMMHBIX KOMILUIEKCOB 3aMMIIEHHBIX HHTETPHPOBAHHBIX CHCTEM
ynpaBJieHHs»» ~ NMPHBOAATCA pe3y/LTaThl NpUMeHeHHs pa3paboTaHHBIX METOMOB,
AJITOPUTMOB, MPOrPaMMHBIX KOMILIEKCOB MMPOEKTHPOBAaHHA satuieHtbix UCY.

PesynetaTel aucceprauuoHHo# paGoThl MPOUIM ONBITHO-HCTLITATENBHYIO
anpoGauus B [Ba 3Tana. '

Ha mepBOM 3Tame psAn peanu3oBaHHLIX Momenell H anropuTMOB Obin
anpo6upoBaH B 1a60paTOpHBIX yCnoBMsAX. B 4acTHOCTH, B uenax o6vextuBHOH
oueHKH (YHKUHOHHPOBAHHA aNrOPUTMB! CHFHATYDHOrO aHanM3a CeTeBoro
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TpadHuka (NoCnenoBaTeNnbHOro (npamoro) noucka, Bollepa-Mypa, XelHpPOBaHHA H
ABOMYHOrO IMOHCKAa NOACTPOKH) ObUTH anpo6GHpOBaHEI Ha MEPCOHANBHOM
Komnbiotepe Acer. Ilepen amroputvamu 6buTa MoOCTaBieHa 3ajauya NOMCKa
P={p;p;..rn) WAONOHOB H3 CYIUECTBYIOUIETO TEKCTA T = (1,.1;....1, } , TAE m<n.

Ana noucka 6buTH 3anaubl WaGNOHE! ¢ PasNMYHBIM KONHYECTBOM /o (10
wr., 50 wr, 100 mT.), co wpudTamu Ha NaTeIHK M Kupwuue. OGBeM
nporpaMMHOro  KOAa  pealH30BaHHBIX Ha  aA3blkke CH++  anropuTMoB
NOC/IEN0BaTEILHOrO MOHCKa cocTaBun 777 Gaiit, Boeifepa — Mypa — 1862 6aiira,
X€IUHPOBaHHA MO CHrHatype — 1290 GaifT, JBOHYHOrO MOHCKA NMOACTPOKH — 3217
6aifTos, uTO ABNACTCA AONMYCTUMBIM ANA BHenpeHna B CCOB. TecTHpoBanMe Beex
peanH30BaHHBIX NporpaMM 6eL10 NPOBEAEHO Ha NMEPCOHANBHOM KOMMLIOTEpe Acer
¢ npoueccopoM Intel Core i5, 2,4 I'rii, 03Y-4 G6.

B kauecTBe OCHOBHBIX MapaMeTpoB OLEHKM MNPOM3BOAMTENBHOCTH
AIrOPHTMOB OMpefe/IMM BpEMA, 3aTpau€HHOE KOMMBLIOTEPOM MpPH BBHIMOJHEHHH
nporpammel, 1 o6peM O3Y mawuubl, TpeSyeMpii A (OYHKUMOHMPOBAHMA
nporpamMmsl. Pesynbrathl 3KCnepUMEHTa CPaBHEHHs aIrOPHTMOB COMOCTABMEHHs
npHBeNeHsl B Tabn. 2.

Tabnuua 2
Bxcnepumem' CPABHCHHUSA AJITOPHTMOB CONOCTABJICHHUA
Ne Hamnmerosanne Tokck Mouck TMoucx
anropHTMOB 10 wabnokos H3 50 mabnoos H3 100 wabnoxos 13
3aAHHOO TEKCTA 3QIZHHOTO TEXCTa__ | 3ANRHKONO TEXCTA

Bpema obneém BpeMs obbém | Bpems 0bBEM
noncxa, | mamrri, | momcka, | mamamw, | nomcxa, | mamsmm,

MC M6 MC M6 MC MO
1 TMocneposaremuoro
(mpAMoro) noucxa 0,0918 53 0.7248 54 2,129 54
2 Boftepa=Mypa | ¢,1202 54 0,6674 54 1,6455 54
XewmxrposaHHe O
e 0,0946 54 0,5694 54 1,529 54
4 Jporunnit moxck

0,1786 54 0,8593 54 2,1285 54

OACTPOKH

AHaJIH3 NONyYeHHBIX pe3yNBTaTOB MOKa3bIBaeT, YTO 3ajaHHbLl 06beM P
mabnoHa W Tekcra 7 CymecTBEHHO BIHAIOT HAa BpeMs Moucka. OcHOBHOMN
NPHYHHON 3TOrO AB/AETCA KOJMYECTBO OMepalmil COMOCTAB/eHHA BBINMONHAEMOMH
nporpammoii. Ilpn 3roM obvem Tpebyemoro O3Y (5,4 M6) B mpouecce
(QYHKUHOHHPOBAHHUA NpPOTpaMM OCTAeTCA MOYTH HEM3MEHHBIM AN BCEX THIIOB
JITOPHTMOB.

VuuTEIBas pe3yNbTaThl 3KCHEPHMEHTa, MOXKHO YTBep)KAaTh, YTO MIA
peanu3auMi B CHCTEMaX aHAIH3a M3 BhILIEPACCMOTPEHHBIX AITOPHTMOB HauGonee
NMPHMEHHMBI  QIrOpPHTMEI XemupoBaHHA H DBoiiepa — Mypa, Tak kak B
TEJIEKOMMYHHKALHOHHBIX CHCTEMAX B€CbMa BbICOK o6peM NOTOKOB MpOoTeKaloUHX
CETEBbIX NAKETOB.

Ha BropoM 3Tame npemnoxeHHHle B MAaHHOH AMCCEpTaUMM MOZENH,
aropuTMbl H TNPOrPaMMHBIE KOMILTEKChl TNpOLUIM ONBITHO-NPOMEIIUIEHHYIO
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anpo6aumio B Llentpe uHGOpMaUMOHHOH M obWecTBeHHON 6€30MacHOCTH
MHHHCTEPCTBA 10 PA3BHTHIO MH(OPMALMOHHBIX TEXHONMOMMH M KOMMYHHKAUHH
Pecny6nuxu Y36ekucrad, B ['naBHoM ueHTpe MHQopmaTuzauuu LleHTpalbHOrO
6anka Pecry6nukn Vabekucras, a Takke B AO «J[kusakckull akKyMyJIATOPHBbIH
3aBOIIY.

-Jins momyueHuA M APaKTHYECKOro MCMOJNB30BaHUA Mofeseii Opl1 MPOBEACH
NPOMBILUTEHHbI 3KCNEPUMEHT B YCMOBHAX HOPMANLHOrO (yHKUHOHMPOBAHHA
TEXHOMOTHYECKOr0 NpOLEcca BBIMYCKa aKKyMyJsTopoB Ha JIKH3aKCKOM
aKKyMyJNATOPHOM 3aBofe. [IpedBapuTenbHble HCCNENOBaHWA aHANH3a CETEBOro
Tpaduka HCY 3aBona nmoxasaii, YTO B OTHOLIEHHH NapaMeTpoB 06bEKTa MOXXHO
NPUHATE CUTHATYPHBIA U aHOMaNBHENE MeToA uiaeHTubukauuu (puc.3). B uenax
cerMeHTalMu HHpopmauHoHHol HHpacTpykTypst UCY 3aBona 6buta MpUMeHeHa
TexHonorna VLAN. Bpems npoBefieHHS ONBITHO-MCMABITATENbHBIX paboT
coctaBuno 6onee 1 Mecaua. :

20000007

14:45:19
14:45:53
14:46:27
14:4701
14:47:35
14:4305
14:4343

14:49:17
14:49:51

S A |

. ol
JTIF7IT7 777777777777/ 7777 7777777777777
e T ——

4

IR R B VR

Puc. 4. I'paduk pesynsTaTos aHanusa ceresoro Tpaduxa 8 UCY
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Pe3ynbTaTh! HCnBITaHHA MOKa3amu TEXHHKO-3KOHOMHYEeCKY10.3¢ P eKTHBHOCTE
MpE/NOXEHHOH  MOAeNM, aNrOPHTMOB M  NpPOrpaMMHOTO  KOMILTEKCA
HACHTHOMKALMH aHOMaNHM ceTeBOro Tpaduka M OGeCNeYeHHs 3AIULIEHHOCTH
HCY IK (puc.4).

lpakTHyeckas peanuzalMs MeTONOB M ANrOPMTMOB, NPEMTOKEHHBIX B
AHMCCEPTALMOHHOH pafoTe, Ha pPAaMHYHBIX NPEANDUATHAX B NPOMBILUIEHHBIX
YCJIOBHAX Nana NONOKHUTENbHEIE Pe3ybTaTEL

Pesynerarsl HcnbITaHHA NOKazamu TEXHHKO-2KOHOMHYECKY10 3¢ eKTHBHOCTD
MPEJUVIOKEHHOH  MOZENH, aNrOPMTMOB M  MNpPOTPaMMHOTO  KOMIUIEKCA
HACHTUHKAUME AHOMANKHA CeTeBoro Tpaduka M oGecrieveHHs 3AMIIEHHOCTH
HCY IIK.

B pesynbTare peanMsauMM anropuTMOR H MpOrpaMM Ha PaIHUHBIX
NPEANPUATHAX NPOH3IBORHTENLHOCTS MOACHCTEM aHanH3a CETH NOBBICHNAch Ha 12-
15%, a B AO «KM3aKCKHHA aKKyMyNATOpHBII 3aBOJ»  OXHIAeMElil
3xoHOMH4ecKkHii adpexT cocTasun 178 118 278,00 cym. B roa.

3AKJIIOYEHHE

B nuccepraunn Ha OCHOBE METOAOB CHCTEMHOrO aHAIH3a, TEOPHH CHCTEM,
MaTeMaTH4YeCKOro aHanu3a, CTaTHCTHYECKOTO M (JpakTaILHONO  AHANH30B
BPEMEHHLIX PAJIOB, 8 TAKXKE MATEMATHYECKHX METO0B KOHTEKCTHOrO MOMCKA ANs
3¢ }pexTUBHOrO pacno3HaBaHMA 3anaHHBIX WAGNOHOB CHTHaTYp paspaGoTaHa
KOHCTPYKTHBHA!  METONONOrMA  ABTOMaTH3MPOBAHHOrO  NPOEKTHPOBAHMA
3ALUHINCHHEIX HHTEIPHPOBAHHLIX CHCTEM YINPABJIEHHUA INPOH3BOACTBEHHBLIMH
KOMILIEKCaMH.

B uTore nomyuens! cnemyiomue Hay Hble Pe3ybTaTHI:

1. Paspa6oraHbi  KOHUENMUMA M  METOHONOrMA . ABTOMATH3HPOBAHHOIO
MPOEKTHPOBaHHA  3ALIMIUEHHBIX HHTErPHPOBAHHEIX CHCTEM  yNpaBieHHA
NPOH3BOACTBEHHBIMH KOMIUIEeKCaMH. TTpenoxkeHHbIE KOHUENLMA U METOJONIOrHA
NO3BOJAIOT O6GECHEYHTh NPOTHBOAEHCTBME BO3MOXHBIM Yrpo3aM, a TaKKe
GecnepeGofinoe (YHKUMOHHPOBaHME M aJaNTHBHOE YNpAB/NEHHE PadIHYHBIMH
o6beKTaMH.

2. Ocymectsned cuHTe3 crpyktypst HUCY IIK ¢ yueroM cBoOHCTB
HccniefyeMoro oOBbeKTa, aHATH3A Yrpo3 M YS3BHMOCTEH CHCTEM YNpaBieHHs
CNOXHBIMH  NPOH3BOACTBEHHO-TEXHONOrMYECKHMH o0BbexkTaMH. [IpoBeneHHEIi
cunre3 ctpykrypst ICY TIK nossonser pa3paboraTe ajanTHBHEIC MOJENH H
ITOPHUTMEI IPOEKTHPOBaHHA 3alHIteHHBIX UCY.

3. Ilposenen aHanH3 anrOPMTMOB CHMTHATYPHOTO MeETOAa MIA MOHCKA
BPEZIOHOCHBIX KOJIOB B CETE€BOM MOTOKE NAHHBIX. Pe3ybTaThl aHaNK3a MO3BOJAIOT
BbIABHTH HaubGonee 3¢pexTHBHBIC ANTOPHTMBI CTPOKOBOIO ITOMCKA.

4. Co3ganel MOACPHH3HPOBAHHBIE MaTeMATHUYECKHE MOAEJH MOHMTOPHHTA
ceresoro Tpapuka B MCY IIK ¢ AHCKpeTHBIM MOTOKOM HAAHHBIX Ha OCHOBE
KOHUeNUMA CTaTHCTHYECKoro aHanu3a. [IlomydeHHBle MOAENH MO3BONAIOT
NPOBOAHTE AHANH3 KOPPEKTHOCTH (DYHKUHOHMPOBAHHA TEXHOJNIOTHYECKOTO
npolecca B peXXKMMe peaJibHOro BpeMEHH.
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5. Paspa6oTaHbl yCOBEpIIEHCTBOBaHHBIC ANTOPHTMBI H MOJENH (paKTanbHOro
aHanu3a ceresoro Tpaguka B ICY ITIK ¢ AMCKPETHBIM NMOTOKOM HH()OpMaLMH.
[IpeanoxeHHbie ANTOPUTMBI M MOJIE/IH MO3BOJIAIOT OCYLIECTBIATE 3(deKTHBHBIH
c6op maHHBIX 0 noTokax HHpopMmauuu B UCY TTK 1 ux naentnduxaumio.

6. TlpeanokeHsl anrOpUTMbI KOMILTEKCHOH KpHNTOrpaguueckoil 3aliuThl
HH(pOpMalUHK B MHTErpHpPOBaHHBIX CHCTEMAaX YMpaBjleHHsA MMPOH3BOACTBEHHBIMH
obbekraMu. [lomydyeHHBle  aNrOPMTMBI  MO3BONAOT  OOHapyxuBaTh H
NpefoTBpalllaTh  BO3MOXKHOCTD  HECAHKLMOHHPOBAHHOFO  O3HAKOMIJIEHHA C
ynpasasiomeit nadpopmanmeli ¥ 3alIMTy MPOLECCOB Nepefaiyn MHopMauuy no
KaHasiaM CBA3H.

7. Pa3spa6oTaHbl anropuTMbl THOPHAHOTO MOHHMTOPHHra M MACHTH(HKaUMU
HexenatenbHbix motokoB B UCY IIK. IlpeanoxeHHsle anropuTMbl MO3BONAIOT
BLIABJIATL LieNieHanpaBieHHble KnbepaTtaky Ha pasiMyHLIe YPOBHH apXHTEKTY DI
HUCY IK u o6nagatot cnocofHOCTEIO YaCTHYHOTO caMoobyUeHHs.

8. TlpemnoxeHa MeToauka ucmonbaoBaHus VLAN-texnonoruu ¥ paspaboran
anroput™M cuureza cTpyktypel MCY. IlpeanoxeHHblii anroputM mMo3poaser
ONTHMHM3HPOBATh MOTOKM HHGOPMaUMH M 3alUMTY MNEPENABacMbIX AAHHLIX MO
KaHanaM CBA3M NpPOMBILINEHHbIX ceTelf.

9. HpemnoxeHbl METOABI H aNrOPUTMbI MOBBILIECHHA OTKa30yCTOHUMBOCTH 6a3
JAHHBIX MHTErPUPOBAHHBIX CHCTEM YMpaBeHMA MpPOH3BOACTBOM. ITomyueHHble
AIFOPUTMBI  0GeCneuHBalOT BLICOKYIO 3()(eKTHBHOCTE CHCTEM XpaHEeHHS u
pe3epBupoBaina Bl NpOMEBILLICHHBIX KOMIUIEKCOB.

10. PaspaboTan nporpaMMHbiif KOMMJIEKC MOHMTOPHHIa M MPOTHO3MPOBAHWUA
ceresoro Tpaduka 8 MUCY ¢ AMCKpPEeTHBIM NOTOKOM AaHHbIX. IIpeanoxeHHbiit
NpOrpaMMHBI KOMIUIEKC MO3BO/NAET BH3YalM3HPOBaTh OTHETHl, rpadguku M
AuarpamMMBal, OTpaXkatolle JMHAMMKY BbIABNECHUA LIENCHANPABICHHBIX aTak.
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INTRODUCTION (abstract of DSc thesis)

The goal of the thesis is to develop methods and algorithms for computer-
aided design of secure integrated systems for managing derivatives from external
and internal threats.

The objects of the research work is the process of electronic impact on
information resources of integrated systems for managing production complexes.

Scientific novelty of the research work is as follows:

a concept and methodology have been developed, and the basic principles for
designing secure integrated systems for managing production complexes in the
context of unification of information and industrial technologies have been
defined;

The structure of a protected integrated system for managing production
complexes has been developed taking into account the properties of the object
under study, analyzing threats and vulnerabilities of management systems for
complex production and technological facilities;

developed modernized mathematical models for monitoring network traffic in
secure integrated systems for managing industrial complexes with a discrete data
flow based on the concepts of statistical analysis;

developed advanced algorithms and models of fractal analysis of network
traffic in secure integrated systems for controlling production complexes with
discrete flow;

Algorithms for complex cryptographic information protection in integrated
systems for managing production objects have been developed;

developed hybrid algorithms for monitoring and identifying unwanted flows
in secure integrated systems for managing production complexes with the ability of
partial self-learning; :

methods and algorithms for improving the fault tolerance of databases of
integrated production management systems have been developed.

Implementation of the research results. On the basis of the obtained results
on the development of methods and algorithms for computer-aided design of secure
integrated systems for managing production complexes:

hybrid algorithms for monitoring and identifying unwanted flows in secure
integrated systems for managing production complexes, with the ability of partial self-
learning, algorithms for complex cryptographic information protection in integrated
systems for managing production objects, and methods and algorithms for increasing
the resiliency of databases for integrated production management systems are
introduced into the Central Information Center of Central Bank of the Republic of
Uzbekistan (Certificate of the Ministry of Development of Information Technologies
and Communications of the Republic of Uzbekistan for the number 33-8 / 1449 of
February 28, 2019). As a result, the performance of the network traffic analysis system
increased by 12%;

developed modernized mathematical models for monitoring network traffic in
PCs protected by ICS with discrete data flow based on statistical analysis concepts and
improved algorithms and models for network traffic fractal analysis in computers
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protected by ICS with discrete flow implemented in Jizzakh Accumulatory Plant JSC
(Ministry of Information Development Technologies and Communications of the
Republic of Uzbekistan for the number 33—8 / 1449 dated February 28, 2019). As a
result of the implementation of the developed mathematical models and algorithms for
improving the monitoring system of industrial networks protected by PC MIS, the
possibility of their uninterrupted functioning was achieved;

developed concepts and methodologies, as well as defining the basic principles of
designing secure integrated systems for managing production complexes in the context
of unification of information and industrial technologies were introduced in the
Information and Public Security Center of the Ministry of Information Technologies
and Communications Development of the Republic of Uzbekistan, as well as in the
State Unitary Enterprise UNICON.UZ (Certificate of the Ministry of Development of
Information Technologies and Communications of the Republic of Uzbekistan for the
number 33-8 / 1449 of February 28, 2019). As a result, the effectiveness of the system
for monitoring the traffic of PC-protected MIS increased by 15%.

The structure and volume of the dissertation. The thesis consists of an
introduction, five chapters, conclusion, list of references and applications. The
volume of the thesis is 184 pages.
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