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KHPHUI (pancada noxropn (PhDj DHCCEPTAHACHHHAT AHHOTALHSCH)

Jducceprauns MaB3YCHHHHT do/3apbamrn Ba 3apypatn. JXaxouna
TAWKHIOTNAPHHHT ax6opoT TH3MMHra 6ynanuraH XyXyMm H3NapHHH KHOMpHIL,
aHMKnal Ba ynapHu Gaprapad 3THn Ghnan Gup KaTtopAa, Xy>KYMJIApHH aHMKJaLl
XKapaéHM aAHUKJIMIMHH OLUMPMII Ba XaTONHKJIADHM KaMaifTupHiura 3sTHGOp
KapaTHiMokna. «Kaspersky» KoMnaHMsch MawBjyMOTiapura Kypa, 2022 AunHMHT
y9HHYM 4YOparuia AaBjiaT TAKHIOTAapHHUHT axGopoT Tusumnapura Gynrau
Xyxwymnap ynyun 18% ra owran Gynub, xyxym obbexktununr 82% Hu
KOMMBIOTEp/Iap, CepBepnap Ba TapMOK KypHiManapH Tawkui 3TraH'. JyRéuuHr
pHBOX/IaHraH Mamiakatnaps, xymnanad, AKIL, I'epmanuus, Sinonus, ®panuus,
Xuroii, JKamy6uit Kopes, Poccns ®enepaumscH Ba Gomka naenatiapaa
HHTEJUIEKTyan yCyJulap acocHAa ax60poT TH3uMAapHra Gy nagura TaXauIIapHUHT
TabCHp  JapaXaCHMHH  aHMKNaW, axGopoTHH  XHMOsAnall  TH3MMJIAPHHU
TAaKOMHJITALITHPHLI, XY’KYM H3NapHHH aHUKNAIl yCy/lapH Ba anrOpHTMIAPHHH
nuuial 9mxpm  Xamga kyunam  Gyitmua  daon maMuii  Tagkukotnap onmt
Gopuamokaa.

Kaxonna axGopoT TH3HMIapura HucbGaran Oy3fryH4YH TOMOHHAaH amasira
OIBMpPHNIAETTaH XyKyM KWIHII AYIMNaH KareHi Hasap, XyXKyMHH aHMKIALIHWHT
MOJENH, YCY/I¥ Ba ANTOPHTMJIaDHHH TAKOMWUIAITHPHINTA XaMAA XYXXYM M3HHH
KHMIMpPHIITa KApaTHIraH WIMHI ~TaAKHKOT HiLTapu oinG Gopumokna. By Gopana,
XKyMJIaJiaH, CHTHaTypa Ba XaTTH-XapaKaTura Xamja aiiHan Gymi6 yrran xXyxym
u3pHM Kupupuinaa QoinanaHyBYWIApHHHI MabLiyM derapa OpaJIWFHOArH
XapaKkaTiapHHH MaBlyMoTnap GasacHra €3Mm OpKANM amanrta OUIMPHIANWraH
Gy3FyHUIIMKHHM aHUKMIAl, TaXNHN KHJIHIN MOMENY Ba alrOpHTMIIADHHH HLLTa6
yukuI MyXuM BasuanapaaH 6upu xucoGnanmoxna. 1ily Guian Gupra, axGopor
TH3UMHAA XYXXKYM M3JIapHHH KUMIWpHID JkKapatHHga KypunaérraH ofsexT
Tyrpucugarn Cwmmnap Tynuk OGynmaranga €km kopmil  MaBIyMOTnapia
HOpABLUIAHIHKNAP (HOAHWKIMK) MaBxya Gynrania XyxyMm H3NHM KUAMPHII YYH
MHTEJUIEKTyan 3fieMeHTapaan doinanann6 kapopnap kabyn KWIMIra 3XTHEX
Ce3MJIMOKAA.

Pecriybnuxama coXa TAWIKHMOTIAPHHMHT axGopoT TH3UMIADHAA XYXKYM
H3NapHHY  KHCKA BaKTHa caMapand aHMKIamHH  TaKOMWUIAIITHPHINNa
AyHanTHPHATaH KEHT KaMPOBNY yopa-TanSupinap uunab yukuwiras. Xycycas, 2022
-2026 #tvniapra Mymkannanral sHri Y 36eKACTOHHUHT TApaKKUET CTPATEruscH® Ba
Tpesunent ToMouunan YPK-764-connun «KuBepxascanuk TYrpHCHAANTH
Konynn nuna6 uukunrad’. Y6y KoHyH noituxacmpa anoxuaa PecryGnuxa
mukécHua MapxKya axGopor TusumnapuHM axGopor XaBICHINMIH HYKTa#
HalapHaaH TaHKuAMil YpranuG, 3apyp uopa-TanGupnapHu kypum Bazudacu
Genrnnab Gepunrad. Maskyp pasndamapau amanra owmmpumaa, 6ynu6 yrrau
XyXyM H3JIaDHHH KMIAWPMIN, aHMKIAl Ba AaHWKJIAHTaH Hanap pyikxarTaHu

1 hitps://www.ptsecurity.com/ru-re/research/analytics/cybersecurity-threatscape-2021-g4/#id8

2 {36exncron Pecny6mracs Npesunenmmmaur 2022 #an 28 sBapaard [Td-60-con «2022 - 2026 #nanapra
MYmxaAHTAH AurH Y 36ERRCTORHIHT TApakKRET CTpaTeruacH Tyrprciay ru GapMoHH

3 Y36exncron PecnyGmikacuimnr Konyun, 2022 #tan 15 anpemsars Banmarn YPK-764-conm.



MaKIUIaRTHPHIN OPKATA KOMITLIOTED KHHOATYHIHIMHH acociab Gepnm Kkabu
MyaMMOJIapHH aHHKjIall Ba KEpaKiii MyTaXaccHCra ymby MabiryMoTHH TaKauM
STHIIAA Oy3FyHUMNIHKHMHT MawiyM derapa opanurmna toiltpanaHysqan
XapaKaT/IapHHA E3UI0 OPKA/IH OMNTHHHA OTHINTA KapaTujiran MyxuMm Basudasiapfas
6upn xrcobnanany.

V36exncron Pecny6muxacn Mpesnnentnnnar 2022 iinn 28 sanBapnoaru
TI®—60—connn «2022-2026 Hunnapra mMymxannawran sHri Y3GexHCTOHHMHT
TapakKHET CTPATerHACH TYFPHCHEANTH ®Gapmonn, 2018 #un 21 Hos6pmaru
TIK-4024—conmm «AxGopor TEXHONOTHANAPH Ba KOMMYHHKALHs/IApHHUHT 5KOPHit
STWIHIIHHA HA30PaT KW/HIL, YIapHH XMMOS KHINLI TH3MMHHH TaKOMHJUILITHPHLT
yopa-Tanbupnapn  TYrpucHmanru Kapopu' Ba 2018 itun 19 ¢eppanmarn
T®-5349—con «AxGopoT TEXHONOrUsIapH Ba KOMMYHHKAUMSAIApH COXACHHH
AHaZa TaKOMHWLIANITHPHIL 4opa-Tanbupnapn TyrpuchHpantn (dapMoH Xamia
Maskyp  daonusTra  Termuum Oowka MmenEpuii—XyKykuit XyxoxaTnapaa
OGenrmnanran Basudanapuu amanra OLIHpHIIra Ma3Kyp OHCCEpTalHs TaaKUKOTH
MabilyM Iapaxkala XM3Mat Kinanu.

TaaKHKOTHHHT pecnyGanxka dan Ba TeXHOJOTHAAAPH
PHBORNAHHIIHHHAT YCTyBOp Hynannmaapura MocaHrd. Maskyp TaOKMKOT
pecriybnnka dan Ba TEXHONOTHANAp PHBOXCIAHHIIHHUHT IV, «Ax6opoTaaluTHpHLI
Ba axﬁopm-xommyunkauux TEXHOJIOTUAJIADHMHA  PHBOXCUIAHTHPHINY  YCTYBOp
Hynannmm fowpacaga Gaxkapunran,

Myammonnnr yprammwaranank napaxacn. Ax60poT TH3HMIGpPHHH XHMOA
KW, KOMNbloTep XYX)KyMNapHHH Ba 3apapfii AacTypfiapHH aHHKJAall Xamzaa
PaKaMITH KpUMHHANHCTHKA CoXacuaa M.B.A6pamos, B.M. Crrues, O.C. TepHoBoii,
O.B.Jlyknroga, A.C Kupumios, B.M.Kpyuaennes, A.M.KagHosa, B.B. Carurosa,
A.B.Octpoyx Ba Golnka et smmk ONTHMJIap TOMOHHJAH HIMHI H3/1aHHILIap o/HG
6opmwmMoxaa. Paxamum KPHMHHATHCTHKAHH KY/UIalll OpPKalH KOMMBIOTEp
TH3HMJIapHaa 3apapiu AaCTypiiapHH aHMKJall Ba KOMMBIOTEP TH3HMJAapHOa
MAbIyMOTIADHA XHMOA KM GYiinua Tamkwinki-XyKykui vopa-TaaGupnapu
Gopacnna O.B.Barpruiesa, A.B Hukumosa, C.An-Mappy, Ba A.Knumap unmuit
H3NaHHmuIap onu6 Gopuwran. Bymman tamkapu, «InfoWatch», «RiskWatchy,
«WatchGuard» Ba «Trend Microy TAIKAJIOTAapH TOMOHHIAH KOMIEBIOTEp
*KAHOATIWINTNHH aHHKjlampa KOMILI0Tep KpHMAHATMCTHKECHHH KYJUTall OPKAITH
aXOOPOTHH XMMOIAWHWHT JacTypuii-anmapaT BOCHTATAPHHM WIIIAG SHKHI
6¥fiua MoKeHePIHK-TanKUKOT HULTapH 06 GopniMoKaa.

V36exucronma C.K.T'anner, M.M.Kapumos, T.V.Xypaes, b.®.A6qypaxnuMoB,
B.BMymunos, K.O.Kepumos, F.H.Tyitumes, O.51.Hpramesa Ba Gomkanap
axGOPOTHMHT NaCTYpuii anmapar xuMosnam ycysuiapm, XycycaH, axG6opoT
KOMMYHHKAUHMA TH3MMNapHIa TapMOK/lapapo 3KpaH Ba MOHHTOPHHTJIAUIHHMAT
KOMIUIEKC YCyl Ba BOCHTaNapmHM wmna6 wYHKMOI, MHUMACHTIapra Ba
KuOEepXyKyM/Iapra KapIM XapakaTiapHu Golikapuml, axGOpOT XaB(cHamury
Me30HJIapH Ba KYPCATKMWIaDHHW MAKUIAHTMPHII YCYJUIapH, axGopoTHH

4 ¥'s6exicron PecnyGmaxach Tpesuaerammnr 2018 mit 21 HosGpuaarn frnnary [MK-4024-corm xapops.



KpunTorpauK XuWMOANal ycy/UlapHHH HWODIa6 4YHKWI Ba KpUITOrpadux
anroputTMiIapHy Gaxonain 6unaH GoFNMHK TaOKUKOTNAp onub GoprunMokaa.

PuBoxUIaHaETraH coXalapHM SXTHENJIApH acocupa axGopoT xaBdcwamura
y4yH ax6opoT TU3HMJIapHAa XyXKYM H3NapHHH KHAUPHIIL, MAbITyMOTIap TYTUIaMHAH
Tal€pna, TaxJIH/UTalI MOJIEJTH Ba aNFOPHTMIIAPH e€TapiHYa TaOKHK 3TH/IMaraH.

Juccepranus TaAKHKOTHHHHT JHCCePTALHA (askapAUIraH OJHil TabJIHM
MYacCACACHHHHT HJIMHII-TaAKHKOT HIOLJIAPH pexkajapH GHiIaH GOFIHMIUIMIH.
Hucceprauus TankukoTd Myxamman an-Xopasmuii Homupara TomkenTt axGopot
TEXHOJIOTHSUIapH YHWBEPCHTETHHHHT WIMHITagKHKOT HIUIAPH PEXACHHHHT
NeBB~-®4-023-Takcumnanrad ax60poT-KOMMYHHKaLIHsA TH3HMNapHAaa
AHUMOEHTNap Ba KknOepXykymnapra KapmH XapakaTiapHR  Gomkapmm
MyaMMONapHHH TagkHK 3THw (2017-2020 #it.) mMaB3ycuparm no#MXacH Xamna
COVID-19 naBpuia HAMHHA—TaAKHKOT HIUTADHHH XMMOs KMITHLI Ba OHJIaliH Tap3na
{Tkasuiu Yopa-TaaGHpnapy pexkacu aoHpacuaa 6axapHiraH.

TaakAKoT MaKcagH axGopoT TH3NMNapuaa Xy:KyM H3napMHH KHOMpHID Ba
TaxIWALIHAHT MOJE/H, aArOPHTMApH Ba AACTYpHMii MaKMyacHHH sfpaTHIgaH
nbopar.

TaakuKOTHHHT Basudanapn:

axGopor xaBQCHINMIHAA KOMNBIOTEP IKMHOATYMIMIH, ¥3Mra xoc
XYCYCHATNApH, KPHMHHAIMCTHK XapaKTepHCTHKANapH, YHra OHA  XYKyKHii
MebEpap Ba MyaMMOJIapHH KHECHH TaxTH/UIanI;

axGopoT TH3MMHMAA XyXyM MaHOanapm pyiixaTHHH DIaK/UIAHTHPUIN
npouexypacn Ba XYXKYM TabCHPH OCTHAQ TYTYH XOJAaTHHHHT XOZMcanap
MaXXMyacHHH KypHIll AIFTOPHTMHHH HILNa0 4HKALI;

axGopoT TH3MMHIA XYXKYM H3MHH KWAMDHII MOAGJIMHM Kypuim Ba
napaMeTp/IapHHH CONAIN AITOPHTMHHH MIWIA6 YMKMuI;

ax0opoT TH3HM XHMOSICHHHHI CcaMapafOpJIHruHH Oaxonawm ycny6uHm
TaKOMWUTAIITHPHIL;

XY)KyM HM3MHH KUAHpHMINra HYHamTHpHATAH JAacTypuii  MaKMyaHMHI
(byHKUHOHAN TY3HIMACH Ba TanablapuHy HILNab YHKA.

TaakuKOTHHHr 00beKTH cHdaTHaa axGOpOT TUIUMHHHHT XOOMCANapH Ba
MabJTyMOTJIap TYTUIaMH OJIMHTaH.

TagKHKOTHHHT npeaveTH cHdatHaa axGopoT TH3IAMHMOA XYKYMIapHH
aHMKNall yCyJUTapH, KOMIIBIOTED JKHHOSTYWIWTH, XYKyM OKHOaTnapHHHHT
IXTHMOJUTHKJIaPHHH aHHKJIAll MOAEJH Ba AITOPHTMIIApH OJTHHTaH.

TaaKHKOT ycynnapu. TankukoT kapaHAuMpa axGopoT TH3HMMOA XYXKyM
H3IApHHH HHTEJUICKTyall TH3MMNap &pAaMHfa aHMKIAll YCYJUTapH, HelpoH
TapMoK/iap, HOpaBIIAH TYTUIaMJIap Ha3apHSACH, 3XTHMOJUTHK Ha3apHsCH, rpadnap
Ha3apHsCH Ba 06beKTra HYHANTHPHATaH AaCTypNaml ycysuiapuaaH doiinanasmnran.

TagKAKOTHHAT RAMMI SATAIHTH KyAHparanapaal nGopar:

ax6opoT TH3MMM Ba MaBxyn HMHTepdeHc ydyH MyMKMH 6YnraH Tanchp
obvekTH acocnma axGopoT THIUMHZA XyKYyM MaHGANAPHHHAT pYHXaTHHH
AKJUTAHTHPHIL NPOHEAyPacH HILIal YHKWIraH;



XOmHCanap MaXMyacHHM KYpPHII YJyH TYPTTa MNapaMeTpHH MaHTHKHWI
GowmkapysnHHHr GuHap MyHocaGarh acocuaa XyXyM TabCHpPH OCTHA2 TYTYH
XONaTHHUHT XOAHCANAp MaKMYaCHHH KypHII aTOPHTMH HIILTa6 YMKHIraH;

ax0opoT TH3MMHEAa XywyM ManGanapu pYHXaTHHM INAKLTAHTHPHII
NpoueRypacHk Ba ANFIS Heiipo-HOpaBIIaH TH3HMH acocuia XyXyM H3HHH
KAOQHPHII MOZIE/IM Ba NapaMeTp/IapHHH CO3MAIN ANTOPHTMH M6 YHKUIITaH;

ANFIS Hefipo-HopaBiman THzaMH acocuia ax60poT TH3UMH XHMOSCHHHMHT
CamMapajopTATHHM Gaxonam yciry6H TakOMHILTAIITHPHITaH.

TagxkuxoTaERT amanmii HaTHXRAJIapPH KyiHaarnaapaaH ubopar:

«XaB(cH3 OnaiiH 0803 GepHID» TH3UMHMHHHF TY3HIMACH acOCHIa AacTypHil
MaXMYacH HILTa0 IHKuiTaH;

XYXYM H3HHM KHIMpHIOra HYHANTHpWITaH MOJENH acocHaa HacTypwi
MaKMyaHHHT ()YHKUMOHA Ty3HIMACH Ba TAabNapH WILTA6 THKWIraH.

TagxkaxoT HATHRQ/IADHHHHI HINOHWIWIHIH, TaAKHKOT HaTmkanapHHHHT
HIIOHWUTIIATH KYHH/IraH MyaMMOHHHT MaTEMAaTHK XHXaTAaH aHUK HoJanaHuMIIIH,
XYKYM H3NapHHH KMOMPHID MOJENHM Ba MapaMeTPAapHHMHT aHHKIHTH, XaB(cH3
OHNaliH 0803 GepHIN NacTypHil MaxMyacHHH HILTA6 TUKWIHIIM Ba ymGy TH3HMAA
Xy*YM H3HHH KuANpHII JOacTypHit MaXKMyaCHHHHT KyJUIAHHJITAHINTH, IDYHHHTAEK,
COXanarH eTakyu ONMMIap Ba SKCEPTIAPHUHT XyJIOCANapH GHIaH H30XIaHALH.

Tamcakor HATHXRANAPHHHAT WIMHI Ba amainii axamuatd. TagkukoT
HaTWKANAPHHMHT WIMHI aXaMHsTH HI1a6 9YMKWITAaH TALIKWIOTAa axGopoT
TH3HMHHH XHMOSUTAIN XapaéHua TaXaHAJIap TAbCHP AapaXacHHH aHHKAM yCy/H,
XY’YM H3NapHHA KHANPHIIHAHT HefipO-HOPABLIAH TH3HMH YCYITH Ba Xy)KYMIIapHH
TaXIWam  mojenn acocMpa XyXKyM/IapHH —aHMKIall  anroputmu  Gunaw
H30X/1aHa/IH.

TaakAKoT HaTikanapuHUHr amanuii axaMMATH TAaKIM( STWIraH MOZeN Ba
ATTOPHTMNAP 2aCOCHAA MINNAG YHKHITaH JacTypHii MakMyaHH ax6opoT TH3IUMH
XHMOSNAHIaHIIHK fapakacHHH XTI GUnaH H30XIaHaIH.

Tagxukor HATHKANAPHHHAT KOPHH KHIHHHIIH, Ax60poT TH3MMIIapHAa
XYyM H3NapHHH KMIHPHLI Ba TaXTWLIALI MOZENH XaMaa AacTypHii MaXMyanap
Oy#inaa onmmran wimmii Ba amanuii naTwKATap aCOCHIA:

ax60poT THINMMAZ xykyM ManGanapM pPYHXATHHH INAKUTAHTHPHII
NPOLEAYPACH Ba XyxyM TabcHpH OCTHEA TYTYH XONaTHHMHT Xoamcanap
MaRMYacHHH KypPHIU OpKamu MyaccacanapHHHr ax6opot ThzuMHaa 6¥1u6 Yrran
XYKYM H3HHH KMOMPUIIHHHT Helfpo-HOpaBLWIAH TH3HM MOJENHHHHT JacTypHii
MakMyacH Myxamman an-Xopasmuii Homumarn TATYra xopuil KHWIHHraH
(Axsom Texaonormmapn Ba KOMMymIKaIMHHaPHHﬂ PHUBOMXJIAHTHPHIN
BasHPIMTHHMHT 2022 jtun 12 okrsa6paarn 33 -8/6759-COHIM MabiyMOTHOMACH).
HWnuati TamaakoT natwxacuna MaBxyn axGopoT TH3UMH XMMOACH TanabnapuHu
KafiTa KypHG unKu6, Xumosnanrannmk napaacy 21% ra Ba TH3HMAA GYHG YTran
XYRYM HWIIapHHH aHMKNa, aHmknaHraH WanapHM MawiyMoTIap GasacHuu
MAKUIaHTHPHII  OPKANH YHM KenaxakJa TAKPOPJAHHIIMHM OJIMHH  OJHII
napaxacH 71% ra owran. Illyunnraex, Tnaumna Takpophit MyBaddaxuaTcns
YPHHRILIApHH GNOKIAI OpKamu 6Ynvmn MymxuH 6ynraH Takpopui Taxaumjiap
50% ra xamalATHpHITaH;
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TAWKWIOTAArH axGopOT TH3UMHAA XYKYM HITapHHH KATHPULITHUHT AaCTYpHi
maxmyacH «SSP Mapokann» kym OYRKUMAMM axGopoT Mapkasn YHHTap
KOpXoHacuaa wopui KWIHHTaH (AxGopot TEXHONOrHSAJIapH Ba
KOMMYHHKaUWsSIapHHY PUBOKIAHTHPHII Ba3HPMHTHHUHT 2022 #un 12 okTabprarn
33-8/6759-conmu  MabmyMOoTHOMack). Mnvmii  TagkukoT  HaTIDKacHIa
MyaccacaHuHT ax6opor TusuMura 6¥nraH Xy>kymmapHu ammiiam Ba 6y Xakuaa
TH3UM MabMYPHHH OrOXJIAHTHPHIN HMKOHHSTH SIPaTHIITaH;

«Xasgcus onnaiin 0803 Gepuun Ba «XyXyM HIHHH KHIWDHID» AacTypuit
maxmyanapu «Kubepxascnanuk» mapkasn JlaBjiaT yHHTap KOPXOHACHAA TECT
KapaéHujia KyanaHwiraH. (AXGOpOT TEXHONOTHAIapH Ba KOMMYHHKALMSIAPHHNA
PHBONJIAHTHPHII Ba3UPAHTHHHHT. 2022 jmn 12 oktabpnaru 33-8/6759-comm
MabyMoTHOMacH). WUIMHHl TagKMKOT HaTHXacHia Maexyln axGopoT TH3MMM
XHMOSICH TanabapunH Kaiita k¥pn6 ankub, xuMoananrannnxk gapaxace 21% ra sa
TH3MMAZ 6Ymu6 ¥TraH XyXKyM H3INapHMHHM aHWKN26, aHWKIAHTaH H3NAPHAHT
MaBJIyMOTHAp 6asacHHu WIAKJUTAHTHPHMIL OPKANM KeJla)KaKaa OJIAAHH OJMII
npapaxac 72% ra AXIIHIaHTaH.

TaaKAKOT HATHKANAPHHUHT anpobamsach. MasKyp TaIKHKOT HaTIKallapH
11 Ta unMuii-amvanuil anxymaniapaa, »xymianaH 4 ta xankapo sa 7 Ta pecry6nmka
WiMki-amManuil alXyMannapuaa MyxokaManaH YTKaswiraH.

TagkaKoT HATHARJADHHHEHI JBJOH KWIHAraHANrH. [uccepramus
maB3ych G¥iivua sxamMu 17 Ta unMuit v 9on 3THNTaH, XymnanaH, V36ekucTon
Pecry6nukacn Onuii aTTecTalMs KOMHCCHACHHHHT ONCCEPTALMSUIADHHHT acOCHi
WIMUIi HAaTHXaNapHHH 90N 3THI TABCHSA 3TANIaH WIMHI HAlIPJIapHOa 5 Ta Makora,
urynapaaH, 1 Tack xopikuii Ba 4 Tacu Pecry6nuka xypuamiapuna xamaa 1 Ta XM
YuYH ApaTHAraH AacTypHit MaxXMyanapHH Kaianam TyBOXHOMAaJapH OJIMHIaH.

JAHCCEPTAUHAHUHT TY3HJIHIIH BAa XakMH. JluccepTaumus TapkuGH KApHLL,
TyprTa 606, Xynoca, doinananunran amabmérnap pyiixatd, KHCKapTManap Ba

Genrwiap pyiixatn xamaa unosanapaas u6opar. Hucceprauma xaxmu 117 6etHn
TalIKWI 3TajH.

AUCCEPTALIMAHUHT ACOCHNA MAZMYHH

Kupum kucMmuma nnccgrram MaB3yCHHHWHI AON3apGiur# Ba 3apypHATH
acocllaHraH, TagKHKOTHWHr V3i6ekuctoH Pecmybnuka ¢anH Ba TexsHONOTHANApH
PHBOXUTAHHIIHHWHT YCTyBOp WYHANHIIUIapHra MOCJIMTH KYpcaTWiraH, Maxkcaj Ba
Basudanap WAKNIAHTHPWITAH, TANKHKOT OGBEKTH Ba NpeIMETH aHHKJIAHTaH,
TaOKHKOTHHHI WIMHH SHIWIMTH Ba aManuit HaTiXanapu Kypcatn® YTanras,
ONIMHTAH HAaTWXAIBPHMHT XAKKOHHHIMTH acOCNAHTaH, yNapHHHT HasapHil Ba
amamiil axaMusaTH 0uMG GepuiiraH, TaIKMKOT HaTHXANADHHUHT aMATHETTa TATOHK
STHITHIIH, HAUIP 3THATaH HILIAp Ba AUCCEPTALMA TY3HWIHIIK 6Yiua MabiyMOTIap
KeTTHPWATaH.,

AucceprauusHuHr  «AXGOpPOT THIHME XaBQCHINIHrHAR KOMNLIOTEp
KHHOATYHIHIAHAHT MYyaMMOJAapH Ba Halapsili acocjapw» e6 HOMJIaHTaH
GupuHum 606uaa ax6opoT XaBCHINMTHAA KOMIEBIOTEP JKHHOATIIITHTH Ba XyKyKail
MEBEPNIAPHHHHT TaXJIHIH, YHUHI ¥3Hra XOC XyCYCHATIAapH Ba KPHMHMHAIACTHK
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XapaKTepPHCTHKANApH, KOMIBIOTEpP KHHOSTIWIMIH MyaMMonapH Ba KHécuit
TaxX)IWJTH, KOMIBIOTEp XHHOATIMINIMHA aHHKIAM yCY/Ulapd XaMa MacaJaHuHr
KYAWMHIIH KeJITHPHITaH.

AXGOpOT TH3NMJIaDHAA KOMNBIOTEP >KHHONTYWINTH [OMpPacHUa OHO
Gopwiran ypraHMULIap HATHXACHAA KOMITHIOTED JKHHOATYHINIH TAXTHIH IIYHH
KYPCaTAVKH, OXHPIH ¥H HMJUTMKAA ynapHHHT coHM 22,3 mapTa ¥craH pa fuiura
3,5% na ychmna nasom STMOKAA. JKHHOATNApAaH KYpWIAamuraH MoAnHil
3apap/IapHHHT AWUAK XKMH 8,5 MWIIHApA NO/IapHH TAaIOKWI 3TTaH. JKHHOATHH
MabJTyM 6P yirymu MyBaddaxustim 651m6, pakatruna 49% ypraHuiraH, )KHHOAT
HILIAPHHA YMYMHH CORMHHHT 25,5% aHHK/IaHTaH, apatHH TYXTaTWIraH XHHOHI
HIUIap COHHHH YpTaua KypcaTknud 43,5% TaliKui 3Taau Ba 6y XXHHOAT MILTapHH
OYHII, TEProB KIWIHIN B OTOX/TAHTHPHIN O¥#iHda GaonuaT ropuTaguran XaBCH3anuk
TaWKAWIOT/IADH XOHMIIapHHH MaJaka JapaxaCHHH eTapJii IMac/IMrHHH KYpcaTann.

Ymby KkenTpmiran MabMyMOTIap acocHMAa XYXYMJapHH  aHHKJIau
TH3HMIIapH ax60poT THauMuaarm axGopoTra KapaTWITaH Xy>KYMIapHH aHMKJIaLl
YUyH MIDKa/llaHraH Maxcyc annapaT Ba AacTypuil TABMHHOT KOMIUIEKCADH
KOPHH KHWIMI JON3ap6aup. XyKYMHH aHHKNAl TH3MMHHHHT  OJATHil
apXHTEKTYpacH KyHHIarn kOMNOHeHTIapHH ¥3 Huura onanu (1-pacm).

Ax6GopoTHH GOMKAPHIT
» Hasopar Momymn ¢
AxGopoTay Gomkapum T AxGopomsm Gomapmn
< > e
! N ‘ KyMIapHH
; Maunymoran (€ o o | aHHK7IZM MOJYJH f
| caxmam : Magsmmymot Mar6aitn N
N omaapon
| ! j ManyMOTIEDH v
»  Jlarukmomynn | Pearaps MogyH
l | AHMKJIaHTaH XyXKyMIlapra
i KApIIH KypallHIITa
Marnymornap MasGaitn | xapamwmas xapaxamizp
l AxGopor TH3INMH i

1-pacm. Xy:KymIapHE aHHKA3M TH3HMJIADHHAHT APXATEKTYPacH

Omu6 GopunaraH TAUKMKOT HATHKACH XyHa KYT TaaKMKOTHWJIap opacuaa
¢ofinanannmnG KeMMHUETTAH CHTHATypa Ba XONaTra aCOCHTAHTAH Xy)KyMNapHH
aHHKNIaW yCyJUIAPHHIHT TaXTAIHAAH KeJM6 auku6 Kyiinmarn MyaMMoNapHH eqHil
JNIO3HMITTH aHUKTAHIH:

1. AxGopor THIUMHIA axGopoT XaBcHaIMrHra TAXAWN MaHGAnapHHH
aHHKNaWl, WYHHATAEK, 8XGOPOT THIHMM apXWTEKTYpacH Ba XY)KYM HIapHHH
TaxJTHJI OMHJLTAPHTA 4COC/IAHTaH JKAPaEHHMHT NpoleAyPAcHHA HILTA6 YHKHII.

2. XyxyM HM3NapHHH TYTYH, XONaT Ba Xoucanap CLEHApHINApHHA MiLIab
YHKHLLL

3. AxGopoT TH3HMHIA XYKYM M3NAPHHH KHOMDHMID MONE/NHHH KypHII Ba
napaMeTpP/IapUHH aHHK/AIl ATTOPHTMHHM MINaG YHKMLL.
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4. HopaBmaH HelipoR TapMOK Y9YyH AacT/Iabky MamIyMOTIap TYIUTaMHHH
(YKye TaHnanmanapuH) Tafi€prnam ycny6ounu Taxning Kumum,
5. Ax6opoT TH3MMHAA XyXKyM H3HHH Gaxonam YCyIHHA HULIaO YHKMII.

6. Ax60opoT TH3UMM XHMOSCH CaMapaJopJIMTHHH Oaxonamma EHaamys
yciy6HHH TaKOMH/UTALITHPHIIL.

7. Taxnmud 3THna€TraH MOMEN Ba aJiTOPHTMANAP YUYH JAcTYpHH MakMyaHHHT
($yHKUHOHAN Ty3WIMacH TanabnapuHn HIat aukum.

OuccepraunsHuir «Xy*yM MoJe/lJIapH Ba XOQHMcCAdap MAXMyacHRH
Kyprm» Je0 HoMnaHraH MKKAHYH GoOMpa axGopoT TH3WMNApPHMHUHT
apXHTEKTYpacH Ba XyKyM MOZIEJUTapH TaKHK 3THNTaH. AX60pOT TH3AMHAA XyKYyM
maHGanapu pyHXaTHHH LWAK/JIRHTHPALI NPOLEAYPAcH Ba XyKyM TALCHPH OCTHAA
TYryH XONaTHHHMHI XOAKCANAP MAXXMYAaCHHH KypPHII alrOpHTMHR HLIA6 YHKHATaH.
XyXyM H3napuHH TacHM(Mall Y4YyH MOCNAWTHPHAraH Heiipo-HOpaBLIaH
TH3UMHHHHF ANCOPHTMH TaKING 3THATaH.

TapxuxoT/ap HaTHKAaCKAA TALIKHIOTNAPHUHT axX60poT TH3MMUra 6¥nH6 FTran
XyXKyMaaH kelnH kenub unKaanuraH Monmmii Ba HOMOAAWIA 3apap TYPNapHHM Ba
canbuii oxubaTnapu aHWKNawW GHNaH pyixaT WaKUaHTHpHUNaau. ByHuHT yayH
3apap typnaph (3T) Ba canbuii oku6arnap (CO) Kyiinaaruua Taxud sTanau:

3T, , - >KHCMOHHIi LIAXCra eTKa3HIraH 3apap TypH;

CO, , - cybbeKTra, yHHHT IIaXCHI MaBITyMOT/IapHTa HOKOHYHHIH HILToB Geprin
OpKA/IH 3apap eTKa3HM, Iy >XyMJiafaH maxcHif JaXICH3NWK, IIAXCHI Ba OWIaBHi
cupnapra 6ynran XykyknapHu Gysuin;

37,, - IOpHAMK HIAXCra eTKA3WiraH 3apap TypH;

CO,,—ax6opor XxaBQCH3INMIH COXACHIArH MeBépuii-ycaybuil XyxoraTmap
Tanabnapunu Gy3nm;

CO,, - 1OpHIYK IIaXCHHUHT HIIYAHINK 0OpYCHHH Gy3uin;

CO,,-ax60poT TH3MMHra amanra OINHpaAMraH (YyHKIHOHAN MaHTHKHI
MyHoca0art xapagéHnapus¥ Y3rapTHpHII (KaliTa KypHin) 3apypaTH;

CO,,-axGopor uH}paTy3WIManapH, aBTOMATIAUITHPWITAH KapaéHNapHH
GoIIKapHII TH3UMIIADHHMHT HuLiawy 6unan GornKK 3apap Typnapm;

€O, s - xumosnanrad ax60poTHM CHPKHG YHKMIN Ba KOHYHTa XHiod paBHIa
nmos Gepyil OpKanM IOPHAMK WIaXCra MONMABMN 3apap KYDHWHWIIMIA 3apap
€TKasHILI.

AXGOpOT TH3HMH Ba TY3WIMAacH HMKOHHAT/IAp HAPAXKAaCHra TAXMHAH KITHHHG,
Kyitnnarunapra sra 6y:ran GysryHunnapra 6Ynum MyMkuH:

H° -ax00poT TH3NMHTIa Xy)KyMHH aMaJira OLIMPHILHH aCOCHH HMKOHHSATH;

H'-ax60opoT  TH3MMMIa XyXyMHH amMaira OWIHPHIIHH  acOCHH
KEHralTHpHIITaH HMKOHHSATIIApH;

H’ -ax60poT TH3NMHTa XY)XYMHH aMalra OIMPHIIHY YpTaya HMKOHHSATH;

H® -ax60poT TH3NMHTa XYXXYMHH aManra OIIMPHITHH I0KOPH HMKOHHATH;

H* -ax6opoT TH3NMHTa Xy)YMHH aMaJira OIIBPHIIHA SHTH HMKOHHSTH.

Y6y sxucMOHHIt Ba IODHMK MaXc/lapra eTKa3wraH 3apap TypH Ba MyMKHH
Gynran canbuit oxkubatnap opxanu TabcHp o6BeKTNapHra BasHHHHT KyiHjarn
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TaBLCHP TYp/IapH MaBKyx.

¥,= Konduaenumammx, axanmimk, golinanaHyBuaninK, XaKHKHITHK, pan
3TMaCJIHK, XKaBOOTapiHK, XycycHsTaap GHp XHWUTHTH, HIIOHWTHIMIHHY Gy3HLI.

ByHnaH Tamkapu yd Typaarn 6y3rynan TacHHOHTa &KpaTHIHG ONHHLHN.

B'-By3fyHuM TacHHMra TANIKANOTHMHT axGOpOT TH3HMHra HILIal
XonarHra %aBob Gepaguran MyTaxaccucnap.

B’ —BysfyHYH TaCHH(MTa TAITKHJIOTHHHT aXxGOpOT TH3HMHra GyIFyHHHIIMK
KIJTHID MOHHIUTHIH 10KOPH hofinanatiyBun Ba Xu3MaT KypcaTyBuMiap.

B’ -BysryHqH TacHH(Hra TAKWIOTHHHTr axGOpOT TM3HMHIa KaclUlaH &kH
Marniakach3 (poiinanasysam xapakaTn Kupany.

XyXyM TabCHPH, aXpaTwiran tacHu} HmapaxacH, 3apap TabCHPHIAH Kenub
UHKHG canbmii OKHGATHH TancHp 0GBeKTHTA MPOLEAYPa BA Ba3HHH TAhCHPHHHHT
BH3Yal KYPHHUIIH KyliHzaa 2- Ba 3- pacMaapia KelTHPHITaH.

2-pacm. XKHCMOHHIT MAaXCAHHT TALCAP 061eKTHrA NPOLEAYPA Ba Ba3H
TABCHPHHHHT BH3Yyaj KYPpHHHIIH

3-pacm. IOpuank maxcaunr TabcHp o6bLeKTHTa Npoueaypa Ba BasH
TabCHPHHHHT BH3YAJI KYpHHHIIH

Takm kamaegran nponeypa ax6opoT THIUMHHHAT Xap GUP XOIUCACH Ba
XycycHATnapH, dolinananysun sa YHHHI pPOJIMTa MOC XYXYM TabCHPH OCTHRAru
TYTYH XonaT Xonucanapura Gornukaup. By 3ca XyXyM TabCHpH OCTHAArH TYryH
XOnaT XOAHUCANapHHY KyDPHIIHH Tana6 Kuiaiu.

Ax6opoT TH3uMHAa XY’)KYMIapHH ONAMHM ONMIIga aXGOpOTHHHI NacTypHii-
annapar XHMMOsJIall yCymjiapu XycycaH, ax60pOT KOMMYHHMKAUMA TH3HMJapHia
TapMOK/Iapapo 3KpaH B2 MOHHTOPHHTJIAWUHMHT KOMIUIEKC YCYN Ba BOCHTalapH
Xamia TapMOK TpadHruHM GuiLkTpnam kaGy Tabcup CObLEKTIAPH ACOCHIA AMANTa
owwpwiagn. YmOy TabcHp oGbektnapm acocmma amaira OLOIApHAraH dopa-
TanGHpnap aHWKiai onMalmuran Xyxymnap mamkyd. XyxkyM GynuG yrramman
CYHT yHHHT TabCHp OGbeKTH &M 3apap Typumm k{pué aHMKjalIra 3apypat
TyFrnagy. Byrna ax6opoT TH3HMH YHYH XyXyM T&ECHPH OCTHAS TYTYH XONIaTHHHHT
XOIMCAIApHHHA KYpHIl JIO3HM.
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AXGOpOT TH3MMHHHMHT TYTyH XOMaT XOAMCANApH TH3HM 3TacH TOMOHMIAH
Ky#iniras Tanabnap acocnaa Kypwuam.

doiipanaHyBun U), (i=1,..N)N - potinananysuunap COHH, pon
(R), (=1,..M)M—ponnap coHu, axGopor TusuMHaa Gomxapunaouran Xap Gup
XOguca Ba yNapHH COHH ax0OpOT TH3MMHHMHT (YHKUMOHAT HMKOHHATIApHTA
Gornuk, Xomuca (£,), (e=1,..L)L-xoaucanap coxx, axGopoT THIMMHOA Xap Gup
00BEKTHH XYCYCHATH OJIHHFaH, XYCYCHAT COHHM 4YeKJIaHTaH Ba XYCYCHAT
(R), (k=1,..K)K — XycycHaTnap COHnaup.

Xocul KWIMHraH MNapameTpiap acoCHNa MaHTHKMA 6olKapyBHHHM GHHap

MYHOCaOaTHHHMHI TYFYH XOJaTH XOAMCanap MaKMyacHHH KypHuil 4-pacmaa
KeJITUPHATAH.

4-pacm. a), 6) Ba c) (oiizapaHyBun, poJi, X0AHCA B2 XyCYCHATIAPHAHT
: MaHnTHKHi 6omKapyBHAH 6UHAp MyHOca6aTH

HuccepTauvsHUHr «AXGOpoT TH3MMHAA XYXXKyM H3JIADHHH KHIHDHII Ba
faxonam» ne6 HommaHraH y4yMH4YH Go6Mza ax60pOT TH3HMHIA XYXXYM H3HHH
KUIHPHII MOZENMHH KypHLI Ba NapaMeTpiapHHH Co3jalll airOpPHTMH TaKIH(}
aTnrad. AX60poT TH3UMHAA Xy>KYM H3HHH Oaxonau ycysiu Ba alfOpHTMH HIIUIab
yukwiIrad. AxGOpoT TH3HMM XMMOACH caMapajopnuMruHi OGaxonam yciry6n
TAKOMHJUTAIITHPWITaH, XYXyM H3HHH KHAMPHINAA JacTypHil MaxXMyaHMHr
¢yHKUMOHA Ty3HIMacH Ba Tanabnapu uiinab anakuwiran.

AxGopoT THIUMHAA XYKYM H3HHH KHOMPHMII KOMAAQJapra aCOC/IaHTaH
HOpaBIIaH HefipOH TaPMOFH MOZE/IHHH aMaira olIMpHIl KoHaanapH Kyiinaarnya:
R : Azap (x, = A4,N...0\ (x; = 4,)N...N (x,,, = 4,,) 6Ynca

y=c, +icyxj,j=l...n &mu R, :=h(xy == 4,) 6§nca, ynza ¢))

7= st
V=€t ¢x,j=l.ri=l.n. R=) R - yMyMuii Kouzanap TyIamy.
J=l il

(1) ndomana axGopoT TH3MMHOA XY)KYM H3NIapHHH  KHIHPHII
METONOJIOTHACHHH KoHaanap GasacH 6enrinab Gepamu.

ANFIS HopaBaH HefipoH TapMOK Ky#Huaaru Konaanapra acoc/aHamu:

— KHPHTHAraH ¥3rapyBYmwiap aHUK/IHTH;

— TerHIUnUTHK QyHKunsutapu [ayce dyHKuuacH GuiaH aHHKIAHTaHIHTH.

ﬂ,(y,)=exp[—%(x’b_a'] ]
.
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Bynza ¥, KHDHIN TapMOK/apH, a, Bab, CO3AHHIIH TEFMITIIMK GyHKIMANapy
fapaMeTapyyp,
6oF HKum Y3rapysuncuun onum yuyH nedy3sudnkaumsaan xeiinH GyHKUHOHan
KIHK Kyliunary xyprnnmna ugonanananm: _
P+ Tanlm,Ey S +§c,x,)1:[cxp[—(i‘iﬂ)’]
i gﬂm, &) Z",l.'[cxpl—(f;{a’—")’J

iy »

bd

Yy Hbona Gemr kamamum y3 wamra onran Takagi-Sugeno-Kang (TSK)
arop doiinananran xonga ANFIS TapMOFHTa acocjiaHalu:

Bnprray KagaM KHDHTWIraH aHMK Y3rapyeumnapHu ¢assudHKauuscy
Kyfugary Ttpouenypany amanra omupam x,(j=1,2,...,n).

M Kanama pab, onementTnapu I'aycc ¢yHkuuslapy TOMOHHMAAH
6eprnran TerHIMNMK  yHKUHANAPH #,(x)),Ba3HNapn Ba KHAMATNaPHHHHT
M1apaMeTpnapy Gunan xuco6nab TMKHIAM.

Y“"""" KaZlaM HKKHHYH KaJaMHHHT 37ieMeHT/IapH Oyiinua Harwxanap Gunan
K}‘?nampm,m Ba dyHKIM KHAMATIapHHN XOCWI KWIaAH, SbHH

Yi=(c;+ D, 64%))
ol

T¥praen KaZam GHpHHYM DJIEMEHTH 3-KaflaMia WHFWITaH KHiiMatiapra,
KOHIanapHuur 3apypuii [apTnapura TerHUUIMIMK JapakanapHra MYyBO(QHK
KOHAanapauHr Xynocanapuuy $aoJUTalITHPHIE YIyH 3apyp. TYPTHHUM KOMAAHUHT
MKKHHYM  anementn ANFIS TAPMOFHHHHI  HaTIDKaCHHH  KeiHHuanuk
tbassndurammicn yuyy kyummua amasiap GakaphiaiH.

Ymby kanampma 6uTTa HOpPMANNAIITHPYBYHM SNEMEHTHaH HGOpaT 63mu6,
ANFIS Tapmornummr HaTIKaapuHH JHUKauuanaian.

Hefipo-ropasman  Tusmmm Takagi-Sugeno-Kang anroputMu acocupa
ANFISHM K¥pumpa 2 ta napameTpHK KounaHu ¥3 nuura onamy (1 Ba 3 Kanampa).
ANFIS Tapmoruun YxuTHII JKapagHna CO3NaHKUIIM MYMKHAH GYniran napamMeTpnap:

— OHpHHuM Kajnampma umankmm GYnMaran napameTpnap a, sab; TETHLUIHINK
byHKmmsIapH dazzndukatopaup;

T YUYHIM  Kajamia  YM3MKMM  QYHKUMANADHHHT c,, Bac, TapaMeTpliapH
y=e, +ic¢x;) KoHOanap GasaCHHHHT Xynocanapiian golinanaHamy.

s~

nTa KOHIa Ba mTa KHpMIl Jarapysumiapu Maexyn 6ynranaa, GupuHum
KaJaMHHHT NapaMeTpiiapH COHH 2nm T4, HKKMHYH KAOaMHWHT TMapaMeTpriap COHH
3ca 2-n(m+1)ra Tenr. CoNaHMIK MYMKHH GYNraH mapameTpiapHHHT yMYMHii
COHH n(3m +1) HY TAIKWI KHUIaOH.

Takme  sTumagrran  MONENHMHr  KeiMHrM  GOCKMUMAA  UM3HKIH
(yHKUMANAPHUHT  c, Bac, NapaMeTpiapu a,Bab, mapaMeTpnapuHUHr  Genrunadran
KHAMaT/IapH wapTi GHnan XucoblaHanu. i

¢, Bac, 1apaMeTpiapn YH3HKIM TEHTNaMalap CHCTEMacHHM €YHLI OpPKAIH

TomMIagH. By COH UMKHIN ¥3rapyBuMcHHY KyHuaary mwaknna udoganaHann:
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. . I1a, ) flexp[—(————x’,: ““)’]
“"=ZWZ(%+ZCJ;)5Y‘W‘WJ= - = -

J
I, Z'lf[exp[-(—L—t" oty J
: y

ol

= const

TaunaHrau /,j-4H3VKIM NapaMeTpfiapHHA aHHK/IaranfaH cyHr, 6apua yxys
TaHJlaHMaNap YJIyH TApMOKHHMHI XaKHKHA YHKHII MabilyMOT/IapUHH Ty3aTHIL,

XucoGnaw Ba ynap y4yH YM3UKIN MyHocabaTnapaaH GoiinanaHunanm:

y(l)

(2)
y‘ = Y =w-C
o
GyHIa XaTo BeKTOPHHU KyiHaarnda aHAKNaHamu: e =y —y , Gynnan sopuit
TIapaMeTpliap aHHKJIaHaIH:

- dE® (1) dE® (1)
a,;(,,‘” (’ + 1) = a,}"’ (l) + CT;‘,)‘ db,:(’»k)
Takagi-Sugeno-Kang anropurmupan ¢oiipananran xonga Helipo-HopaBuiaH

ANFIS Tusumura acocnaHra XyxyM H3HHM KHIOMPHII MOJENH S-pacmia
KEATHPHIITaH,

ea b (¢ +1) =B () +c

Kpen Ixamn 2-xnan 3-xaman Axamu S-xamam Qo

x| o

X,

S-pacm. Heitpo-nopasman ANFIS TH3aMHra 2c0C/IaHTaH XYXKYM HIHHH
KHAHPHII MOXEJH

Tawmd sTwraérran ycynga Takagi-Sugeno-Kang HopaBman Xxynoca

YHKapum amroput™Mi 6mnal ANFIS TusiME TapMOFHHHHT HIUIAIOH QITOPHTMH

TYpHAATK KOMOANapra acoC/aHTaH RopaBIIaH MIUIat YHKapAll MOJCITHHH aManra
olmMpHIgaH ubopar:

15



N
R:arapx, = 4 6yncay=c,+y cx,i=1,..N.
i=]

Ongvu Genrunanran axGopoTHH MyXoasa KWIMII KypcaTKWuilap Ba
Tanabiapy acocHia, HIyHHHTEK, aXGOPOT TH3UMHHHHT XopHi ax60poT TH3MMHAA
Xy’KyM H3H Xamaa ax6opoT TH3uMM HH(paTy3nnMach pyiixaTh acocruaa Kouganap
6a3ach maKJUTaHTHPWIAHW, YHUHT 6Mp KHCMH 1-)anBan acocuua Huwtab YMKWIOH.

Hmga ax6opoT TH3NMH HH(paTy3wIMacH ydyH euumiiap, ax6opoT TH3UMHTa
XYXKYMHHHT CTaTHK MOZE/UIapH KaOH KaTTa XaxMAard MablyMOTNap TaX/IWiM
ykasunmu. By acocHna axGopoT TH3MMHM XMMOSCHHHMHI CaMapafOpJHIHHH
Gaxonam yciay6u TakOMWUTAIUTHPHIAH.

1-xkaaBai.
AxGopoT TH3NMHAA XYKYM H3HHH KHAHPHII MAXKMY2CHHHHT
CaMAPAJOPJIHTHHH 0ax0Jam yIyH Konganap 6azacu

Arap (IF)
N[ xn Y xoaaa (THEN)
pHLI Yukuwm
napaMeTpJiap|napaMeTpiap XysiyM H3H 1apakach
XKyna nact
Camapanopnukra
1 X1 z; (3XTHMOJUTHTH XyZa
kam) SpHIIHANAOA
2 IMacT (3XTHMOJUTHTH Camapanopinkra
2 % Kam) SpUHIIIAON
3 Vpraua (MyMKHH Camapagopnukra
*3 % 6ynran) SPHIIHIANH
IOxopn
4 X4 z, (3xXTAMOJLIHTH Ca;‘::: ;n"(fa.v:;xra
6¥nran)
5 2 Xyna oxopH (te3-tez| Camapagopnukra
xs 5 yupab TypamuraH) IpHUIMIMaAIN

JIMHIBHCTHK ¥3rapyBYWJIApHMHT MHKHOpHH KuiiMaTiapu 2-xkajgsania

KeITTHpHIITaH.
2-xaaBaJl.

JINATBHCTHK ¥3rapys4unRjJapHHAT MHKIopAH KuiiMaTaapa

Ne BearnjiaHHIm Bomaanrny ndoaa| Kniimaru

1 | Kyna mact (3XTHMOJUTHTH XKyIa Kam) 0,1<[x,~z|<0,3 0,1~0,3

2 IMacT (3XTHMOJUTHTH KaM) 0,3<|x-z|<0,5 0,3~0,5
3 Ypraua (Mymknn 6¥ran) 0,5<|x,-z|<0,7 | 0,5~0,7
4 FOkopH (3xTHMosuIHTH 6¥nraH) 0,7<[x-z|<0,9 [ 0,7~0,9
5 |Kyna roxopm (Tea-Tea yupab Typamuran)|  0,9<[x -z <1 0,9~1

XyKyM H3MHM KHOMPHIOHH JacTypuil MaXMyacHHHHTr d¢yHKUMOHAN

16



TY3WIMacH 6-pacMia KeJTTHPHITaH.

TYOAMA

Qoiinananysan pos
Cuetnpuit l——_————r:
l
’ Pon sasemcira =
Kypran MyHOCabaTnRpH § ‘g
ysoyn vt Takxocnam *
JARHpHIT Xomcanap
1
R Taxmun IXTHMOIUTRKHR
axnxIRm

6-pacM. Xy»yM H3UHH KHIHPHLIHY AACTYpHil MaXMyacCHHHHT GyHKIHOHAT

Ty3uIMacH

Hucceprauusunar «dacrypmit maxmyann ¢ynxmmonan sasadanapn Ba
KO KWIHIN HATHKAJapm» Neb HoMNaHral TYpTHHYH 6061aa sxopnii KuHHraH
“Xascuz omnaiiH 0Bo3 Gepum” TH3AMuHA (yHKIMaHan Ty3unmacu, axGopoT
TH3UMHOA XY)KYM H3HHH KHAMDHID MOJEITHHHHT camapafdopiurmHu GaxoJjall Ba
TaXJINM XaMa »KOpHI Kunuu tanabnapy Ba HaTWwkaiap TaxJMIinra GardiLTaHraH.

AxGopor THM3UMHEA Xy)KyM H3UHH KHOHPHII YYYH KOMpanap acocHia
6umimnap 6azacy MaK/UTaHTHpHIIalH, y acoch/a data set Kyprnamn. Xap goHM Xap
6up ax6opoT TH3MMH YUyH anoxuaa-anoxuna data set nuuab IMknnanu, cababu xap
6up axGopoT TH3NMH ¢oiinanaHyBYHIapH TH3HMAA POJTHAAH KETHO YAKKaH X0JAa
xap 6up Tu3uM data set kypunaau. Illy acocHna ax6opoT TH3HMHAA XyKyM H3HHH
KMIMpHLI Ba aHHKNIAHTaH XY>KyMHH GOLIKapHIll Ty3HIMacH 7-pacMaa KeTTHPAJITaH.

Mznmidi-posnap Mammii-xomcanp
myHocaGari I—>
RoE E+P g ANFIS
1 ! e
A w __tj
M v AFDK Data set Taxwm
wmyvocaam Taxmm Maxcyc éanamyn
N (&snm e Unnu A
= ey | | [ s [T] oema i
J J——;
Caxmum AT sracima
Huzexcaun wazym I Apxm TYWHARAIHIGH X0
Mo e | 1 1
: § H H 3 | Agomim
| AT AT at | | ar l Sommpra
1 n 2- n 3-xanyn O T -
I - o | SR AD T Y NOMIDAGI
L === T __ LT _) TOSHKt  ROT
7-pacm. ATaa xyxkym n3nun Kujipuirh/ il diiihangan Kbmrcapmn
._cxemacH ,
rXEGROT-RESURS MARKAZI 17



TankukoTIa TaBcHA STHNTaH Moflen, aNrOpHTMIAp GyHnait MyammonapHu
Xall KWHIN YIYH MabllyM TaCHHG/AW MONeIUIapH MIIMHY KHECHIT TAX/TWI KHIHLT
Y9YH Taxprabanap ykazunmu.

Wnvinit TagkakoTaa data setrn Kypum acocuna «Python» HacTypiam THIHIA
MaBiKyl MOJe/L1ap Ba d/IEMEHT/IapHHHM CO3JIaIll acOCHAA Taknud sTinaérran ANFIS
TH3HMHH KHECHH TaX/IWIMHAHT rpadHK KYpHHUIIM 8-pacMAa KeTTHPHIITaH.

1 U
80 ~ e - D
80 791 - 845 89,3
40 62,6
20
o -
Naif Bayes k Nearest Neighbors Support Vector Taknud sTunaérran
(KNN) Machines (SVM) ANFIS HHT monenn

8-pacM. MyaMMoOHH eYHII MOJEJIJIAPHHNA KHECHH TAaXIHI KHJIHIN
rpadgurun
Ilynpa#i kw6, MyamMMOHMHr GepwiraH WIapTIapH Y4yH XY)KYM H3HHH
KHIQHPHIN Ba aHMKJTAIll KYPCATKHYH YIYH TaBCHs STHITaH MOJAEN 3HT AXITHCHIND.
Taxwmd xwmHraH XyXyM H3HHH KMOWPHIIHHHT  KyJaiiiurH  Ba
camMapafopJINrHHM aHHUKJIall YIYH TH3HM >KOpHH KHJIMHMACAaH OJTMIHHTH X0JaT Ba
XOpHH KWIHHraHAaH CYHrH X0JaT/ap TaKKOoC/all OPKaJIi amaira OUIHPHIAH.
TH3MMHHHr HaTIDKAIOP/MCA Ba CaMapafoOp/IMIHHH aHHK/Iall y4yH Ky#umaru
KypcaTkuanapan GenrmwiaiivMus:
- dolinananysuy TH3UMra KUpraHgaH CyHr, ymiby HomMIaH KHPHIIHH 9eKIanI
OpKanu XuMosutaun ( A, Gupimra ¢onzna);
- H3HH KWIHPHLI Ba aHHKJIAaHraH H3JIapHH Mbra €311 OpKaTH OJIIWHH OJTHLI
(8,, 6npruru donsna);
- MYTaXacCHCHHMHT HIII camapafopnury (M,, 6upnauru ¢gonsna);
-~ XYKyMHH MyTaxaccHC TOMOHH/IaH Ha3opaTiaHuIH (£, Gnpnuru gons);

By xypcatkuunap acocHna yMyMmHi K¥pcaTkMuHM Xucobnawm Ky#upmarmda
amMalra OIHpHUAaay,
H —-H! B M, E,
Bynga N -xypcarxuunap coun (N=4 ra Tewr), k; - Moc xonna xap 6up
TALIKHJIOTHHHT ME30H/NapH acocHia KYpCaTKHWIapHHHT caMapanopird. Byrna k;
KYPCaTKHUHMHT  caMapagopiuri Kyiduaarnia xucobnanamu  («4-xamsanra
KapaHm),

4 -kagBaJ.
«KnbepxaBcnanmio» MapKka3l TAIIKWIOTHHHAT KypcaTKuwiap 6iinua
HATHAAJIapH
Otk Keapramiu Hnsumak Vpraua

clct|hlc|lct|T|clct|Ts] Ty
H |18|24|21]62|85][22(179(220(20 21
B, [66]93|71(176]247] 71 [713]|967| 74 | 72
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4-sxansanna kenrupunras C -TH3UMHK XOPHIt KIIMUIAH OJUIWHTH XOJIAT,

C* -trauman ’KOpHiA KHIMHTAHAaH CYHTH XOMaT Ba T —xopHil KypcaTkud O¥iiida
camapafopJiHK.

Xy*yM H3HHH KHOUPHIUHMHT CaMapaJop/HIHHH aHHKJIAIAA OJUTHK, KBapTan
pa WUk HucbGaTnapy anoxuna aHnkinadagm (9-10-pacmnap).

ORnMk % E==al§ g
Koaprann % ErmSmmerrtaldem 85
Auannk % —_IJ._- 22

0 5 10 15 20 25
8K onaus O WK cyHr
9-pacM. TH3IHM XHMOSICHHH TAKOMHJIAMI THPAIIHH
HATHXKAAOPJIMIHHHHT rpadAK KYpHAHIH

OinvK %  E=ded,§ 3
Keaprannn % C==o=sieddf 24,7
Rk % B 52,3 5

[} 10 20 30 40 S0 60 70 80 S0 100

WK onann B MK cynr

10-pacm. H3Hn KHAWpPHI Ba AHAKJIAHTaH H3JIAPHA MABIYMOT/Iap
6azacura €3Hm opKaH caMapaJopPJIHKHHHT rpadHK KYpaHATIH

OnuHraH CTATHCTHK MaBlyMOTNapiaH Tawia® OnMHraH KypcaTKHasiap
acocHAa aJloXHAa - aJloXHJa MabIyMOTIIApHH BH3YaN CONMUITHPHIN y9yH Xap 6np
TaLIKMNOT MHKHECHIA AHArpaMManapH WaKUTaHTHPHIraH.

TATY rtamknnorupa “XaBdcnz onnaiin oro3 GepHin™ra MYIDKanaHraH
TH3umaa, “Knbepxascuamux” mapkasd sa “SSP Marogand” xym dyHKumsum
ax6opoT Mapka3H YHHTap KOpXOHacH”da TeCT KapaCHHIa XyXyM H3HHH
KHAHpHIIra acoclaHral Tawimp KwinHaérraH Helipo-HOpaBIMaH TapMoOKra
acocnanraH ANFIS opkanu Kyiimnaru camapagopnvkra 3pHIIHNOHN. TH3MMAa
WHUHAEHTIap MaBxyn 6¥nu0, Oy MHUuAeHNapHH ypraHuin xapaéHuia axGopot
xaBCHINNTA 3KCIEPTH Ba TH3HM TOMOHHEAH Oy3FyHUWIMKHH KPHMHHATHCTHK
TaXJIH/UIapH S-)KaJBanja KeNTAPHITAH.

S-xkagBaJl.
Xy#yM H3IAHH KHAMPHIIHART CAMapag0pJIHTH HaTHRAJIAPH

Okcnept ANFIS
aHMK/IaHTaH | aHMKnaKraH
TalKuNOT HOMH Xysywmnap XyXyM XYKYM Cauapaonopmn ?

COHH, X %

H3napu HaNapH

COHH, Y COHH, 2
TATY 45 28 (62%) 32 (71%) 9%

“KubepxaBdcH3nuK o

mapkasy VK 83 54 (65%) 60 (72%) 7%
SSP Murtqand 2| 1667%) | 19(79%) 12%
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Ymby xameania KeNTHPWIraH HHcOaT Xucobnamnmap Kyiiuparu wugona
€pnammuia aManra ONIHPWIraH,

4 =f-100%,,4, =Z.100%8a B =|z- |
X

AxGopor THINMHEZ XyXYM H3UHM KHOMPHII Ba KPHMHHAIHCTHK
TEKIIMPHIIIADHH aMalra OWMPHIN JkapaéHuna axGopoT XaB(CHINHIH KCTepTH
TaKQUM KWITaH HaTHKajlapra HHCOaTH Hefipo-HOpaBIIAaH TH3HMHra acoc/aHraH
Tawmd KwmHaéTraH ANFIS Xyxym wu3umm KHOMpHII BakTH Xamia
KPHMHHAIIACTHK ~ HaTHKQNTapHHHT COH Ba CH(AT XWXaTHaH YCTYHJIHIH
Xucobnaluiapaa ¥3 akcHHH Tonam.

XVJIOCA

«AxGopor TH3MMAapuga XY’KYM H3MapHHH KHOUDHLI Ba TaX/IWI KHIIHLI
MOJEJTH, aNrOpHTMIapH Ba JaCTYPHii MaXMyacHy» MaB3yCHOArH AUCCEPTALMA HIOH
6y#iuaa o6 GopuiraH TaNKMKOTIAp HaTHXKackna Kyfumaru XyJocanap Takaum
ITHION:

1. Ax6Gopor THIUMHmA Xyxy™m ManGanapm pyHXaTHHH HAK/UIaHTHPHLI
npouexypacH  wmuvia6  wmkwiraH, MWmna6  ukMkwaram  npouemypa  Ba
WAKUIRHTHPAIraH Xy)KyM MaHOanapu pyifxaTH, TH3WMIOa XyXyM H3JlapHHH
KHIHPHIN Ba aHUKJIAIlTa XH3MAT KWIagH.

2. XyXyM TabCHDH OCTHAA TYTYH XONAaTHHMHT XOAMCANap MaKMyacHHH
KYPHII anropHTMH HuU1ab unkmiran. Minna6 uukwirad anropuTt™ acocHua
Genrnnab onmHraH NapaMeTpNapHUHT MAHTHKMH G0ITKapyBHHH GHHap MyHocabaTu
XY’KYM H3HHH KHOMPHII HMKOHHHH Gepamgy.

3. Ax6opoT TH3MMMIA XyXXyM H3HHH KHIHPHII MOZENH Ba apaMeTpJIapHHH
CoaNam aIropHTMH HIUIa6 YHuKwIraH. Mmna6 yukunran MoLens Ba napaMeTpiiapHH
co3nair afrOpHTMHA aCOCHAA XY)XXYM H3HHH KHAMPHIN KOMAANApH ApaTHiIadHd Ba
Konpanap acocufia 6unumnap 6asacH WakwIaHTHPHUITHG, Helpo-HOpaBIIaH TapMOK
OpKaH YKHTHII HMKOHHHK Gepany.

4. AX60poT TH3MMM XHMMOSCH caMapalOp/JHTMHM GaXonmam ycryGu
TaHKAmHMA ypranwm6, OGaxomam ydyH koupanap 6asacH Ba JNHHIBHCTHK
yarapysuwnapaM = MukmopuM  kuiiMatnapu  acocupa  Gaxomam  ycmy6u
TaKOMWUIALITHPHJITaH.,

5. Ax60poT TH3UMHIA XY>KyM H3HHH KMAMPHIUTA AYHATTUPHUITAH AacTypHit
MaXMyaHHHr (QYHKLUMOHAN Ty3wiMacH Ba Tanabnapm viwna6 umxwiraH. uimna6
YHKWIraH 2acTypHii MaXMyaHHHT QYHKLMOHAN Ty3WIMacH Ba Tanabnapu acocuaa
JTrasunrad xpcobnaw Taxpuba HaTiwkanapn 6yiuua Taxnudg sTHAraH nacTypuii
MaXMya XHMOACH Tatabnapunn Kaifra K¥pu6 uHKu6, XMMOANIAHIAHINK AapaXKacH
21% ra, Xy>xymilapHH aHAKI&0, Xy:KyM M3HHH &3um OpKAIH KeJlakaKaa OJITHHH
OJIMII JapaxkacH 72% ra ouniras.

Taimd 3THAraH XyXKyM H3HHH KMANDUII MOJE/TH acoCHAa axGOpOT TH3HMH
HULIAINHAE MaMypra Ba KOMIBIOTED KHHOATYM/IMIM Gopacuaa KPHMHHAIHCTHK
MabJIyMOT/Iap TYILUIAll HMKOHHHH Gepaan.
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HAYYHBIH COBET DSc. 13/30.12.2019.T.07.02 IIO MPHCYXXEHUIO
YYEHBIX CTENEHEM INPH TAIIKEHTCKOM
YHUBEPCUTETE HH®OPMALMOHHLIX TEXHOJIOrHH

TAIIKEHTCKHW# YHUBEPCUTET HHOOPMAIIMOHHLIX
TEXHOJIOrA#

BEKMHP3AEB OBHJ{XOH HYPAJINEBHY

MOJEJIb, AJITOPUTMBI H TIPOTPAMMHAS KOMILUIEKC IOMCKA
W AHAJIM3A CJIEJOB ATAKH B UHOOPMAITHOHHBIX CHCTEMAX

05.01.05 — MeTonps # CHCTEME! 3alIATH! HEQOpMaunRH.
Hndopmanmonnas Ge30nacHoCTs

ABTOPE®EPAT JHCCEPTAIIH
JOKTOPA ®WJIOCO®HH (PhD) 110 TEXHHYECKHM HAYKAM

Tomkenr—2022



Tema puccepranam aokropa danocopun (PhD) mo Texmmueckam mayxam
3aperacTpapoBana B Beuicmeif arrecranmommoli xomaccar npn KabGanere Mmnacrpos
Pecoy6naxn Yibexrcran 3a B2022.2.PhD/T2833.

Juccepranus BamosHeHa B TankeHTCKOM YHEBEPCHTETE HHGOPMAIMOHHLIX TEXHONOTHH.

Aptopedepar maccepTalHn Ha Tpex s3nikax (y36exckui, pycckuil, anrmidickuit (pesiome))
paimMemeR Ha BeG-cTpamMme HayuHoro coseTa (www.tuituz) u Ha Hudopmauuonno-
obpasosarensaoM nopTane «ZiyoNet» (www.ziyonet.uz).

Hayussiif pykoBoaaTeNb: Mymanos Baxonnp Bonraesaa
JOKTOp TEXHAYECKHX HaYK, mpodeccop

Og¢anaanbable ONNOHEATEI: Kapamos Maxxat Manakosaq
JIOKTOp TeXHHYECKHX HayK, ipodeccop

Xanmypatos OmonGoii YTamyparosau
J0okTop GrIocoAH N0 TEXHHIECKHM HayKaM

Beaymas opranazanas: «UNICON.UZ» - nenTp HayIHO-TEXHRHIECKHX H
MAPKETHArOBLIX HecJleA0BanA

oo

3ammTa ARccepTaImH cocTORTCA « /7 _» W_ 2022 roga B £2___ uacos Ha
sacegannn Hayuroro cosera DSc. 13/30.12.2019.T.07.02 npi TamkeHTCKOM yHHBEpPCHTETE
HHGOpMaUHOHHLIX Texuonornil. (Aapec: 100084, r. Tamkent, yn. Amupa Temypa, 108. Ten.:
(99871) 238-64-43; daxc: (99871) 238-65-52; e-mail: info@tuit.uz.

C nOmcceprammelf MoxHO o3HakomuTscd B HiBdopMammoHHO-pecypcHOM UEHTpe
TaIIKeHTCKOTO YHHBEPCHTETa HH(OPMAIIROHHEIX TEXHOJIOTAT (PErHCTPAnHORHLIN RoMeD Né_r&j
(Aapec: 1060084, r. TamkenT, yn. Amupa Temypa, 108. Tex.: (99871) 238-64-70)

AsTopediepar HccepTaIWy pasocyian « €25 ) 2022 roga.
(npotokon pacchuku Ne _ o ot « 22 » 022 roaa.)

B.1II. Maxkamos
eaaTéb, HaydHOTO COBETA IO NIPHCYRACHHIO
YHEHBIX CTENEHei, 4.3.H., npodeccop
J.111, HasupoBa

' VYaenniif cexpeTapn HayuROro COBETA 11O
NPRCYKACHHIO yYe creneReif, X.T.H., JOLEHT
Z lﬁ%/jC.K. Tanuen
Ipencenarens H oro ceMrHapa npu Hayarom
COBETE N0 NPHCYALCHHIO YUeHRIX CTeneHel,
A.T.H., npodeccop



BBEJIEHHUE (anHoTauus Aucceprannn gokropa Griocodnn (PhD))

AKTyanbHOCTs M BOCTPeGOBAHHOCTL TeMBI AnccepTanmd. B Hactosuee
BpEMsl, nNOMHMO MNOMCKAa, BBIABJIEHHMA MW YCTpaHEHWs CHEOB arak Ha
HHbopMaumonHylo cHcTeMy oOpraHusaumi, Gonbioe BHAMaHWE YIENAeTcs
TMOBLILIEHMIO TOYHOCTH Npoliecca OGHapyKEHHUA aTak H yMeHbIIeHH IO omHGok. TTo
DaHHbIM komnanuH «Kaspersky», B TpeTnii kmaptane 2022 ropa Jond atak Ha
HHOpMaLMORHEIE cHCTEMBI TOCY AapCTBEHHLIX OpraHH3aLHi yBeHIniacs Ha 18%,
npnyem 82% oOBEKTOB aTaK COCTABASAIM KOMMBIOTEPHl, CEPBEPBl H CETEBEHIS
yctpoiictea'. B pasBuThIX cTpaHax mupa, smodas CIIA, Tepmanwto, SInonmio,
®panupio, Kuraii, IOxnyo Kopeto, Poccaiickyio (denepaumio, npoBOAATCS
AKTHBHBIE HayuyHble HWCCNENOBaHMA HAa OCHOBE HHTEJUICKTY&IbHBIX METOAOB
OMpENCNeHHsT CTENeHH BIMAHMA Yrpo3 Ha HMHGOPMALMOHHEIE CHCTEMEI,
COBEpIICHCTBOBAHMIO CHCTEM 3aLIHTE HH(opMauuy, pa3paboTke H NPHMEHEHHIO
METOJIOB 1 aNropuTMOB OGHAPYXKEHHS CIICNIOB aTakK.

Bo MHOrMX cTpamax MHpa [OpOBOASTCA HAaydHBIE HCCIIEOBAHMA,
HanpaBjieHHBlE HA COBEPIICHCTBOBaHME Mopeleil, METONOB H aNrOPHTMOB
obHapyxeHus aTak, a Taloke MNOMCka CJeOB aTak, HE3aBHCHMO OT crnocofa
OCYILIECTBICHHHS aTak Ha WHGQopMalUMOHHle cHcTeMbl. OmHo# K3 HamGonee
BRKHBIX 33/1a4 B 3TOM HanpaBJIeHHH SBIAETCS BEIABIEHHE H pa3paboTka Mozened 1
anTOPHTMOB aHAIH3a B3JIOMa, B TOM YHCJIE, TyTeM 3anHCH B 6a3e JaHHBIX ACHCTBHI
nonb3oBateneit B mpejenax onpefeNieHHOro OuanasoHa, a TaKke B MOHCKaX
CHFHaTypHl, NOBEJEHHEs U CHeOB MMeBlIel MecTo aTak. Bmectre ¢ TeM, mpn
TIOMCKEe CNefoB aTtak¥i B HHQOpPMamHOHHOM CHCTeMe, KOTJa 3HaHHA O
NpOCMaTpHBaeMOM  OOBEKTE  HEMOMHBLIE  WIH  HMMEIOTCA  HEACHOCTH
(HeonpeneneHHOCTH) B aHANH3UPYeMOii HHGOPMALIHH, BOZHAKAET HEOGXOOUMOCTE
NPHHATHA  pelleHMi € HCNONB30BAaHWEM  METONOB,  BKJIIOYAIOMIHX
HHTEJUICKTYAJIBHBIE JIEMEHTEL.

B Pecniy6nuke V3GekncTaH 3a mociednee Bpems, BO HCIOMHEHHE 3aKOHA
noxnucanHoro IMpesunentoM Pecrmy6bnmkn V3bexmeran «Crtpaterns pasBHTHA
HoBoro VabGekucrana Ha 2022 — 2026 romem?, a Takke 3axkoHa Pecrmy6nuxn
Vi6exncran 3PV -764 «O KubepbezonacHocT»®, B OTPACHEBEIX OPraHHM3aLMsAX
pa3paboTaHsl KOMIUIEKCHBIE MEDE], HaNparfeHHbIe Ha NOBLINERHE 3} deKTHBHOCTH
obHapyxeHnus cnenoB atak. B uacTHOCTH, B 3THX 3aKOHax NOCTABJICHBI 3anadH
TIPMHSATHST HEOGXONMMEIX Mep TMyTeM KPHTHYECKOTO HM3YYeHHS CYLIECTBYIOLIHX
HHPOPMALMOBHBIX CHCTEM HAa YPOBHE pecnyOMMKM C TOYKA 3peHHs
uHbopmaumonHoii 6ezonacHocTi. IIpH peanusauum 3THX BOMPOCOB OOHOMN M3
BWKHBIX 3afla4 ABMAETCH BHIABNCHHE Takux npoGneMm, Kak oGoCHoBaHMe
KOMINBIOTEPHOTO MPECTYIUIEHHA ITyTEM TIOHCKA, BHIARJEHHS CIeflOB COBEPINEHHOMH
aTaku M GOPMHMpPOBAHHSA CMIMCKA BHLIARNECHHEIX CIENOB, A TAlOKE NMPEOTBPALIEHHE

1 https://www.ptsecurity.com/ru-nw/research/analytics/cybersecurity-threatscape-2021-q4/#id8
2 Yxas lNpeangenra Pecny6nnkn Y3i6exncran VTI-60, ot 28 susapa 2022 rona «O CTPATETHH PasBHTHA HOBOMO
V3bexucrana Ha 2022 - 2026 rogsn»

? 3axon Pecny6naxn Y36exucran, 3PY-764, ot 15 anpeas 2022 ropa.
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BilOMa NyTEM 3afHCH HEHCTBHIt MOB30BAaTeNs B Mpeaeiax OmnpeleleHHOro
AHanasoHa NpH MPeaoCTaBNEHHH 3TOH HHOpMaLHH Heo6X0MMMOMY CIIELMATIHCTY.

Hacrosmee miccepraumonnoe HccenoBaHMe MOCBAIIEHO B ONpENEEHHON
CTCICHH BEINOJIHEHHIO 3ala4, onpefencHHbIX B Ykasax [Ipeannenta Pecrmy6mmkn
V3bexucran VII-60, ot 28 smsapsa 2022 roaa, «O CTpaTerHu pa3BHTHs HOBOTO
VY3b6ewucrana na 2022 - 2026 rogem, B IToctanosneHnu ITI1-4024, ot 21 HoaA6pa
2018 rona «O Mepax no COBEPIIEHCTBOBAHHIO CHCTEMBI KOHTPOJIS 32 BHEAPEHHEM
HH(POPMALMOHHEIX TEXHOJIOTHHA M KOMMYHHKaUHii, OPraHN3aLMK HX 3aWMTEI®, a
Take Ykasa VII-5349, ot 19 despana 2018 rona «O Mepax no gamkHeifuemy
COBEPIICHCTBOBAHHIO Chepbl HHPOPMALHOHHLIX TEXHONIOTHH H KOMMYHHKALHIY, a
TaKkKe B OPYrHX HOPMaTHBHO-NPAaBOBBIX HOKYMEHTaX, MOCBALIEHHBIX 3TOH
npoGnemMarTHky,

CooTBeTcTBHE HCCIEA0BAHHSA NPHOPHTETHLIM HATIPAB/CHHAM Pa3BHTHSA
HAYKH H TexHojoruii pecnmy6amkH. JlaHHOe HCCNeNOBaHHWE BHIMIONIHEHO B
COOTBETCTBHE C NMPHOPHTETHLIM HalpaB/CHUEM Pa3BHTHA HayKH W TEXHONOIHIA,
onpenesieHHLIX B nokymenTe «MHdopMarnsaums M passuTHe MHGOPMALMOHHO-
KOMMYHHKAUHOHHBIX TEXHOMOTH».

Crenent myuennoctH npoGiemnl. Hayuwbie uccnemopanns B oGmacth
3amHTHl WHOOPMAIMOHHBIX CHCTEM, OOHapyKeHUs KOMNBIOTEPHBIX aTaK H
BPCHOHOCHBIX TNpOrpamMM, a Takoke UHU(POBOH KPHMHHAIMCTHKH IIPOBOMSATCS
M.B.AGpamoebiMv, B.M. ChiueBsiM, O.C. Tepuoeoif, O.B.JIyxunosoii,
A.CKnpumnossiv, B.M.KpyameimeseiM, A.MKanmoso#t, B.B. Caruropoii,
A.B.Octpoyxom n ppyrumu 3apy6GexubiMu yueneimu. O. B, Barpunuera, A. B.
Hnxumosa, C. Ame-Mappn, A. Kumap npoBOIMNM HaydHBIE MCCNEHOBAaHHA 06
OpraHH3aUHOHHO-TNIPABOBEIX Me€pax MO OOHAapy}KeHHIO BPEAOHOCHBIX MPOrpaMM B
KOMIBIOTEPHEIX CHCTEMaX M 3alMTe JAHHEIX C ToMomplo  uwdpoBoii
kpumuHamicTHkH. Kpome Toro, opranmsauusamm «InfoWatch», «RiskWatchy,
«WatchGuardy» u «Trend Micro» BemyTca HIDkeHepHO-HCCNIEIOBATENECKHE PaGoTH!
no paspafoTke NPOrpaMMHO-aNNapaTHEIX CPEACTB 3alATEl HA(QOPMAaUMM C
HCMO/L30BAHHEM  KOMMBIOTEPHONH  KPDUMHMHAIMCTHKH  TNPH  PAacKphITHH
KOMMBIOTEPHEIX NMpecTymieHuH.

B ViGexncrane non pykosoncteom C.K.Ianmesa, M.M.Kapumosa,
I.V.Xypaena, B.®».A6aypaxnumoBa, B.B.MywmuHOBEa, K.®.Kepumosa,
I'.H.Ty#tauesa, [].51. Uprameroit 1 ApyruMHu NpOBOASTCS HCCAEA0BaHHA, CBA3AHHbIE
C NpOrpaMMHO-aNNapaTHRIMH METOAaMH 3amiMThl MHGOPMalHH, B 4acCTHOCTH
pa3paGoTKOM KOMIUIEKCHBIX METONOB M CPEACTB MEXKCETEBOTO 3JKpaHa M
MOHHTOPHHTa B HH(OPMaLHOHHEIX CHCTEMAX CBA3H, YIPaBIeHHEM HHIMACHTAMH H
pearnpoBaHHeM Ha kuGeparakn, Merogamy (OPMHpOBBHHMA KpHTEDHEB M
nokasatene#f  MHGopMauMOHHOM  GesomacHocTH,  paspafoTkoli  MeTonOB
KPHITTOrpagpuueckol 3allMThl MHGOPMALMH C OLEHKOH KpHITOrpadu9eckux
&/ITOPHTMOB.

Onnako, Hcxoms H3  notpeGHoctel oTpacniM B o6nacTH  3almMThI
HH(OPMAUHOHHEIX CHCTEM, NOHMCK ClIe0B aTak B HH(OPMALIMOHHEIX CHCTEMAX AN

4 Mocranosnemye IMpesunenta Pecny6man Vibexucran ITT1-4024, or 21 Hos6pa 2018 roaa.
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obecrievenus uH(poOpMaLMOHHON 6e30MacHOCTH, NMOATOTOBKH Habopa JaHHEIX,
Mozesieii aHaH3a ¥ aNnropuTME! HEJOCTATOYHO HCC/IEAOBaHbI.

Cea3e  AMCCEPTAMOHHOIO HCC/IGAOBAHHA ¢ IUIAHAMH  HAydHO-
HCCJIe0BaTe/IbCKHX pafoT BricIero 06pazoBaTeILHOrO HCC/IeAOBATENbLCKOrO
yupekaenns, rae BhINoJHeHa AHccepTamusA. JIMccepTamHoOHHOE HCCHENOBaHHE
BBINONHEHO a pamkax npoekta NebB—®4—-023— Hayuenune npobnem ynpasnenns
WHUMIEHTAaMH W KkHOepaTakaMH B pacmpeleleHHEX HWHGOPMAMOHHEIX H
KOMMYHHKALMOHHBIX CHCTemax (2017-2020 rr.), cormacHo mniaHa Hay4HO-
HccnenoBaTenbcknx pabor TamkenTckoro yHWBepcHTeTa HH(OPMAIHOHHBIX
TexHonoruii MeHn MyxaMmana ane-Xopa3MH, a Taioke IUTaHa MEpOTIPHATHI 1o
3allHTe HayYHO-HCCIIENOBATENLCKAX paboT H HX NPOBEAEHHIO B OHJIAH-PEXHME B
neprox COVID-19.

Henapio Hcc/leOBAaHHA 3aKIIOYAeTCH CO3JAHHE MOZAENH, ANNOPHTMOB H
TIpOrpaMMHOro KOMIUIEKCa Ul MONCKa H aHAHW3a CNEeROB aTak B HH(POPMaLHOHHBIX
cHCTEMaXx.

3apaun HecsleAOBaHHUS:

CPaBHHTENLHEIH aHATH3 KOMNBIOTEPHOH NpPECTYNMHOCTH B  obiacTn
nHpopMauvoHHOil  GelomacHOCTH, e€ CneUU(HKM, KPHMHHATMCTHHECKHX
XapaKTEPHCTHK, CBA3AHHBIX C Heil NPaBOBEIX HOPM H NpodiieM;

paspabotka npouenypsl ¢oOpMHpOBaHHA CNHCKA MWCTOUHHKOB aTakM B
HHpOPMaLMOHHONA CHCTEME M aNrOPHTMA TIOCTPOCHHS KOMIUIEKCA COOBITHI
COCTOSIHHA y3Jia oJ BO3ZAeiiCTBHEM aTaKH;

NOCTPOCHHE MOMAENH MNOMCKa CleNoB B HH(POPMAIMOHHOW CHCTEME H
pa3pa6oTka anropuTMa HaCTPOHKH NapaMeTpoB;

COBEpLICHCTBOBAHHE  METOAMKH  OLEHKH 3()(PEeKTHBHOCTH  3aUINTHI
HHGOPMALIMORHOM CHCTEMBI;

pa3spaborka (yHKUMOHANLHON CTPYKTYpHl M TpeGoBaHHI K MpOrpaMMHOMY
KOMILTEKCY, HaNpaBJIeHHOMY Ha ITOHCK C/Ie[IOB aTakK.

B xauecTse 06beKTa HCC/IEA0BAHMS PACCMOTPEHBI COGBITHS H HaGOp NAaHHBIX
HHAOPMALMOHROMN CHCTEMBL.

IpeaveToM RCCIENOBAHNSA ABISIOTCA METOABI OOHApyXEHMA aTak B
MH(}OPMALUHOHHOH CHCTEME, KOMITHIOTEPHAs NPECTYIIHOCTh, MOREIH H ANTOPHUTMBI
OIpeneNieHNsA BEPOATHOCTENH NOCNeACTBHH aTaky.

MeTtonn! Hecteoanns. B xone uccnenoBanns 651TH HCNOME30BaHE METOE
ofHapykeHHs cnefoB aTakn B HHOOPMAUMOHHON CHCTeMe ¢ HCHOMB3OBAHMEM
MHTE/UIEKTYaNnbHBIX CHCTeM, HEHPOHHBIX ceTelf, TeopMH HeONpeNeNeHHBIX
MHOXECTB, TEOPHH BEPOATHOCTEH, TECODHH TpadoB M METOXOB OGBEKTHO-
OpPHEHTHPOBAaHHOTO NMPOrpaMMHPOBAHHA.

Hayunasi HOBR3HA HCC/IE0BANNSA 3aKTOYAETCSA B CIIEAYIOMEM:

Ha OCHOBe 05BexTa BOIMOXKHOIO BO3eHCTBHA Ha WH(OPMAIHOHHYIO CACTEMY
H cymecTBylowero unTepdetica paspaGoraHa npouenypa gopMHpoBaHHA CIIHCKa
HCTOYHMKOB aTakH B HH(OPMAIMOHHON CHCTeMe;

AN NOCTPOCHHA JIOTHYECKOTO YNpamiIeHMA YeTHIpeMA MapaMeTpaMH
KOMTUTekca COGEITHH pa3paGoTaH anrOpHTM NOCTPOEHMA KOMIUIEKCA COGBITHA,
COCTOAHMA y3ia IOX BO3eHCTBHEM aTakKi HA OCHOBE GHHApHOM CBA3M;
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Ha OCHOoBE nponexyphl (OPMHPOBAaHMA CITHCKA HCTOYHHKOB aTakH B
HHQOPMALHOHHON CHCTeMe M  Hejipo-HeonpemeneHHo# cuctemsl ANFIS
pa3paboTaH anropHT™ HaCTPOMKH NOMCKOBOH MOJENH Ha NIapaMeTPHI CNEOB aTakH;

Ha oCHoBe Helipo-HeompeneneHHoit cucremsl ANFIS ycosepmencTeoBana
METOMKA OLEHKH 3¢ PeKkTHBHOCTH 32Tl HHGOPMAIHOHHON CHCTEMEL.

IIpaxTHYecKkas HEHHOCTh Pa6oTLI 3aKNOYaETCA B CIIEAYIOLICM:

paspaboTaH NporpaMMHEIH KOMIUIEKC Ha OCHOBE CTPYKTYPHl CHCTEMBI
«be3onacHoe ORNaifH-TONI0COBaHHEY;

paspaGoTaHsl (YHKUMOHAIBHAA CTPYKTypa M TpeGOBaHHMA NpOrpaMMHOTO
KOMIUIEKCa Ha OCROBE MOAEJTH, OPHEHTHPOBAHHOH Ha MOKCKH Cliefja aTakH,

HocToBepHOCTL pe3yabLTaToB HecAegoBaHHA. JJOCTOBEPHOCTE PE3y/bTATOB
HCCIIE0BAHNA 0OBACHAETCA TOTHOCTBIO MaTEMaTHYECKOr0 NPEeACTaBlIeH s 3allaH,
TOYHOCTBIO MOAENH H TNapaMeTpoB TMOHWCKa CIEAOB aTaK, pa3paboTkoii
NporpaMMHOro KoMIUIEKca Ge30nacHoro oHnaiH-roIcCOBaHMs M HCMONB30BaHHEM
B 2T0# CHCTEME MPOrpaMMHOTO KOMILIEKCA MOKCKA CIIENIOB aTakK, a TAKXKE BLIBOAAMH
BEQYIIHX YIEHEIX ¥ CIEHATNCTOR B AaHHO# obmacTH.

Hayanas m mnpakTHYeckas 3Ha9HMOCTb pe3yJILTATOB HCC/IeXoBaHHs.
Haygnad  3HauMMoOCTB  pe3yNBTaTOB  HCCNCHOBAHHA  MOATBEPXKOACTCA
3 eKTHBHOCTHIO METOAA ONpefie/ieHHs CTeNeHN BO3ACHCTBHA Yrpo3 B mpouecce
sawuTel  MHQpoOpMauMOHHOM cHcTeMs! B pa3pabaTbiBacMOH  OpraHM3auuy,
ITOpHTMOM OOHapyKeHHs aTak Ha OCHOBE HEHpo-HeoNmpeAesEeHHOTO CHCTeMe
MEeTO/a MOHCKa CEOB aTakK, a Takke pa3paboTaHHOH MOJICITH aHAlIH3a aTax.

IMpakTHUeckas 3HAYMMOCTE Pe3yJILTATOB HCCIIENOBAHHA OOBACHAETCA TEM, ITO
nporpaMMHEIfi KOMIUIEKC, paspaboTaHHbIli HA OCHOBE MPEMJIOKEHHON MOJeNH H
aNropMTMOB, NOBHILIAET CTENEHD 3ALMMILEHHOCTH HHPOPMALIMOHHOM CHCTEMBI.

BHeJpenne pe3yJbTaToB HeclegoBanns. Ha ocHoee paspaGoTannoii Moenn
TIOHCKA ¥ aHaJH3a C/efIOB aTaku B MHGOPMALHOHHEIX CHCTEMAX, a TaKkke HaydHO-
NPaKTHYECKHX Pe3yNIBTATOB MO pa3paboTaHHOMY MpOrpaMMHOMY KOMILIEKCY:

«IIporpaMMHEI# KOMIUIEKC Helpo-HeonpeneeHHONH CHCTEME MOZICNIA NOHCKA
crefa MMeBLieli MeCTO aTaky B HH(OpMaUMOHEON CHCTeMe YdpexuIeHHH c
noMowsl0  npoueayps!  (OpMHPOBaHHA CHHCKA HCTOYHHKOB aTakH B
HAQOPMAIMORHON CHCTEME M ANMOPUTMa TNOCTPOCHHA KOMIUIEKCa COOBITHI
COCTOSIHHS Y3/ia Nnox Bo3neiicraneM araxhy BHeapeH B TYWUT umenn Myxammana
an-Xopasmu (cnipaska Ne33-8/6759 or 12 oktabps 2022 rona MuHucTepcTBa no
pa3BHTHIO HH(GOPMALUMOHHBIX TexHonoruii m xommyHukaumi). Ilo pesymwraram
Hay4HbIX HCCIeAOBaHUH, NTOC/Ie nepecMoTpa TpeGopaHnii K 3alIKTE CyLIEeCTBYIOMEH
HAGOPMALIMOHHOMN CHCTEMBI, CTeNeHb €€ 3aIIUIIEHHOCTH NMOBBICHIAch Ha 21%. C
nomomeio ¢opMupoBaHus 6a3sl NAHHEIX CJIEI0B, BEITBICHHBIX OT NpeABUTyIIHX
aTak Ha CHCTeMy CTeleHb NpEAOTBpAlleHHs e¢ INOBTOpeHHA B Oynylem
yseymuniack Ha 71%. Kpome Toro, myTeM 610KMPOBKH NOBTOPHBIX HEYA@YHBIX
MOMNLITOK B CHCTEME BO3MOXHEIe MOBTOPHbIE Yrpo3nl GEUIH yMeHbLIeHE! Ha 50%;

«TTporpaMMHEIYi KOMIUIEKC /Ui MOHCKA C/IEROB aTakH B HHQOpMalMOHHOMH
CHCTeMe opraHuzauuu» ObUl  BHeZpeH HA YHUTapHOM TNPEANPHATHH
MHoroyHKIHOHaTLHOTO MHGOpMAlHOHHOTO LieHTpa «SSP MapoxaHm» (cnpaBka
No33-8/6759 or 12 oxrabps 2022 roma MwummcTepcTBa 10  pa3sBUTHIO
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HHQOPMaUMOHHEIX TEXHONOTHH H KOMMyHHKaumii). B pe3ynsTaTe HaydyHOro
Hccnenosanus co3gaHa BO3MOXKHOCTh OGHApyXeHHs aTak Ha HHQOPMAUHMOHHYIO
CHCTeMy yupexIeHHA H ApeqynpexIeHHs 06 3TOM CHCTEMHOTO afMHHHCTPATOPa;

Tporpammusie xoMmtekcs! «Besonackoe ommalin-ronocosanne» u «ITonck
Clega araku» GbUl MCTIONB3OBAH B TECTOBOM peXHMMEe B I OCYJapCTBEHHOM
YHuTaprom npennpuaThH «LlenTp kubepGesonmacrocTry. (cripaska Ne33-8/6759 ot
12 oxrabps 2022 roma MuHucTepcTBa MO pa3sBUTHIO HHGOPMAHOHHEIX
TeXHoNorui M KOMMyHHKaumii). B pesysnrrare HaydaHOro MccljiefOBaHMA, NyTeM
NeépecMoTpa TeKymux TpeGoBaHMii K 3auguTe HHHOPMALMOHHEIX CHCTEM, YPOBEHB
3almuTel yBenuuHnack Ha 21%, a 3a cuer dQopmupoBanms 6a3Bl  JaHHBIX
O6Hapy>eHHBIX C/eNIoB, YPOBEHE TIPEAOTBpAIEHnA B GyQymeM YBEIMUHIACH Ha
72%.

AnpoGauns pe3ynbTaToB paGoThl. PesynkTaThl NaHHOFO HCCEAOBaHAS
ofcyxnens: Ha 11 Hay4HO-NpaKTHYECKMX KOH(EDEHUHSX, B HYaCTHOCTH
4 MexxyHapomHEIX 1 7 pecnyGITMKaHCKIX HayYHO-TIPAKTHUEeCKHX KOH(EpeHIMIX.

Ony6/lexoBaHHOCTE Pe3yALTaTOB HecienoBanna. ITo TeMe AMccepTanAM
ony6nuxoBaHk Beero 17 HayuHsIx pabot, H3 HHX 5 cTaTell B HayYHHIX H3JAaHHSAX,
PEKOMEHAOBAHHLIX [JiA MyONWKaUHMM OCHOBHBIX HAydHBIX Pe3yJIbTATOB
Auccepraunn Beiciueii aTrecrauuoHHol komuccHel Pecry6nukn Vi6ekucran, B
TOM uncne 1 — B MHOCTPaHHBIX H 4 — B pecHyONMKaHCKHMX JXypHAaX, Takke
ToJlyyeHO 1 CBHACTENLCTBO PErHCTPAllMH MPOrPaMMHOIO MPONYKTa CO3AAaHHOIO
s 3BM.

Crpyxtypa H o6bem ancceprauun. CTPyKTypa ONCCEPTALHH COCTOMT W3
BBEICHHS, YETHIPEX IJIaB, 3AK/MIOYEHMS, CIHCKA HCROJB3OBAHHON JIMTEpATyphl,
CIHCOK cokpalleHui U 06o3HaueHuit a Takoke mpunoxenus. O0beM AuccepTauMH
cocTasnser 117 ctpanu.

OCHOBHOE COAEPXXAHHUE HHCEPTAI“IK

Bo BBeaenwn 0GOCHOBaHBI aKTYalBHOCTh H BOCTPeGOBAHHOCTE TEMBI
AuccepTauMH, MOKA3aHO COOTBETCTBHE TEMBl OWCCEPTAHMH C NPHOPHTETHLIMM
HalpaBieHHUSIMH Pa3BHTHS HAYKH W TEXHONOTHHA Pecmy6mukm V3GekucraH.
Ccdopmymiposans! ness 1 3a1a7H, ONpeneneHs! o6BEKT i MpeaMeT HCCeOBaHN,
H3JlO)KeHa Hay4YHas HOBM3Ha M TIPAKTHYECKHE pe3yNbTaThl HMCCIIENOBaHMs,
06ocHOBaHa  JIOCTOBEPHOCTb  MOMYYEHHHIX  Ppe3yNLTATOB, pacKpbiTa  HX
TeOpeTHuecKas M MNpakTHdeckasd 3Ha4YMMocTh. ITpHBemeH nepeuenHs BHEOPEHMA
PE3YNLTATOB HCCIICZOBAHWA B NPAKTHKY, CTPYKTYypa HIHMCCEpPTAl[HH, a TakoKe
cBenieHns 06 onmy6HKoBaHHEX paboTax Mo TeMe AUCCepTaLMH.

B nepeofi rnaBe HmHCCEPTALMM, O3ariaBiieHHOMN «IIpo6aeMst ®
TeopeTHYeCKHe OCHOBLI KOMNLIOTEpHOH NpecTynHocTH B Ge3lomacHoCTH
MHQOPMAIMONHLIX CHCTEM NPEACTARIIEH aHATH3 KOMITEIOTEPHOH MPECTYMHOCTH
H CyILIeCTBYIOIIHE NpaBOBLIE HOPMBI B 06y1acTH HHGopMannoHRo# GesonacrocTH,
ee creuuuueckne CBOKCTBA N KPHMHHATHCTHYECKHE XapaKTEPHCTHKH, MpoGneMbl
KOMTIBIOTEpHON MPECTYMHOCTH ¥ CPABHHTENBHEI aHANIM3 METONOB onpeneneHus
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KOMITBIOTEPHOTO  MpeCTyIUIeHHd, a  Takke  copMHpOBaHH  3afadH
JHUCCEPTAHORHOM paGoTel.

Mzyuenne W aHaiM3 KOMMBIOTEPHBIX NpPECTYIVIEHHH B MH(OPMAUMOHHBIX
CHCTEMax MOKasall, ¥To 32 NocJ/ieHee AECATIIETHE HX KONHYECTBO YBETHUMIOCH B
22,3 paza H NpOJOJDKaeT pacTH Ha 3,5% B roa. omoBoii offbeM MaTepHaIBHOTO
ymep6a ot mpectynnenuii cocrasmn 8,5 MHUTHapA ZoJUTapoB. OnpenesieHHEI
NPOLEHT MPECTYTUICHHH OCYIMECTRISETCA YCNEITHO, HO H3 HHX H3YYEHO TONBKO
49%. 310 coctamiser 25,5% 0T O6GmMEro KONMUECTBa YrONOBHBIX AEJl, CPegHHi
TIOKa3aTellb KONHIECTBAa NPHOCTAHOBIEHHEIX YIOJIOBHEIX Aen cocramnset 43,5%.
3TO CBHAETENIECTBYET O HENOCTATOYHOM YPOBHE KBAUTHOHKAUHH COTPYAHHKOB
OpraHh3aiMii mo Ge30macHOCTH, OCYINECTBIIOUHMX  HEATENBHOCTE 110
B036YKIEHHIO, PACCIEOBAHHIO U IPEXYNPeXIEHHIO YTOIOBHBIX JIEJT.

Bce BrmmeckazanHoe GecrnopHO JoKa3LIBaeT 06 aKTyalTbHOCTH BHEAPEHHS B
CHCTEME!  OORapykeHMA aTak CHeUMATbHBIX  TPOTPaMMHO-ANNAPaTHEIX
KOMILIEKCOB, NMpeOHa3sHaYeHHEIX A WX oOHapyxeHHA. THHYHas apXMUTeKTypa
CHCTEMBI OGHapyxkeHHs aTak Bkmodaer B cebf cremylolIME KOMIOHEHTHI
(Pucynok 1).
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PrcyHok 1. ApxATeKTypa CHCTeM 06HApyXeHHH aTaK

B peaynsTaTe npoBeJeHHOTO aHAIN3a METOLOB 0OHapY>KEHHS aTak Ha OCHOBE
CHTHaTYp M COCTOSHMM, HCNONB3YeMBIX MHOTHMH HCCNEHOBaTeNAMH, Gbino
YCTAHOBJIEHO, YTO YISl YCOBEPLIEHCTBOBAHHA M MOBBILIEHHA MX 3¢deKTHBHOCTH
HEeoOXOAHMO peInHTh ClIeAyIOLIHeE 3aHaqH:

8. BRIABATE MCTOUHMKM yrpo3 HH(QopmaumoHHol GezonacHoctTH B
nRgopManoOHHOl CHCTeMe, a Takke pa3paboraTs mpolenypy mpotecca,
OCHOBaHHOFO Ha apXMTeKType HH(GOPMALHMOHHON CHCTEMEl H akTopax aHanH3a
CNleJIOB 8TaKH.

9. PaspaGorare cueHapuu ¢OPMHpPOBaHHA Y3IOB, MX COCTOSHHSA, 8 TaKKe
H3MEHEHHA COORITHIL B CTIEACTRBHE aHANN32a CIICHOB aTaKH.

10. PazpaboTaTh anrOpHuTM NOCTPOCHHA MOHE/NM ITOWCKA CRNENOB aTak H
onpe/eNieHAs ee napamMeTpoB B HHGOPMaLMOHHOH CHCTEME.

11. IpennoxuTh METOANKY MOATOTOBKH Habopa HCXOMHBIX NAHHBIX (YueGHEIX
BEIGOpPOK) U1 Helipo-HeYeTKOH CHCTEMBI.
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12. PaspaGoTaTh METON OLIEHKH CNIEI0B aTaky B HH(OPMALIMOHHOM CHCTEME.

13. YcopepmencTBoBaTh MeTOmMKY momxoZa K oueHke 3(QEKTHBHOCTH
3aLIUTEI HH)OPMALMOHHOM CHCTEMBL.

14. PazpaGotate TpeGoraHNA K QyHKUMOHANEHOM CTPYKType MpOrpaMMHOrO
KOMILTEKCa [jist IpeajiaraeMoit MOZIeJH H aNrOpHTMOB.

Bo sTOpO#t rnaBe muccepTamuu, o3arnaeneHHol «IlocTpoeHne KoMILleKca
MoResieil H cofbITHIDY HCCIeNyeTcs apXHTEKTypa MH()OPMALMOHHEIX CHCTEM M
MozenH arak. PaspaGotana npouenypa ¢popMHpOBaHHA CITHCKa HCTOYHHKOB aTaKH
H a/ITOPHTM TIOCTPOEHHA MHOKECTBA COOBITHI COCTOAHHA y3/a nof Bo3felicTBHEM
aTakd B HMHQpopmaumoHHOH cucteMe. ITlpennoxkeH anrOpuTM Hepo-HeyeTKoM
CHCTEMBI, afaNTTHPOBAHHBIH 1A KIIaCCH(HKALHM CIIEOB aTaKH.

B pesynsrate uccnenosanuii chopMHpoBaH nepeyeHs NpoLedyp Ha OCHOBE
BBIABAICHHUA BHMOB MAaTEpHAlbHOIO M HEMaTepHANBEHOTO yIMepba M HETraTHBHEIX
NOCNeNcTBHA, BO3HMKAIOMIMX TOCNE aTaku Ha WHGOPMAUMOHHYIO CHCTEMY
opranusaimn. ins sroro Buael ymep6a (3T) u HeratusHile nocneactsus (CO)
npeanaraloTces 0603HaHTh CleayomuM o6pasom:

37,,-BH1 ymep6a, HaHeCEHHOTO (HH3MIECKOMY JIHLTY;

CO,,-HaHeceHne ymepba cyOBeKkTy, ero nepcoHanbHEIM HaHHBIM ITyTEM

He3akOHHOH  oOpaboTkW, BiIIOYad HApymIeHHe MNpaB Ha  JIMYHYIO
HENPHKOCHOBEHHOCTD, JIMMHYIO H CEMEIliHYIO TaliHy;

37,, - Bu yiep6a, HAaHECEHHOTO IOPHANYIECKOMY JIHLLY;

CO,,-HapywieHue TpeGoBaHHii HOPMaTHBHO-METOAHYECKMX AOKYMEHTOB B
obnacti uHpopMauMoHHO Ge30MacHOCTH;

CO,, -HapylIeHUe RENOBO# penyTalHy IOPHINYECKOro JIHLA;

C0,, -He00X0ANMOCTE M3MEHEHHA  (PEKOHCTPYKIIHH) MpoLEeccoB
(YHKUHOHANBLHO-TOTHYECKOTO OTHOLIEHHUA, OCYIIECTBILAIOMMXCA B
HH$OpMaLMOHHO# CHCTEME;

C0,,~ BHABI ymepba, CBA3AHHOIO ¢ GYHKIHMOHHPOBaHHEM HH(OPMALMOHHEIX
MH(PACTPYKTyp, aBTOMaTH3HPOBAHHEIX CHCTEM YNPARJICHHS TPOLECCAMH;

CO, ;- nanecenme ymep6a I0pHIUYECKOMY THIY B BUe GHHAHCOBEIX TIOTEPD
MyTeM yTeuKH 3alHIeHHOHA HHpOPMaLMK K He3aKOHHOM 06paGoTky.

IlporHosupyio MHGOPMALMOHHYIO CHCTEMY H CTeNEeHbL €€ BO3MOMKHOCTEl

CTPYKTYPpbl, 3JIOYMBILUICHHHKOB MOXHO pa3fecinTh Ha rpynnsl, KOTOpEIE
BK/TIOYaI0T:.

H’ -—OCHOBHad BO3MOXHOCTb MNPOBENEHHS aTakl Ha HHGOPMALMOHHYIO
cHcTEMY;

H'-OCHOBHLIE paCIUHDEHHBIE BO3MOXKHOCTH peaNM3aUMH aTaKd Ha
HH(OPMALMOHHYIO CHCTEMY;

H? —cpemHas BO3MOXHOCTh pea/M3alliM aTak Ha AH(OpMaLHOHHYIO
CHCTEMY;

H? —BHICOKas BO3MOXHOCTb pEATH3ALMM aTakM Ha HH(}OPMaLNOHHY10
cHcTEMY;

H* —HOBas BO3MOXHOCTh PEANM3ALNH aTakH Ha HHGOPMALMOHHYIO CHCTEMY.
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CymecTsyioT clieqyiomue BAIL BINAHAA BECa Ha OOBEKTH! BO3AEHCTBHA 1O
BAIOY NPHIHHAEMOrO 3THM (U3NYEeCKHM H IOPHOWYECKHM JiHuaM ymepba
BO3MOXKHBIX HEraTHBHEIX NOC/IEICTBHIA:

W, =Hapymenue  KOHMAEHLUHANEHOCTH, UENOCTHOCTH, JOCTYIHOCTH,
NOUTMHHOCTH,  6€30TKAa3HOCTH, NONOTYCTHOCTH, HMASHTHYHOCTH  CBOWCTB,
HagEeXHOCTH.

Kpome Ttoro, Obula BeigeneHa knaccudmkalMsg N0 TPeEM THNaM
3710yMBIIUIEHHHKOB:

B'-B JaHHYI0 KIaCCHHKAIMIO 3MOYMBIINIEHHHKOB BXOISAT CTELHANHUCTEI,
OTBETCTBEHHBIE 32 QYHKUHOHMpOBaHHE HH(OPMAIIHOHHOH CHCTEMBI OpraHH3aliH.

B - B NaHHYI0 KNaccuHKaUMIO 3/I0YMBIILIEHHUKOB BXOAST NONB30BATENH H
TIOCTAaBIIHKH YCHYT C BEICOKOMH CKIIORHOCTBIO K B3/IOMY HR(GOPMaITHOHHON CHCTEMBI
OpraHH3alHH.

B® - B 3Ty xiaccubHKALMIO 3N0YMBILLTEHHHKOB BXOOAT NpeAHaMepeHHbIe W
HEKOMMETEHTHbIE AeiHCTBHA monk3opareneii B MHpOpMauUMOHRON CHCTeMe
OpTaHH3aLHH.

BusyanbHoe mnpeACTaBleHHe BIMSHHA NpoLEeOypsl H Beca Ha OOBEKT
BO3ACHCTBHA, B CIIEACTBMH 4Yero BO3HHMKAIOT HETaTHBHBIE HOCHEACTBUA B
38BHCHMOCTH OT CTENEHH BIIMAHHA aTaKH, PHCBOSHHOr0 YPOBHaA KilacCu(UKaLHH,
BIIMSIHHA yep0a npeAcTaBiieHsl Ha pHCYHKa3 2 ¥ 3.

Prcynox 2. BasyannHoe npeAcTaBiieHHe BIASHHS Npoleypb!l B Beca Ha
00beKT Bo3eiicTBHA (H3HIECKOro JIHIA

Pucynok 3. BusyaabHoe npeAcTaB/ieHHE BJIHSHHA Npolie/lypL! 4 Beca Ha
06BexT Bo3ReiiCTBHA IOPHANYECKOTO THOA

IpennaraeMas NpoLEAYPa 3aBHCHT OT KaXAOro COOBITHA M XapaKTepHUCTHK
HHOPMALMOHHOH CHCTEMBl, a TalKke COCTOAHHA Y3NOB MpH  aTake,
COOTBETCTBYIOWIHX MOJIB3OBATENIO H €r0 posiM. D10 TpebyeT co3naHna coObITHi
COCTOSHHS Y3713, HAXONAITHXCA MOJ BO3AEHCTBHEM aTaKH.

IpenoTspaineH#e aTak B HHPOPMaUMOHHON CHCTEME OCYIUECTBAETCHA Ha
OCHOBE TaKHX OOBEKTOB BO3MEHCTBHS kaK, METOHBI TpPOrpaMMHO-anmapaTHoH
sampaTs! HHPOpMAlMH, B 4YaCTHOCTH KOMIUIEKCHHIE METONB H CpencTsa
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MEXCETEBOTO  3KPAHHPOBAHMA H  MOHHTOPHHTa B  HH(OPMaUHOHHO-
KOMMYHHKAIIHOHHBIX CHCTEMaX M (GHIBTpaMH ceTeBoro Tpaguka. CylEeCTBYIOT
aTakH, KOTOphIe He MOTYT OBITh 0GHapY KEHBI MepaMH, peaNH30BAHHEIMH Ha OCHOBE
3THXx oObekToB Bo3geiicTBuA. Ilocne ocymecTeieHMs aTakH BO3HMKaeT
Heo6X0AHMOCTb OnpeneNHTh 06BeKT ee Bo3aelicTeus i sug ymep6Ga. ITpn 3ToM
Heo6X0aUMO paccMOTPETh COGBITHS COCTOSHHSA Yana Noa Bo3ACHCTBHEM aTaKH yIs
HHGOPMALMOHHOMN CHCTEMBI.

CofeITHa cocTOSHMA y3na HHGOpPMALMOHHON cHCTeMbl GBUTH MOCTPOEHHI Ha
ocHoBe TpeGoBaHHH, YCTAHOBJEHHEIX BlAJENbIEM CHCTEMEI.

TTons3oBaTens (U), (i=1,..N) N-xonmuuecTB0  NoOnb30BaTeliell,  posb
(R)), (j=1..M) M -xromiraectBo poneli. Kaxnoe co6ermue ympasnsemoe B
HHOOPMALMOHHON CHCTEME M MX KOJHYECTBO 3aBHCHT OT (YHKLMOHATBHEIX
BO3MOXKHOCTeH caMoif HHpopmaumoHHOM cHcTeMsl, cobhrtue (E,), (e=1,..L) L-
KonmMuecTBO cobbITHi, co6biTHE KRKAOTO 06BEKTa NOyUeHbl B HHPOPMALIHOHHOM
CHCTEME, KOJIHYECTBO  XapaKTEPHCTMK OFpaHMYEHO M  XapaKTepHCTHKa
(£), (k=1,..K) K~ KONN4YECTBO XapaKTEPHUCTHK.

TTocTpoenne koMruiekca COOBITHIT COCTOSHHA y3Nna GMHApHOIO OTHOLIEHHA
JIOTHYECKOTO YTIpaBlieHHA Ha OCHOBE CTeHEpHpPOBaHHLIX NapaMeTPOB NMpeICTaB/ieH
Ha Pucynke 4.

Pucynok 4. a), 6) 1 ¢) GunapHoe 0THOMEHNHE JTOTHYECKOr0 YOPABJIeHHS
NOJIL30BATEJINA, POJIH, COOLITHSA H XapaKTePHCTHK

Bo rTOpoit rnaBe AnccepTallky, olarfaBneHHoH «[IOHCK M oneHKa CJIeA0B
aTaKk B HH(OPMAIMOHHOH CHCTeMe» NPEIOKEH AMTOPHTM IOCTPOEHHA H
HacTpOWKH NapaMeTpoB MOZENH TMOWCKA CNENOB aTakM B HH(OPMaIHOHHOM
cucreMe. PaspaGoTaH MeTOA M aNlrOPHTM OLIEHKH ClIEIa aTAKH B MH(OPMAIHOHHOM
cucTeMe. YCOBEDIICHCTBOBAHA METONMKA OLEHKH 3((EKTHBHOCTH 3aLIATEI
MHGOpPMALUMOHHEIX cHCTeM. PaspaGotanm dyuxyumonantwas crpykrypa ®
TpeGoBaHHA K IporpaMMHOMY KOMILIEKCY MOHCKA Cea aTaKH.

Tpasnna peamusaunn MoReNW HedeTKoH HeHpoHHOMN ceTH, OCHOBaHHOMN Ha
MpaBHiIaX IOMCKA CNleia aTakH B WH(OPMALMOHHOMN cHCTeMe HMEeT ClIeAYIONIHIt
BHI:

R :Ecmu (5, =A,N..0 (@ =A4)N...A (5, =A4,) T0

y=ch+jzﬂc,xj.j=l...n mmR,:ﬁ(x”=A'),ms (1)
J=l
Yi=Co+ Y X i=lori=ln. R= "R - nabop obumx npasn.
j= =
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B Boipaxenun (1) MeTofoNnorns moMcka CENOB aTAKH B HHGOPMAIMOHHOM
cucreMe onpenesnercs 6a3oit npasu.

Heuerxas neifponnas cucrema ANFIS ocHOBaHa Ha CNIEQYIOLMX NPaBHAAX:

— TOYHOCTh BHECEHHEIX NIEPEMEHHEIX;

— onpefeneHHocTs GyHKUHH MpHHageKHOCTH (yHKuuei Iaycca.

2
ﬂvuj)=¢xP[_%["‘]b_%) ]
()

TAe BXOIHEIE CETH y;, HACTPOHKH a,Hb; ABNAIOTCA NapaMeTpaMbl QYHKUHMH

TPHHAIEXHOCTH.
IMocne pedasudukauMm [ANA  MONyUEeHHs BHIXONHOM  mepeMeHHOH
(yHKLMOHANEHAA CBA3b BEIPAKACTCA B CECAYIOLIEM BHIE:
2((‘:- +ict"/)l=[ Ha, EA) i(c., +ic'x’ )ﬁeXPIV—(fJ;_a'-I)I]
_= yrd y ol Jot 7] .,

5]

¥y

)2 | G gflcxp[_(%)xj

310 BHipakeHHe ocHOBaHO Ha ceTH ANFIS ¢ McnosiB30BaHHEM anropuTMa
Takagi-Sugeno-Kang (TSK), koTopbiii BkmouaeT B ce6s NATh 11aros:

Tepeeiif war - ¢as3uduxauns KOHKPETHBIX NEPEMEHHBIX BHIMOMHSET
cnefytomyio npoueaypy x,;(j=L2,...n).

Bropoii war - 3neMeHTHl @jj U bjj BEMHCIAIOTCA C NapaMeTpaMH BECOB M
3Ha"eHNAMH QYHKIMI NPUAAVIEKHOCTH 4, (x;), 3aNaHHBIMU QyHKUMAMH ['aycea.

Tpernit mar — yMHOXKaeTcsd pe3ynbTaTel 3JIEMEHTOB BTOpOro lara H
reHepHpyeTcs 3HavueHNs QYHKILHH, TO ECTh

»=(c, +Zlc,jx'j).
j-

IlepBhiii 3/1EMEHT 4YeTBEpPTOTrO INara HeoOXOAWUM [UIA AKTHBAlUWH BhIBOIOB
NpaBw1 MO 3HAa4YEHHAM, COOPaHHBIM Ha 3-M Iare, CTENMEHAMH NMPHHAIEXHOCTH
HeoOXORHMBIX YCIIOBHAM NpaBHiI. BTopoii aneMeHT YeTBEpPTOro wiara BBIMOJHAET
JONOJIHUTENbHbIE OnepauuH Ijia AanbHedweil dassudukauny pesynpraTa ceTn
ANFIS. .

JTOT [ar COCTOMT M3 OAHONO HOPMAIH3YIOIREro 3JIEMEHTA, KOTOPBIA
mudukauupyer pesynsrarsl cetd ANFIS:

- B co3naumm ANFIS Ha ochose anroputma Sugeno~Kang comepxutca
2 napameTpHdecknx mnpapuna (Ha wmarax 1 u 3). IlapamMeTpsi, kOTOpBIE MOXKHO
HAaCTPOHTH BO BpeMms oOy4enms cetH ANFIS:

— Ha mepBoM mare (QYHKIMH TMPHHALICKHOCTH He JMHEHHLIX NapaMeTpoB
a;; u by, sensmorcs ¢a3sudHxaTopamu;

— Ha TPeTheM INare napaMeTphbl JHHEHHBIX (YHKUMH Cj, H C;jHCIONB3YIOT
BEIBOIBI M3 Ga3bl NPaBUN y, =(c, +.c,x)).

J=t

Tlpn HATHIHH 7 NPABHI ¥ m BXOMHBIX NepEeMEHHBIX KOJIHYECTRO NapaMeTPOB
Nepeoro Iara paBHO 2nm,a KONHYECTBO MapaMeTpOB BTOPOTO 1Uara paBHO
2—n(m+1). O6mee KONAYECTBO HACTPaHBAEMBLIX NTAPAMETPOB COCTABIISET n(3m+1).
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Ha cnenytomem stane npennaraemoli MOZeNH paccUMTHIBAIOTCA TapaMETPEI
¢, ¥ ¢; TMHEAHBIX YHKIUHA C YIETOM 3a/JaHHBIX 3HAYEHHIT NapaMeTpoB a, u b, .
¢, M ¢; apaMeTphl HAXOAATCSH ITYTeM PellleHHs! CHCTEMB! JTHHEHHDBIX YPABHEHHI.
3T0 YHCiI0 BEIPAKAETCS B BHAE BEIXOAHOM MepeMeHHOMN:
- - I-T/a_ =) ﬁm[-(%h)’]
y'=§w,'(c,,+§c.x,) e W) =2 ==t =

gﬂ” 4,(5) _iflwl-(f;;—"%)’J

-y (N

= const

Tlocne onpenesnenus JMHEHHBIX NMapaMeTpoB BHIGPAHHOTO ij — IMA BCeX
obydaromMX BBIGOPOK HCMONB3YETCA KOPPEKUHs, BEMHCICHHE (PAKTHIECKHX

BBIXOJHBIX JAHHBIX CETH H TMHEHHON 3aBUCHMOCTH ANf HUX:
m

(8))

rae BeKTOp oMby onpenensercs ceaylomum oGpasom: e=y —y, oTcioAa
ONpeAenstOTCs TeKYIHe NapaMeTpEI:
dE® (1)

@)
da(,

dE®(¢
u b,}"(t+1)=b,§*’(t)+c—db§752

aP@+)=a’()+c

Mogens noWcka ciega aTakM Ha OcHOBe Hejipo-Hederkoro ANFIS ¢

Hcnons3oBaHueM anroputMa Takagi-Sugeno-Kang npusenen Ha pracyHke 5.

- p— lmar 2-mar 3-mor 4-mar Semar Bm:;'mﬂ
mar

X,

Prcyrok 5. Mogens noucka cjiela ATaKA Ha ocHoBe Helpo-HedeTHOM
cnctembl ANFIS
TpennaraeMsii  cmoco6  3aKmiovaeTcs B peanM3aUWM  HeYeTKOH
TPOM3BOACTBEHHOH  MOJENM, OCHOBAHHOH Ha  mpaBWnax  anrOpHTMa
TIPOM3BOAHUTENbHOCTH ceTH CHCTeMB! ANFIS ¢ anropur™oM HeweTkoro BHIBOAA
Takagi-Sugeno-Kang:
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N
R:ecmux, =4 10 y=c,+) ¢x,i=1..N.
i=1

Ha ocHoBe paHee ycTaHOBNIEHHBIX NOKasaresiel W TpeGoBaHuit mo 3auiure
uHGopmaiyH, a Taoxe 06HapYKEHHBIX CTeJOB aTakH B TeKyIel HH(OpMaLUOHHO#M
CHCTEME H Ha OCHOBE InepedHs ee HHGpacTpyKTypr! cdopMupoBaHa Gasa npasu,
9acTh H3 HAX OB paspaboTaHa Ha ocHoBe Tabmuue 1.

Ta6anna 1.
Ba3a npasui s oneHKH 3¢ deKTHBHOCTH KOMILIeKca MOHCKA ciea
aTaxH B AHQPOPMaLMOHHOMH CHCTeMe

Ecm (IF)
Ne Toraa (THEN)
Bxognsie | BrixomHeie VpoBeHs ciiefia aTaky
rapaMeTph! | mapaMeTphl
) x 2 OueHb HU3KkMii (oueHs|  DddexTuBHOCTE
1 1 MaJIOBEPOSATHEIH) JOCTHTaeTCA
2 x 2 Huzxni 3ddexTHBROCTL
2 2 (ManoBepOATHEII) JIOCTHTraercs
3 x 2 Cpenunit 3¢ dexTHBHOCTD
3 3 (BO3MOJKHBI#) JIOCTHraercs
4 . 2 Beicoxuii OddexTHBHOCTL
4 4 (BepoATHBDIi) JIOCTHraeTcs
OvueHb BEICOKHIA
A¢dexTuBHOCTL He
3 *s Zs (= JIOCTHTAETCA
BCTpevalommiics)

KosmecTeeHHbIE 3HAYEHHS JIMHTBHCTUYECKNX NEPEMEHHBIX MPECTABIEHE! B
Tabnuue 2.

Tab6anua 2.
KosingecTBeHHBIE 3HAYEHHS JHHTBHCTHYECKHAX MepeMEHHbIX
Ne O6o3nayeHne Hcxoanoe 3Hauenne
BLIpaJkeHHe
1 |Ouens nuskuit (ouens ManoseposTHeit) | 0,1<|x—z[<03 | 0,1~0,3
2 Huakuit (ManoBeposTHLIN) 0,3<lx-2|<0,5 | 0,3~0,5
3 Cpennnit (B03MOXKHEIiH) 0,5<|x-z|<0,7 | 0,5~0,7
4 Bricokuii (BepoATHBIH) 0,7<|x,-z|<0,9 | 0,7~0,9
OveHb BRICOKHI (7acTO
0,9<|x, —z,|<1 0,9~1
3 BCTpeYalomuiics) -zl

B xome pabotei Gbut mpoBeneH MacurTabHBIH aHATH3 JAHHEIX, TAKHX Kak
pelnenns s HHPpPaCTpYKTYpEl HHPOPMALHOHHOMH CHCTEMBI, CTATHUECKHE MOIENH
aTakH Ha HHGopMaLUMOHHYIO cucteMy. Ha 0CHOBaHHH 3TOTO YCOBEpLICHCTBOBaHA
METOHKA OLEHKH 3()()eKTHBHOCTH 3aIMHTHI HHGOPMALIHOHHOR CHCTEMEL.

DyHKUROHANbHAA CTPYKTYPa NpOrpaMMHOTO KOMIUIEKCA IMOMCKa CIIEA aTakH
npeacTasneHa Ha Pucynxe 6.
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Pom Hadopuamsiorian
Cuenapuit cucrems
— -——l—— Ornowense Ha sec >
Kypran o g
: !
o Conocrasnene
HCK CTICIR ATAXH o
Onpenencune
Aranm . sepo

Pucynok 6. @ynkuHOHAIbHAS CTPYKTYPa NPOrpaMMHOTO KOMILTexca TIOHCKA
cjlefia aTakH

_ Yersepras rnaBa AMCCEPTALMH, O3araBiieHHad «DYHKIOHANLHLIE 32Ja9H
M pe3syaLTaThl BHEAPEHHA NPOrPaMMHOTO KOMILIEKCa»  noCBALICHA
(GyHKUHOHANBHOM CTPYKTYpe BHeOpeHHO# CHCTeMEl «bBelonacroe omnaiin-
FOJIOCOBaHHE», OLieHKE M aHAMN3Y 3()(eKTHBHOCTH MOJIE/H NIOHCKA ClieAa aTaki B
nHpOpMalMOHHON CHCTEME, a TakKke aHamM3y TpeGoBanmMii M pesynsTaToB
BHEJPEHHA.

Hcxons M3 3TOro, MOMCK Cjiela aTakH B HH(MOPMAIHOHHON CcHCTEME H
CTPYKTypa ynpasieHHs 0OHapyKeHHOM aTaku NMpeJCTaBNeHE! HA PHCYHKE 7.

OrzoweHie Orrowenne
nordeckx poneit =+ norycckiX COGIMI -
R—E E—P @ Jlorumecxoe
Cers ANFIS OTHOWITHHE, HA OCHOBCS
1 l Toqrofl CTpyKTYpM
Ortowetne 1 =
JIONTICCKHX OCRHOBC
nonssosatenelt APM Data set Mpezocramie| Baprext CTELFAIHONO RXX0Ra
U—=R (rporpmne e [H]Pesocmsael L (Unicode, UTF-8 Ba
8807A) Lo UTF-16)
]
B nommarmm
Haexcaus [~ WT:V? 7] Apxm amaentua HC
e S 1 1
l ] k) ] 3 I Yapannerize
HC Huc HC uc | ®
l 1 ™ Ty = 1 ] N-xozyms :
|
Lttt ——1 _|
Prcyrox 7. Cxema noncka caega ataka B UC ¥ ynpasnenns

oOHapyxeHHo ATaKH
B uHdopmannonHoii cucteMe opMupyercs Gaza 3HaHHH Ha OCHOBE TpaBHI
TIOMCKAa CJIEROB aTakk M Ha e¢ OCHOBe CTpoMTca data set. [Ins kaxmoit
HHOpMalHOHHON CcHCTeMBl Bcerga paspabarTeiBaeTcs OTHeNMBHEHT data set,
TIOCKOJTBKY KaxbliH CHCTEMHEIH data set co3jaeTcsi Ha OCHOBE PONH KaXIOTO
TOJTb30BaTeNA B HHGOPMALMOHHOM CHCTEME.
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C nomomu MogesH, NpeIokKeHHO# B HCCIENOBAHHH U AITOPHTMAMH IS
PeMeHnd TakMX 3afad OBUTH NpOBEAEHBI 3KCMEPHMEHTEI N[O CPaBHEHMIO
MPOH3BOAHTEILHOCTH HEKOTOPBIX MozeteH knaccuduKanmii.

B HayuHOM HccrieoBaHHHM rpaduueckoe MPENCTAaRNEHHE CPaBHHTENLHOTO
aHanmH3a npegyaraemoii cucreMsl ANFIS Ha ocHOBE MOCTpoeHHs Habopa JaHHEIX X
KOPPeKTHPOBKH  CyIICCTBYIOIOMX MoOfeNieli M  3/IEeMEHTOB Ha  s3bIKe
nporpamMmupoBanHs «Python» npefcrasneHo Ha Pucyrke 8.

im A S P, et (O —— ., -
0 5 =] H 8]

Naif Bayes k Nearest Neighbors Support Vector TMpeanaracmstil Moaens
(KNN) Machines (SVM) ANFIS HHC
Pucynok 8. I'paduk cpaBHHTeNIbROr0 aHANH3A Mo/eJleil pemenns
npobJieMnl
Takum o6pazoM, mng HaHHBIX YCNOBHH 3aauu peKOMEHIYeMblH Monenb
SIBIIAETCS HAWTYYIOHM MO TIOKa3aTeNAM FIOHCKa B 0OHapyKeHHs Cllefia aTakH.
Y1061 ompeneNMTh yOOOCTBO  MCMONB3OBaHHA W 3(DQEKTHBHOCTR
ApeljiaraeMoro MOMCKa ciiefla aTakW, OBUIO TIPOBEQEHO CPaBHEHHE COCTOAHHSA
CHCTEMBI JI0 M NOCJIe BHEIPEHHA.
IOna onpemenenns 3(¢eKTHBHOCTH H  pe3yJbTATHBHOCTH  CHCTEMBI
HeoGxomMMo BEIGpaTs cliedyloIHye NOKa3aTelH:
- 3alQWTAa IMyTeM OrpaHHYeHHs HOCTYINa C 3TOr0 HMEHH MOCJie aBTOPU3aLHH
nojs3oBatens ( H,, €IWHHIA H3MEPEHHS B NIPOLIEHTAX);
- npenoTBpalleHye IMyTeM MOUCKA CJIEA H 3aNicH 0GHapYKEHHBIX CIIe[IOB B
B/1 (B,, enmHuua H3MEPEHHA B NPOLIEHTAX);
- addekTneHOCTS paboThl cnenmanncTta (M,, €OHHHLA H3MEPEHHS B
MpOLEHTaXx);
- KOHTPOJb aTakH crieuuanucTom (E,, eAnHHIIa H3MEPEHHS B TIPOLIEHTAX);
Pacuer cymMmapHOro mokasaTeNii Ha OCHOBE ITHX NoOKa3sarenei
ocCyIecTBAeTCS CAEAYIOIHAM 00pasoMm.
0
k.=£%;"-.kz=§{,-.k,=:—:‘%.k4=l-%
rae N-KonMuecTBO mokasateneil (paBo N=4), k; - 3ddexrusrocts
noKasareneli, CCHOBaHHEIX COOTBETCTBEHHO Ha KPHTEPUAX KKAOH opraHu3auHH.
Tne 3¢dexruBHOCT: nokazarens k; pacuHTBIBAaCTCA CrefylolMM obpaszom («cM.

Tabmuny 4»). Tab
abanua 4.

Pe3yanTaTsl IO IOKA3ATEJNSIM OPraHH3ANHHA
«IlexTp kxnbGepbesonacHocTi
Exemecaunsiii | Exxexsapranoueiii | Exeroausiii | Cpeaublii
clc ||| |Tz |c|ct|T5| Ty
18124 21| 62 | 8 | 22 |179|220]| 20 21
66 | 93 | 71 [ 176 | 247 | 71 | 713|967 | 74 72

>
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Hcxons w3 tabmuust 4- C - cocTosHuE Nepel BHENPEHHEM CHCTEMBI, ct

- COCTOfHHE MOC/e BHEAPEeHMA CHCTEMBI H T —3(¢EeKTHBHOCTE IO TEKyIeMy
MOKA3aTeNIo.

Ipn onpenmenedun 3¢ ¢eKTHBHOCTH MOMCKA cliefla aTaKH eXeMEeCTIHOE,

©KEeKBapTAILHOE H  TOHOBOE  COOTHOLIEHHE  OMpeHeNIAeTcs  OTACNBHO
(Pucynxu 9-10).

Exemecaunbii %  Comal,§, 4
ExexoapTanohbil % S e 8.5
Exeronnbiit % 22

0 S 10 15 20 25
0 fo skeapewna B Mocne sHeapeHur
PHCYHOK 9, l"paqmqeclcoe npeacTaBJieHHe pe3yAbTATHBHOCTH
- YIYyYIIeHHSH 3aIHATHI CHCTEMBI

Exemecaunbil % E535,,3
Exexsapranshbin % EEEEEmSTleddb 24,7

Exerophnii % B ecawyeree—

2=67.31,7
© 10 20 30 4 S0 60 7 B0 S0 100

0o avegpenus 1 Mocne BHEOPEHUA

Prcynok 10. I'paduaeckoe npeacraBienne 3¢ peKTHBHOCTH ITyTeM
TMONCKA c/ieia M 3aNHCH cOHapYXKeHHDIX cjlefoB B Galy AaHHLIX

H3 nony4eHHbIX CTaTHCTHYECKHX JaHHBIX Ha OCHOBE BbiOpaHHBIX noka3areneit
IUIA HarfISgHOTO CPaBHEHHA OTHENBHBIX AAHHBIX CHOPMHPOBAHBI AMArpaMMElI B
Mmacirrabe kaxmoit opraHH3alHH.

B paccmaTpHBaeMbIX CHCTEMax oOOHapykeHble MHUMACHTEI H3yYaJHCh
akcnepTaMH no HHGOPMAaLMOHHOH G6€30MacHOCTH, pe3yJNbTaThl KOTOPBIX
CPaBHHMBANKCH C KOJIMYECTBOM OOHAPYXKEHHBIX CNIEJIOB aTaK HA OCHOBE CHCTEMBI
ANFIS. PesynuTars! npeacTaniens! B Tabnune 5.

Ta6anna 5.
PesyabTaTh! 3¢ $eKTHBHOCTH NMOHCKA CJIeAa ATAKH
Komuuecteo Komuuectso
Hanmenosanve | Kommectso | S oRos aTaK, CTIEHOB aTax, AddexTns
ofHapykeHHB! | 0GHApYXEeHHBI o
OpraHH3aly arak, x X IKCIIEPTOM, X cHcTeMoit HocTs, %
b4 ANFIS, 2
TYUT 45 28 (62%) 32 (71%) 9%
I'VII «Lientp
Kubepbezonacu 83 54 (65%) 60 (72%) 7%
OCTH»
000 «SSP o o o
Maroqand» 24 16 (67%) 19 (79%) 12%
B opranusauun «TYWUT», B cHcTeMe, mpeaHasHaueHHo# mna «beszomacHoro
OHJIaliH-TOJIOCOBRHAD, B «IlenTpe kuGep6esonacrocTm» H
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MHOTodyHKkumoRansHoM MHGOPMALMOHHOM LEHTpe yiyranyoro MpeATpHSTHA
“SSP Marogandy 5 TectosoM PeXHME Gkuna NOCTHrHyTa 3HAYMTENbHAS
NpousBomHTemROCTS ¢ MOMOMIBIO MPELIOKEHHOH Helipo-peqerioll CHCTEMBI Ha
Gaze ANFIS.

Pacuetsi orHOwWenns, NPEACTABIICHHEIC B 3Tol TaGnupe, GrutH CHAESNAHBI C
Hcnons3oBanmeM creayomero BbIpaKEHHA.

=2 =Z
A'_x 100%, o 100%"3=|z-y|

TloHck cresios araxu B WHQOPMAUMOHHOH cucteme p xome peaM3aiuH
KPHMHHATHCTHYECKHX MPOBEPOK, COOTHOMEHNE pesynpratos, npedOCTABIEHHEIX
3KkcnepToM 10 HAGOpMaLHOHHOH 6€30MAaCHOCTH M Nouck criefos aTakH Ha OCHOBE
Heitpo-neuerkoii cucremn ANFIS, a Takke cpasnenne KPUMHMHATHCTHIECKHX
PE3y/TETaTOB N0 KONHYECTBY ¥ Ka9ECTBY 10 STHM MeTogam oTpaeHs! B pacieTax.

3AKJIIOYEHHE

Tlo pesynsTaTaM QHcCePTAUHOHHOH paboTrl na TeMy «Mozenb, airOPHTMBI H
TiporpaMMHasi KOMIUIEKC MOWCKAa H aHaNN3a CJIE0B aTaky B HHGOPMALHOHHBIX
CHcTemax» GbUTH NpeAcTaBieHb! CICAYIOIHE BEIBOMRI:

1. Pazpaborana npoueaypa (OpMHPOBaHHY Chucka MCTOUHHKOB aTak.
PazpaGorannas npoueaypa H c$opMHPOBAHHBII CIHCOK MCTOYHUKOB ATAK CITYKAT
DN NOKCKA H BHIABJIEHHS CNIEf0B aTakH B HHYOPMALMOHHO# cHCTeME.

2. Paspa6otaH anropuT™ NOCTPCEHHA KOMIUIEKCa coGLITHii COCTOSHHA y3na
nox BosgeiicteMem araku. JIOrHdeckoe ynpaenenue GumapHOTrO OTHOLIEHHS
NapameTpoB, onpelieNiseMbIX H2 OCHOBE Pa3paboTaHHOro anropHTMa MO3BOMSET
OCYIIIECTBJISATE MOKCK CNeA0B aTakH.

3. PaspafoTana Mofeib MOHCKAa CNIEAd aTakKh M aNropuTM HAaCTPONKH
napamerpos. Ha ocHoBe paspaGoTaHHOH MOLENH nowucka u anropuTMa HacTpOHKH
NlapaMeTpOB CO3HAlOTCA MNpaBia TMOHCKA CJIENa aTak¥ W Ha OCHOBE MNpPaBHII
d)opanyercn 6a3a 3HanHil, MO3BOJIAIOMAA NPOBOAUTE oByueHue Hepe3 Helipo-
HEYETKYIO CeTh.

4, KpatrdeckH  M3ydeH  METON  OLECHKH  3¢dexTHBHOCTH  3ALUMTHI
AHGOPMALHOHHOM CHCTEMEI, @ TAKOKe YCOBEPIICHCTBOBaHAa METONWKA OLEHKH Ha
ocHoBe 6a3bl mpaBHi M KOMHYECTBEHHBIX 3HA4eHWH NUHMBHCTHYECKHX
NepeMeHHRIX.

5. PaspabotaHtl ¢pyuknuoHanLHas CTPYKTypa H TpeGoBaHHA K MPOTPaMMHOMY
KOMIUIEKCY, OPHEHTHPOBAHHOMY Ha MOHCK cliefa aTaku B HWH(OpMaLMOHHOM
cucteme. Hcxons n3 GyHKUHOHANEHOM CTPYKTYPH H TpeGoBaHuil paspabranHoro
TMPOrpaMMHOTO KOMILTEKca, IlepecMaTpHBas TpeGoBaHNA K 3amuTe NpeAJlaraeMoro
NPOrpaMMHOTO KOMIUIEKCa MO pe3y/IbTataM BHIYHC/IHTENBHOTO 3KCTIEPHMEHTa,
CTeneHp 3alMIIEHHOCTH NMoBbIcKHIach Ha 21%, o6HapykeHHe aTak M 3alHCE ClENOB
aTax NO3BOJIMIM NPEROTBPATHTEL OyMymHe aTaku Ha 72 %.

Ha ocHOBe npenoxeHHON MOAENH IONCKA CJIefla aTaku, B mpouecce paboTe!
WHpOpMAUHMOHHOH  CHCTEMBI  IO3BONAET  AOMHMHHCTpaTopy  COOHpaTh
KPHMHHANHCTHYECKYIO HHPOPMALHIO O KOMITBIOTEPHBIX NPECTYIVICHHAX.
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INTRODUCTION (abstract of PhD thesis)

The aim of the research work is to create a model, algorithms and software
complex for searching and analyzing traces of attacks in information systems.

The object of the research work considered events and information system
data set.

The scientific novelty of the research work is as follows:

based on the object of possible impact on the information system and the
existing interface, a procedure has been developed for generating a list of attack
sources in the information system;

to build a logical control of four parameters of a complex of events, an
algorithm for constructing a complex of events, the state of a node under the
influence of an attack based on a binary connection has been developed;

based on the procedure for generating a list of attack sources in the information
system and the neuro-fuzzy system ANFIS, an algorithm for setting up the search
model for the parameters of attack traces was developed;

on the basis of the neuro-fuzzy system ANFIS, the method for evaluating the
effectiveness of information system protection has been improved.

Implementation of the research results. A software package has been
developed based on our model aimed at searching and analyzing traces of attacks in
information systems:

«The software complex of a neuro-fuzzy system model for searching for a trace
of an attack that has taken place in the information system of institutions using the
procedure for generating a list of attack sources in the information system and the
algorithm for constructing a complex of events for the state of a node under the
influence of an attack» was introduced at TUIT named after Muhammad al-
Khwarizmi (Reference No. 33 -8/6759 of October 12, 2022 of the Ministry for the
Development of Information Technologies and Communications). According to the
results of scientific research, after the revision of the requirements for the protection
of the existing information system, the degree of its security increased by 21%. By
creating a database of traces identified from previous attacks on the system, the
degree of prevention of its recurrence in the future increased by 71%. In addition,
by blocking repeated failed attempts in the system, possible repeated threats have
been reduced by 50%;

Our developed software package was implemented in the multi-functional
information center unitary enterprise «SSP Marogand» (certificate No. 33-8/6759
dated October 12, 2022 of the Ministry for the Development of Information
Technologies and Communications). The software package developed as a result of
scientific research has the ability to detect possible attacks on the organization's
information system and warn the system administrator about it;

The software packages «Secure online voting» and «Search for the trace of an
attack» were used in test mode at the State Unitary Enterprise «Cybersecurity
Centem. (Reference No. 33-8/6759 dated October 12, 2022 of the Ministry for the
Development of Information Technologies and Communications). As a result of
scientific research, by revising the current requirements for the protection of
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information systems, the level of protection increased by 21%, and through the
formation of a database of detected traces, the level of prevention in the future

increased by 72%.
Structure and volume of the dissertation. The structure of the dissertation

consists of an introduction, four chapters, a conclusion, a list of references, list of
abbreviations and symbols as well as appendix. The volume of the dissertation is

117 pages.
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