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ABSTRACT

This dissertation presents LAISYC, a modular location-aware architecture for intelligent
real-time mobile applications that is fully-implementable by third party mobile app
developers and supports high-precision and high-accuracy positioning systems such as
GPS. LAISYC significantly improves device battery life, provides location data
authenticity, ensures security of location data, and significantly reduces the amount of
data transferred between the phone and server. The design, implementation, and
evaluation of LAISYC using real mobile phones include the following modules: the GPS
Auto-Sleep module saves battery energy when using GPS, maintaining acceptable
movement tracking (approximately 89% accuracy) with an approximate average doubling
of battery life. The Location Data Signing module adds energy-efficient data authenticity
to this architecture that is missing in other architectures, with an average approximate
battery life decrease of only 7%. The Session Management and Adaptive Location Data
Buffering modules also contribute to battery life savings by providing energy-efficient
real-time data communication between a mobile phone and server, increasing the average
battery life for application data transfer by approximately 28% and reducing the average
energy cost for location data transfer by approximately 38%. The Critical Point
Algorithm module further reduces battery energy expenditures and the amount of data
transferred between the mobile phone and server by eliminating non-essential GPS data

(an average 77% reduction), with an average doubling of battery life as the interval of

Xi



time between location data transmissions is doubled. The Location Data Encryption
module ensures the security of the location data being transferred, with only a slight
impact on battery life (i.e., a decrease of 4.9%). The LAISYC architecture was validated
in two innovative mobile apps that would not be possible without LAISYC due to energy
and data transfer constraints. The first mobile app, TRAC-IT, is a multi-modal travel
behavior data collection tool that can provide simultaneous real-time location-based
services. In TRAC-IT, the GPS Auto-Sleep, Session Management, Adaptive Location
Data Buffering, Critical Point algorithm, and the Session Management modules all
contribute energy savings that enable the phone’s battery to last an entire day during real-
time high-resolution GPS tracking. High-resolution real-time GPS tracking is critical to
TRAC-IT for reconstructing detailed travel path information, including distance traveled,
as well as providing predictive, personalized traffic alerts based on historical and real-
time data. The Location Data Signing module allows transportation analysts to trust
information that is recorded by the application, while the Location Data Encryption
module protects the privacy of users’ location information. The Session Management,
Adaptive Location Data Buffering, and Critical Point algorithm modules allow TRAC-IT
to avoid data overage costs on phones with limited data plans while still supporting real-
time location data communication. The Adaptive Location Data Buffering module
prevents tracking data from being lost when the user is outside network coverage or is on
a voice call for networks that do not support simultaneous voice and data
communications. The second mobile app, the Travel Assistance Device (TAD), assists
transit riders with intellectual disabilities by prompting them when to exit the bus as well

as tracking the rider in real-time and alerting caregivers if they are lost. In the most

Xii



recent group of TAD field tests in Tampa, Florida, TAD provided the alert in the ideal
location to transit riders in 100% (n = 33) of tests. In TAD, the GPS Auto-Sleep, Session
Management, Adaptive Location Data Buffering, Critical Point algorithm, and the
Session Management modules all contribute energy savings that enable the phone’s
battery to last an entire day during real-time high-resolution GPS tracking. High-
resolution GPS tracking is critical to TAD for providing accurate instructions to the
transit rider when to exit the bus as well as tracking an accurate location of the traveler so
that caregivers can be alerted if the rider becomes lost. The Location Data Encryption
module protects the privacy of the transit rider while they are being tracked. The Session
Management, Adaptive Location Data Buffering, and Critical Point algorithm modules
allow TAD to avoid data overage costs on phones with limited data plans while still
supporting real-time location data communication for the TAD tracking alert features.
Adaptive Location Data Buffering module prevents transit rider location data from being
lost when the user is outside network coverage or is on a voice call for networks that do

not support simultaneous voice and data communications.

Xiii



CHAPTER 1: INTRODUCTION

Mobile phones have become one of the most ubiquitous computing devices in modern
history. As a result of mass production, cellular carrier subsidies, and decreasing
technology costs, more people have access to mobile phones today than any other time in
world history. As of late 2011, there were an estimated 5.9 billion mobile-cellular
subscriptions worldwide yielding a global penetration rate of 87%, with a 79%

penetration rate in developing countries [1].

In developed countries such as the United States, mobile phones are becoming so
common that wireless penetration is reaching the point of saturation with only a small
percentage of the population not owning mobile phones. For example, in the United
States as of June 2011 there are 322.9 million mobile subscriptions with a penetration
rate of 102.4%, indicating that a large number of individuals have multiple subscriptions
[2]. A contributing factor to this growth is that many individuals are giving up their
landline telephones in favor of mobile phones. In April 2011, 26.6% of U.S. households
were wireless—only, meaning that they use only a cell phone instead of a landline
telephone to make calls [3]. As a result of increasing penetration and reliance on cell
phones for a variety of everyday tasks, mobile phones have become important devices to
many individuals around the world. A 2009 survey indicates that 82% of Americans
never leave their house without their phone, while 42% stated “they cannot live without

their phone” [4].



1.1  Mobile Applications

Cell phones have become immensely popular not only for their ability to make phone
calls, but also for their ability to perform general computing tasks that previously
required expensive personal computers. Perhaps one of the most popular features of
modern smart phones is the ability to execute mobile applications. Mobile applications,
or “apps,” are software products that are typically developed by a third-party that does
not have a direct relationship with the device manufacturer (e.g., HTC, Samsung,
Motorola, Apple, Research in Motion), cellular carrier (e.g., Sprint-Nextel, AT&T,
Verizon Wireless), or operating system vendor (e.g., Google, Microsoft). Instead, the
mobile app is created by software engineers and then directly sold and distributed to the
customer, often through online software vending services such as the Google Android
Market [5], Apple AppStore for the iPhone [6], Blackberry AppWorld [7], Amazon
AppStore for Android [8], and GetJar for Java Micro Edition and Android [9]. As a
result of these vending services and an increasing availability of smart phones, the
number of mobile apps downloaded has proliferated over the last few years. An
estimated 29 billion apps were downloaded worldwide in 2011 [10], an astounding
increase of 20 billion downloads since 2010 [10]. Revenues for app developers are
expected to increase rapidly over the next few years, with an estimated global app

revenue of $7.3 billion in 2011 and $36.7 billion by 2015 [11].

1.2 Positioning Technologies

One key difference between mobile phones and desktop computers is that mobile phones
constantly change geographic location, unlike desktop computers, which are tethered to a

single physical location for months or years. Even laptops do not have the level of



mobility that cell phones offer. Laptops can be moved from one place to another, but
typically they are in operation for only several hours at a time and then shut down before
being moved. In contrast, mobile phones typically remain on during the entire day and

can be actively used when the user is in motion.

During the emergence of cell phones in the late 1990s, the U.S. Federal Communication
Commission (FCC) became concerned that extreme mobility of cell phones could cause
problems for emergency responders attempting to locate a mobile 911 caller, since,
unlike a landline phone that is associated with a street address, little is known about the
real-time location of a mobile phone. Even if the 911 operator knows what cellular tower
a mobile phone is communicating with, this information is of little help to responders
since the coverage area of a single cell tower can be several square miles. As a result of
the lack of positional knowledge for mobile 911 callers, the FCC issued the E911
mandate, requiring cellular carriers to implement technologies that could accurately
locate mobile 911 callers within 50 to 300 meters, depending on the underlying
technology [12]. U.S. carriers tested a wide variety of positioning technologies for their
networks. Global System for Mobile Communication (GSM)-based U.S. carriers such as
AT&T and T-Mobile chose network-based Uplink Time Difference of Arrival (U-
TDOA) to support E911 position requests [13]. Code Division Multiple Access
(CDMA)-based U.S. carriers such as Sprint and Verizon chose handset-based Global
Positioning System (GPS) solutions for devices on their networks because GPS
technology was already integrated into the network as a time reference for CDMA-based

wireless communications [13, 14].



Since U.S. cellular carriers were mandated to invest a significant amount of time, effort,
and funds into positioning technology implementations, carriers immediately began to
investigate commercial applications of these technologies for mobile phone users so they
could recover a portion of their investments through user fees. Early deployments of
these technologies for commercial purposes become known as location-based services
(LBS), which are a general class of services that provide users with some type of

information based on their real-time or historical location.

Of the positioning technologies implemented for E911 purposes, GPS-based solutions are
by far the most accurate, with an estimated 3-5 meters of positional accuracy under ideal
conditions [15-19]. Since this level of accuracy is also sufficient to provide commercial
services such as real-time driving directions to mobile phone users, GPS became an
attractive technology not only for E911 purposes but also for general consumer LBS. As
a result, U.S. T-Mobile and AT&T have since implemented GPS-based positioning
technologies in their handsets in order to provide commercial services based on the
technology [14]. Global trends of GPS penetration in handsets to support commercial
services have also surged upwards, with 79.9% of cell phones shipped in the fourth

quarter of 2011 (318.3M) having integrated GPS [20].

1.3 Location-Aware Mobile Applications

With the availability of positioning technologies such as GPS in mobile phones, and the
advent of apps, third-party application developers became interested in utilizing location
information within their applications. There were two major developments in mobile

phones that made widely deployable location-aware mobile applications possible: the



emergence of cross-platform application environments for mobile phones such as Java 2
Micro Edition, now referred to as Java Micro Edition (Java ME), and the ability to run
applications in the background (i.e., a Multitasking Virtual Machine). Both

developments are discussed below.

1.3.1 Cross-Platform Application Environments

The diversity and rapid evolution of mobile phone hardware creates a significant
challenge for application developers. If the developer were to design and implement
software that directly interfaced with the hardware and operating system for each phone,
they would be forced to redesign the application for nearly every single mobile phone
model that is released by each manufacturer, an extremely costly task. To ease the
burden on developers and create a sustainable mobile application ecosystem, applications
platforms that hide some of the lower-level detail of the hardware and operating system
(OS) implementation have emerged. Instead of directly accessing these hardware and OS
components, application instead interact with interfaces that abstract the underlying
implementation details. This design allows the underlying hardware or OS to change and
evolve without modifying the higher-level interfaces. Applications can therefore
indirectly interact with the underlying hardware without the burden of rapidly

redesigning their applications for every new mobile phone model.

Java ME, designed after the cross-platform Java virtual machines initially created for
portability of desktop and server applications, was the first cross-platform application
environment to emerge for mobile phones. Google’s Android is a newer cross-platform

environment for smart phones that has recently emerged, although in this dissertation the



majority of focus is on Java ME since at the time of this research Java ME was the
primary cross-platform environment that was widely accepted in the telecommunications

industry [21, 22].

One drawback to the standardization of high-level application programming interfaces
across multiple hardware and operating system platforms is that there must be consensus
in the industry for how this interface is designed, and this can take time to develop. For
example, the introduction of positioning technologies in mobile phones for E911
purposes in the late 1990s and early 2000s did not mean that this technology was
immediately available to third-party application developers. In fact, a location
application programming interface (API) was not standardized for Java ME until
September 2003 [23]. The Java Specification Request (JSR) 179 Location API for Java
ME, and the subsequent JSR 293 Location API 2.0, defined a set of functions that a
mobile application developer could use to access location information on a Java ME
handset that implemented the JSR 179 or JSR 293 standards [22-24]. For the first time,
an application developer could develop a location-aware application that accessed
positioning technologies such as GPS and could work on devices from many different
manufacturers and cellular carriers without significant modification, a critical

development in the emergence of location-aware mobile apps.

1.3.2 Multitasking Virtual Machines

The second major development in the emergence of location-aware mobile applications
was the ability to run applications in the background. Many of the first Java ME mobile

phones released in the early 2000s did not have Multitasking Virtual Machines (MVMs),



