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CHAPTER 1: INTRODUCTION

1.1 Overview

1.1.1 Real-time Systems

Real-time systems include the notions of both logical and temporal correctness [7]. There are two main
type of real-time systems: the soft-real-time systems, such as video decoding, can folerate occasional
deadline misses; the hard-real-time systems, such as avionics and radar control systems, can not tolerate
deadline misses and have strict temporal requirements. Real-time systems work as a functional man-
ager in consumer electronics and cyber-physical systems. Today’s standard computing platform [40, 41]-
multicore processors—are often the underlying computing architecture of these systems. Furthermore, their
correct functionality upon various conditions is extremely important. For example, in the automobile in-
dustry, the modern vehicle braking system consists of hard real-time computer and electro mechanical
actuators; the accuracy of the vehicle braking action in various environmental conditions determines the
safety of the driver. Therefore, the system designer should assure the correct functionality of the real-time

computer and mechanical parts for all the operating conditions of the system.

1.1.2 Motivation

Today, multicore processors with advanced capabilities and high clock frequencies are common [60, 38].
Also, many manufacturers offer complete embedded computers, which include a powerful processor, I/O
interface, and communication interfaces in a single compact printed circuit board [61]. These modern
embedded computers are ideal for contemporary hard-real-time system development as they have higher
computing capabilities and reliability, and are less expensive. Despite these advantages, modern real-time
systems face many physical challenges and hardware constraints at design and during runtime. For ex-
ample, the excessive processor thermal dissipation and high power consumption [3] due to higher clock
rates, high leakage current [52], and increased chip package density—dark silicon [82, 25] issues—are com-
mon problems in modern microprocessor based systems. As a solution to the excess thermal dissipation

and larger power consumption, these real-time systems may set to operate at a lower clock frequency or



dynamically adjust the processor clock frequency [84, 85]. However, lower clock frequency degrades the
performance of the system, arbitrary clock frequency reduction may affect the underlying real-time system
and fail to achieve its essential task deadlines. Therefore, the system designer needs to analyze multiple
system constraints towards any remedial solution (a tradeoff) for excessive thermal dissipation and should
choose the best possible solution. Furthermore, as an example of an embedded system where thermal-
stress analysis is essential, consider microprocessors found in implantable medical devices (IMDs). IMDs
are increasingly being used to treat various diseases and medical conditions (e.g., pacemakers for heart
disease or neural implants to restore hearing/vision). However, recent studies [53, 55] have shown that the
heat dissipated from IMDs due to the microprocessor activity is non-negligible. Thus, designing IMDs
with minimum thermal dissipation is critical as medical research has shown that a temperature increase
of even 1°C' can have long-term effect on tissue [54] and, in the extreme, death may even result from
excessive tissue heating [70]. Complicating the safe thermal design of IMDs, body temperature naturally
fluctuates over time and varies depending on location [50]. An IMD designer must balance (under temper-
ature fluctuations) the real-time computational requirements of the device with the non-harmful thermal
operating limits. In the presence of an increased surrounding temperature, an IMD will have to reduce its
computational load to prevent tissue damage due to heat'. However, as the correct and safe functioning of
the IMD is an absolute requirement, the system designer requires techniques to formally verify the effect
of different body temperatures on the correct operation of the IMD. Similarly, as a less safety-critical ex-
ample, consider how the quality of audio/video decoding may degrade in a hand-held device as the system
reacts to increases in temperature by reducing computational processing (e.g., via instruction fetch tog-
gling). Ideally, a system designer would like to determine how much the performance will degrade under
different thermal operating conditions.

Until the last decade, real-time systems were mainly constrained by the CPU processing power, as the
CPU processing power was the most scarce resource. Also, the cost of real-time hardware was substan-
tially high, compared to the cost of software design and testing altogether [76]. For the past couple of
years, the cost per tera flop has been reduced exponentially [S1]. By now, the modern real-time system
manufacturers face different challenges; today, real-time software engineering has grown as a different

discipline [18]. The real-time software design, development, and testing cost is the highest portion of the

' As IMD microprocessors typically do not have DVS capabilities, an IMD may have to reduce non-essential tasks such as
communication with other nodes in a body-area network [83].



system development cost due to its size and complex nature. For example, resource, energy, and thermal
efficient real-time multicore processor systems design and development process are hard and need many
design hours. Lack of proper frameworks and the difficultly involved in streamlining the real-time design
process can explain this higher cost. Furthermore, real-time system designers have to concentrate more
on the software design and the implementation issues, when systems experience physical and hardware
constraints. Thus, designing a reliable system (provisioning) for different hardware and physical con-
straints has become a central issue in real-time system design paradigm. Furthermore, the optimized CPU
resources allocation on each task on a real-time task system is fundamentally hard question. Also, under
various physical constraints, the real-time system design needs to gracefully degrade the quality of service,
without interfering the essential real-time services on the system.

Modern real-time systems operate on multi-inputs and multi-output environments. They need to adapt
to various physical and logical constraints that are dynamic in nature. These systems need to dynamically
allocate the resources for the essential activities at a given time. Over the years, control-theoretic based
methods have shown to be the best, as they have the capability to analyze and control multiple inputs and
outputs precisely at run-time.

There are many important previous results on thermal-aware and power-aware real-time system de-
signs (see Chapter 2). But, none of them addresses the issues of hard-real-time performance guarantee
upon multiple unpredictable physical and hardware-constraints for multi-modal system. Therefore, in this
thesis, we try to fill this gap. We propose a generalized control-theoretic system-resiliency framework.

In the rest of this chapter, we first discuss the objectives as well as the contributions of our work. Then

we will outline the rest of the thesis in the end of this chapter.

1.2 Objectives

In this thesis, we introduce a new metric called system-resiliency which characterizes the maximum prior
unknown unpredictable external stresses that any hard-real-time performance mode can withstand. Our
proposed system-resiliency framework addresses resiliency determination for real-time systems with phys-
ical and hardware limitations. Furthermore, our framework advises the system designer about the feasible
trade-offs between different system resources. For example, in a solar-powered device, a sunny day bene-

fits the device’s battery charging-level, but may negatively affect the performance of the CPU (by raising



the environmental temperature and forcing the CPU to run a lower power level to reduce thermal dissipa-
tion). Therefore, finding a balanced trade-off between these two external factors for a better system design
is essential.

The runtime efficiency is also an important factor to consider during the design process. Therefore,
we study the effective scheduling of real-time tasks with intra-task parallelism to reduce the energy-
consumption of multiprocessor platforms. Furthermore, we investigate the potential temperature rise of
a uniprocessor due to task execution. We show the thermal effect of periodic resource due to different
resource capacity and investigate the influences of the peak-temperature of a uniprocessor.

The concept we introduce as system-resiliency closely resembles the stress test in materials engineer-
ing. Thus, our design framework and analysis may be classified as a system-stress-analysis for real-time

systems.

1.2.1 Thesis

The thesis of this document is:

Our newly introduced metric, system-resiliency defines the maximum external stresses that
any hard-real-time system mode can withstand before violating timing constraints. A care-
fully designed control-theoretic framework effectively facilitates the ability of the system de-
signers to quantify the system-resiliency. Furthermore, we consider effective scheduling of
real-time tasks with intra-task parallelism to reduce the energy consumption of multiproces-

sor platforms, to maintain the energy-efficiency of the system design.

1.3 Summary of Contributions

The main contributions of this thesis are listed as the follows:

1. As a proof of concept, we propose a subset of system-resiliency, a new metric, called thermal-
resiliency which characterizes the maximum external thermal stress that any hard-real-time perfor-
mance mode can withstand (see Chapter 4). We show how to solve some of the issues and challenges
of designing predictable real-time systems that guarantee hard deadlines even under transitions be-

tween modes in an unpredictable thermal environment where environmental temperature may dy-



namically change, using our new metric. In our framework, the system designer specifies a set of
hard-real-time performance modes under which the system may operate automatically adjusts the

real-time performance mode based on the external thermal stress.

2. We extend the derivation of thermal-resiliency, that was proposed for uniprocessor systems to mul-
ticore systems and determines the limitations of external thermal stress that any hard-real-time per-
formance mode can withstand (see Chapter 5). Our control-theoretic framework allows system
designer to allocate asymmetric processing resource upon a multicore processor and still maintain

thermal constraints.

3. We introduce the generalized system-resiliency (GSR) design framework that predictably quanti-
fies the real-time performance level attainable under unpredictable dynamic external conditions (see
Chapter 6). We show how the designer derives the optimal supported-modes for a multi-constrained
system under various processing resources allocations while maintaining maximum system con-

straints.

4. The fine-grain power and energy consumption of a task system is essential for balanced and op-
timized task partitioning on a multicore processer. Therefore, we investigate the potential utility
of parallelization for meeting real-time constraints and minimizing energy. We consider malleable

Gang scheduling of implicit-deadline sporadic tasks upon multiprocessors.

5. Verifying theoretical results is essential in real-time system design. Therefore, we implemented a

testbed to verify our theoretical results upon the testbed runs (see Appendix A and Appendix B).

1.4 Organization

The following table gives the details of each chapter:



Table 1.1: The Contribution of each Chapter

Chapter # Contribution
Chapter 3 Models and definitions used in rest of the thesis
Chapter 4 Thermal-resiliency calculation details on uniprocessor systems
Chapter 5 Thermal-resiliency calculation details on multicore processor systems
Chapter 6 Generalized system-resiliency calculation details
Chapter 7 Conclusion and future work beyond the final dissertation of this thesis
Appendix A Details on practical implementation, such as

temperature calculation, control parameter derivations,

and system-identification details

Appendix B Further details on multicore processor model

and multicore processor testbed details




CHAPTER 2: RELATED WORK

In this chapter, we present prior research on thermal and power-aware real-time systems design techniques.
Also, we briefly present some of the works related the energy estimation on parallizable workloads and

the maximum temperature estimation of a uniprocessor upon real-time task execution.

2.1 Thermal-Aware Design for Uniprocessor Systems

In this thesis, we introduce the system-resiliency framework that addresses resiliency determination for
real-time systems with physical and hardware constraints. Toward this final goal, first we present the
thermal-resiliency framework for uniprocessor in Chapter 4 and the multiprocessor thermal-resiliency
framework details in Chapter 5. Furthermore, to properly understand the importance of our results (ex-
plained in the Chapter 4 and Chapter 5), in this subsection, we give a brief, high-level overview of previ-
ous research in both general (non-real-time), thermal-aware system design and real-time-specific thermal-

aware design.

2.1.1 General (Non-Real-time) Thermal-Aware System Design

For non-real-time systems, Brooks and Martonosi ([12]) investigated major components of any dynamic
thermal management scheme and suggested policies and mechanisms for implementing dynamic thermal
management for current and future high-end CPUs. They evaluated the benefits of using dynamic ther-
mal management to reduce the cooling system costs of CPUs and developed an architectural-level power
modeling tool called Wattch. For the micro-architecture level of thermal modeling, Skadron et al. ([78])
proposed a compact, dynamic, and portable thermal model and a tool called HotSpot for use at the archi-

tecture level for micro-architectures.

2.1.2 Real-Time Thermal-Aware System Design

For real-time systems in the online setting, Bansal and Pruhs [6] explored algorithms for minimizing both
peak-temperature and energy efficiency for online jobs with deadline constraints. In the off-line setting,

previous work on scheduling under thermal constraints has followed two main approaches: reactive and



proactive schedulers. In a reactive scheduler, the processor speed is reduced in response to a thermal
trigger. Wang et al. [89] studied schedulability analysis under the reactive setting. In the proactive setting,
the speed schedule for the processor is determined at design time. Chen et al. [16] addressed proactive
scheduling for the periodic task model. Quan and Zhang [68] consider feasibility analysis of leakage-
aware periodic tasks under temperature constraints. However, previous work on both settings assumed
either simple task models or the existence of “ideal” processor speeds. Also, they have not addressed the
issues related to multicore processor based systems. Recent dynamic temperature management strategies
also exist for multiprocessor real-time systems [15, 13, 31]; however, most of these focus upon static
speed-assignment approaches and not a proactive schedule. Thermal analysis has also been studied in the
context of web servers [26], but hard deadlines are not guaranteed. The work by Y. Fu et al. [37] and X. Fu
et al. [36] address handling unpredictable thermal events; however, the results do not provide any a priori

guarantees that may be used to equate real-time performance and thermal resiliency.

2.2 Thermal-Aware Design for Multicore Processor Systems

Multicore processor-based systems that operate under external temperature constraints are an important
focus in real-time systems research. In this subsection, we overview the prominent work and previous
research on thermal-aware, real-time thermal-aware system design, and multicore real-time systems at
high-level. Furthermore, we discuss the work on scheduling under thermal constraints, under two main
approaches: reactive and proactive schedulers. Although there are many scattered individual works that
address the thermal-aware design, power-aware design, and real-time multicore processor systems design,
no prior work suggested a generalized design framework for graceful degradation of quality of service of

a real-time system.

2.2.1 Control-Theoretic Based Designs

Ghosh et al. [42] proposed a framework for mapping, the level of service and resource requirements for
dynamic environmental conditions. They presented an integrated QoS optimization, which is performed
using Q-RAM [69]. Lu et al. [62] proposed adaptive utilization based multi-processors real-time design for
constrained MIMO systems. Fu et al. [34] proposed a control based solution for simultaneous thermal and

timeliness guarantees for distributed real-time embedded systems running in unpredictable environments.



In contrast to these work, that rely on mapping techniques to adopt the varying environmental conditions,
we provide the system designer real-time and performance guarantee.

Yao et al. [93] discussed an online adaptive mechanism, based on the utilization control, for multipro-
cessor real-time settings with online system identification and LQ controllers for a system with multiple
constraints. Fu et al. [33] suggested a solution, that integrates core-level feedback control with processor-
level optimization to minimize dynamic and leakage power consumption of a multi-core real-time embed-
ded system. Theis research may offer accurate control solutions suitable for soft real-time systems that
needs to adjust the utilization by means of task rate adjustments at runtime. However, their methods have
limited applicability for systems that need hard real-time and multi-mode capabilities. Seo et al. [71] stud-
ied energy-efficient multicore real-time scheduling using processor-wide DVFES; however, their results do
not provide any hard real-time or performance guarantee. Further, each of these prior results do not pro-
vide a mechanism to specify the graceful degradation of the system’s operating modes in an unfavorable

environment.

2.2.2 Proactive Methods

In this subsection, we give the previous work on thermal-aware real-time systems design focused on proac-
tive scheduling based techniques. In a reactive scheduler, the processor speed is reduced in response to a
thermal trigger (e.g.,the maximum system operating temperature is reached). In the proactive setting, the
speed schedule for the processor is determined at design time. Chantem et al. [14] made an interesting
observation for maximizing work load under thermal constraints. While working with proactive schedul-
ing, the authors show that the scheduler which maximizes workload under thermal constraints must be a
periodic. The authors determined a speed schedule such that the peak temperature constraints were met
and total work completed was maximized using a DVFS control policy for processors with discrete speed
levels.

Wang et al. [87, 88, 89] studied temperature-constrained real-time systems and performed schedu-
lability analysis of a task system. They computed upper bound on the worst-case delay for tasks with
arbitrary job arrivals for both first-in-first-out (FIFO) and static-priority (SP) scheduling algorithms, and
also showed that this simple reactive speed control decreased the response time of tasks compared with any

constant-speed scheme. However, the previous aforementioned work on proactive and reactive schemes
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assumes either simple task models or the existence of “ideal” processor speeds which may not be feasible
even by using the recent top-of-the-line microprocessors.

There has been extensive research work on finding an optimal feasible speed for minimizing energy
consumption as well as temperature minimization. Finding an optimal speed is always possible under
the assumption that the processor can run at any speed. Yao et al. [92]. formulated speed scaling prob-
lems as scheduling problems to minimize energy consumption. The authors developed an optimal off-line
greedy polynomial-time algorithm, and also two online algorithms. Bansal et al. [6] explored algorithms
for minimizing both peak temperature and energy efficiency, and proposed an algorithm with constant
approximation ratio with respect to the optimal algorithm for managing temperature. Hung et al. [49].
investigated both power-aware and thermal-aware approaches and found a power-aware approach alone is
not able to address the temperature challenge; furthermore, many low-power techniques have insufficient
impact on chip temperature because they do not directly target the spatial and temporal behavior of the op-
erating temperature. DTM strategies also exist for multiprocessor real-time systems [15, 14, 31]; however,
most of these focus upon static speed-assignment approaches and not on a proactive schedule. Real-time
thermal analysis has been studied in the context of web servers [26], but hard deadlines are not guaran-
teed. Real-time scheduling under thermal constraints has also been evaluated for multi-function phased
array radar systems via energy minimization [43, 42]. Numerous results exist for the periodic resource
model without thermal settings. Shin and Lee [73, 74] obtained linear-time algorithms for determining
the capacity of aperiodic resource (given a periodic task system); however, the allocation may potentially
over-provision the amount of capacity needed by the task system leading to wasted processor resources.
Easwaran [23, 24] devised an exact algorithm for capacity determination and for determining the best pe-
riod of repetition. While these exact algorithms ensure that no processing resources are wasted, they may
require exponential-time in the worst case. Bini et al. [10] studied minimization of energy consumption
using periodic-resource considering discrete speed DVFES processor. Fisher and Dewan [28] developed a
polynomial-time approximation algorithm which permits a system designer to choose a trade-off between
accuracy and response time based on their requirements for non-thermal settings. In a related publica-
tion, Fisher [29] proposed a polynomial-time approximation for determining the period of repetition in
aperiodic resource.

The Table 2.1 shows the summary of previous results. Note that / and x indicate wether a particular

research contribute to a given category or not respectively.
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The analysis of the previous work does not answer the following: is there any framework, that quan-
tifies the impact of real-time timing properties upon unpredictable external constraints and advises the
designer about the trade-offs between various physical and hardware constraints? Due to lack of an an-
swer to this question, we introduce a metric called system-resiliency which characterizes the maximum
external stresses that any hard-real-time performance mode can withstand. This is a generalized framework
for hard-real-time system design process. This proposed framework addresses resiliency determination for
real-time systems with physical and hardware limitations. Also, it serves as a design tool that predicts the
QoS or mode degradation due to external constraints.

Our system-resiliency framework provides a powerful model of cyber and physical system behavior.
Theocratically, the correctness of the system-resiliency is explainable; however, it is too abstract to demon-
strate the finer behavior of real-time system under multi-constrained environment. Therefore, we derive
the system-resiliency for a sub-domain (lower-dimension) to demonstrate its correctness in practice. Our
previous work [46, 48] introduces thermal resiliency — a design metric that quantifies the external thermal

constraints. Finally, we introduce the generalized system-resiliency to complete our work.
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Table 2.1: Thermal-aware researches and their contributions

Research Real- | Multi- | Control- Deployment | Contribution
Time | Core Theoritic

Brooks et al. [12] X X X - Framework (DTM triggers, re-
sponses, init policies)

Chen et al. [15] v X X Proactive -

Zanini et al. [94] X Vv v/ (MPC) X -

Cohen et al. [17] X X /(Optimal) X -

Fu et al. [35] v Vv v/(Robust) X DRE, simultaneous thermal-
timeliness optimization (MIMO)

Ma et al. [63] X X X - Microcode implementation

Skadron. [79] X X X CPU archi- | Hybrid architectural DTM

tecture

Wang et al. [90] X V v/ (MPC) X Simultaneous power-frequency
optimization (MIMO)

Wang et al. [88] vV X X - Framework (task degradation
analysis)

Fu et al. [37] v X /(Classical) X Anti-windup

Skadron et al. [78] X X X - Framework (Hotspot)

Coskun et al. [19] X V X O/S OS level implementation

Ferreira et al. [27] vV X X - Framework (System wide RC
model)

Skadron et al. [77] X X /(Classical) X Localized DTM techniques

Hettiarachchi et | v/ X V Vv Hard-real-time, thermal-

al. [46] resiliency

Hettiarachchi et | v/ vV V Vv Hard-real-time, thermal-

al. [48] resiliency




CHAPTER 3: MODELS AND DEFINITIONS

In this chapter, we will introduce a basic overview on notations, concepts, and models used in the thesis.
However, we only provide a very concise yet complete overview on the concepts and theories and details

can be found in relevant textbooks.

3.1 Real-Time Systems Model

In next sub sections we present real-time models, notations, and definitions.

3.1.1 Jobs and Tasks

Any real-time system can be considered as a set of concurrent tasks. Each task generates an infinite number

of jobs. The jobs from a same task obey sequential order of execution.

Definition 1 (Job). A real-time job j = (A, E, D) is characterized by three parameters, an arrival time
A, an execution requirement F, and a deadline D, with the interpretation that this job must receive e units
of execution over the interval [A, D).

3.1.1.1 Periodic Task Model

In the periodic task model [7], a task 7; is completely characterized by a 4-tuple (a;, e;, d;, p;), where

1. the offset a; denotes the instant at which the first job generated by this task becomes available for

execution.

2. the execution requirement e; specifies an upper limit on the execution requirement of each job gen-

erated by this task.

3. the relative deadline d; denotes the temporal separation between each jobs arrival time and deadline.

A job generated by this task arriving at time-instant ¢ has a deadline at time-instant (¢ + d;).

4. the period p; denotes the temporal separation between the arrival times of successive jobs generated

by the task.

13
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That is, T; = (a;, e;,d;, p;) generates a potentially infinite succession of jobs, each with execution-
requirement e;, at each instant (a; + kp;) for all integer & > 0, and the job generated at instant (a; + k.p;)

has a deadline at instant (a; + kp; + d;) [7].

3.1.1.2 Sporadic Task Model

The sporadic task model differs from the periodic task model because of its inability to express job arrival
time until the run-time moment. A sporadic task system is comprised of a finite collection of sporadic

tasks [7].

Definition 2 (Sporadic Task). A sporadic task 7; = (e;, d;, p;) is characterized by a worst-case execution
requirement e;, a (relative) deadline d;, and a minimum inter-arrival separation p;. Such a sporadic task
generates a potentially infinite sequence of jobs, with successive job-arrivals separated by at least p; time

. . def . . .
units. A sporadic task system 7 “ {71,...,mn} is a collection of n such sporadic tasks.

The utilization indicates the amount of time that system becomes busy due to tasks in a task model.
Formally, the the utilization U; of a periodic or sporadic task 7 is defined to be the ratio of its execution
requirement to its period: U; = z% The utilization U(7) of a periodic or sporadic task system 7 is
defined to be the sum of the utilizations of all tasks in 7 : U = ZTZ, ¢, U;. for any task system under
any known uni-processor scheduling algorithm, the utilization should not exceed 1 and cannot schedulable
otherwise; however, this does not necessarily say that a system is scedulable if the utilization is under 1.

This dissertation primarily focuses upon real-time work generated under the more general sporadic task

model.

3.1.1.3 Online and Offline Algorithms

In offline scheduling algorithms, all scheduling decisions are made before the system begins executing.
These scheduling algorithms select jobs to execute by referencing a table describing the pre-determined
schedule. Usually, offline schedules are repeated after a least common multiple (LCM) period. The offline
schedulers require the full knowledge of the job before the they execute.

In online scheduling algorithms, scheduling decisions are made without specific knowledge of jobs

that have not yet arrived. These scheduling algorithms select jobs to execute by examining properties of
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active jobs. Online algorithms can be more flexible than offline algorithms since they can schedule jobs

whose behavior cannot be predicted ahead of time.

3.1.2 Scheduling Algorithms

The job execution selection in a CPU is done by the scheduler. The scheduler uses a scheduling algorithm
to achieve this task. Typical examples of scheduling algorithms are earliest deadline first (EDF), least
laxity first (LLF), rate monotonic (RM), deadline monotonic (DM), etc. In EDF algorithm at each time-
instant ¢ schedule the job j active at time-instant ¢ whose deadline parameter is the smallest [7]. Similarly,
in LLF algorithm, the job with the smallest laxity has highest priority at all times. One very well-known
fixed priority scheduling algorithm is the RM algorithm. In this algorithm, the task period is used to
determine priority [58]. Tasks with shorter periods have higher priority. In DM algorithm, the deadline is
used to determine the the priority. Tasks with shorter deadline have higher priority [58].

Depending on the requirement, a system might employ online or off-line scheduling algorithms. For
example, if system has a well predefined task set and there are no runtime task modifications expected,
then an off-line algorithms might be suitable. The off-line scheduling algorithms are suitable for systems
with sufficient resources. However, an off-line scheduling algorithm cannot be used to withstand contin-
uously varying dynamic task/job management. Sometimes, an online scheduling techniques which take
the dynamics of the task into account is implemented [58]. Usually online scheduling algorithms of above
kind use either control-theoretic or heuristic methods based approaches.

The primary intention of this document is to review work that analyzes the effects of resilient behavior
on a real-time system. Therefore, this document describes the outcomes of the research on different
scheduling techniques as applicable.

In next subsections, we give details on the system hardware model related to the uniprocessor systems.

3.2 Modeling of Uniprocessor Systems

3.2.1 System Hardware Models

We consider a single processor system with rudimentary DPM capabilities of only active and inactive

power modes. At any time ¢ > 0, we denote the instantaneous CPU power as Pcpy(t). The processor
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dissipates thermal power at a constant rate Pcpu(t) = Pact 1In the active mode and Pcpu(t) = Pinc in the
inactive mode and these power dissipation corresponds to the current of the equivalent electrical circuit.
While the processor is active, it dissipates heat at a constant rate Py (t) = Pacr. For the inactive mode, we
will assume that the processor still continues to dissipate a small amount of power Pepy(t) = Pinc. Also,
we assume that processor consumes e,y amount of energy to activate from inactive mode and e;j,. amount
of energy to deactivate from the active mode. Even though the processor may be minimally active while
in the low-power state, we will assume (as a pessimistic assumption for the purpose of schedulability
analysis) that the processor is unavailable for task execution during this interval. If the aforementioned
assumption does not hold, the system will behave “better” than the analysis and our results will continue
to be valid. We believe this model of active/inactive modes is a very general model, applicable to a large
number of available embedded processors with rudimentary DPM capabilities'.

Furthermore, the active/inactive mode setting can model processing platforms that have limited thermal
management capabilities. For example, in a processor with a single power-mode, we may say that the
processor is active when running normal computational processes and inactive when running a “dummy”’
idle process. For ideal processors with continuous power modes, Pcp, (%) may be selected from the range

[07 Pact] .

3.2.2 Periodic Resource Model

Our control system for the active/inactive processor will enforce strict periodic mode changes. For this
purpose, we employ a recently proposed thermal-aware periodic resource [5] model, which is an extension
of the well-known periodic resource model proposed by [74] for compositional real-time systems. In the
thermal-aware periodic resource model, the processing resource is characterized with a two-tuple (I, ©).
The parameter 11 is called the resource period and O is called the resource capacity. We will assume
that II is a non-negative integer (likely subject to the system tick granularity). The interpretation is that
processor will be active for © amount of time at the beginning of each successive II-length intervals”. The
ratio © /11 is called the resource bandwidth. Within each processor allocation, an arbitrary uniprocessor

scheduling algorithm (e.g., EDF or RM) may be employed to schedule the underlying task system. See

"Practically, we implement a system with P,c¢ and Pinc power modes from any CPU with clock modulation feature, which
is standard for many low end CPUs. Also, if the CPU has DVFS capabilities, Pact and Pj,. power modes can be emulated by
switching the CPU frequency between the highest and lowest available CPU frequencies.

?For system with clock modulation or DVFS capabilities, CPU active interval is © and inactive for IT — © interval.
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Figure 3.1: The sampling and mode change in the thermal control system (uni-processor systems).

The blocks indicate time periods during with the processor is active under the thermal-aware periodic
resource model. Sporadic tasks are scheduled within the activation blocks.

Figure 5.1 for an illustration of the thermal-aware periodic resource.

3.2.3 Software Model

For the uniprocessor case, we assume each performance mode M; is characterized by a sporadic task

i

system® [64] with n; tasks and the resource capacity ©(?). That is, M; = ({Tl(i),TQ(i), e Tr(f)} ,@(i)>
where each 7‘]@ € M; is a sporadic task characterized by a three-tuple (eg-i), dgi), gz)) and ©0) is the
minimum capacity required to meet the deadlines of the tasks of ;. (Note that we are abusing notation by

allowing M to represent the set of tasks and the two-tuple of the mode’s task system and required resource
(4)

capacity.) In this three-tuple representation for a task, e, is the worst-case execution requirement, dg-z) is

the relative deadline, and py)

“period”). A sporadic task Tj@ may produce a (potentially infinite) sequence of jobs, where each job has

(

J

is the minimum inter-arrival separation parameter (historically called the

an execution requirement of e " time units and must complete dgl) time units after its arrival. The first job

of T]@ may arrive at any time after system-start time; however, successive jobs of T](Z) must arrive at least

pé.i) time units apart. Further, throughout this thesis, unless we explicitly mentioned, we assume that the
resource period II is identical in all modes. For mode M;, a resource capacity of ©() is provided every

resource period. Figure 3.1 illustrates the processing-time allocation in two different modes.

3Note, we will be assuming the sporadic task model throughout our objectives, but the results could be extended to other task
models without much change.
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3.2.4 Performance Modes

We will assume that there is an ordering of real-time performance modes based on their “computational
requirements” to meet all of a mode’s deadlines. The relation M; = M; indicates that M; is more com-
putationally intensive than M;. For notational convenience, we will assume that mode M represents the
mode with no tasks and ©©) equal to zero. Furthermore, we assume that the modes are well-ordered and
have been indexed in increasing order of computational requirements; i.e., My < M1 = My < ... = M,.
While there are many possible ways to define the < relation, the only ordering required from the perspec-
tive of our thermal control is that M; < Mj, if and only if, e < eu), i.e., to reduce the temperature of

the system, we need to decrease the processing-time allocation.

3.2.5 Mode Change Semantics

Our model does not require any particular mode-change semantics to be adopted. Some potential options

for dealing with incompletely-executed jobs upon a mode change are:
1. aborting any incomplete jobs;
2. delaying the release of jobs in the new mode until all jobs of the old mode have completed;

3. allowing jobs of the new mode to be released, as soon as legally allowable, while jobs of the old

mode are still active.

For the purposes of our hardware testbed and simulations, we assume option 3.

3.2.6 Selection of the Scheduling Algorithm

The scheduling of real-time performance mode M; upon the thermal-aware periodic resource may be done
by any uniprocessor real-time scheduling algorithm (e.g., earliest-deadline-first or rate-monotonic [57]).
However, ©()) must be sufficiently large for the scheduling algorithm to correctly schedule all jobs of the
task set of M; (i.e., {Tl(i), TQ(i), . ,7'7(7,?}) and (potentially) any jobs from the previous mode that have not
completed by the mode change. To obtain a proper resource allocation, ©(*), for each mode, we use our
recently-developed hard-real-time schedulability test (for EDF scheduling under hardware/software mode

changes in the periodic resource model) to search for a safe value of ©(®) for each mode [30] to ensure
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that deadlines are always met. The multi-modal schedulability analysis ensures that for any valid sequence
of mode changes and valid set of job arrivals under the sporadic task model that the EDF scheduler will
always meet all deadlines. The analysis works by determining the maximum workload carried from one
mode to another and testing whether this “carry-in”” will cause a deadline miss. Furthermore, any other

online scheduling algorithm can also be used (e.g., fixed priority).

3.2.7 Power/Thermal Model

For the uniprocessor case, we use the duality principle in electrical and thermal circuits to describe the
dynamics of the power dissipating source using electrical resistance/capacitance (RC) circuits. Therefore,
we represent the CPU thermal model with a single RC circuit. Figure 3.2 shows the basic equivalent
circuit for the CPU and its surrounding environment. We assume that total dissipated power of the CPU
Pepu is equal to the sum of the power due to dynamic current Pgu and power due to leakage current me.
Furthermore, we assume that the temperature-dependant leakage power may be closely approximated by
a linear function of CPU temperature [59].

Let Vipu(t), Veny (), and Vyir(t) represent the equivalent voltages for temperatures of the CPU, envi-
ronment, and air (room) respectively. Let T, be the instantaneous relative temperature of the CPU with
respect to the immediate environment (e.g., CPU casing), 7cny be the relative temperature of the immediate

environment with respect to the room air temperature, and 7y;. be the (absolute) room air temperature. For

example, if Ty is 20°C, Teny is 10°C, and T¢py is 15°C, then the absolute temperature of the CPU is 45°C.

We assume P4 (1), pt

cpu cpu

(t), and Peny(t) represent, respectively, the dynamic CPU, leakage CPU, and
environment power dissipation. Let Rgpu, Répu, Reny., Cfpu, Cépu, and Cgyy represent the dynamic and leak-

age thermal resistance, environment resistance, CPU dynamic and leakage capacitance, and environment

N S
Cgpu"'cépu
in approximating the temperature-dependant leakage current.

capacitance. Finally, we let o} < and k7 and k¢ represent processor-dependent constants used

Next, we give the details on the system hardware model related to the multicore processor case as follows.
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Figure 3.2: The basic equivalent circuit for a working CPU and its working environment

3.3 Modeling of Multicore Processor Systems

Similar to the uniprocessor case, we develop our power model to represent a wide range of embedded

processors with minimal amount of power management capabilities.

3.3.1 System Hardware Model

We will assume that the multicore processor consists of m number of active cores and each core has ac-
tive and inactive power modes 4. We denote the instantaneous CPU power of C’th core as pru(t), (Ce
{1...m}) and assume it dissipates thermal power at a constant rate P, and Pj,. in the active and in-
active modes, respectively. Also, the power of each core, PCCpu(t) VC € {1...m} may vary from the
range [0, P,e]. Further, our model supports the processor to emulate the active and inactive power modes
with dynamic voltage and frequency scaling (DVES) if the processor does not have the real active and

inactive implementation. Also, we assume that processor consumes e,c; and ej, amount of energy to acti-

*Most of the modern CPUs do not support DFVS capability at the core granularity [1]. Therefore, in order to emulate
active and inactive power level at the core granularity, the resource capacity © of each core should be changed along with clock
modulation or DVFS.
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vate/deactivate from inactive/active modes. Further, during this interval, the processor is inactive while in
the low-power state and unavailable for payload task execution. If the processor is minimally active instead
of unavailable during inactive interval, the system will behave better than the analysis and our results will
continue to be valid.

Our control system for the active/inactive processors will enforce strict periodic mode changes. For this
purpose, we employ thermal-aware periodic resource [5] model. In the thermal-aware periodic resource
model, the processing resource is characterized with a two-tuple (II, ©€). The parameter I is called the
resource period and ©C is called the resource capacity of the C’th core. We will assume that II(> 0) is
subject to the system tick granularity. The interpretation is that processor will be active for © amount of
time at the beginning of each successive II-length intervals. Within each processor allocation, an arbitrary
uniprocessor scheduling algorithm (e.g., EDF or RM) may be employed to schedule the underlying task

system. See Figure 5.1 for an illustration of the thermal-aware periodic resource.

3.3.2 Software Model

We will assume that each CPU core has specific number of possible performance modes. Also, the task
migration at runtime is not permissable and the tasks are statically partitioned within the available pro-
cessors. We assume each performance mode MC+ of the C’th core is characterized by a sporadic task
system’ [64] with n; tasks and the resource capacity O, where O represents the minimum resource
capacity required for i’th mode. That is, M = ({Tlc’i, S Tgf} ,@C’i) where each 7']“ e MCSiis
a sporadic task characterized by a three-tuple (ejc-’i, df ’i, p]cz) and @jCZ is the minimum capacity required to
meet the deadlines of the tasks of M¢+. (Note that we are abusing notation by allowing M<* to represent
the set of tasks and the two-tuple of the mode’s task system and required resource capacity.) In this three-
tuple representation for a task, eg’i is the worst-case execution requirement, dJCZ is the relative deadline,
and pfz is the minimum inter-arrival separation parameter. A sporadic task TJCZ may produce an infinite
sequence of jobs, where each job has an execution requirement of ef’i time units and must complete dfz
time units after its arrival. The first job of TJCl may arrive at any time after system-start time; however,
successive jobs of TJCZ must arrive at least ij’ time units apart. We assume that the resource period II

is identical in all modes. For mode MS+, a resource capacity of @€ is provided every resource period.

3Note, we will be assuming the sporadic task model throughout our objectives, but the results could be extended to other task
models without much change.
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Figure 3.3: The sampling and mode change in the thermal control system (multicore processor system).

The blocks indicate time periods during with the processor is active under the thermal-aware periodic
resource model. Sporadic tasks are scheduled within the activation blocks .

Figure 3.3 illustrates the processing-time allocation in two different modes.

3.3.3 Performance Modes

Similar to the uniprocessor case, we assume that there is a partial ordering of real-time performance modes
based on their “computational requirements” to meet all of a mode’s deadlines. The relation M€ = MCJ
indicates that M%* is more computationally intensive than M%7, For notational convenience, we will
assume that mode M€ represents the mode where with no tasks and ©¢° equal to zero. Furthermore,
we assume that the modes are well-ordered and have been indexed in increasing order of computational
requirements; i.e., MCO < MCL < MS2 < ... < M%4 While there are many possible ways to define
the < relation, the only ordering required from the perspective of our thermal control is that M¢? <
M, if and only if, 0% < O%J; ie., to reduce the temperature of the system, we need to decrease
the processing-time allocation. Furthermore, we do not define any relationship with modes on different
processors. For example, the relationship M to MCa?, Cp,Cq € {1...m} is not defined. Our system
allows jobs of the new mode to be released, as soon as legally allowable, while jobs of the old mode are

still active.
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The scheduling of real-time performance mode M upon the thermal-aware periodic resource may
be done by any real-time scheduling algorithm (e.g., earliest-deadline-first or rate-monotonic [57]). Note
that we do not consider the task migration within cores, thereby we can carry out the schedulability test on
each core individually. However, ©¢ must be sufficiently large for the scheduling algorithm to correctly
schedule all jobs of the task set of MS? (i.e., {Tlc ’i, 7_26 ’i, e ,T,ff}) and (potentially) any jobs from the
previous mode that have not completed by the mode change. To obtain a proper resource allocation, ¢,
for each mode, we use our hard-real-time schedulability test (for EDF scheduling under hardware/software

mode changes in the periodic resource model) to search for a safe value of ©C for each mode [30] to

ensure that deadlines are always met.

3.3.4 Power/Thermal Model

The thermal architecture (model) of a multicore processor should contain the component to represent
each CPU core as well as inter-core thermal effects. For multicore processor thermal model, we extend
the RC circuit that we developed for the uniprocessor case. Therefore, we describe the dynamics of the
power dissipating source using electrical resistance/capacitance (RC) circuits. Figure 3.4 shows the basic
equivalent circuit of a multicore CPU and its surrounding environment. We assume that total dissipated
power of C’th CPU core, pru is equal to the sum of the power due to dynamic current Pfguc and power
due to leakage current Pﬁuc of C’th core. Also, we assume that the leakage and the dynamic current parts

within different cores are approximated with single component.

Let VS, (t) and V&

cpu aw (t) represent the equivalent voltages for temperatures of the C’th core of the CPU

and environment (room) respectively. Let 7€ be the instantaneous relative temperature of the C’th core

cpu
of the CPU with respect to the immediate environment (e.g., CPU casing), <, be the relative temperature
of the immediate environment.

. . . . d Z d g
Let Peny (t) represents, the environment power dissipation. Let chu(i,j), chu(i,j), Renv, C’Cpu(i’j), C’Cpu(i’j),
and Cqpny represent, respectively the dynamic and leakage thermal resistance, environment resistance,

CPU dynamic and leakage capacitance, and environment capacitance between ’th and j’th cores, 7,5 €

{1...m}.
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Figure 3.4: The thermal model of the CPU and its working environment.

The basic equivalent electrical circuit of the thermal model of the CPU and its working environment. (for
simplicity, the figure shows the structure with 4 adjacent cores) Arrow direction shows the current (A)
direction of the equivalent electrical circuit.
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3.3.5 Generalized Model

System designers use differential equations to construct mathematical models of physical systems [11].
They are widely used in industry. Furthermore, there are mathematical techniques to convert higher-
order differential equations to system of first-order differential equations. Since the system of first-order
differential equations characterizes a state-space model, in this research, we use the following state-space

model to describe the underlying physical capabilities and dynamics of a generalized system,

chu = Achu+BPcpu;

Yepu = CAlpu, 3.

where, Xipy, chu, Yepu» and pepy represent the state-space variable, the first derivative of the state-space
variable, system output, and the control input, respectively. The dimensions of the these variables depend
upon the number of physical capabilities (such as controllable parameters of the system) and observable
states (parameters that can be measured or defined according to the designer’s need) that are modeled
in the system. For a system with ¢ capabilities and o observable states, the state-space variable is a o-
dimensional vector and the control input is a ¢/-dimensional vector. Also, A, 5, and C are state-space
parameters. A more detailed description about state-space model and its derivations can be found in a

standard texts [21][65][66].

3.3.6 Generalized System Software Model

An adaptive real-time system requires a specification of how the underlying real-time software is affected
by changes in the processor state due to changing environmental conditions (e.g., how are deadlines af-
fected by reducing processing frequency or durations?). Our software model assumes that each core has
specific performance modes and no runtime task migration is allowed — i.e., tasks are statically partitioned
within the available processors. In our notation, the i’th performance mode of the C’th core, M7 is
characterized by a sporadic task system® [64] with n; tasks and the resource capacity O, where ©¢

represents the minimum resource capacity required for ¢’th mode. Therefore, using abused notation,

SNote, we will be assuming the sporadic task model throughout our objectives, but the results could be extended to other task
models without much change.
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MC? can be used to represent the two-tuple of the mode’s task system and required resource capacity,
MG = ({Tlc’i,Tzc’i, . ,Tﬁf} ,@c’i), where each T]cZ e MSisa sporadic task characterized by a
three-tuple (e]c»’i, d]c-’i, pfz) and ©%7 is the minimum capacity required to meet the deadlines of the tasks
of MS%. Furthermore, we use M,; to denote a mode-vector, M, = | ML pN2iz . Jfmim !
that represents the modes of all the cores of the system at a given time, where M1 . .. MC"m represents
different possible modes in each core and 1" denote the matrix transpose operation. (An alternative to
resource capacity—for future work—could potentially be CPU core frequency, f* to represent processing
resources for ¢’th performance mode). In this three-tuple representation for a task, e?’i is the worst-case
execution requirement, dg’i is the relative deadline, and p]c-’i is the minimum inter-arrival separation pa-
rameter. A sporadic task TJCZ may produce an infinite sequence of jobs, where each job has an execution
requirement of ejc-’i time units and must complete al]Cz time units after its arrival. The first job of T]Cl may
arrive at any time after the start of mode M ©; however, successive jobs of ch " must arrive at least pjcZ
time units apart.

Similar to multicore processor case, for the generalized model, we employ the thermal-aware periodic
resource [5] model. For mode M¢+, a resource capacity of ¢+ is provided every resource period; each
core’s resource capacity can be viewed as a variable that controls one of the ¢ physical capabilities of the

processor.

3.4 Control Systems Basics

Control theory gives a theoretical guarantee about the stability and the expected behavior of a system.
The designer determines timeliness guarantee of a system (e.g., in thermal-aware system, how quickly the
temperature settles back to the desired temperature), and an analysis of the maximum deviation of a system
from its normal operation using control theory. These are very useful in developing a real-world systems
as engineers can design a safe system without risking an actual emergency.

Often real-time systems integrate with control theory to produce sophisticated real-world systems. For
example, consider the operation of a computer numerical controlled (CNC) machine that cuts metal in a
three dimensional surface. The final metal cutting quality and the safety (of the operator and the machine
itself) depend on the calculation and temporal accuracy of the real-time computer as well as the accuracy

of the controller. The machine determines its next servo action with respect to multiple calculations and
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Figure 3.5: A control system with a feedback

actuate multiple servo systems. A typical CNC machine continuous the above operation 2000 times per
second. A complex system such as described above will not work as expected if they are not hard real-
time control systems. Therefore, studying the integration of the control systems with real-time systems
is important. Also, studying correct methodologies to applying the control systems theory within the
real-time frame work is a valuable design experience.

There are several classes of controllers available. Depending on the design requirements, the most
appropriate class of application can be used. For example, the classical control theory is very mature
and it has the ability to analyze the system behavior and the relative stability through phase and gain
margins [32, 67] explained below. However, classical theory has a disadvantage that it does not support
multi-input, multi-output (MIMO) systems. If any MIMO system has to be analyzed with classical control
systems, it has to be done in several iterations, one control loop at a time. To address the limits of classi-
cal control theory, a modern control theory techniques were developed. With modern control theory, the
MIMO systems can be handled elegantly. However, in modern control theory, some concepts such as the

relative stability and gain and phase margin (explained below) are not fully developed.

3.4.1 Basic Control Terminology

In the rest of this chapter, the details of different control theory classes are described. The following
definitions and terms are widely used in explaining control systems and their applications. These terms

are equally applicable for both classical and modern control systems.
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Definition 3 (Control Variable and Manipulated Variable). The controlled variable is the quantity or con-
dition that is measured and controlled. The manipulated variable is the quantity or condition that is varied

by the controller [67].

Normally, the controlled variable is the output of the system. When a control system uses its output to
investigate the status of the systems, it is commonly known as a feedback control system. In a feedback
control system, the controlled variable (output) is compared with the desired output (reference) of the
system. The feedback control systems are also known as closed loop systems. On the other hand, system
without a feedback is known as open loop system. Further, the difference between the reference to the
controlled variable is commonly known as the error. The desired action of any control system is to reduce

the error.

Definition 4 (Plant). A plant may be a piece of equipment, perhaps just a set of machine parts functioning

together, the purposes of which is to perform a particular operation [67].
In this survey, active thermal model of the CPU was considered as the plant.

Definition 5 (Transfer Function). The transfer function of a linear system is the ratio of the Laplace

Transform of the output to the Laplace Transform of the input [67].

3.4.2 The Phase and Gain Margins

The intuitive meanings of the gain and phase margin [67, 21, 65] are as follows. Gain and phase margins
are measures of stability for a feedback system. Gain margin is the difference between unity and open loop
gain (see Section 3.4.1) when the phase plot is —180°. A system with greater gain margin can withstand
greater changes in system parameters before becoming unstable in closed loop. Also, the phase margin is
equal to the phase difference between open loop phase and —180° when 0d B is the frequency in magnitude
plot [67, 22, 65, 21]. The phase margin also measures the system’s tolerance to time delay. The gain and
phase margins are the relative stability and robustness indicators’ of any control systems. Unfortunately,
with modern control theory it is not possible to derive these important parameters easily [21, 67]. The

following Figure 3.6 shows gain and phase margins in a Bode plot.

7 A controller is considered as robust if it can withstand a higher different level of tolerance (deviation from the particular set
of parameters that was originally designed). High-gain (negative) feedback is an artifact of a basic robust control method. With
the help of sufficiently larger gains, the effect of input variations can be nullified in most stable controllers [8].
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Figure 3.6: The phase margin and the gain margin of a system

3.5 Classical Control Theory

Classical control theory is appropriate if the plant model is (nearly) exactly known. A wealth of theories
and common knowledge are particularly helpful for application engineer to solve issues for such plants. In
classical control theory, the stability analysis of the system is done mainly with the help of plant transfer
function (see Definition 5). The poles and zeros of a transfer function are the values for which the output of
the transfer function becomes infinity or zero respectively. By analyzing the zeros and poles of the closed
loop transfer function, the stability the system can be determined. However, due to computational difficulty
of the closed loop transfer function, usually the stability is analyzed using root locus [21] techniques.

Further, the relative robustness (refer to Section 3.4.2) is analyzed using frequency plots [21]. The above

—2.0065%—4.9952—6.69.95—2.4534

Figure 3.7 shows the root locus of transfer function G(s) = 305515551107

Following are the lemmas to analyze the stability of a control system under classical methods.

Lemma 1 (from [67]). A linear time invariant (LTI) system is asymptotically stable if and only if its all

poles lie left half of the complex plane.
Also, for discrete-time LTI which is given as follows:

Lemma 2 (from [66]). A discrete-time linear time invariant (LTI) system is asymptotically stable if and
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only if its all poles lie strictly inside the unit circle.

3.5.1 Proportional Integral Derivative Controllers

Proportional integral derivative (PID) controllers are considered as the most basic and easy to design and

implement in classical control theory. Equation 3.2 below shows the basic PID equation in a typical plant:

t
u(t) = Kpe(t) + K]/ e(t)dr + KD%e(t), (3.2)
0

where, Kp, K7, and K, denotes the proportional, integration, and derivative controller gains. e(t)
denotes the the error (the difference between the reference and the output signal), and u(¢) denotes the
plant input. The PID controller takes the error signal (e()) as input signal and modify it according to the
Equation 3.2, so that the output of the (PID) controller can be used as an input to a given plant.

The PID controllers are easy to adjust to a particular application with its there parameters. For ex-
ample, if a particular application require a rapid response, then the proportional constant of the controller
needs to be increased. Depending on the requirement, sometimes application developers select PI, PD, P
controllers. By refereing to the step response plot, the designer can get a clear idea about the overshoot,
steady state error, peak time, and other important parameters [44] of the controller dynamics For a detailed
treatment of the above parameters can be found in any classical control theory theory text (please refer

to [67, 21, 65]).
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3.5.2 Anti-Windup Controller

There are situations in classical control systems that should be handled with special care. In any control
system, the manipulated variable (plant input) has its limitations and the input value should not exceed
given boundary values. For example, when any control system manipulates the utilization as the plant
input, it should not exceed the utilization bounds of the underlying scheduling algorithm of the system
(say Umqaz). This means, when the controller calculates any input value higher than 4., there should
be extra control mechanisms to correct this situation. Similarly, when the input value passes certain lower
bound, it should be corrected. The control mechanism that corrects the input saturation situation is called
anti-windup controller [65, 21].

Therefore, the system input, u.(t) is modified to u(¢) with anti-windup correction as follows:

—Umaz, foOr Uc(t) < —Umaz
u(t) = uc(t)) for uc(t) < Umazs (3.3)

Umaz for uc(t) > Umaz-

Meanwhile, a similar input saturation situation is handled by the optimal controllers differently. In
optimal controllers, the input saturation is defined as a constraint for the controller (input constraints) and
therefore, there is no need to modify the control structure. Therefore, optimal controller techniques solves
the optimality of the system to meet the constraints. Standard texts in optimal control theory (please refer

to [56]) give elaborative explanation about this problem formulation.

3.6 Modern Control Theory

The modern control theory uses a state-space model. This makes it easy to implement and analyze using
computers. Because it allows to analyze MIMO systems, larger systems with highly complex nature can
be analyzed easily. Also, the modern control theory utilizes the time-domain analysis, which make it
more easy to interpret at the design time. In state-space model, the following equations/notation is used to

denote the basic control structure [67].
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i) = AWe(t) + Btu(t) + J,

y(t) = Cz(t), (3.4)

where x(t), u(t), and y(t) represent the state vector, the input vector, and the output vector, respectively.
A(t), B(t), and C represent the system matrices and f represents a constant vector. All the state matrices
can be constant vectors and time-invariant quantities or they can be time-varying quantities. If A and B
are linear and time-invariant, the system can be analyzed as linear time invariant (LTI) system. Otherwise,
different system theories can be applied to find the system stability (non-linear, optimal control theory
etc.).

Also, for discrete time state-space model the following equations are commonly used [32].

o((k+1T,) = Gu(kTs) + Hu(kT,) + f,

y(kTy) = Cua(kTy), (3.5)

for LTI case we can find the inter-relation of state space matrices [32] as G = eATls H = fOTS eAdtB,
C=C.e s and f = [, e fdt, can be computed by £71{(s] — A)~'}s—r,, where £! is the inverse
Laplace transform. We abuse the notation by representing x(kTs) as x(k), x((k + 1)Ty) as z(k + 1),
u(kTs) as u(k), and y(kTs) as y(k). The above definitions may be found in any textbook on discrete-time
control theory [66].

Stability is a broad concept in control systems. Depending on the type of the system, (whether non-
linear or time-variant) the correct stability analysis should be used. The most commonly used control
systems in thermal-aware scheduling can be analyzed with the following criteria. For the asymptotic

stability for a continuous LTI system, the following lemma is used:

Lemma 3 (from [67]). A linear time invariant (LTI) system is asymptotically stable if and only if its all

eigenvalues of A lie left half of the complex plane.
Also, for discrete-time LTI, stability is given as follows:

Lemma 4 (from [66]). A discrete-time linear time invariant (LTI) system is asymptotically stable if and



33

only ifits all eigenvalues of G lie strictly inside the unit circle.
The controllability of a system is a critical factor to consider in any state-space model.

Lemma 5 (from [21]). The system of Equation (3.4) is completely controllable if there exists an uncon-
strained u(t) such that it can control any initial state x(ty) to any desired final state x ¢ in a finite time,
to < t < T. The property of completely controllable can be determined by examining the algebraic
condition

rank[B AB A?B .. A™'B]=m, (3.6)
where, A is m X m and B is m X T matrix.

Generally, the concepts of controllability and observability [66, 32] play an important role in modern
control systems design. In many real world situations, one or more state variables might not be possible to
measure physically. For example, the output temperature of a plant might be a combination of several state
variables. Although it is possible to measure the plant output temperature, the individual state variables
might not be separately measurable. To overcome this infeasibility, control theory provides technique
called observer. The observer provides an estimate of state variables from input and output parameters.
Observer design is not possible in every control system. If the plant meets the observability criteria, it
is observable [21, 65, 66] and an observer can be designed. Also, the controllability of a plant is a very
important factor to analyze. If the plant does not meet the controllability criteria (given in Lemma 5), it is
not possible to develop a stable controller to the plant. Therefore, in the controller design, the first step is
to inspect the controllability [21]. If controllability fails, it is not recommend to design a controller directly
to the plant [32].

Since the full exposition of classical control theory is beyond the scope of this dissertation, proofs of

the above results are not provided and they can be found in any standard text on control theory [21, 65, 66].

3.6.1 Optimal Controllers

Optimal control theory is used to handle relatively non-aggressive systems. The control goal is to optimize
the performance of the system for a defined time frame. The theoretical derivations for optimality can be
done using Pontryagin’s maximum principle (a necessary condition), or by solving the Hamilton-Jacobi-

Bellman equation (a sufficient condition) [56]. The optimal control solves the problem of finding a control
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law for a given system while certain physical constrained are met. In optimal control problem, normally
a cost function is formed. The cost function consists of state vectors and system inputs. Depending on
the importance given by the designer to each state vectors, system inputs, or system outputs, the weight
matrices can be decided (adjusted) for each entity. The optimal control problem can be reduced to set of

differential equations describing the paths of the control variables that minimize the cost function.

3.6.2 Model Predictive Controllers (MPC)

Model predictive controllers (MPC) are classified as advanced optimal controls, that gives some advantage
over non accurate plant model. In MPC, the predictive horizon means the entire time windows that the
problem is defined and the control horizon defines the time window that input controls could manipulate.
MPC is based on iterative, finite horizon optimization of a given model. In MPC, similar to optimal control
system, a cost function is formed. The cost function consists of state vectors and system inputs. Depending
on the importance given by the designer to each state vectors, system inputs, or system outputs, the weight
matrices can be decided (adjusted) for each entity. In each sampling interval, the cost function is calculated
and it is minimized for the entire predictive horizon. This calculation is carried out online to find the next
position of the plant trajectories. Although in each sampling interval, the complete control trajectory is
calculated for the entire control horizon, only the first step of the control strategy is implemented. Then the
plant state is sampled again and the calculations are repeated in the next sampling interval. In this process
the prediction horizon keeps being shifted forward the prediction horizon. Therefore, sometimes MPCs
are also known as receding horizon control.

MPC controller calculates the entire input trajectory online at each sampling interval; when the pre-
diction and control horizons are large, the online optimization calculation might require substantial CPU
resources. Since the optimization calculation process is repeated for entire predictive horizon, the MPC
require a substantial amount of calculation in each sample time. Therefore, a hard real-time system that
does not have sufficiently large additional resources for online MPC calculation will suffer from delay
effects [75, 91] due to calculation delay. On the other hand, if the highest priority is given to the MPC cal-
culations, other hard real-time tasks will suffer. Therefore, MPC should be used for hard real-time systems

with certain restrictions [56, 67, 32].
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3.7 Summary

In this chapter, we briefly explain the models, notations, and theories used in the rest of the chapters. In

the next chapter, we will extend our discussion to present the thermal-resiliency on uniprocessor systems.



CHAPTER 4: THERMAL-RESILIENCY ON
UNIPROCESSOR SYSTEMS

In this chapter, we introduce a new metric called thermal-resiliency which characterizes the maximum ex-
ternal thermal stress that any hard-real-time performance mode can withstand. We show how to solve some
of the issues and challenges of designing predictable real-time systems in an unpredictable thermal envi-
ronment where environmental temperature may dynamically change (e.g., implantable medical devices).
Towards this challenge, we propose a control-theoretic design methodology which permits a system de-
signer to specify a set of hard-real-time performance modes under which the system may operate. The
system automatically adjusts the real-time performance mode based on the external thermal stress. We
show (via analysis, simulations, and a hardware testbed implementation) that our control-design frame-
work is stable and control performance is equivalent to previous real-time thermal approaches, even under
dynamic temperature changes. A crucial and novel advantage of our framework over previous real-time
control is the ability to guarantee hard deadlines even under transitions between modes. At the end of the
chapter, we show how our system design permits the calculation of a new metric called thermal resiliency
which characterizes the maximum external thermal stress that any hard-real-time performance mode can
withstand. Also, we show how our design framework and analysis may be classified as a thermal stress
analysis for real-time systems.

This chapter presents a methodology for designing and analyzing single core, thermal-resilient hard-
real-time systems. Section 4.1 gives a brief introduction and Section 4.2 presents a high-level overview
of our methodology. Section 4.3 overviews the hardware, real-time, and thermal models used throughout
the chapter. Section 4.4 details the design of our thermal-resilient controller. Section 4.5 derives thermal-
resiliency function A for control system. Section 4.6 describes the results of our comparison with previous
control systems via simulation and implementation upon testbed hardware. In the next chapter, we pro-
vide formal derivations and proofs necessary to establish the hard-real-time system guarantees. Finally,

Section 4.7 gives a summary of this chapter.

36
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4.1 Introduction

Modern computer-controlled systems are often deployed in dynamic and unpredictable thermal operat-
ing environments. From the hardware-design perspective, material scientists and computer engineers use
rigorous thermal-stress analysis techniques (e.g., see [72]) to determine how the underlying physical hard-
ware will withstand applied internal and external thermodynamic forces. Unfortunately, equivalent anal-
ysis does not exist for determining the effects of (unpredictable) thermal stress on the performance of
the systems software. While hardware capabilities such as dynamic power management (DPM) permit
a computing system to reduce its power dissipation at run-time, many embedded systems have real-time
constraints which may be adversely affected by unexpected changes in processor speed.

Unfortunately, no current formal real-time design and analysis framework fully addresses the above
setting. Recently-proposed control-theoretic frameworks exist for regulating processor temperature for
soft-real-time systems (i.e., systems where jobs are permitted to “occasionally”” miss computational dead-
lines) in an unpredictable thermal environment [37, 36]. While their results successfully show that it is
possible to obtain stable and responsive thermal behavior and system utilization control, a system designer
cannot use their approaches to a priori determine the amount of system-performance degradation due to
changes in the thermal environment. Instead, the level of degradation can only be indirectly inferred via
simulations of the system for different operating conditions. Furthermore, hard timing guarantees cannot
be made in these frameworks. Techniques also already exist for permitting a trade-off between real-time
QoS and processing resources (e.g., the QoS-based resource allocation model (QRAM) [69]); however,
while such techniques may guarantee real-time deadlines under a fixed level of resources, they cannot guar-
antee deadlines when a system must dynamically switch between real-time modes (due to the uncompleted
execution remaining at mode transitions). Furthermore, none of these previously-proposed techniques can
be used to obtain a precise, formal quantification of the thermal stress that the system can withstand.

In this chapter, we address the challenge of determining the real-time guarantees in the presence of
unpredictable dynamic environmental conditions. Towards this goal, we propose a framework and mecha-
nisms for thermal-stress analysis in real-time systems. Our objective is to develop techniques that permit a
system designer to specify, a priori, a precise quantification of the hard-real-time performance degradation
due to external thermal events, via a new system design metric called real-time thermal resiliency. Infor-

mally, real-time thermal resiliency is a prediction of the maximum external operating temperature at which
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a specified real-time performance mode (e.g., quality-of-service) may be guaranteed in the system steady-
state (i.e., a time at which system properties have converged and do not change). To illustrate, consider
a system with ¢ different (system designer-defined) hard-real-time performance modes My, M, ..., M,
where modes are ordered in increasing levels of real-time performance with M, guaranteeing the highest
level and M the lowest. The real-time thermal resiliency of any mode M;, denoted as A(M;, Tret), is the
predicted maximum external operating temperature for which the system will continue to operate (in the
steady state) at performance mode M; or higher and maintain a CPU reference temperature of T¢. Fur-
thermore, if the external temperature exceeds A(M;, Tref), then the system should automatically degrade
to the next lowest performance mode M;_;. The capability to define (at system-design time) thermal-
resilient, real-time performance modes allows the system designer to specify how a system will gracefully
and predictably degrade under external thermal stress; furthermore, the ability to accurately determine the
real-time thermal resiliency of a performance mode provides a real-time system designer with a thermal-
stress analysis framework analogous to stress analysis techniques in physical sciences and engineering.
In the IMD example above, the thermal-resiliency function A may be used to determine (at design time)
the body-temperature that a given set of tasks may safely operate at without doing damage to surrounding

tissue.

4.2 Methodology Overview
We now describe at a high level the major steps of our thermal-resilient design and analysis methodology.

1. System Hardware Specification: In the first step, the system designer must specify the processing
and DPM capabilities of the system. Throughout this paper, we will be illustrating and validating
our methodology upon an Intel Pentium IV 3.0 GHz single-core processor testbed. To match the
rudimentary DPM capabilities often present in embedded processors, our testbed possesses the abil-
ity to only modulate the power modes of the system between active and inactive states. Section 3.3.1

gives more detail on the hardware model and our testbed implementation details.

2. System Software Specification: The system designer must specify the set of valid software modes
My, My, ..., M, for the system. In Section 3.3.2, we discuss using the sporadic task model [64] as

a model for real-time workload of each software mode.
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. Real-Time Mode Resource Allocation: After the HW/SW specification steps, the designer must
determine the minimum resource allocation under which the multi-mode system is schedulable. We
discuss in Section 3.3.2 how recent techniques for schedulability analysis of hard-real-time systems
where both the hardware and software change modes may be used in allocating sufficient processing

time to each mode.

. Power/Thermal Model Evaluation: Given the processing platform, we need an accurate power
model in order to derive formal guarantees on the thermal resiliency of the system. Due to the
duality between electrical and thermal circuits, we model the thermodynamics of our processing
system using the resistance/capacitance (RC) circuits. We use system identification (SI) to identify
the system parameters and evaluate the efficacy of our power-model choice. The details on the

derived parameters for our hardware testbed are explained in the Section A.2 of the appendix.

. Control System Design: We design a control structure based on optimal control theory. In this
process, we use the SI parameters (determined in the previous step) to design the feedback gain

parameters. We present details on our controller design in Section 4.4.

. System Simulation: We build a system simulator which implements the real-time scheduling algo-
rithm and control algorithm and simulates the real-time and thermal behavior of the system based
on the resource allocations and power model derived in Steps 3 and 4. The details of our simulator

are provided in Section 4.6.

. Thermal-Resiliency Function Calculation: Given the real-time mode resource allocation, power
model, controller, and simulator observations obtained from Steps 3, 4, 5, and 6 we can obtain a
quantification of the thermal-resiliency function A. We give details on the derivation of this function

in Section 4.5.

. System Validation: We finally validate our system simulator and thermal-resiliency calculations in
Section 4.6 by comparing directly with observations from our hardware testbed. Our comparison
shows that the system simulator closely models the actual testbed behavior. Furthermore, we validate
that our predicted thermal-resiliency A function is accurate by observing that it closely tracks the

actual hardware testbed behavior.
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While most of the steps above are standard practice in control system design, we would like to empha-
size that our ability to ensure the hard-real-time schedulability of each mode in Step 3 and obtain a priori
guarantees on thermal resiliency in Step 7 distinguishes our approach from previous thermal control for
real-time systems.

Importantly, our proposed control framework may be considered a proactive scheduler; however, we
attempt to remove some ideal assumptions by working with only two power modes and the more general
sporadic task model. Also, we consider the ambient temperature changes and analyze the effects on the

task system due to its variation.

4.3 Models

We consider a single processor system with rudimentary DPM capabilities of only active and inactive
power modes as explained in the Subsection 3.2.1.

In the Introduction Section (4.1) of this chapter, we proposed a system model of real-time performance
modes My, ..., M,. We will assume that there is an ordering of real-time performance modes based on
their “computational requirements” to meet all of a mode’s deadlines. The relation M; = M; indicates
that M; is more computationally intensive than M. As we defined in the Subsection 3.2.3, for the purpose
of this uniprocessor case, we will assume each performance mode M; is characterized by a sporadic task
system. Figure 3.1 illustrates the processing-time allocation in two different modes.

In our uniprocessor case, the scheduling of real-time performance mode M; upon the thermal-aware
periodic resource may be done by any uniprocessor real-time scheduling algorithm (e.g., earliest-deadline-
first or rate-monotonic [57]). However, ©()) must be sufficiently large for the scheduling algorithm to
correctly schedule all jobs of the task set of M; (i.e., {Tl(i), Tz(i), el 7'7(1?}) and (potentially) any jobs from
the previous mode that have not completed by the mode change.

To obtain a proper resource allocation, 0@, for each mode, we use our recently-developed hard-
real-time schedulability test (for EDF scheduling under hardware/software mode changes in the periodic
resource model) to search for a safe value of 0 for each mode [30] to ensure that deadlines are M
met. The multi-modal schedulability analysis ensures that for any valid sequence of mode changes and
valid set of job arrivals under the sporadic task model that the EDF scheduler will always meet all dead-

lines. The analysis works by determining the maximum workload carried from one mode to another and
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testing whether this “carry-in” will cause a deadline miss.

We use the thermal/power model defined in the Subsection 3.2.7. As we previously mentioned, our
model uses the duality principle in electrical and thermal circuits to describe the dynamics of the power
dissipating source using electrical resistance/capacitance (RC) circuits. Figure 4.3 shows the basic equiv-
alent circuit for the CPU and its surrounding environment. We assume that total dissipated power of the
CPU Py is equal to the sum of the power due to dynamic current PSM and power due to leakage current
pl

cpu®

Furthermore, we assume that the temperature-dependant leakage power may be closely approximated

by a linear function of CPU temperature [59].

4.3.1 The Testbed

As a case study of our methodology, we have built a hardware testbed using an Intel Pentium IV 3.0 GHz
single core processor running a modified Linux kernel (2.6.33.7.2-rt30 PREEMPT _RT). The low power
CPU on our testbench does not have a System Developer Interface to measure the on-die temperature '
directly. We follow the procedure given in the Intel Documentation [4] and install a T-type thermocouple
on the CPU die?>. We use Phidgets 4-port temperature sensor board to measure the environment, air, and
the on-die temperature through the USB driver and allows us to directly interface the sensors with the
testbed software.

We develop a loadable kernel module to activate and vary the frequency modulation level at run-time.
We use Model Specific Registers (MSR) to control the frequency modulation ratio in the clock and select
the higher and the lowest frequency modulation indices to emulate the low and the higher power levels.
We use 12.5% and 87.5% modulation ratios in the TA32.CLOCK _MODULATION MSR for active
and inactive power mode emulation.

We develop a multi-threaded application using Linux native posix thread libraries (NTPL). Our ap-
plication consists of a scheduler simulator and a thread activator where the schedule simulator selects the
EDF based jobs from the local ready-queue and dispatches them into a thread activator. The thread ac-
tivator consists of a very high priority thread (priority is set to higher than the threaded IRQ handlers),

emulates the schedule tick in the Linux kernel in higher level abstraction. Similar to the Linux kernel

!The Intel documentation says that a on-die sensor is present, however, they have not provided a system developer interface
to measure the on-die temperature by means of software methods as opposed to latest CPU families.

2We mount a T-type thermocouple on the CPU die using a small penetration made by a precise milling machine as recom-
mended by the Intel.
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Figure 4.1: The implementation details of the testbed.

Note that the scheduler is responsible for EDF selection of jobs, activation of task threads to fill © and
activation of idle thread during II — ©, and thereby emulating the PWM cycle.

scheduler tick, the thread activator sleeps until it wakes up accurately in the scheduling boundaries. Our
thread activator wakes up in unequal tick intervals to schedule jobs, raises the appropriate thread which
should have the priority, and goes back to the sleeps. The jobs are selected by the schedule simulator
according to EDF. This process repeats and the amount of time allocates to each job depends on EDF and
the total time depends on the © given by the optimal controller.

Figure 4.1 provides a high-level overview of the workflow for the different components of our frame-
work. The controller after sampling the temperatures determines the capacity. The capacity is given to the
PWM controller and the real-time performance mode selector. The PWM modulates the frequency of the
CPU via the MSR and an OS Scheduler (EDF) determines how to schedule the selected performance mode
within the PWM duty cycle. Our temperature sensors sample the temperatures and the process iterates ad

infinitum.
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Figure 4.2: The physical testbed preparation steps.

We selected low power Intel Pentium P4 processor that has minimal power saving features. In the figure,
Part A) shows the tiny impression (a hole) made on the processor heat spreader, B) shows T-type thermo-
couple has been mounted on the processor with heat resistant adhesive (silicon grease is shown in white
color on the processor heat spreader), C) shows the processor is mounted in ZIF socket, D) shows the
minimal heat-zink that we initially used to run the experiment (but failed to withstand the heat dissipation
of the processor and later we changed to the regular heat sink), E) shows the Phidget 4 port thermal sensor

board along with the environment temperature sensor of the testbed, and F) shows the testbed and the NI
DAQ board in action.
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fpd

cpu

7)env
V;,nv (t) = 7;11\' (t)

Vair(t) = Taie(t)

Figure 4.3: The basic equivalent circuit for a working CPU and its working environment

4.3.2 Power/Thermal Derivations

We apply the Kirchhoff’s circuit laws for our RC thermal model (in Figure 4.3) and get the following

equations for Tepy(t),

7Epu<t) a d d
R, Gy T = Pt @
75pu<t) pod 4
L, tCangTm® = Po) “2)

Adding (4.1) and (4.2), and solving for %ﬂpu(t),

d 1 1
Tm(®) = o1k = g ) Tomlt) & ror Ten () + nPL) onke (43)

We obtain the following equation for Teny (),

Tenv (1)
Reny

cpu

+ Cenv%’]gnv (t) = Pcpu (t) + Penv(t) = Pd (t) + Pf,u(t) + 7)env (t) (4-4)
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Solving (4.4) for 4 Teny (),

kr 1
C\’Cl’lV RBIIV CCHV

ko
CCHV

ke 1
Cenv Tepu(t) +

4.5)

PLE) + = Pen(t) + (

Oenv w CCI’)V ) 7;nv (t) +

d
%%nv (t) -

If we know the temperature of the environment and CPU at some initial time ¢y < ¢, then we can

derive following Equations® from (4.3) and (4.5):

t
%pu(t) = / O'lpcpu(s)e_(t_s)ﬂlds + %pu(to)e_(t_to)ﬂla (46)
to
t
Ten(t) = / D) (Penv(s) + Pcpu(s)) e~ =92 s 4 T (tg)e (E10)B2, .7
to
where
1 1 1
/81 dér (7 kT) . )
R(cjpu Rlcpu (Cgpu + Cépu)
def 1 kr
52 N Renv C161'1V C\161'1V’ and
oy = 1
27 Cen

According to the Figure 4.3 shown above, the absolute CPU temperature can be calculated as Tcpu () +

7Env (t) + Eir(t) .

4.4 Controller Design

In this research, we use the standard state-space model to represent continuous-time (ideal) system intro-
duced in the Section 3.6. Our design process is two fold. In Section 4.4.1, we design a thermal controller
assuming that an ideal system with continuous power modes; this assumption is not practically viable.
Therefore, in Section 4.4.2, we will extend the controller design to a processor with only active/inactive

power modes, which is more practical and can be implemented in a real-world system.

3 Assume that the leakage current mostly depends on the Tepu and Teny effect on the leakage current is negligible.
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Figure 4.4: The thermal control design with state feedback and integral actuator

44.1 Continuous Power Modes

As a first step towards our goal of designing a control-theoretic framework for thermal stress analysis, we
employ linear quadratic (LQ) optimal control for real-time thermal management. Our design consists of
an optimal state feedback and an integrator that regulates the dynamics of the system. An LQ controller
enables us to design an efficient and low-overhead controller, derive the feedback parameters before run-
time (used in thermal-resiliency analysis), and smoothly track our reference input. In the future, we plan
on applying more complex and robust controllers (e.g., Hoo controllers) to decrease the controller’s sen-
sitivity to modeling inaccuracy and noise. However, as observed in the simulations and experiments of
Section 4.6, our current LQ design is appropriately responsive to changes in environmental temperature.

In our system model, we specify the thermal power of the CPU as the control to the system. The
controller is designed to follow the temperature reference, Tf. In our design, we consider ﬁpu(t) as
one of the variable to be controlled and Pgu(t) as a manipulated variable (equivalent to y(¢) and u(t),
respectively, in continuous state-space model). The basic control structure is given in Figure 5.3.

From Equations (4.3) and (4.5), the continuous-time state space model can be written as

7; u t - k 7; u t 0
A I e N B ) P (t) + Py (). 4.8)

cpu

Teny (1) kroy  —B2 | |Tenv(t) o) o)
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While our analysis below is in the continuous-time domain, a discrete-time control system approach

would be applied in an actual computer implementation. Therefore, we now note that we may easily

convert the continuous-state space model to the discrete-time sampled system, x(k + 1) = Gxz(k) +
. . . —B1 kror o1 )
Hu(k) 4+ f from the continuous-time state matrices A = and B = where £ is
kroa  —B2 02

the sampling index, 7 is sampling interval, and G and H can be calculated as described in Section 3.6.

Furthermore, the matrices A and B satisfy the condition of Lemma 5 implying that the continuous system
Tepu(F)
Tenv (k)

is completely controllable. For our given system, z(k) = and u(k) = [Pcpu( ]4;)} where we are

again abusing notation for the 7 and P functions.
To eliminate steady state tracking error, we design our control system with an integrator. Define an

additional error vector v (t) in continuous time as,

vel(t) /0 (Tret — T (£) — Tae())lt

7>e(t> = 7;ef - %ir(t) - T(t) (49)
Tepu(t)
= -C P + Tref — 7z-1ir(t)
Tenv(t)
where C' = [1, 1].
Then, the system input is calculated with a gain K, = [y1,72] and integral constant ; in the following
equation.
Tepul(t
PL) = K, i (4.10)
Tenv(t)

= () Tomlt) + () Tew)) + 21 | (T = Tlt) = Tou(t) = T

We employ standard techniques from optimal control theory to derive K, and ~; and prove stability.
In our derivation of system stability, we use the following two results which can be found in any standard
text on control theory [21, 65, 66].

We derive the augmented model that is used to obtain the optimality of the system. Consider an

instance where system is completely stable and has reached steady state. We denote the input, states,
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and the integrator error (described in Equation (4.9)) of this special instance of the system by Pepu(toc)),

Tepu(tso), Tenv(too) and ve(t) respectively. Therefore,

0
Penv(too).  (4.11)

tpu(too) _ _Bl k;To'l
7.va (too) kroa _62

Tepu(too) N
7;nv (too)

o
1] P (1) +

02

02

From the Equation (4.8) and Equation (4.11) we get,

Tepu(t) = Tepu(too)
%nv(t) - 7—env (toc)

g1

+ | P ) - P (). @12)

tpu(t) - ﬁpu(toc) _ _51 kroq
Tenv (t) — Tenv (too)

kroa =B o2

Also, from the Equation (4.9), we get,

Tepu(t) — Tepu(t
be(t) = Ve(tos) = —C epu(f) = Tepu(foc) (4.13)
Tenv(t) — Tenv(too)
Now, combining the Equation (4.12) and (4.13), we define our higher order system as,
é(t) = Ae(t) + Bue(t), (4.14)

where,
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We select the feedback gain 4 such that,
ue(t) = —Kelt), (4.15)

where,
K= ) (4.16)
I
The above state-space and the control gain parameters are valid for a continuous-time controller. So,
we may obtain the discrete-time state-space matrices for the augmented model (i.e, G and H) from A and
B via the transformation described after Equation (3.5). In LQ optimal control, the objective is to design
the controller to minimize some performance index. A standard LQ performance index is given by

def

J =

WE

5 3 (6(R) Qelk) + ul (k) Ruc(k)), (.17)

b
Il

0

where () and R are arbitrary symmetric matrices of size m X m and r X r such that () > 0 (positive
semi definite), R > 0 (positive definite). (In our system given in Equation (4.8), m is two and r is one). It
is easy to show that for a Linear Time Invariant (LTI) system, (Refer to [66]), the optimal state feedback
can be obtained as,

ue(k) = —Ke(k), (4.18)

where K is the feedback gain defined as
K =(R+HTPH)'HTPG, (4.19)
and where P is the positive definite solution of the algebraic Riccati equation below,
P=Q+G"PG-G"PH(R+ H"PH)'HTPG.

From the above, it may be shown [66] that the optimal performance index can be calculated as J,;,, =
3eT(0)Pe(0).

It is well known [66] that the feedback control (i.e., &) results in an asymptotically stable closed-loop



50

system according to Lemma 2. Obviously, stable choices of K, and ~; for the original (non-augmented)

system can be immediately obtained from the derived K.

4.4.2 Active/Inactive Power Modes

Since the CPU power cannot be varied continuously, the controller designed in the previous section cannot
be directly applied to the setting of discrete active/inactive power modes. In this section, we extend the
design of the continuous power modes controller described in the previous section to the active/inactive
power mode setting by applying pulse-width modulation (PWM) techniques. Recall in Section 4.3 that
we stated the active/inactive power modes will be modeled via the thermal-aware periodic resource model
with parameters Il and ©. Thus, to control the system via this model, we must choose the appropriate
values of II and ©. The II value is a design parameter which may be chosen at controller design-time
and will be assumed fixed throughout controller execution. Typically, a smaller value of II will increase
the system schedulability; however, a larger value of II will decrease the overhead potentially incurred by
switching between the active and inactive power modes. (See [5] for algorithms for determining 1I in the
thermal setting). The only constraint that our framework places on the chosen value of II is that it must
evenly divide the sampling interval length T (i.e., T = xII for some k € N*).

Since we have only two power modes, we cannot arbitrarily set the power level. However, we may
change the assigned resource capacity between sampling periods to approximate arbitrary power levels.
Therefore, the assigned resource capacity will be the manipulated variable in our PWM system. The
periodic resource capacity (O (k)) and resource period (II) can be respectively viewed as the pulse duration
and duty cycle of the PWM. Let ©(k) denote the value of the resource capacity over the k’th sampling
period. For determining the © (k) value, we use a method based on the principle of equivalent areas (PEA)
for converting any arbitrary input signal into an equivalent PWM signal [39]. First, note that in a discrete-
time system using zero-order hold (ZOH), the input signal is held constant over the sampling period.
Specifically, for the k’th sampling interval, the input Pfgu(k) is held over the T-length interval, resulting
in a total energy dissipation of Ty - Pgu(k:) over the interval. To get the equivalent area (i.e., energy) as
the (ideal) system with continuous power modes, we must set ©(k) such that the periodic modulations
between the power modes of P, and Pj,. dissipate the equivalent amount of energy over the 7Ts-length

interval. Figure 4.5 illustrates the area equivalence between the continuous and PWM controllers. It is
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Figure 4.5: The simplified power and modulation relationship

easy to see that a smaller 7 gives a better PWM approximation. However, our controller needs to follow
a system with relatively slower (thermal) dynamics. Thus, for efficiency, we select relatively larger T
and higher « value. Also, even under varying air and environmental conditions, the the resource capacity,
© does not change rapidly due to slower system dynamic. Therefore, the same mode will continue to
hold over several sampling periods before change occurs. Furthermore, in the steady state (when the
environment or air temperature does not change much), the system will change modes very infrequently.

More formally, we may derive the following relationship between P4 (k) and O (k),

cpu

‘ o(k) i
RITPY (k) = ﬁ<ew n / Pocedt + €ine + Pincdt)
0 o(k)
Pact — P; 1
= Pgu(k’) (actan> @(k) + Pinc + ﬁ(eact + einc)‘ (4.20)

The PWM controller pseudocode is presented in Algorithm 1. The controller proposed here consists
of two integrated operations: the thermal controller and the PWM modulator. The first step is to obtain
the CPU temperature at ¢, (Line 3 of Algorithm 1). The error is then calculated by taking the difference
between the reference temperature and the CPU temperature (Line 4). The error is integrated into the error

vector and added to vector sum of the integrated error in the next line (Line 5). After which, the power



52

Algorithm 1 Control Algorithm

Require: Reference Temperature Tr; Feedback Gain K = [71,72]; Integral Constant v;; PWM Period
IT; Number of PWM periods in a sampling period k.
1: while At beginning of sampling period [ty,t¢11) : t; = k(11 do
2: Sample 7Epu (tﬁ) + 7gnv (tﬂ) + ﬂir(tﬁ)-
30 Ve(te) = Tret — (Tepu(te) + Tenv(te) + Tair(te))

4: Totve(ty) = Tote(te—1) + ’yml’[—(ve(t”?eug—l))

5 Pcpu(tf) = (TOt—i)e(tZ) - ('Yl%pu(tf) + 727(-:nv(t€))>

3 Pepu(te) —Pinc
O(ty) = min (H X %,H)

6

7. i =max{j € Zy11 | OV < O(ty)}

8:  Update real-time performance mode to M;.

9:  Set PWM to operate at period of IT and width of O(¢,).
10: end while

input is calculated (Line 6) and the equivalent O is calculated from the property of Equation (4.20) (Line
8). Finally, the appropriate mode is selected (Line 9), the mode change is performed (Line 11), and the
pulse-width modulator is invoked for the next « 1I-length intervals (Line 12). It is important to note that
O(t,) calculated in Line 8 does not have to be equal the ©U) for the selected mode; we must only select
the highest mode with ©) < ©(t,). (If ©(t,) is larger, we are only giving the mode more processing
than it requires.) It should also be observed that all operations, except for finding the appropriate mode,
may be done in O(1) time. Finding the highest real-time performance mode that may execute can be done

in O(lg ¢q) time (via binary search) where ¢ is the number of real-time performance modes.

4.5 Thermal-Resiliency Calculation

In this section, we explain how to derive the real-time thermal resiliency A(M;, Trr) for a given real-time
performance mode M; and reference temperature 7. Assuming a steady-state error of zero, we will
now briefly outline how to obtain a solution for A(M;, Tref) 4 Assume that we have reached the steady-
state by the (k — 1)’th sampling period. Therefore, Tepu(k) = Tepu(k — 1), Tenv(k) = Tenv(k — 1),
Tair(k) = Tair(k — 1), and ©(k) = ©(k — 1). Substituting the temperature equalities into Equations (4.6)
and (4.7) allows us to solve for 7cpu(k) and Teny (k) to obtain a function of Tyir(k), Trer, and ©(k). Since

“The approach may be generalized when there is bounded steady-state error. However, the approach will be similar, and we
omit the details due to space.
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we are interested in obtaining A(M;, Tref), we may fix Trer and © (k) = O Since the steady-state error is

zero, we also have
7;ef = %pu(k) =+ %nv(k:) + Eir(k)' (421)

Combining Equation 4.21 with the function of 7y (k) obtained from Tcpu(k) and Teny(k) allows us to
solve for T:(k). Thus, solving the entire system results in a value for Teny (k) + Tair(k) (i.e., value
of A(M;, Ter)). The resulting expression is quite complicated as it requires solutions to second-order
inhomogeneous equations.

We first calculate the 7cpy as follows,

k—1 2
Topu((CR+ M) = Tepu(CRID) + Y (C(j)m((gkg + I+ 0)(e"@M=0) _ 1)
i=0 j=1
t Cyaee (CR + DT ("0 — 1)). (4.22)

At the stability, Tcpu(CkII) stays at a steady value and therefore, Tepu((Cx + #)II) and Tepy (CKII) are
the same. Further, if the CPU does not vary the temperature within a single sampling period, the CPU
should maintain the same temperature in each resource period II intervals (For same ©, same 7T,y and Tepy
temperature at successive stages). Therefore, we consider the CPU temperature for two adjacent resource

periods and conclude,

(Cpin (GHTT+ O)(EO ) — 1) €5, (RO = 1) =0, @23)
j=1

because, 72‘515(({ k + DI) = TSI (CRIT) as per to the above argument. Then we further simplify the

Equation (4.23) as follows,

= Ten(CRIT 4 0)(P4(©)) + Tepu(Gr11 +0) (P1(6)) + Tepu(CH1) (P1(©) )
+ TR (P2(8)) +Pa(©) =0 (424)
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where
PyO) = ( (rl(H o) _1)+g8( ro(II—O©) 1)))
Ps(0) = Tom(ChTT+O)( = Ga(e 1= — 1) = Go(e17) — 1)),
Pi(O) = Tepu(¢hID)(=G1(e"®) — 1) — G5(e™(®) 1)),
Po(O) = Teny(CKIL)(Go ("M — 1) 4 Gg(em2(®) — 1)), and
Pa(©) = Ga(e"®—1)+gp(e" "% —1) +Go(e™® = 1) + Gp(e =) —1).

In Equation (4.24), we use the definitions of C for (xII and ((xII + ©) time instances as shown below

for i € {1,2}. Define i = 3 — i (equal two if 7 equals one and one if i equals two).

1 (A
Ciaer (CKIT) = 7(42 _)Tl +01 (Pact + ke + k1 Teny (CKIT))
51 + 7k cpu(CHH)
(¥
= (G4 + GnTen (1) — G, Tepa(Ca) ).
A 17Cs,,.(CKII 4+ ©)
_1 7
7'mc (QKH + @) = T'(Q _ )7"1 +Ul inc + kC + kT,E:nV(CHH + 6))
ﬁl + 7‘ cpu(CffH + @)
_ (g + GpTeny (CKIT + ©) — G, Te (CnH—i—@)) (4.25)
ro — T A; B Jenv Ci cpu ) .
where,
gAi = ﬁc&-nc(ff‘éﬂ) + 01 (Pact + kC) ;
Gp = oikp, and
9o, = P+

Similarly, from the Equation (A.10) in Appendix A, we can show that >,

3Derivation of the Equation A.10 is not shown here, given in the appendix to keep the focus of the discussion.
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= Ten(CRIT 4 0)(T4(6) ) + Tepa(GRI1 + ©) (3(©)) + Tepu(G11) (2(0))
+ TenCRIT) (22(0) ) + T (€) = 0 (4.26)

where,

7i6) = Gu((e O - (D ¢ (o) (2t

75(0) = (=G (en@-®) _ 1)Lt By _ g, (er2m-0) _ 1)zt 51)),

kroi kro1
TO) = (~Goy(e® — 1)(LEEL) _go (s 2t Ay
kroq kroq
\72(@) _ gB((eTl(H—G) . 1)(7’1 + /81) + (67‘2(9) _ 1)(7’2 + /81 ))7 and
kroq kroy
jA(@) _ gAl (T‘}f;‘afl )(61“1@ + 67“1(1_1—@) . 2) + gAQ(r?C;‘U/fl )(er26 + 67“2(1_[—@) _ 2)

Furthermore, we consider a CPU temperature for ((xII, (Il + ©] within the stability region and find

the following relationship from the Equation (A.7) in Appendix AS,

Tou(CRIT+0) = TG(ChID) + Crye (CRID (€7 = 1) + Coyy (CRIN(™ = 1) (427)
Substituting values for the constants from Equation (4.25), we get,
= Topu(ChIT +©) = T (CkTT) (Pr(0)) + Ton (CHI1) (P5(8)) + Po(©),
where,

Pr(©) = 1—("° = 1)Ge, — (e° = 1)Gey,
Pe(©) = (e° —1)Gg + (¢"*© — 1)Gp, and

Py(©) = ("€ —1)Ga, + (" —1)Ga,.

SDerivation of the Equation A.7 is not shown here, given in the appendix to keep the focus of the discussion.
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Also, considering the environment thermal behavior and substituting values for the constants from

Equation (4.25), we get,

= TECKIT + ©) = Tepu(CHIT) (7910(@)) + Teny (CAIT) (Pn(@)) n (Plg(@)), (4.28)
where,
. rith ne . T2tb 0
Pu©) = 1 ge ene )2t g ey
_ 1+ B "o re + 31 10
7)11(@) = 1 + WQB(G 1) + 7]{:7_‘0_1 gB(e 1)
r1+ 51 ro + 31

P12(©) (Gay (€79 = 1) + Gan(e2© —1).

kro kroq

Therefore, applying the Equations (4.24), (4.26), (4.28), and (4.28), in Equation (4.21), we may finally
express our thermal-resiliency function in terms of the fixed thermal constants and input 7pr and LI
(which comes from the input mode M;) as follows,

£1(0) Eo(01)
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where,

TJa(©)P2(0) + J1(0)P12(0©)P2(0) + Ja(O)P11(O)Ps(0) — J2(©)P12(0)P4(O)
+  Ja(O)P3(0)Ps(0) + J4(O)P12(0)Ps(0)Ps(0) — J5(0)P12(0)P4(O)Ps(O)
— J2(0)P3(0)Ps(0) — Ja(0)P11(0)Ps5(0)Ps(0O) + J5(0)P11(0)Pa(O©) Py (O)
= Ja(©)P11(O)Pa(O) — T3(0)Ps(0)Pa(0O) + TJ3(0)P2(0)Py(O) — J2(0)Pa(©),
—J4(©)P1(0) — Ju(©)P1(0)P12(0) — Ta(©)P10(0)Pa(O) + J1(0)P12(O0)P4(O)
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J2(O)P1(O) + J4(O)P1(O)P11(0) — J1(O)P2(O) — J4(O)P10(0)P2(O)
J2(0)P10(0)P4(0) — J1(O)P11(O)P4(O) — T5(0)P2(0)P7(0) + J2(0)Ps5(0)P7(0)
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4.6 Validation

In this section, we evaluate our control framework both in simulations and upon an experimental hardware

testbed.

4.6.1 Simulations

In the simulations, we simulate the execution of a single-core processor which consists of a thermal con-
troller, PWM frequency controller loop, and scheduling algorithm. The following task parameters are used

in our simulations:

e Each sporadic task 7; = (e, d;,p;j) has a period p; uniformly drawn from the interval [5, 15]. (A
small period range is used to keep LC' M of periods from becoming too large). The execution time

requirement e; set to the task utilization times p;, where task utilization is calculated using the
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UUnifast algorithm([9]. For each task, d; equals p;. The tasks are scheduled by EDF.

e The total number of tasks is eight; each task 7; has three different real-time performance modes

where 7'(2) = (e5,d;,p5); T;l) = (.2e;,d;,p;); and TJ(O)

; means that task is not selected. From set

of all possible combinations of tasks, we have selected fifteen modes with utilizations ranging from

zero to one.

We refer to the controller described in Algorithm 1 as Temperature Regulated Capacity Bound (TRCB).
In our simulations, we closely compare the performance of our proposed method with [37] referred to
as Thermal Control Utilization Bound (TCUB). TCUB has been chosen due to its low controller time
complexity of O(1). TCUB works by attempting to track a reference temperature and adjusting system
utilization as needed by changing task modes via a mode assignment heuristic. The major difference
between TCUB and TRCB is that TCUB does not have predefined modes. Therefore, TCUB may differ
in the assigned modes from run to run for the same system temperature. Furthermore, TCUB does not
use multiple power levels. TRCB on the other hand has predefined modes which permit the derivation of
thermal resiliency for each mode. TCRB also utilizes a low-power mode (if available).

In our simulation, we use the same system parameters as our testbed (Intel Pentium IV 3.0 GHz). The
pertinent power and control parameters are given in Table 4.1. Extensive testbed runs were carried out
to generate the remaining system parameters using SI. We use the SI tools provided by Matlab to derive
the system state-space parameters. Also we use the system parameters, generated from our testbed as the
simulation parameters. We observe a matching of our testbed readings and the simulation. More details
on this process are contained in the technical report [45].

In Figure 4.6, the system response and the utilization has been shown for both TRCB (right graphs)
and TCUB (left graphs) given a stable air temperature 7y, temperature equal to 5°C. The behavior of
both controllers in this stable environment is nearly identical for thermal and utilization behavior. (The
difference is due to the fact that TRCB uses EDF and TCUB uses RM scheduling). For TRCB, we also
display the achieved modes at any given time in the simulation in the lower right graph.

Figure 4.7 shows the behavior of both TRCB and TCUB when 7, is dynamically changed over time.
In the top two graphs of the figure, the absolute CPU temperatures over time obtained by TCUB and
TRCB, respectively, are plotted along with the 7. The two bottom graphs of Figure 4.7 present the

achieved utilization for each controller; additionally, the bottom right graph displays the active mode at
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Table 4.1: Testbed parameters for uni-processor simulations

Parameter Variable Value
CPU Active Power Phact I3W
CPU Idle Power Pine 20W
Server Period 11 20 ms
Sampling Time T 100 ms
Optimal Feedback K, | [5725 0]
.. 1 0
Q matrix in Performance Index Q 0 1
R matrix in Performance Index R [1]
Integral Gain 1 0.00042
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Figure 4.6: Fixed T, for Simulation. Left plots represent TCUB and right plots represent TCRB.
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Figure 4.7: Simulation comparison under varying 7 ;..

Dynamically varying T, for simulation. Left plots represent TCUB and right plots represent TCRB.

any point in time for TRCB. Observe that both controllers are able to track the reference temperature 7rer
despite the sharp changes in 7. For both controllers, the utilization appropriately tracks the changes in
air temperature. When the air temperature increases, both controllers decrease the system utilization and
increase the utilization again when the air temperature drops. Similarly, the mode plot in the lower right
graph tracks the temperature changes.

Regarding the real-time performance, figures displaying deadline miss ratios have been omitted as no
deadline miss was experienced for either controller in all the simulations. TCUB uses a safe utilization
bound of approximately 67% to make deadline misses improbably for rate-monotonic scheduling [57].
However, TCRB guarantees that no deadlines are ever missed due to verification using a multi-modal
schedulability test [30] as described in Section 3.3.2.

Thus far, the empirical performance of TRCB and TCUB may appear similar. However, we believe
the distinguishing feature of TRCB is the ability to guarantee hard deadlines and to calculate thermal
resiliency levels during design time. Thermal resiliency calculation provides a non-destructive thermal
stress analysis for real-time performance modes in an unpredictable operating environment. Our approach

has achieved the ability to calculate the thermal resiliency by forcing the system to execute in a very
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Thermal Resiliency Function

15

Mode

(&

Figure 4.8: Thermal resiliency over modes and 7.

predictable manner (i.e., periodic executions from PWM). To evaluate and illustrate our thermal resiliency
calculation, we have used the technique in Section 4.5 to calculate the thermal resiliency levels for our
randomly-generated multi-mode system. Figure 4.8 displays the thermal resilience A (M;, Tret) for a range
of modes and reference temperatures. Observe that the thermal resiliency increases with decreasing modes

or increasing Tref.

4.6.2 Experiments upon Hardware Testbed

To further confirm the validity of the theoretical results, we have run a task system with eight tasks, each
with three modes (identical to the simulation setting), on our hardware testbed. Each task performs numer-
ical calculations while executing on the system. Our hardware testbed behaves similar to the simulations

of the previous subsection. Figure 4.9 presents testbed runs for a fixed air and environment temperature.
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Figure 4.9: The testbed behavior under different 7ep,, values.

The testbed running at different e,y values and Ter = 55°C' showing the © and Mode change over the
time.

Finally, we validate our thermal resiliency calculation. Figure 4.10 shows the comparison of the ther-
mal resiliency. The upper left and right graph show the simulated results and the actual testbed observa-
tions of the resiliency respectively. The lower figure shows comparison of the resiliency of the system.
Figure shows the calculated thermal resiliency tracks the actual behavior of the testbed and provides a
safe upper bound on 7rf in a large majority of the cases which validates the effectiveness of the resiliency
function. Our equipment supports 1°C' accuracy in temperature measurements. Furthermore, for a better
accurate experiments, the environmental temperature chamber (Thermal Cabinet) needs an extensive insu-
lation methods. However, even under given conditions, using our framework, the designer can accurately

calculate thermal constraint for a given mode.

4.7 Summary

In this chapter, we discussed the problem of obtaining performance guarantees in an unpredictable ther-

mal environment. Towards this challenge we presented a control-theoretic framework for thermal stress
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analysis in real-time systems. Our proposed method employs a nested feedback control system, which is
based on optimum control theory. Our thermal controller nests with a faster PWM based CPU-modulation
driver; the thermal control system dynamically controls both processor temperature and CPU utilization
through an underlying periodic resource. We have shown this design has bounded deviation from ideal
system with continuous power modes. Furthermore, for our system, we derive strong thermal-resiliency
and hard-real-time guarantees for any real-time performance mode. Our method has the distinct advantage
of being able to verify the real-time thermal resiliency of a system before it is put into operation. In ad-
dition, we show via simulations that our framework performs as well as previous approaches which have
no formal guarantee on the thermal resiliency. Our implementation upon a hardware testbed validates our
proposed model and control framework.

In future work, we plan to extend our framework to control designs that are more robust to model inac-
curacies (e.g., Hoo or model-predictive controllers). As a initial step in designing a framework for thermal
stress analysis, our current design uses two RC circuits (for dynamic and leakage currents) to model the
CPU temperature. We plan on extending our model to permit multiple RC circuits for heterogeneous ther-
mal distributions and generalizing our thermal equations for more complex RC circuit layouts. We hope to
derive a general-theoretic design framework that captures “resiliency” metrics for other system properties

(e.g., energy, noise, etc.) and extend our analysis to other hardware settings (e.g., multicore, DVS).



CHAPTER 5: THERMAL-RESILIENCY ON
MULTICORE PROCESSOR SYSTEMS

In the previous chapter, we introduced the thermal resiliency for uniprocessor systems. In this chapter, we
extend the thermal resiliency for multicore processor systems, which characterizes the maximum external
thermal stress that any hard-real-time performance mode can withstand.

Multicore hard real-time systems have been widely using in an increasing number of real-time and
embedded systems. These systems need to operate under various physical and design constraints, including
ensuring that the system is operating within safe thermal constraints. In this chapter, we discuss a control-
theoretic framework to ensure hard-real-time deadlines on a multiprocessor platform in a dynamic thermal
environment. We use real-time performance modes to permit the system to adapt to changing conditions.
Also, we show how the system designer can use our framework to allocate asymmetric processing resource
upon a multicore CPU and still maintain thermal constrains. We show the simulations and physical testbed
results at the end of the chapter to confirm that our algorithm predicts how a system will gracefully and
predictably degrade under external thermal stress.

This chapter presents a methodology for designing and analyzing thermal-resilient multicore hard-real-
time systems. Section 5.1 presents brief introduction and overview of this research. Section 5.2 overview
the hardware, real-time, and thermal models used throughout the chapter. Section 5.3 details the design
of our thermal-resilient controller. Section 5.4 derives thermal-resiliency function A for control system.
Section 5.5 describes the results of our simulations and implementation upon testbed hardware. In the next
chapter, we provides formal hard-real-time system guarantees through formal derivations and proofs by
extending the model that we developed in the previous chapter earlier. Finally, Section 5.6 gives a chapter

summary.

65
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5.1 Introduction

Designing a real-time and thermal-aware multicore system is not straightforward; the CPU cores are
closely packed inside the CPU die, and each core potentially has different thermal characteristics. There-
fore, each core needs separate thermal model and interaction between cores also needs to be considered.
Further, if the system is operating in an environment with changing temperatures, the thermal-control
needs to be designed very carefully to take into account the system’s timing constraints. Modern embed-
ded systems are extremely complex and therefore, identification of some of the system limitations through
testing are limited. Furthermore, due to pressure to minimize the size and cost of the system, a system
designer is often compelled to consider the trade-offs between performance and the physical constraints
of the system (e.g., temperature). For a smooth, robust design phase and for a reliable final product, the
system designer must be equipped with appropriate design-frameworks to carefully consider the implica-
tion of the tradeoff. The proposed methods in this paper help the system designer to analyze the trade-offs
between the real-time performance and environmental constraints of a hard real-time system.

Although many modern CPUs are manufactured with built-in dynamic thermal management (DTM)
capabilities, they cannot be freely utilized in hard real-time system designs; a complicated hard real-time
system might compromise its timing constraints if DTM features are utilized improperly. Therefore, it is
essential to develop a framework that considers all external system capabilities such as DTM and real-time
requirements. Further, a useful framework should also permit the system designer to predict the behavior
of the system even if the operating environment is not a priori known or predictable.

There are already available frameworks for permitting a trade-off between a real-time level of service
and resource requirements. For example, Ghosh et al. [42] proposed a framework for mapping the level of
service and resource requirements for dynamic environmental conditions. These techniques might guar-
antee the real-time deadlines for a previously-determined level of resources, but they do not address the
scenario where requirements can dynamically change (resulting in a real-time mode change). They can-
not guarantee hard real-time deadlines when a system may dynamically switch between real-time modes.
Furthermore, none of these previously-proposed techniques can be used to obtain a precise, formal quan-
tification of the thermal stress that the muticore system can withstand.

In this chapter, we extend the concept of real-time thermal resiliency to multicore platforms. Real-time

thermal resiliency is a system design metric that quantifies the maximum external operating temperature
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that the system can withstand for a specified real-time performance mode. To define thermal resiliency
for a multicore processor, let us assume the C’th core of a multicore system with ¢ different hard-real-
time performance modes MS0, MC1 . MC4 where modes are ordered in increasing levels of real-time
performance with /¢ guaranteeing the highest level and M0 the lowest. For this system, the real-
time thermal resiliency for the i’th mode of the C’th processor M€, denoted as A(MC, Trf), represents
the predicted maximum external operating temperature for which the system will continue to operate at
performance mode MC* or higher and maintain a CPU reference temperature of Trs.

In recent years, we find many real-time researches on multicore systems. They address important is-
sues related to thermal-aware and power-aware design. Further, each of these prior results do not provide
a mechanism to specify the graceful degradation of the system’s operating modes in an unfavorable envi-
ronment. In contrast to these work, that rely on mapping techniques to adopt the varying environmental
conditions, we provide the system designer real-time and performance guarantee. While no previously-
proposed techniques exist for obtaining a formal quantification on a muticore system, in this chapter, we
proposed the idea of thermal resiliency multicore processor systems.

Towards this goal, we design a framework to calculate and verify the real-time guarantees of a multi-
core system in the presence of unpredictable dynamic environmental conditions. Thus, we are proposing
a thermal-stress analysis mechanism for multicore real-time systems. Using our proposed method, the

system designer can specify, a priori, a precise quantification of the hard-real-time performance degrada-

tion of multicore system due to external thermal events. Furthermore, our thermal analysis framework
explains how the modes degrade gracefully and predictably under externalthermal stress. Therefore, using
our framework, the system designer can predict the thermal resiliency of a performance mode. Finally, our
framework addresses the issue of allocating asymmetric mode request from different cores in a multicore

CPU.

This chapter discusses the the following important contributions:

e We propose a controller for a multicore system with rudimentary power-control mechanisms (e.g.,
cores can be active or inactive). Our objective is to ensure that the maximum core temperature
tracks a given reference temperature 7.r. We show that our controller is able to maintain system
stability and controllability. Furthermore, using the system specification, we can obtain a closed-

form quantification of the thermal-resiliency for each operating mode for each core of the system.
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e The proposed mechanism is also helpful to analyze multicore system under certain capacity con-
straints. Often times system designer assigns a mission-critical hard-real-time task to a specific core
and resources for other real-time tasks allocated from rest of the cores in the system. For example,
assume the designer wants a fixed resource capacity from a specific core that needs to run the cru-
cial real-time task in a system and other cores contribute to the system with multi-mode capabilities;
under this situation, the designer needs to know the the modes that the system could expect from
the other cores under various external thermal conditions. We provide support and analysis for this

setting.

e We empirically evaluate the efficacy of our control algorithm and associated analysis upon a mul-
ticore CPU. We show (through simulations and testbed runs) that our model and characterization
of thermal resiliency closely predicts the system’s thermal behavior even in a dynamic operating

environment.

5.2 Models

We develop our power model to represent a wide range of embedded processors with minimal amount
of power management capabilities. As explained in the Section 3.3, we assume a multicore processor
system with active and inactive power modes. We denote the instantaneous CPU power of C’th core as
Pccpu (t),(C € {1...m}) and assume it dissipates thermal power at a constant rate P, and Pjyc in the
active and inactive modes, respectively. Also, we assume that processor consumes e,c; and ej,. amount
of energy to activate/deactivate from inactive/active modes. The complete multicore model is given in the
Section 3.3.

As we explained in the introduction, we consider each core of the multicore processor has a specific
number of possible performance modes. Also, the task migration at runtime is not permissable and the
tasks are statically partitioned within the available processors. Further, the complete description is given
in the Section 3.3.

We furthermore assume that within each processor allocation, an arbitrary uniprocessor scheduling
algorithm (e.g., EDF or RM) may be employed to schedule the underlying task system. See Figure 5.1 for

an illustration of the thermal-aware periodic resource.
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Figure 5.1: The sampling and mode change in our thermal control system.

The blocks indicate time periods during with the processor is active under the thermal-aware periodic
resource model. Sporadic tasks are scheduled within the activation blocks .

5.2.1 Power/Thermal Derivations

Our thermal architecture is based on the model we explained in the Section 3.3. We explained how the
thermal architectural model of a multicore processor is organized and showed the arrangement of different
RC components to represent individual cores of the multicore processor as well as inter-core thermal
effects.

Figure 5.2 shows the basic equivalent circuit of a multicore CPU and its surrounding environment. For

clarification, we have shown a multicore processor with four cores.

We use the following state-space thermal model for the rest of the design process,

Tepu(t) = ATepu(t) + BPepult), (5.1)

where, Topu(t) = (ﬁgu(t)) Teplt) = (ﬁgu(t))mxl, Pepu(t) = (pru(t)>mXI, and A = (A)pwm, B =

(B)mxm are state-space parameters. The detailed derivations definitions of these matrices are given in the

mX

Appendix of the thesis.
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Figure 5.2: The multicore equivalent electrical circuit.

The basic equivalent electrical circuit of the thermal model of the CPU and its working environment is

shown. (for simplicity, the figure shows the structure with 4 adjacent cores) Arrow direction shows the
current (A) direction of the equivalent electrical circuit.
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(k)

Figure 5.3: The thermal control design with state feedback and integral actuator

5.3 Controller Design

First, we design a thermal controller assuming that an ideal system with continuous power modes. In

Section 5.3.4, we will extend the controller design to a processor with only active/inactive power modes.
We need our controller to accurately follow the reference temperature, Ter. Also, to eliminate steady

state tracking error, we design our system as a servo with an integrator. Define an additional error vector

ve(t) in continuous time as,

Ue(t) e /(; (7;ef - 7Epu(t) - 7;nV<t))dt
Oo(t) = Trer — Tepu(t) — Teny (1) (5-2)
= Tt — max ( [%pu(t)} ) — Tenv(t).

Then, the system input is calculated with a gain K, and integral constant -y in the following equation.

Pcpu(t) = —-K, |:7;pu(t)} +’7[Ue(t)> (5.3)

where, Ko = (K;) We employ standard techniques from optimal control theory to derive K,

mxXm’®

and prove stability. Details are presented in an appendix of an extended version of this paper [48].

5.3.1 State-Space Controller Details

We use the standard state-space model to represent continuous-time (ideal) system, and the state matrices

and constant vector are time-invariant quantities as explained in the Section 3.6.



72

Since we have a computer-controlled discrete-time system, we use the state-space mode for the discrete-

time controller for active/inactive modes as given in the Section 3.6.

5.3.2 Continuous Power Modes

As a first step towards our goal of designing a control-theoretic framework for thermal stress analysis, we
employ linear quadratic (LQ) optimal control for real-time thermal management. Our design consists of
an optimal state feedback and a servo that regulates the dynamics of the system. An LQ controller enables
us to design an efficient and low-overhead controller, derive the feedback parameters before runtime (used
in thermal-resiliency analysis), and smoothly track our reference input. In the future, we plan on applying
more complex and robust controllers (e.g., H~, controllers) to decrease the controller’s sensitivity to mod-
eling inaccuracy and noise. However, as observed in the simulations and experiments of Section 5.5, our
current LQ design is appropriately responsive to changes in environmental temperature.

In our system model, we specify the thermal power of the CPU as the control to the system. The
controller is required to work as a servo and should follow the temperature reference, 7res. In our design,
we consider 7¢pu(t) as one of the variable to be controlled and Pd (t) as a manipulated variable. The basic

cpu

control structure is given in Figure 5.3.

5.3.3 Stability Analysis and Optimal State Feedback

In our derivation of stability for our system, we will use the Lemma 5 and Lemma 4 in the Section 3.6,
which two results also can be found in any standard text on control theory [21, 65, 66].

Now we derive the augmented system model that is used to obtain the optimality of the system. Equa-
tion (B.11) can be used to describe the system dynamics at any time instance. Consider an instance where
system is completely stable and has attained to the steady state. We denote the system input, system states,
and the servo error (described in Equation (5.2)) of this special instance of the system by Pepu(toc))s

Tepu(too), Tenv(toc) and ve(t) respectively. Therefore, we get,

Temtoo)] = 4] [Teputoo)| + [ B] Pemuttee). 5.4)

Then, from the Equations (B.11) and (5.4) we get,
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Tepn(8) — Topa(t)| = [A] [Tepu(®) — Tepu (1)
+ [B] (Pau(t) = P ().

(5.5)
Define e(t),
e(t) = [ Topu(t) = Tepultoc)| (5.6)
then we get,

é(t) = Ae(t) + Bue(t). (5.7)

We select the feedback gain 4 such that,
Ue (t) = Pcpu (t> - Pcpu (too) (58)
— Koelt). (5.9)

The above state-space and the control gain parameters are valid for a continuous-time controller. So,
we may obtain the discrete-time state-space matrices for the augmented model (i.e, G and H) from A and
B via the transformation described after Equation (3.5). In LQ optimal control, the objective is to design

the controller to minimize some performance index. A standard LQ performance index is given by

g %Z KT Qe(k) + ul (k) Rue (k). (5.10)

=0

where () and R are arbitrary symmetric matrices of size m x m and r X r such that ) > 0 (positive semi
definite), R > 0 (positive definite). The u. (k) is the difference of the feedback value and it becomes zero
at the steady state (when 7cpu(t) becomes 7epu(tso) at the steady state).

It is easy to show that for a Linear Time Invariant (LTI) system, (Refer to Ogata [66]), the optimal state
feedback can be obtained as,

ue(k) = —Ke(k), (5.11)
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where K is the feedback gain defined as
K =(R+HTPH) 'HT PG, (5.12)
and where P is the positive definite solution of the algebraic Riccati equation below,
P=Q+G"PG-G"PH(R+ H"PH) 'HTPG.
From the above, it may be shown [66] that the optimal performance index can be calculated as
L 7
Imin = ¢ (0)Pe(0). (5.13)

It is well known [66] that the feedback control (i.e., K) results in an asymptotically stable closed-loop

system according to Lemma 2. Obviously, stable choices of K, for the system can be derived.

5.3.4 Continuous Power Emulation with Active/Inactive Power Modes

In this section, we explain how the resource capacity, ©€ is manipulated to produce the control input value
Pccpu. Any modern CPU has a discrete set of operating frequencies. The power dissipation (consumption)
for each operating frequency is not a variable and it is fixed.! However, the control design we proposed
requires a continuous input, Pcpy () for its proper functionality. Since the CPU power cannot be varied
continuously, the controller designed in the previous section cannot be directly applied to the setting of
discrete active/inactive power modes. Therefore, the design of the continuous power modes controller
described in the previous section needs to be modified to accomodate the active/inactive power mode set-
ting by applying pulse-width modulation (PWM) techniques. As we explained earlier in the Section 5.2
(and the details in the Section 3.3 of Chapter 3), the active/inactive power modes will be modeled via the
thermal-aware periodic resource model with parameters II and ©. This could be achievable via choosing
the appropriate values of II and ©. The II value is a design parameter which may be chosen at controller
design-time and will be assumed fixed throughout controller execution. The only constraint that our frame-

work places on the chosen value of II is that it must evenly divide the sampling interval length T (i.e.,

"Under experimental conditions and due to the variation of the workload, we may find slight variation on the power con-
sumption value for a specific operating frequency for different workload executions; however, the average value of the power
consumption is very closer.
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Figure 5.4: The simplified power and modulation relationship

T, = kI for some k € NT).

Let ©C(k) denote the value of the resource capacity over the k’th sampling period on C’th core. For
determining the @C(k) value, we use a method based on the principle of equivalent areas (PEA) for con-
verting any arbitrary input signal (Pccpu(k)) into an equivalent PWM signal [39] and assume the zero-order
hold (ZOH), the input signal is held constant over the sampling period. Specifically, for the k’th sampling
interval, the input PCCpu(k) is held over the T;-length interval, resulting in a total energy dissipation of
Ts- Pccpu (k) over the interval. To get the equivalent area (i.e., energy) as the (ideal) system with continuous
power modes, we must set ©€ (k) such that the periodic modulations between the power modes of Py and
Pinc dissipate the equivalent amount of energy over the T-length interval. Figure 5.4 illustrates the area
equivalence between the continuous and PWM controllers.

More formally, we may derive the following relationship between Pccpu(k) and € (k),

@C,i(k.)
I{H/Pg?u(k) = ’{<eact+/ Pacrdt
0
II
+ einc"‘/ Pincdt>
eci(k)

=P = (Pl ecin

1
+ Pinc + ﬁ(eact + einc)7

(5.14)
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where ©€(k) the resource capacity of the C’th CPU for i’th mode and Pccpu(k) denotes the relevant
power of C’th CPU, C € {1....m}. Note that, the above Equation 5.14 gives us a way to calculate the
total power consumption of any real-time task by using the time it takes to complete the task and the ©

value.

Algorithm 2 Control Algorithm

Require: Reference Temperature 7Trf; Feedback Gain K; Integral Constant v7; PWM Period I1; Number
of PWM periods in a sampling period «.
1: while At beginning of sampling period [t¢, tsy1) : t¢ = k(11 do
2: Sample Tepu(te) + Tenv(te).
3 Ve (tf) = Tret — Tenv (tﬂ) - maX(%pu(té))

3 Y .e t +‘e ty_
TOtJ}e(tZ) = TOtJ}e(tg_l) —+ ’YIKHM

4:

5: forC =1tomdo

6 Phulte) = (Totve(to)ra — (Keo Tepa(te)) ) 57 € {1...m}
C p— .

7: 0% (t;) = min <H x Wﬁ)

1= max{j S Zq+1 | (SE < @c’i(tg)}
: Update real-time performance mode to M¢"7,
10: Set PWM to operate at period of IT and width of @%+(t,).
11:  end for
12: end while

The PWM controller pseudocode is presented in Algorithm 2. The controller proposed here consists
of two integrated operations: the thermal controller and the PWM modulator. The first step is to obtain the
sample CPU temperature (Line 3 of Algorithm 2). Then, we select maximum temperature from the Tepy
vector and calculate the error for the integrator (Line 4).

Next, we calculate control signal for each input of the system as follows: we calculate the target state
feedback gain for each input and subtract it from the integrator error we calculated in the previous step
(Line 6). Next, we calculate the equivalent ©€ from the property of Equation (5.14) (Line 8). Finally,
the appropriate mode is selected (Line 9), the mode change is performed (Line 11), and the pulse-width
modulator is invoked for the next x II-length intervals (Line 12). We repeat these steps (Line 6 to 12) for
each CPU core (which is corresponding to the number of control inputs, according to our model).

It is important to note that ©C(t;) calculated in Line 8 for a C’th Core does not have to be equal the
©%J for the selected mode; we must only select the highest mode with ©€7 < € (t,). (If ©C(t,) is

larger, we are only giving the mode more processing than it requires.) It should also be observed that
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all operations, except for finding the appropriate mode, may be done in O(m) time. Finding the highest
real-time performance mode that may execute can be done in O(m lg ¢) time (via binary search) where ¢

is the number of real-time performance modes.

5.4 Thermal-Resiliency Calculation

In this section, we explain how to derive the real-time thermal resiliency A(MCS? Tr¢) for a given real-
time performance mode MS* and reference temperature 7r;. Assume the system is in the steady-state.

Therefore, the error value from the integrator output become zero. Then we get the following:

Tt = max(Tepu(k)) + Tenv(k). (5.15)

The the maximum allowable 7¢p, (k) value is processor-specific and in Intel processors, it is 100 °C.
Furthermore, at the steady state, we do not observe any temperature increment from the CPU. Assume that
the system has reached the steady-state by the (k—1)’th sampling period. Therefore, 7;Cpu (k) = 7;f,u (k—1),
Tenv (k) = Teny(k — 1), and ©€(k) = ©€(k — 1). We can calculate the O (k) at steady state. Further, in
Chapter B we show that we can calculate the CPU temperature, 7;cpu(k:) for a given ©C (k) values. Since
we are interested in obtaining A(MS*, Trr), we may fix Tt and ©€ (k) = ¢,

Now now briefly outline how to obtain a solution for A(M C’i, 7}ef).2 We can calculate the steady-
state CPU temperature using feedback gain equation of the controller. As we know that the steady-state
0%, C € {1...m} for a given external temperature is fixed, we calculate the ©€ for various modes and
will derive the thermal-resiliency. Therefore, from our schedulability analysis, we calculate the (©%),,x1

vector, for a given mode set and the we can derive the power of the system from Equation 5.14. Our

extended version of this paper shows that the feedback value can be calculated as K and

(Pault€) = Ko (ﬁf)u(t))mxl F—_—

mx1

The approach may be generalized when there is bounded steady-state error. However, the approach will be similar, and we
omit the details due to space.
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and therefore,

= (), = —Fa(Peg) (efm),

1 _
+  Pinc + ﬁ(eact + einc)) + Ko I’Ylve(t)y

(5.16)

is obtained and it can be easily solvable. Then, we use the Equation 5.15 to calculate the thermal

resiliency.

] = s (P52 o).

1 _
—  Pinc + *(eact + einc)) - Ky 171’06(75)’

II
5.17)
and therefore,
A(Mu, 7;ef) @1’i(k)
. _ Pac - Pinc
= Tt + KX (tl—[)
A(Mm’ia 7;ef) @m7z(k)
1
Pinc + ﬁ(eact + einc)) - KO_I’YIUE(t)'

(5.18)

The ©€(k) represents the minimum capacity of 7’th mode on C’th core. We will see later, from our
simulations and the testbench runs, that the thermal resiliency of different cores on the same CPU does
not vary too much; this is self explainable: due to the closely-coupled thermal architecture of the CPU,
there is no provision on one CPU to exhibit substantially higher temperate values from rest of the cores.

Therefore, we cannot necessarily expect the thermal resiliency to be a variable value for different cores.
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Further, assume that we assign a predetermined capacity value to one of the cores, ©% VC, €
{1...m}, 0 < ©% < II and calculate the rest of the © values. Assume the final capacity vector as
OF. As explained earlier, we can calculate the Tepu values using ©Cr, and the the final resiliency value
vector also can be calculated. In this case, we generate the resiliency value for the system while a fixed

capacity was assigned (by design) to a specific core.

5.5 Validation

Our evaluation of the proposed method is carried out in two steps. We first generate actual system pa-
rameters from the testbed and use them in our simulations. Also, we implement our algorithm in the

experimental testbed and compare the simulation results with testbed observations.

5.5.1 Simulations

We use simulations to demonstrate the validity of our proposed framework. In our simulations, we consider
a system with 8 CPU cores. In our simulation, we calculate the temperature vector of cores, T¢p, and select
the peak temperature from the core CPU temperature vector. Then, we calculate the control input of the
system as described in our algorithm. The following task parameters are used in our simulations:

We use a partitioned scheduling. The total tasks of the system are divided into cores statically. During

runtime, we consider the task migration is not possible within the cores.

e Each sporadic task Tfl = (e]c-’i, d?’i, p]C’) has a period pfz uniformly drawn from the interval [5, 15].
The execution time requirement eg’i set to the task utilization times pJCZ where task utilization is
calculated using the UUnifast algorithm [9]. For each task, df g equals pf’ The tasks are scheduled

by EDF in each core.

e The total number of tasks is eight for each core; each task T]C has three different real-time perfor-

2 2 €2 C2 1
mance modes where 752 = (65’ ,d?’ ,p?’ ) i

_ Cl ;C1  Cly, C,0
j ;= (2e;7,d;",p;”"); and 7, means that task

is not selected. From set of all possible combinations of tasks, we have selected fifteen modes with
utilizations ranging from zero to one. In order to accurately distinguish hotspots on the processor,

the same tasks/modes are present on all cores.
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We refer to the controller described in Algorithm 3 as Multicore Temperature Regulated Optimized
Capacity (M-TROC). In our simulations, we do not compare the performance of our proposed method
with any other algorithm, as we do not know of any other research that considers the adaptive thermal-

aware scheduling on multicore hard real-time systems.

Table 5.1: Testbed parameters for multicore processor simulations

Parameter Variable Value
CPU Active Power | Puct(Omaz) | 65 W
CPU Idle Power Pinc(Omin) | 20 W

Server Period II 20 ms
Sampling Time Ty 200 ms
Integral Gain vI 0.1

The power and control parameters are given in Table 5.1. For GG, H, Optimal Feedback, K,, and Q
and R matrix (in performance Index) refer to the Chapter B. We primarily use the testbed to generate the
system parameters with the help of System Identification (SI). We use the SI tools provided by Matlab to
derive the system state-space parameters. We use the Predictive Error Method (PEM) in SI toolbox, as it
found to be better in MIMO system parameter generation process. Also we use the system parameters,
generated from our testbed as the simulation parameters. We observe a matching of our testbed readings

and the simulation. More details on this process are contained in the extended version of the paper [48].

5.5.2 Testbed Details

To prove our theoretical results through experiments, we have built a hardware testbed using an Intel i7-
950 multicore processor running a modified Linux kernel (2.6.33.7.2-rt30 PREEMPT _RT). Our testbed
consists of 8 CPU cores, 4 of them are physical cores and each physical core consists of 2 hyper threads>.
The on-die temperature of the testbench CPU is measured through model specific registers (MSR) direly.
Our software interact with the Phidgets 4-port temperature sensor board to measure the environment tem-
perature. We develop a loadable kernel module to activate and vary the frequency modulation level of the
CPU at run-time. We use to control the frequency modulation ratio in the clock and select the higher and

the lowest frequency modulation indices to emulate the low and the higher power levels. We use 12.5%

3We consider this system as 8 core processor because each processor core has their own individual MSR and allow us to
measure the individual temperature values.
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and 87.5% modulation ratios in the TA32_ CLOCK_MODULATION _MSR for active and inactive power
mode emulation.
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Figure 5.5: The block diagram of the testbed implementation

We develop a multi-threaded application using Linux native posix thread libraries (NTPL). Our appli-
cation consists of a parallel scheduler simulator (PSS) and a thread activator. Our PSS is such that it has
multiple instances of a scheduler simulator code; further, a scheduler simulator only manages a specific
CPU core. Each scheduler simulator is in-charge for its own task threads (equal to number of tasks running
in that core) and can access and controls these task threads; we call these task threads as local thread pool
(LTP). Further, these task threads in LTP are allowed to run on a specified CPU core only. Figure 5.5
shows essential components of the implementation of our testbed.

The real-time loop runs in a very high-priority thread; the priority is set to higher than the threaded

IRQ handlers. A single iteration of the real-time loop as works follows: the scheduler simulator invokes
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the optimal controller. Then, the optimal controller reads all the CPU core temperatures, environment

temperature, and calculates the optimal (@Z)m vector for the next period. The calculated ©F, C €

x1
{1...m} values are applied to each scheduler simulator to select and activate their corresponding job
threads from LTP. First, the scheduler simulator selects the appropriate mode corresponding to the @€
value; then, schedule simulator selects the jobs (threads) based on EDF from its LTP (to sufficiently fill
the ©) and dispatches them into a thread activator contiguously. During this the entire © period, the CPU
core is set to the highest power level. If no job (thread) is available to dispatch during © time interval
(according to EDF), the idle task (thread) is selected. During the IT — © period, the idle job (thread) is
executed, and the CPU core is set to the low power level.

The scheduler simulator emulates the schedule tick functionality in the Linux kernel in a higher level
abstraction. Similar to the Linux kernel scheduler tick, the scheduler simulator, with the help of thread
activator, sleeps (uses nanosleep() in Linux) until it wakes up accurately in the scheduling boundaries.
Our thread activator wakes up in unequal tick intervals to schedule jobs, raises the appropriate thread (from
LTP) which should have the priority, and goes back to the sleeps. This process repeats and the amount
of time allocates to each job depends on EDF and the total time depends on the ©F given by the optimal
controller. Also, the scheduler simulator (with the help of a thread activator) in each core complete the

above process in parallel. When « X IT is passed, the scheduler simulator invokes the optimal controller to

calculate the ©F value again.

5.5.3 Results

In Figure 5.6, the M-TROC thermal response, the utilization, and the instantaneous modes have been
shown for a given fixed reference temperature 7Ty temperature (equal to 83°C') and linearly varying envi-
ronment temperature, Teqy, from 20°C to 32°C. The behavior of controller in this environment is stable
and with a minimum effort the controller achieves its goal. (note the enlarged windows of the third graph)
Our control algorithm selects the maximum core temperature from all the CPU cores to regulate to the
reference temperature, Tr;. However, the temperature graph of the simulation (and the testbed results as
well) shows that the temperature values of all the CPU cores try to converge to a (nearly) same temperature
value. As we mentioned early, the normal operation of a CPU does not allow to formulate substantially

larger hotspots and always core temperatures normalize.
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The controller is capable to maintain the 7r over considerable 7e,y temperature variation. This simulation
shows the Ter = 83°C stays fixed and the 7eny varies over 22 to 32 °C' linearly. The utilization and the
modes are shown for a single core and found to be the same for all other cores (The utilization values are
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Figure 5.6: The controller capability over 7¢,y temperature variation.
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Figure 5.7: The mode variation of cores under different environment temperatures.

The mode variation of cores at T = 83°C' with respect to the environment temperature is shown. We
have fixed a mode on core #1 and rest of the cores were controlled to seek the best possible mode The
utilization and the modes are shown for a single core and found to be the same for all other cores (The
utilization values are also the same for all the processor for last two decimal places).
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Figure 5.7 shows the behavior of M-TROC when 7¢,y is dynamically changed over time. The differ-
ence of this graph over the Figure 5.6 is that the 7T, varies stepwise. Further notice that, we have assigned
a fixed mode to the core #1. Observe that controller is able to track the reference temperature 7¢ de-
spite the sharp changes in 7eny. For both controllers, the utilization appropriately tracks the changes in
environment temperature. When the environment temperature increases, controller decreases the system
utilization and increase the utilization again when the environment temperature drops.

Regarding the real-time performance, figures displaying deadline miss ratios have been omitted as no
deadline miss was experienced for controller in all the simulations. This is because we select the possible
mode with available © so that the deadline missing does not occur. We have develop techniques to obtain
the minimum safe resource capacity in the presence of mode changes and used here in calculating the
anticipated mode at each mode change instance. Also, M-TROC guarantees that no deadlines are ever

missed due to verification using a multi-modal schedulability test [30] as described in Section 3.3.2.

5.5.4 Experiments upon Hardware Testbed

To further confirm the validity of the theoretical results, we have run a task system with eight tasks, each
with three modes in each CPU core (identical to the simulation setting), on our hardware testbed. Regard-
ing our real-time tasks, we assign each task to perform heavy numerical calculations while executing on
the system. Our hardware testbed behaves similar to the simulations of the previous subsection. Figure 5.9
presents testbed runs for a fixed environment and and varying reference temperature, 7r settings. As sug-
gested from the simulations, we clearly see the ability of our testbed to reach the stable stage in a shorter
period. Figure 5.8 shows how the testbed behaves when the 7r is varied comparatively slowly. Also, note
that the control signal shown below shows that it reaches a steady state, which is corresponding to the ©
of a corresponding CPU core. Observe that there is a momentary drop in performance mode; however, the
system soon stabilizes.

Finally, we validate our thermal resiliency calculation. Figure 5.10 shows the predicted thermal-
resiliency function for our system, Figure 5.11 shows the function when Core #1 is assigned a fixed mode
of 15. Notice that when either T.¢ decreases or Ty increases, the predicted mode decreases as the system
is becoming more thermally constrained. Unfortunately, we do not have test equipment to accurately vary

the environment temperature. Thus, we consider the environment temperature to be fixed at the room tem-
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perature, Tony = 24°C. Instead, we indirectly analyze the thermal resiliency function via the inverse of
the thermal resiliency function A~ (MS? Teny) = min{Tret | Teny < A(MS?, Trer)}. Intuitively, a lower
value of A~1(MS*, Teyy) means the system can operate at a lower temperature and thus is more resilient
than a higher value of the function. We have calculated this function multiple runs of the hardware testbed
(to ensure that minor fluctuations of the air temperature do not affect the system). Figure 5.12 shows a
plot of the thermal resiliency of the testbed runs when the 7y is changed. The upper figure shows that the
calculated inverse resiliency of the system increases with increasing operating mode. Most importantly,
the calculated thermal resiliency tracks the actual behavior of the testbed and provides a safe upper bound
on Tr in a large majority of the cases which validates the effectiveness of the resiliency function. The

lower figure shows that the calculated inverse resiliency of the system increases with increasing operating

mode while a fixed mode is assigned to core #1.
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Figure 5.8: The controller tracking capability.

The controller is capable to track the 7gs over considerable range. This testbed result shows how the
controller behaves when the reference temperature, 7per varies from 60°C to 80°C'. The Tepy stays stable
over the test run.
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Figure 5.9: The controller behavior under 7e,, temperature variations.

The controller is capable to maintain the 7T.¢ over considerable 7e,y temperature variation. The Ter =
80°C stays fixed and the T,y varies over 22 to 32 °C' randomly.
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Figure 5.10: Thermal Resiliency for the system for all the possible Teny and Trer values.
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Figure 5.11: Thermal resiliency when a task is statically pinned to a core.

The available Thermal Resiliency of the system when Core #1 is assigned a fixed mode is compared with

the regular thermal resiliency values for various Teny and Tt values. This is generated from simulation
results.



90

Prediction vs Tesbed Observations @ 22° C Tenv

Capacity/Mode

Capacity/Mode

Figure 5.12: The inverse resiliency.

Due to practical difficulty to control the environment temperature accurately, we calculate
ATY(ME Tany) = min{Tret | Tair < A(MC?, Trer) }, which is the inverse of the thermal resiliency func-
tion. The upper figure shows the available Thermal Resiliency of the system when no restriction on core
mode/capacity is enforced. The lower figure shows the available Thermal Resiliency of the system when
Core #1 is assigned a fixed mode. Each figure shows a comparison of our testbed observations with simu-

lations results.
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5.6 Summary

In this chapter, we have addressed the problem of obtaining performance guarantees of multicore systems
in an unpredictable thermal environment. Towards this challenge we have presented a control-theoretic
thermal-stress framework using nested feedback control system, which is based on optimum control theory.
The proposed framework is ideal to validate readiness of the modern hard-real-time systems for a wide
range of uncertainties in system and environmental conditions.

For our system, we derive strong thermal-resiliency and hard-real-time guarantees for any real-time
performance mode. Our method has the distinct advantage of being able to verify the real-time thermal
resiliency of a system before it is put into operation as previous approaches which have no formal guarantee
on the thermal resiliency. Further, our proposed mechanism also quantifies the thermal resiliency on
multicore systems under certain capacity constraints on selected cores.

In future work, we plan to extend our framework to control designs that are more robust to model inac-
curacies (e.g., Hoo or model-predictive controllers). As a initial step in designing a framework for thermal
stress analysis, our current design uses two RC circuits (for dynamic and leakage currents) to model the
CPU temperature. We plan on extending our model to permit multiple RC circuits for heterogeneous ther-
mal distributions and generalizing our thermal equations for more complex RC circuit layouts. We hope to
derive a general-theoretic design framework that captures “resiliency” metrics for other system properties

(e.g., energy, noise, etc.) and extend our analysis to other hardware settings (e.g., DVFS).



CHAPTER 6: A GENERALIZED DESIGN
FRAMEWORK FOR ADAPTIVE REAL-TIME
SYSTEM RESILIENCY

In the previous chapter, we explained the thermal-resiliency framework for multicore processor sys-
tems. This chapter, introduces the generalized system-resiliency (GSR) design framework that predictably
quantifies the real-time performance level attainable under unpredictable dynamic external conditions.
Our hard-real-time-ready control-theoretic framework predicts the performance-level in terms of system
operating-modes. We show how the designer derives the optimal supported-modes for a multi-constrained
system under various processing resources allocations while maintaining maximum system constraints.

The system resiliency, an extension of our previously-proposed thermal-resiliency concept, determines
the maximum-withstanding limits of external stresses for a hard-real-time performance mode. This pro-
posed framework is based on rigorous control-theoretic model and theoretically quantifies the system’s
graceful and predictable degradation under external stress. Finally, at the end of the chapter, we confirm
our results with simulations and extensive hardware testbed runs.

This chapter presents a methodology for designing and analyzing system-resilient hard-real-time sys-
tems. Section 6.1 gives a brief introduction and Section 6.2 presents a methodology overview. Section 6.3
presents the hardware and real-time models used throughout the chapter. Section 6.4 details the design of
our controller. Section 6.5 derives system resiliency function A for our control system. Section 6.6 gives
the details of our framework applied to a case study. Section 6.7 gives the simulation and testbed results
and details of the experimental setup. Finally, Section 6.8 concludes this chapter. An appendix contains

supplemental information on the details of our case study and its system-resiliency calculation.

6.1 Introduction

Modern hard-real-time systems are faced with various external physical constraints. Despite hardware,
functional, and design complexities, the proper system design should be temporally predictable even un-

der varying external dynamic conditions; that is, a system designer should be able to predict the timing

92
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properties of the system as a function of the current state of the environment (e.g., what tasks can meet
their deadlines might be determined by the current environmental temperature [46, 48]). Furthermore,
often the system designer must balance system performance and the physical constraints for optimized
design needs. For example, in a solar-powered device, a sunny day benefits the device’s battery charging-
level, but may negatively affect the performance of the CPU (by raising the environmental temperature
and forcing the CPU to operate a lower power level to reduce thermal dissipation). Therefore, finding a
balanced trade-off between these two external factors for a better system design is essential. Unfortunately,
no design framework exists to support a smooth, robust design-phase and a reliable final product, while
simultaneously carefully utilizing the system management capabilities and evaluating the implication of
the trade-offs. In this work, we introduce a framework to predict the behavior of the system for prior
unknown and unpredictable operating environment.

Our previous research (Hettiarachchi et al. [46, 48]) quantifies the trade-off between a real-time level-
of-service and resource requirements, and formally defines the thermal-resiliency—the maximum external
temperature for a given level-of-service—for both uniprocessor and multicore processor systems. However,
our previous work lacks the support for a system under multiple dynamic external physical constraints.
In this chapter, we propose a method for a system designer to analyze the multiple trade-offs between
the performance and external constraints of a hard-real-time system. The framework we propose is a
generalization of our previously-proposed thermal-resiliency framework [46][48] to a broader scope.

As an example where system-resiliency analysis is essential, consider a mission-critical real-time, so-
lar and battery-powered surveillance robot. These systems are regularly deployed in many applications,
such as surveillance, data collection, and safety-critical tasks too difficult or dangerous for humans. While
a battery-powered robot has many payloads and servicing tasks, the robot’s functionalities largely depend
on the battery state (available energy) and the charging rate of the battery. Therefore, the battery state,
the charging rate, decides the feasible processor speed and thereby the best-mode-offered by the system
at any time. Therefore, system designers may consider battery state along with the schedulability analysis
for predictable system design. During the design process, the system developer analyzes the real-time ca-
pability degradation with respect to the available instantaneous charging rate along with the other external
factors and defines the system resiliency. In this example, the system resiliency might return the minimum
charging rate required to support the most safety-critical tasks.

The abstract concept we introduce in this chapter, the real-time system resiliency is a system-design
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metric that quantifies the maximum external forces (constraints) that the system can withstand for a speci-
fied real-time performance mode. Towards this goal, we develop the generalized framework that calculates
the real-time guarantees of a system in the presence of unpredictable external dynamic conditions. We
highlight the sufficient characteristics of any system model for the system-resiliency derivation. Using our
proposed method, the system designer can specify, predict a priori, and precisely quantify the graceful
degradation of hard-real-time performance of a system due to external constraints.

The outcome of this research is orthogonal to robust control design, and it is fundamentally different.
Robust controllers address the problem of designing an accurate controller in the presence of significant
plant uncertainties, robust stabilization, sensitivity optimization, or other aspect of controller improve-
ments [20]. Our control-theoretic design framework guides the controller to bring the system to a desired
operating point upon unpredictable external conditions. Furthermore, our framework decides the best op-
erating mode for the system under that external conditions. Although, the control system robustness does
not affect the best operating mode selection decision process (which is purely based on the unpredictable
external condition); the robustness of the controller helps to eliminate design-time errors.

This chapter gives the following contributions:

e We formally provide the conditions and requirements for system-resiliency for a system with multi-

ple constraints.

e The proposed generic controller framework ensures the tracking of the given primary reference
condition xf and does not violate system constraints. We derive the quantification of the system

resiliency.

e Our framework guides the system designer the options and parameters for a predictable hard-real-

time system design to achieve the performance goals.

e We used the proposed framework to design a case study and implemented this system upon our

thermal/power hardware testbed.
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Figure 6.1: GSR Framework Methodology.

6.2 Methodology Overview

In this section, we outline the hard-real-time system design process to show the benefits of the proposed

framework.

1. System Hardware Capabilities Specification: In this stage, the designer precisely specifies the
processor and other system component capabilities (e.g., the processor’s ability to adjust its fre-
quency or voltage). The designer selects entities from the system capabilities and forms them into
system input and output metrics to obtain a system state-space that describes the physical dynamics
of the system. Next, the designer uses model-based design techniques such as system identification

(SD) to derive the system parameters of the system. Section 6.3.1 gives more details on this step.

2. System Software Capabilities Specification: In this stage, the system designer determines the
processing requirements of each task of the system, ranks the criticality of each task towards the
system functionality, and classifies tasks into valid software modes. Next, the designer allocates
resources for real-time modes and determines the minimum resource allocation under which the
multi-modal system is schedulable. In a multi-modal system design, the allocation for each mode
depends on potential mode-change overhead—such as carry-in processing power—as well as tasks in
each mode. The research by Fisher et al. [30] details the sufficient schedulability analysis for such a

multi-modal real-time system. Section 6.3.2 gives more details about this step.

3. The Controller Design: The system developer designs the controller upon completing the previous
steps. First, the system designer defines the constraints faced by the system. These constraints

characterizes the boundary conditions of the system. Section 6.4.1 gives more details on this step.
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4. The System Resiliency Calculation: Given the real-time mode resource allocation, system model,
and controller design, the designer can obtain a quantification of the system resiliency function A as

given in the Section 6.5.

Figure 6.1 illustrates the overall design process. Our proposed multi-mode system design ensures the
hard-real-time schedulability of each mode and obtain a priori guarantees on system resiliency by-design,

that distinguishes our approach from previous system control for real-time systems.

6.3 System Models

6.3.1 System Hardware Models

In this chapter, we use the state-space model introduced in Chapter 3.3.5 to describe the underlying phys-
ical capabilities and dynamics of the system. The designer selects the system properties (control-input
and output) according to the system resiliency requirements. For example, if the designer wants to de-
rive the system resiliency in terms of external temperature and external load-current, then she needs to
select the corresponding system parameters: the CPU temperature and the CPU load-current as outputs
and processor active and inactive durations or CPU frequency as the control-input.

When the details of the dynamics of the system are not available, the state-space parameters can be
determined using grey-box or black-box modeling techniques (system identification methods [2]). We
illustrate this process in our GSR case study (Section 6.6). Also, the system designer might derive single
or several such models (to represent each factor of the system resiliency) and combine them into a single
state-space model. While many physical systems are non-linear in nature, a designer can often identify
a piecewise linear operating regions [80] in any physical system. Thus, in this research, our focus is
designing a controller for a such a linear region as evident by many research. In the future, we will focus

on hybrid systems [86] that covers the complete operating space.

6.3.2 System Software Model

An adaptive real-time system requires a specification of how the underlying real-time software is affected
by changes in the processor state due to changing environmental conditions. In this chapter, we use the

system software model described in Chapter 3.3.6. Furthermore, we use the performance mode definition
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as described in Chapter 3.3.3.

6.4 Controller Model and the Design

In this research, we use the state-space model introduced in the Chapter 3.3.5 by Equation 3.1 to represent
the controller model. We may choose more than one physical model to characterize the properties of the
system. However, for the control design, we select only one model and calculate the feedback values
accordingly. Furthermore, this controller tracks x ., the control objective. Therefore, the control-input is

calculated as,

Pcpu = _ICbecpu+V7

= X = —Kp (pepu = V), 6.1)

where, Ky, is the state-feedback matrix and V is a vector representing the independent terms from Ay
of the feedback equation. Furthermore, the controller must also determine how the real-time performance
modes change as the system changes. Therefore, we assume that there is a surjective function ¢ : p — M
that maps a given control-input pcpy to a real-time performance mode M,.; (where g is the set of possible

control-input vectors and M the set of specified real-time performance modes).

6.4.1 System Constraints

Before we go into more details of the system design, we introduce a realistic assumption on the con-
troller model that is required for our GSR framework. In our system, Xir is an o-dimensional vector of
reference values for each observable system state. The variable z.r represents the primary system con-
straint/objective (i.e., main dimension that we wish to optimize with respect to); x.t is assumed for the
sake of convenience to be the first element in vector X.r. For our framework, we require that the system
constraints be linearly and additively related to the real-time state-variables. This assumption holds for
many realistic physical constraints (e.g., temperature, electrical current, etc.) Furthermore, we have shown
the validity of this assumption for thermal constraints in our previous research [47]. The variable A¢py

c.g., tne cemperature, /¢py) and to a veCctor oI external 1actors exe (€.2., e environment tempera-
(e.g., the CPU temperature, 7cpy) and t tor of external factors Xey (e.g., th t temp
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ture, Teny) are related to Xt as follows:

Xt — achu — BXext — v >0, (6.2)

where, o and § are o-dimensional square matrices and ~y is o-dimensional vector of positive constants

(determined by the physical dynamics of the system).

6.4.2 Control Integration of Design Objectives

Our controller design should meet the following goals: We design a controller that automatically adjusts
the pepu, the control-input, ensuring the non-violation of the constraints—factors of the system-resiliency.
In systems where the primary target objective, ¢ is related to other physical constraints (e.g., if CPU
current is the primary target dimension, this is also related to other potential secondary constraints such
as CPU temperature), we may include the following addition to the controller. We define the following

def
error vector: Xepqrop =

ret — QXepy — BXext — 7. Here Xepror[j] represents the error with respect to the
7 th system constraint (i.e., the j’th entry in the error vector). If the integrated error value f K Xerror [7]dt
is negative (where K; is an integration constant), then the current system state has exceeded the j’th
constraint and we may have to adjust the primary objective to bring the system into a state where the

J’th constraint is satisfied. The primary objective (zrf) reduction also reduces the control-input, pcp, and

adjusts the system-states accordingly. We denote this adjusted constraint as T and calculate it as follows:

T = xref+@[min<o, [ i eranlilan)] 63)
=2

where €p is a mathematical operator that determines the reduction in the primary reference for a system
with multiple constraints (e.g., @ could be the max operator or weighted summation). The mathematical
operation € is determined by the control design and applied for all the constraints other than primary

system constraint/objective.
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6.5 System Resiliency Calculation

We are now prepared to define the real-time system-resiliency metric and outline the process by which it

may be calculated.

Definition 6 (System-Resiliency). The system-resiliency,

def

Xext = A(Mye, Xief), (6.4)

is the maximum external stress that a given hard-real-time performance mode, M, can withstand on the

processor for a given reference vector, Xies. The variable, Xex represents the maximum external forces.

System resiliency can be calculated from the state-space equations and system constraint inequalities.
Unfortunately, due to the complexity of the systems, it is not always possible to solve a multiple-constraints
system to a closed-form. In such cases, we use the difference-form of the equations to solve the system for
an exact answer. At the steady-state, control input or state variables remain stationary. (We may also relax
this assumption to account for a small steady-state error). Assume that the system reached the steady-state
by the (k — 1)’th sampling period, then instantaneous CPU states becomes, Xepy (k) = Aepu(k — 1). Also,
from the difference-form of the Equation 3.1, we get, pei(k) = pen(k — 1). Therefore, we may calculate
Xepu(k) for a given pei(k) value from Equations 3.1 and 6.1. At this stable state, the A(Mff, Xref) 18

solved as follows:
1. We fix X, the reference constraints, as specified in the system resiliency function parameter.

2. We fix control-input, p(k) by inverting the ¢ function for the given mode defined in Section 6.4.

(Here we use the minimum value of p. that maps to the mode M,.;).

3. After fixing the above terms, the resulting system of difference equations (explained above) may be

solved using standard techniques and tests for uniqueness of solutions [81].

This completes the GSR framework description. The next section will illustrate how to apply some of
the abstract concepts introduced in the first half of this paper to an actual hardware implementation and

illustrate how to use difference equations to obtain an exact solution for system resiliency.
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6.6 GSR Framework Case Study

In this section, we design and implement on hardware a predictable system (utilizing our proposed GSR
framework) with multiple physical constraints executing under varying external conditions. The physical
constraints upon our system are the battery load and external temperature denoted as Z.,; and Teny re-
spectively. Our goal is to evaluate the system’s ability to track the primary system objective and satisfy
the secondary constraints. Furthermore, we also validate our framework’s ability to accurately predict
the real-time performance degradation with respect to different external load conditions and temperature
conditions (i.e., the system resiliency). Our hardware implementation and the associated constraints might
potentially be applicable to settings such as the surveillance-robot example in the introduction where the
device has to operate under changing battery (i.e., change the load to prolong battery life) and changing

temperature conditions.

6.6.1 System Hardware Model

In our case study, we leverage our previously-developed platform for thermal-resiliency calculation [46,
48] and extend it to support the primary objective of tracking a given load reference point Z,..; subject
to thermal constraint 7r¢. Our platform utilizes only two power modes Pyt and Py (active and inactive
power, respectively) and uses pulse-width modulation (PWM) to approximate any specified power level.
The PWM uses period of length II with a power-active period (duty cycle) of © (i.e., resource capacity)
and power-inactive period of IT — © for each cycle. Throughout the paper, we assume that © and II are
expressed in seconds. We also set IT equal to 20 seconds. In the following, we show how to formulate
the resource capacity, ©, as the control input. We denote the Z.,, () as CPU load current, Pcpu(t) as the
instantaneous CPU power, X7(t) as a state variable to represent CPU-load state at time ¢. Also, the CPU

power can be used to control the CPU current. Therefore,

Xi(t) = ArXp(t) + BrPepult),
Topu = CrAy. (6.5)
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Since, the instantaneous power can be represented by means of resource capacity, © and resource period,
11, We get,

ac S inc -0
Pe(t) — PactO(t) +7>H ( (t)). 66)

Therefore, from Equation 6.5, we get,

Pact@(t) + Pinc(H - G(t))

Xi(t) = ArXp(t) + B I )-

(6.7)

To simplify the state-space expression, we wish to reformulate the system dynamics to remove the power
constants and have the control input depend only upon ©. Towards this goal, we observe the system at a
special time instance, .., which denotes a stable point of the system. As we have showed in our previous

work [47], we derive the feedback parameters for an stable optimal controller. From Equation 6.7,

Xi(to) = ArXi(teo)
Pac@ too +Pinc H—@ too
by POl + Pl Olt),
Zepu(too) Cr¥i..)- (6.8)

We then redefine our system equations in reference to the system load state at time ¢,. Thus, define
X1(6) £ X7(t) — Xp(too), O(t) £ O(t) = Otoo)s Tepu 2 Topult) — Tupu(too), and By & B LaetPine).
Then Equations 6.7 and 6.8 give,

X[(t) = A]XI(t)-I-B[@(t).

Tou(t) = CrXi(t). (6.9)

We use the above load-current model as the main controller. We apply the same normalization for the

temperature subsystem!,

"We have shown in our previous work [46] that the temperature can be controlled by means of power consumption of the
system.
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XT(t) = ATXT(t)+BT@(t),
Tepu(t) = CrXp(t), (6.10)

where, X7, represents the current/temperature state-variables and A; 7, By p, and Cy 1 represent

state-space parameters for the current and thermal models.

Therefore,
X (t Ar 0 | | At B 0
.1( )| I 7(t) L o).
Xr(t) 0 Ar| [Xr(t) 0 Br
= Xepu = AXepu + Bpen, (6.11)
Xr(t - 1O A 0 B
where, Xipy o 1®) » Perl o ®) LA e ! ,and B w21 can be derived.
Xr(t) O(t) 0 Ar 0 Br
Furthermore,
ZLepu () Cr O Xr(t)
Tepu(t) 0 Cr| [Xr(t)
= ycpu == Cchua (612)

Lepu(t Cr 0
where, Vepy o Cpu( ) and C ¥ !

7::pu (t) 0 Cr
We assume that no further details of the dynamics of the system are available; thus, the state-space

parameters are determined using system identification methods, as briefly described in Section 6.7.1. Fur-
thermore, we have shown the thermal model derivation for the processor using first principles (white-box

modeling) in our previous work [47].
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6.6.2 Hardware Testbed Details

The implementation of the model described in the previous subsection and used in the experiments of
Section 6.7 is upon our custom-built hardware testbed based on Intel i3-4130 processor with modified
Linux kernel (PREEMPT _RT). Unlike our previous testbed implementations, in this research we measure
and control processor temperature and current using our control algorithm. We use model specific registers
(MSR) to measure the processor core temperatures and Phidgets temperature sensor board to measure the
environment temperature. We control the frequency scaling level and select the higher and the lowest
frequency scaling indices to emulate the low and the higher power levels of the CPU; this was done by
dynamically updating the MSR with correct frequency scaling parameters for the active and inactive power
mode emulation. We measure the CPU power consumption using MSR_PKG_ENERGY _STATUS MSR
and external load power and total power consumption by NI PXIe-1082 (6363) data acquisition system.
We use the 3, 102 resistors in parallel as our load; this load represents some external current draw Z,+
that may reduce the amount of current that our CPU may draw (and thus reduce the mode we are able to
support). We are unable to measure the individual core power consumption in our testbed. Therefore, for
simplicity, we configure our testbed to emulate a single-core system by executing same resource capacity,
O(t), on all cores simultaneously at any given time. Further testbed details are available in the appendix

of this paper.

6.6.3 System Software Model

We allocate resources for real-time modes and determines the minimum resource allocation under which
the multi-modal system is schedulable as explained in Section 3.3.2. Furthermore, once we define the
modes and their criticality, we also find the relation of the modes of the system, M ,;—the modes vector—

and the resource capacity vector. We can then derive

My = (b(pcrl) = (b(@)v
=0 ¢~ H(Mye), (6.13)

where, ¢ function maps different control-inputs (in this case ©) to modes. Section 6.7.1 gives the pa-

rameters of the task systems that comprise M. For the remainder of this section, we just need to know
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Figure 6.2: The RAS controller.

In this control design, load-current-states are in the main controller and thermal-states are used to adjust
the main reference as auxiliary adjuster.

that ¢ essentially partitions the range [0, II] into intervals. For instance, ¢ assigns MS! to the interval

[©C:i1, @C+i2), MC:i2 to the interval [OC2, ©C+3), and so on.

6.6.4 Controller Design

As shown in Figure 6.2, our controller should be able to reduce its reference value, Z,..; upon the sys-
tem’s attempt to violate constraint thermal constraint, 7s. Therefore, we design a structure with this
characteristic and call it a reference self-adjust (RSA) controller. First, we define thermal error, 7,0, and

accumulated thermal error, Sgyror as follows.

7’error (t) dét 7;ef(t) - 7::pu (t) - ’Env(t)a
Serror déf WT/ﬁrror(t)dta (614)

where, Tcpu denotes the CPU temperature. In this design, to maintain the non-violating reference points,
we adjust the current reference, Z,..y by adding min(0, Serror) When it is negative. We can then calculate

the feedback of the system as,
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o) = —Kspdi(t)
+ / K:ifb(_CIXI (t) + Iref + min(07 Serror))dt7

(6.15)

where, s, denotes the state feedback and K¢, denotes the integral feedback values of the primary
system. (The detailed derivations of the above state feedback parameters satisfying the system stability

can be obtained by following techniques used in our previous paper [48]).

6.6.5 System Constraints

We now identify the constraints of the system. First, from Kirchhoff’s current law, we get (load-current

constraint),

Tewt = I’r’ef - Icpu7 (6.16)

where 7, is the total battery current.

Next, we denote the instantaneous CPU power consumption by W, the equivalent CPU impedance
by 7¢pu, and external load impedance by 7.,¢. The CPU resistance, 7y, and power consumption, W,,, are
dependent upon the resource capacity, and we determine their correspondence using ¢ ftool in Matlab and
given in the appendix. We select sinusoidal approximation for processor power and higher order polyno-
mial approximation for processor resistance to optimize the matching function selection. Furthermore, we
confirm the relationship of CPU impedance with resource capacity, ©, through our testbed observations.
Figure B.2 in the appendix shows the CPU impedance variation over the resource capacity. Observe that
when © is increased, the CPU impedance decreases. This result is justifiable, as for a system to consume
a larger power, under fixed voltage, the CPU internal impedance should be reduced. Similarly, Figure 6.3
shows the power and © variation of the testbed. We use this CPU impedance values in our simulations.
Furthermore, the CPU impedance and the external load impedance are arranged in parallel. Therefore, we
derive the battery-load-resiliency, the maximum external load, Z.,; that can be tolerated by the system for

a given mode as the following Equation 6.17:
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Figure 6.3: The testbed CPU power variation.

The power variation of the testbed CPU over the resource capacity, © for fixed 3.33¢2 external load, 7.

chu . Text + rcpu _ chu
Viat Text Viat ’
1
= 3y “Tepu s Wc Uy
Vbat *Text Tep b
1
= 1 . 7/'cpu(G) : chu(e) (6.17)
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We proceed to the thermal constraints analysis to complete the system resiliency. At stability, the

system meets the thermal-constraint:

7;ef > %pu+7z:nv~ (6.18)

To calculate the system temperature, 7¢p,, we have to calculate CPU state variable, X7. Due to the
complexity of the differential equations, we cannot derive a closed-form solution for the Xr. However,
a system of difference equations will lead to a solution. Therefore, we start with following equivalent
difference equations from the previously-derived equations. We assume sampling time as 7 and used
abused notation to represent k7 interval by k. Also, we denote Gr/r and Hy )y as discrete state-space

parameters. From Equation 6.9 and Equation 6.10, we obtain
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Xi(k+1) = GrX(k)+H1O0(k),
Lepu(k) = CrXi(k),
Xr(k+1) = GrXr(k)+HrO(k),
Tepu(k) = CrXp(k). (6.19)

Furthermore, from Equation 6.14, we obtain

7rerror(kj) = ﬁef(k) - %Pu(k) - %nV(k%
7—er7‘or(kj) = ﬂef(k) - CTXT(k) - 7Env(kj)y

Serror (k) = Serror(k - ]-) + ’YTTsﬁrror(k)y (620)
and, from Equation 6.15,
Ie’rro’r(k) - _CIXI(k) + I7ef(k) + min(O, Se'r'r'o’r(k))a
@error(k) = @error(k - 1) + Tslciszerror(k);
Ok) = Oerror(k) — Kapp Xy (k). (6.21)

From the above difference equations, we may obtain Teny by fixing Trer, Zyef, and ©. Let 9)epy(Xrer, O)
represent this solution.
6.6.6 Resiliency Calculation

The following expression for system resiliency is derived from Equation 6.17 and the solution to the system

of Equations 6.19, 6.20, and 6.21.
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A(Mv-t7 Xref)
Ie:rt
_%nv

v Teu(©00) - Wepu(Ort)
wcz)u(Xref ) @rt)

_ m : Tcpu(¢_1(M’r‘t)) ’ WCPU(¢_1(MTt))] . (622)

wcpu (Xrefa (b_ ! (Mrt))

6.6.7 Discrete-Time Controller

The controller pseudocode is presented in Algorithm 3. The controller proposed here performs servo
action of the load-current controller and load-current reference adjustment action on behalf of the thermal
model. At the beginning, the controller initializes the state-variable and integrated error values once.
The first step is to obtain the sample CPU temperature and CPU load-currant (Line 3 of Algorithm 3).
The error is then calculated by taking the difference between the reference temperature and the CPU
temperature plus environment temperature (Line 4). This error is integrated into the error vector and added
to vector sum of the integrated error in the next line (Line 5). Next, if the previously calculated integrated
error is negative, the load-current reference is lowered by adding this error value and load-current error is
formulated (Line 6). This load-current error values is integrated into the error vector and added to vector
sum of the integrated error to formulate the load-current integrated error (Line 7). Finally the © value is
calculated with previously calculated integrated error (in Line 7) and with the current state-feedback value
(Line 8). Next, the appropriate mode is selected (Line 9), the mode change is performed (Line 11), and
the resource capacity is set for the next II-length intervals (Line 12). It is important to note that ©(ty)
calculated in Line 8 does not have to be equal the ©U) for the selected mode; we must only select the
highest mode with @) < ©(t,). (If ©(t,) is larger, we are only giving the mode more processing than
it requires.) It should also be observed that all operations, except for finding the appropriate mode, may
be done in O(1) time. Finding the highest real-time performance mode that may execute can be done in

O(lg q) time (via binary search) where ¢ is the number of real-time performance modes.
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Algorithm 3 Control Algorithm

Require: Reference Current Z,.; Reference Temperature 7r; Feedback Gain K, y; Integral Constant
Kitp, Ki; PWM Period I1.
1: Initialize X7, Tot ., Tot_I,
2: while At beginning of sampling period [ty ts41) : t¢ = (1] do
3 Sample Tepu(te) + Tenv(te)s Zepu(£).
jje(té) = 7;ef - (%pu(té) + 7-env(t€))
Tot ve(te) = Tote(te—1) + Killve(tr)
Ie(te) = Lrey — (Zepu(te) — min(0, Tot e (te)))
Tot_I.(ty) = Tot,fe(tg_l) + /Cifbﬂfe(tg)
O(ty) = Tot_I.(ty) — KsppXr(te)
i =max{j € Zy1 | OV < O(t))}
10: Xr(ter1) = GrXi(te) + HrO(te)
11:  Update real-time performance mode to M;.
12 Set resource period of I and resource capacity of O(¢,).
13: end while

R A A

6.7 Validation

In this research, we evaluate the proposed method using simulations and verified the results on our hard-

ware testbed.

6.7.1 Simulations

We implemented a discrete-event simulation in Matlab that uses the system parameters/model derived
from our testbed. At each time tick, the simulator calculates the CPU load-current consumption, Z .,
the feedback, the target resource capacity, © (control-input), and the 7T, value. If the temperature of
the system, 7cpu causes a violation of the reference temperature, T, then an error value is calculated, as
explained earlier in Equation 6.14. This error value is added to the CPU load-current reference, Z,.  if the
error is negative. This action effectively brings down the load-current into feasible lower value that does
not cause a Trr violation. After a couple of control cycles, the system become stable at a point that does
not violate any constraints.

The simulation methodology used in this experiment is the same as the previous. During simulation,

the following task parameters are used:

e Each sporadic task T]CZ = (e?’i, djc-’i, pf’) has a period p]CZ uniformly drawn from the interval [5, 15].

The execution time requirement eg’l set to the task utilization times p]c.’l, where task utilization is
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calculated using the UUnifast algorithm [9]. For each task, df g equals pfl The tasks are scheduled
by EDF.

e The total number of tasks is eight; each task TC has three different real-time performance modes

C,2 C2 2 (C2 C,1
where 7,7 —( NN ),T

= (. Zec ! dc 1,p§"1); and ch Y means that task is not selected.
From set of all possible combinations of tasks, we have selected fifteen modes with utilizations
ranging from zero to one. Each mode has a schedulable ©° value set by running the multi-modal

schedulability analysis in [30].

We refer to the controller described in algorithm as Generalized System Resiliency (GSR). We do not
compare the performance of our proposed method with other algorithms as we are unaware of any research
that addresses combined load/thermal constraints for hard-real-time systems.

The load-current and control parameters, Gr /7, Hp,r are all generated from the testbed using Matlab
System Identification (SI) tools with the Predictive Error Method (PEM). The state feedback, /s fp, inte-
grator values, KC; sy, K;, @, and R are derived for system optimality using Riccati Equation as shown in
our previous work [46, 48]. These testbed parameters are also used as the simulation parameters for the

controller. The values of these parameters are shown in a table in the appendix.

6.7.2 Results

Figure 6.4 shows the GSR behavior over different reference temperature (7f) values generated from
simulations. As 7 is lowered, the Zy, is also lowered accordingly. Furthermore, when the external
temperature is increased, Z.,, reaches its full value, 1.66 A.

Figure 6.5 shows the mode variation (i.e., the resiliency function A) over external temperature, 7eny
and external current, Z,.¢. Clearly when Z,.. is increased, the mode is decreased to maintain fixed load-
resistance value; a reverse trend is observable for 7er.

Figure 6.6 shows the mode variation over reference temperature, 7t and CPU current, 7., while
external temperature, ey is fixed at 19° C. This figure gives the system designer an indication as how
modes will degrade with changing environmental conditions. Clearly, as either Tr or Z.,, is increased, a
larger O can be supported (i.e., the system is less constrained with respect to the power) and a higher mode
can be supported. Finally, Figure 6.7 shows the load resiliency comparison of the system, load-current

variation of the load, I.,; with respect to the resource capacity (mode) at T = 45° C and Ty = 19° C.
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Figure 6.4: The effect of the reference temperature, T, on CPU current Zp,,.
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Figure 6.5: The mode variation over external temperature, 7y, and reference current, I, .
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Figure 6.7: The calculated and measured external current comparison.

The external current I.,; comparison on calculated and testbed measured values when 7 = 45° C and
Tenv = 19° C.

In this graph, x-axis shows the 2.5 times scaled resource capacity, ©. We plot the Z.,; measured load
testbed-values versus the load resiliency calculated from Equation 6.17. In this experiment, we calculate
the ¢y, in discrete points and later use these values to calculate a function (using curve fitting techniques)
of 7¢p, in terms of resource capacity, © as shown in the appendix. The figure shows that the calculated
load resiliency is a close match with the observed values from the testbed; the differences at high and low

values of O are likely due to modeling inaccuracies.

6.8 Conclusions

This chapter addresses the problem of obtaining performance guarantees of multi-constrained real-time
systems in an unpredictable external conditions. Our control-theoretic generalized system-resiliency (GSR)
framework provides the system designer with a general methodology for obtaining predictable and stable
hard-real-time control systems. In particular, the GSR framework is able to derive strong guarantees on
the physical conditions under which a hard-real-time for any real-time performance mode may operate.
Our framework provides the designer a means to verify the real-time system resiliency of a system before
it is put into operation—as previous approaches which have no formal guarantee on the system resiliency
and can only be verified through extensive experimentation. Furthermore, we have validated our GSR
framework and its techniques on a hardware testbed with current as the primary control objective and
temperature as a secondary constraint.

In future work, we plan to extend our case study to multiple secondary constraints. Furthermore, we

will focus on the generation of automated design tools for the GSR framework. In such tools, the system
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designer might need to only express the basic physical properties/capabilities of the system and a high-
level specification of the controller objectives/constraints; the tools would ideally then automatically derive
the appropriate control models, system parameter, and resiliency calculation. We also hope to validate on

other “resiliency” non-power-related system properties (e.g., noise level of a device in a hospital setting).



CHAPTER 7: CONCLUSION AND FUTURE
WORK

In this thesis, we introduce a new metric called system-resiliency which characterizes the maximum ex-
ternal system stresses that any hard-real-time performance mode can withstand by given constraints. This
framework addresses resiliency determination for real-time systems with physical and hardware limita-
tions. Our method advocates the system designer about the feasible trade offs between different system
resources for a multi parametric resiliency. The system-resiliency concept we introduced closely resem-
bles the stress test in materials engineering. Thus, our design framework and analysis may be classified as
a system stress analysis for real-time systems.

As a proof of concept, we introduce a new metric called thermal-resiliency, a subset of system re-
siliency which characterizes the maximum external thermal stress that any hard-real-time performance
mode can withstand. We show how to solve some of the issues and challenges of designing predictable
real-time systems that guarantee hard deadlines even under transitions between modes in an unpredictable
thermal environment where environmental temperature may dynamically change using our new metric. In
our framework, the system designer specifies a set of hard-real-time performance modes under which the
system may operate automatically adjusts the real-time performance mode based on the external thermal
stress. We extend the derivation of thermal resiliency to multicore systems and determines the limitations
of external thermal stress that any hard-real-time performance mode can withstand. Also, we show how
asymmetric processing resource allocation upon a multicore processor still maintain thermal constraints.

We investigate the peak temperature elevation of a hard-real-time system due to various task systems
on uniprocessor systems. The system designer can use these temperature elevation information upon task
allocation for various cores of multicore based system to avoid the peak temperature violation on a system
that the periodic resource with proper capacity allocation on each core. Furthermore, we contribute to de-
velop an efficient schedulability analysis framework for multi-modal real-time systems that are scheduled
by Fixed Priority algorithm. We investigate the potential utility of parallelization for meeting real-time
constraints and minimizing energy by considering the malleable Gang scheduling of implicit-deadline

sporadic tasks upon multiprocessors. We use our real-time thermal-aware testbed to verify all these theo-
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retical results upon the testbed runs.

7.1 Future Works Beyond the Thesis

Real-time system design upon multiple unpredictable physical and hardware constraints is a well-recognized
research area. There are many growing number of career opportunities in cyber-physical systems design
that need the broader understanding on real-time systems. Our research involves on thermal-aware and
power-aware real-time system design. Towards our main research, we investigated many less-documented
and hidden details of the processor architecture. Furthermore, we developed several system software mod-
ules and could gather many invaluable system development experiences. Most importantly, our research
results along with theoretical modeling experience give us the strength and the training to handle many
industry challenges. Therefore, we hope to pursue a research-oriented career in a closely related area with
great confidence.

In the future, I will address following unsolved questions.
External Constraints with Dynamic Priorities: The dynamic external conditions of a real-time systems
might have different priorities on various occasions. Furthermore, a multicore system design—with a dy-
namic external constraints, criticality of the external conditions are dynamically variable—is an open prob-
lem. In my future research, I will propose a framework to analyzes and predicts best modes of operation
upon multiple dynamic constraints where external constraints priorities are dynamically variable.
Dynamic Core Activation: The multicore processors are becoming the industry standard for the embedded
and real-time system development. However, dark silicon issue prevents activating a larger, fix number
of cores all the time. Therefore, the processor forces to activate variable number of cores conditionally,
thus the dynamic task allocation to cores with possible dynamic task migration is essential. However, task
migration is costly and dynamic task allocation has many associated issues in a real-time design. In my
future research, I address this issue with real-time control-theoretic dynamic core activation framework.
Robust Design: My proposed system-resiliency framework provides the predication and quantification of
system degradation upon unpredictable external conditions. At this time, it does not safeguard the system
against modeling and uncertainty errors. Therefore, I will broaden my framework to cover this aspect: the
robust system design issue. Furthermore, in the future, the framework will analyze the system operations

under noise and environmental disturbances as well. Finally, I will extend my research on learning-based
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control-theoretic framework to automate system design process.

Efficient Thermal and Power Plan: Multicore processors are increasing in cores per processor and are
also becoming increasingly power hungry. On the other hand, they face the dark and dim silicon issues and
majority simultaneous core activation is impossible. Furthermore, each activated-core acts as a thermal
dissipating agent. Therefore, the active core floor plan and number of active cores at a given time is
important to design an energy and thermal efficient real-time system. In the future, I will enhance my

design framework to address these multicore design issues.

7.1.1 Multi-Mode Physiological Control-Systems

If opportunity permits, we would like to pursue research on the following areas: the idea is essentially
design the tools to identify the multi-mode behavior of a physiological system of a human with a medical
conditions under different constraints.

Often time, scientists try to understand physical systems through mathematical models. In the past, a
little or no research exists in the area of physiological control systems. However, in recent years, scientist
find many important research areas in physiology that can be govern/control by control systems. The
human body is essentially a real-time system with larger time constants. Furthermore, it’s time constants,
the response times (for various activities, medicines etc) are varying; therefore, the human body dynamics
can not be easily modeled unlike most of the physically-made systems that we have studied so far. On the
other hand, the human body can be considered as a system—plant—with many input and output parameters.
Intuition suggests, the human physiology can be mathematically modeled by taking all these factors into an
account. In such research, first, the human body parameters variation should be modeled; the variable time
constants should be identified. Although these objectives are not trivial, after formal design and analysis
process (that may take many years and might need substantial amount of data for model verification),
we should be able to answer a question such as follows: what would be the minimum respiratory rate to
maintain the 95% Oxygen Saturation of a particular person (with X, medical condition, say), thus what
amount of exercise, he should not exceed? or, when a particular person is on X medication, what should
be the maximum amount of sugar intake that he can tolerate without unconscious? or when a particular
personis on Xj;, i € {1...n} medications (medical-resiliency), what should be the maximum amount of

sugar, exercise, alcohol, or Y}, j € {1...m} medicines (external constraints) intake that he can tolerate
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at his marginal-unconscious, partially-active, or wide-awake states (different models)?
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APPENDIX A:
DETAILS OF PRACTICAL SYSTEM
IMPLEMENTATION ON TESTBEDS

A.1 The Temperature Calculations

In this section, we calculate the CPU temperature precisely. Therefore, we need to consider the CPU
leakage current effects on temperature calculation as well. Using our thermal model with the leakage cur-
rent effect, we calculate the CPU temperature, which is based on the solution of second order differential

equation. From Equation (4.3), we get the first derivative of Teny(¢) as follows,

d 1 d? d d, 4
%%nv(t) - %(@%pu(ﬂ""ﬁl%%pu(ﬂ_Ulﬁlpcpu(t))
1 /d? d
= o (G T () + 1 5 Ten(8)). (A1)

In this analysis, we consider a system that can be described according to the model shown in the
Section 4.3. Therefore, in the above Equation (A.1), we consider the system behavior for discrete time in-
tervals and the input is considered to be constant in each sampling interval (the input value at the sampling
time continue to hold for the rest of the period, until the next sampling time). This assumption is realistic
because we implement our system as a discrete-time control system, in which the ZOH functionality means
for holding the input value for inter-sampling times periods. Let us consider any such general time period

where the input is held constant; therefore, for time instant ¢ in this range, %Pd (t) can be considered as

cpu

zero. Thus, we can substitute Equation (4.2) and (A.1) to the Equation (4.5) to get the following,

d? d
@%pu(t) + Vﬁﬁpu(t) + B%pu(t) = fact/inc/contv (A2)

where,
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V = (B1+B),

B = (B1fy — ko109),

def
Fact/inc/cont = Paoy + 0102 kT) (Pact/inc/cont + kC) + 0102k Peny (t)7
Pacts active;
Pact/inc/cont = Pinm inactive;

(Pact = Pinc)© + Pine, continuous.
(A.3)

The Equation (A.2) is a second-order inhomogeneous equation and F is a constant (Pgu(t) and Peny (1)
are unchanged over two sampling periods). As we already discuss, the CPU can operate in two power
modes. Depending on the operating mode of the system (active or inactive CPU operation), we can derive
two different F values. Also, we assume, when the CPU power is represented in terms of the resource
capacity, O, the corresponding F is denoted by Foont-L. Therefore, the complete solution for 7cpy and Teny

over any continuous interval is given by,

TN =y, €M 4 Co €4 Cy (A4)

act/inc act/inc act/inc’?

where,

1
T2 = —§<V¢ A% —46), and
C -Fact/mc/cont
3act/inc/cont - B :
In the Equation (A.4), the 1 and ro terms are negative because v/ V2 — 41 is positive and less than V.
From Equation (4.5) and (A.4), we can find the 7¢ny(t) for active and inactive CPU operations as

follows,

"We justify the need for Feon¢ in the Tech report) under PWM Error Calculation
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i 1
7;2111<ilt/1nc(t) = E (Clact/mcﬁent + Czact/mcmerzt — 01 (Pact/inc + kc)>
A
% (Clact/incerlt + C2uct/incer2t + Cgact/inc) . (AS)

We consider the system operates in interleaved active and inactive power modes over given interval
size; the initial temperature of given period is the final temperature of the previous period. Given Tepy(tp)

and Teny (tp), fixed P4 and Penv, we may obtain Cq, Co by solving Equations (A.4) and (A.5), where t; is

cpu

the initial time of the interval. Further, we derive the C as follows,

1
Clact/inc/cont (tb) = 71— T2 <T2C3act/inc + 01 (PaCt/iIlC/Cont + kC + kT7;nv (tb)) - (/81 + T2) 7:2[)11 (tb)) )
1
E— (7“1C3act/mc + 01 (Pactincicont + ko + krTeny(ty)) — (B1 +171) 7Epu(tb)> ;

(6201 + 010'2]@T> (Pact/inc/cont + kC) + Ula?kTPeﬂV (tb)
o o , A6
3act/znc/cont( b) ﬁ152 — k%UlO'Q ( )

C2act/inc/cont (tb)

Note that, here we replace the initial power settings pd (t) with Py We use the Equation (A.4) and

cpu
(A.5) to derive the temperature of the system at the end of each period. Therefore, consider the CPU
temperature at any active period, (nII, nII 4+ ©] and adjacent inactive (nII + ©, (n + 1)II] period (details

given in the tech report).

ﬁ%ﬁ(nn + 9) = 7;?)(3(”1_[> + Clact (nH)(erlg - 1) + C2act (nH)(erze - 1) (A7)

Tas (n+DI) = Tl + Co,,, (pll 4+ 0) (179 —1) 4 C,,, (01l + ©) (21179 — 1)

+ Crop (nID) ("€ — 1) + Co,,, (nIT)(e™2© — 1) (A.8)
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Therefore, we can derive the equation for the period (nll, (n + ¢)II] is as follows.

Teps (n+ I = ch ((n+ )T+ 0)(en =9 —1) +ZCQ ((n+ )+ ©)(e21=9) — 1)
=0
s—1 c—1
+ TaguID) + Y Cr, (0 + )€ = 1)+ Ca,,, (0 + D)D) (e ~ 1),
=0 i=0
= Tepu(nll)
s—1 2
+ Z(C(a) ((n+ )T+ ©) ("= —1) 4 ¢, Ct((n—kz’)l_[)(eT(f)@—l)).
=0 j=1

(A9)

Please note that the above Equation (A.9) is inductively defined, as the constants for the boundary condi-
tions can be derived from the Equation (A.6) which are in terms of previous values of T¢py and Tepy.

Now we use the same approach to derive the environment temperature 7e,, (the details given in the

tech report) and derive the following for the period (nll, nIl + ¢] is as follows,

1+ 51
kTO'1

Tem (04 = T (nll) +ch

1=0

262 ((n 4+ )11 + ©) (1) _ >r2+51+zclm n+i)H)<erle_1)r1 + 531

(n 4 i)IT + ©)(emM=©) _1)

inc

kTCTl

b S e (g — A

X et kTO'1

¢—1 2 7“(-) +51

— act H . . H 'I”(j)(n—e) -1 ) P

TR ) + 323 (Gl D1+ O o

Ty +

+ Cljyun (n+D)ID) ("9 — 1) (leﬁl) (A.10)

In the Equation (A.10), the constants for the boundary conditions can be derived from the Equation (A.6).

The CPU and environment temperature calculation equations (Equation (A.9) and (A.10)) gives a
possible way to calculate the temperature states of the system, provided that we know a single boundary
condition. Therefore, when we calculate the thermal resiliency and the PWM error for second-order

thermal model, Equation (A.9) and (A.10) are used.
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A.2 Calculation of State-Space Parameters Using Testbed Results

The state-space parameter generation process needs input and output data collected over sufficiently larger
period. Unlike the testbench output (7¢py + Tenv reading—measured using T-type thermocouple as explained
in the Section 3.3.1), the testbed input, the equivalent CPU thermal input power cannot be measured
directly. Instead, we measure the CPU input power, the closest measurable parameter. We assume the
electrical power consumed by the CPU totally converts to thermal energy and measure the CPU input
power and consider it as the equivalent thermal power?.

We install two shunt resisters in series with the 4-pin ATX power connector and measure the voltage
(and calculate the current drawn) drop across it using National Instrument data acquisition interface, NI
9205. Since The NI 9205 does not have a Linux USB driver, we create an application interface in a
Windows computer to connect with the testbed using the Ethernet. The testbed measures the CPU and
environment temperature and sends a sync signal to Windows computer with NI 9205 interface to record
the ATX current readings. We calculate the the total power fed to the CPU, as the current drawn by CPU
(through the NI measurements) and the voltage of the 4 wire ATX interface are known.

We run a random workload for a longer time period to generate thermal effects on the CPU and record
input (power) and output (CPU temperature) data. We collect two sets of data from the testbed, one set
to generate the model parameters and the other set validates them. We use standard tools provided by
system-identification toolbox in Matlab to derive the state-space parameters (SSP) with the test data. > We
use these SSP in the rest of the simulations and in the controller design.

We observe that when we do the SI process, the thermal output of the CPU is not sufficient enough
to make a accurately measurable temperature difference in the environment. Therefore, for the parameter
generation purpose, we consider the following: we use a first order CPU thermal-model, for the parameter
generation, considering that the system environmental temperature stays stable and the the thermal model
of the system is considered as a differential model. In other words, the leakage power of the testbed is
a constant for a given temperature and, therefore when we consider the differential model (the difference

between any steady point to the current point), the leakage power component need not to be considered

2This assumption is realistic because in the CPU (any electrical circuit) the desired objective is to operate its switches. How-
ever each gate (in switches) consume energy and generate heat. There is no any other energy transformation in an ordinary
electrical circuit.

3We use Predictive Error Method (PEM) algorithm implementation in Matlab.
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for closer operational points.
When we consider the environment temperature is nearly stable over a sufficiently larger time period,

we may get a normalized thermal model of the CPU as follows,

d 1 1
ZTou(t) = o (kr - A Rgm)’rcpu(t) + hro e (8) + 1 P&,(6) + o1k, (ALD)

Consider an another test-point (at tz) during our SI process and assume the same environmental tem-

perature, then we get, the following differential system model,

d

—Te(t) = ATeu(t) + BPgu(1), (A.12)

where, Tepu(t) = Tepu(t) — Tepu(te), and PG, (1) = Pc‘gu(t) - Pgu(tE). Therefore, the final system
that we used in the controller design and the parameter generation may be considered as the above model.
In our parameter generation process, we use the discrete form of the above state-space Equation (A.12).
As we shown earlier, the continuous-time state-space model can converted to discrete-time state-space

model and the following discrete model is obtained,

Toulk+1) = GTepu(k) + HPS, (k). (A.13)

This parameter generation can be considered as linearization of our model at the operating points
(at a particular environment temperature point). In our future work, we will generate linearized system

parameters for a smooth operating regions and will implement a gain scheduled controller.
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Figure A.1: The voltage variation of shunt resister for random workload.

The voltage variation of shunt resister for random workload in our testbed, at high and low frequency
modulation values during the SI process shown by NI LabView (prominent high and low voltage values
(square wave) correspond to high and low frequency modulation coefficient and the short voltage spikes,
within the square wave correspond to the software workload variation. Also, note that the white and red
color voltage traces correspond to two ATX channels).



APPENDIX B:
FURTHER DETAILS ON MULTICORE
PROCESSOR MODEL

B.1 Multicore Thermal Model

To simplify the analysis, we consider a processor with 4 adjacent cores. We apply the Kirchhoff’s circuit
laws and get the following equations. We assume that the heat (power dissipation in the equivalent system)

distribution from core i to core j as Z;;. It is easy to see that P (¢), C € {1...m} (in this case m = 4)

cpu

the individual core power dissipation, distributes in the own core and to the adjacent cores as follows:

Piut) = I +Tio + Tis + Lua,
Phu(t) = Ioi +TIoo + Tos + Tos,
Pou(t) = Isi+ Iso + Ts3 + Tas,
7D?pu(t) = Ty +Tyo + Ly + Tuy.

(B.1)

Therefore, we get the thermal distribution for the 4 core system as,
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Also, we can show that the thermal distribution between cores as,

I

I3

I3

Lyo

d
Ccpull(t) % (%pu22 (t) - 7;pu11 (t)) +

d
C’cpu13 (t) % (%pu33 (t) - 7;pu11 (t)) +

d
Ccpu14(t)%(7zpu44(t) — Tepur1 (t)) +

d
C’cpu23 (t) % (%pu33 (t) - 7;pu22 (t)) +

d
Ccpu24(t)%(7;pu44 (t) - 7;pu22 (t)) +

d
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chu12
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Therefore, we get systems of first order differential equations,

d
(CcpuIZ + Ccpul3 + Ccpul4 + Cgpull + Cfpull)%%pull(t)
d d d
Ccpul2%7zpu22(t) - Ccpu13 %%pu}:ﬁ(t) — Ccpu14%72pu44(t)
i * + + + Teput1 (¢
(chu12 chu]3 chul4 Rgpull Rﬁpull ) P 11( )
w22 (t u33(t uda (T
Topll) _ Tpnll) _ Toasll) _ Pepu(t), (B.4)
chulZ chu13 chul4
d
- CcpulZ%%pull(t)
d
+ (Copurz + Cepuzs + Copuzs + Ciuca + Cfpuzz)aﬁpuzz(t)
a d Topun1 (1)
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(chu12 Repwozs  Repuss Rgpu22 Rﬁpu22) cp 2(t)
Tepuzz(t)  Tepusa(t) )
- - = Pepull), (B.5)
Repus Repuna P ®)
d d
_ Ccpul3 %%pull(t) — CCPUZ3&7Epu22
d
+ (Ccpul3 + Ccpu23 + Ccpu34 + C((:ipu33 + Cfpu33)£7::pu33 (t)
d Teput1(t)  Tepura(t)
—  Cepuwza—; Tepuss — _
cpu34 Tepuss Feputs Founs
* + + + + gp—
(chul3 chu23 chu34 RgpuSS Rﬁpu33) cp 33( )
Tepuaa(t) 3
T R (B.6)
chu34 P ( )

and
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d d d
- Ccpul4%7::pull (t> - Ccpu24%7::pu22<t) - Ccpu34£7;pu33 (t)
d
14

(Cepuia + Cepuzz + Cepuzs + Cgpu44 + Ccpu44)£7::pu44(t)
(B.7)
 Tpai(t) Tepuza(t)  Tepuss(t)
Repua Repuo4 Repuza
1 1 1 1 1
- (chul4 * Repua - Repuza - R s - Rﬁpu44)7;pu44(t)
= Pault). (B.8)

To simplify the analysis, we define the following,



and

V12

Vi3

V4

Xoo

Xoy

Voo

Vo3

Vo4

X34

V33

Vs34

Vaa
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CcpulZ + Ccpul3 =+ Ccpu14 + Cgpull + Cfpull?
X21 = _Ccpu12a
A31 = —Cepu13,
Xy1 = —Cepuls,
1 n 1 n 1 " 1 n 1
chu12 chu13 RCPU14 R(Cipul 1 Rgpul 1
1
Vo1 = — ;
chulZ
1
V31 = — ;
chul3
1
Y =— ;
chul4

(Ccpu12 + C(cpu23 + Ccpu24 + C'ctzipu22 + CfpuZZ)v

X3z = —Cepu2s,
X42 = —Lcpu24,
1 . 1 4 1 + 1 n 1
chu12 chu23 chu34 Rgpuzz Rgpu22 ,
1
V3g = — ;
chu23
1
Vig = — T
cpu24

d 4
Ccpu13 + Ccpu23 + C'cpu34 + Ccpu33 + Ccpu337

Xaz = —Cepusa,

1 1 1 1 1
chul3 * chu23 * chu34 * R(cipu33 + Rgpu33’

1

chu34 ’
Ccpu14 + Ccpu23 + C'cpu34 + Cgpu44 + Cfpu447

1 1 1 1 1

+ + + =

chu 14 chu24 chu34 Rgpu44 chu 44
(B.9)
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X (Xij) g0
Y = (Vij)ixa
A = (Aiy)gua
B = (Bij)ixa
A = —x7,
B = a!
(B.10)
Therefore, we can simplify the system as,
XTepu(t) + YTopu(t) = Pepu(t),
= Topu(t) = ATepu(t) + BPopul(t), (B.11)
[ Tepan1 ()] [ Tepun (1)] [ Plu®)]
where, Top () = 7;p:u22(t) Ton(t) = Tepua2(t) and P (t) — Pu(t)
Tepu33(t) Tepu33(t) Pault)
| Tepuaa(t) | | Tepuaa(t) | Pepu(t)]

B.2 The Testbed Parameters

We run 20000 testbed intervals to generate IO data required for the SI process. During SI process, the a

random OF value is generated, and each CPU was allowed to execute a workload for a duration specified
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by ©€ C € {1...8} We found the following parameter values:

G =

0.984 0035 0019 —0.019 0018 0235 0204 —0.545]
0.115  1.070 —0.068 —0.102 0.056  0.269 —0.902 0.803
0.065 —0.166 0.842 0.179  0.050 0.313  0.276  0.960
0.109  0.156 —0.037 0.814 0.061  0.564 —0.796 0.041
—0.029 0.012  0.051 —0.029 0.951 —0.370 —0.127 0.005
—0.112  0.029  0.120 —0.027 —0.066 0.507  0.330 —0.804
0.063 0.129 0.014 —0.160 0.006 —0.120 0.026  0.426
—0.034 0.089  0.068 —0.086 —0.012 —0.016 —0.030 0.321
H = 1075 x )
[0.035 0012 0024 0022 0017 0032 0019  0.025 |
—0.132 0244 —0.175 0.102 —0.026 0.117 —0.094 0.046
0.097 0269 0.019 —0.267 —0.023 0.194 —0.062 —0.251
—0.124 0245 —0.181 0.180 —0.002 0.133 —0.083 0.120
—0.045 —0.150 0.003  0.059 —0.002 —0.119 0.022  0.059
0.017 —0.322 0.096 0.077  0.024 —0.202 0.092  0.104
—0.177  0.029 —0.156 0.209 —0.017 —0.041 —0.048 0.153
—0.026 —0.106 0.002 0.126  0.018 —0.066 0.036  0.118

Ky = 1073 x

0357 0.096 0153 0047 0006 0430 0150 —0.543]
0.328 0.317 0.160 0.172 —0.074 0218 —0.38 0.652
0.319 —0.129 0.140 —0.201 0.139 —0.044 0.407 —0.289
0.316 0.294 —0.172 0.005 0.079  0.134 —0.237 —0.205
0.315 0.011  0.080 0.103 0.070 0276 0.086 —0.398
0.381 0466 0.136  0.085 —0.039 0.379 —0.353 0.279
0.202 0.043 0.061 —0.151 0.057 0.042 0.184 —0.180
0.244 0462 —0.202 0.052 0.047 0.361 —0.354 —0.463

(B.12)

Also, the ) and R are 8 x 8 identity matrices.
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B.3 The 7., Temperature Calculation

In this section, we solve the Equation B.11 to calculate the temperature of the individual CPU cores.
We assume that the system is stable and should have 4 real solutions for the Equation B.11. Taking
the eigenvalues of the system as \;, i € {1...4}, the general solution for the system of equations

(considering the homogeneous system) can be found as follows,

Tepu(t)e = e VieMt 4 eoVoe?t 4 c3Vse™t 4 e Vit
) (B.13)
V1,i
V2,i . .
where, V; = i€ {1...4} are eigenvectors of the system.
V3,
_U4’7;_
Also the fundamental matrix is given by,
vl,le)\lt U172€)\2t ,01’36)\3t U174€)\4t
A1t Aot Azt Aat
V2,1€ V2 2€ V2,3€ V2 4€
o(t) = (B.14)
vz €Mt wg0et wg et vy et
U471€)\1t U472€)\2t U4’3€)\3t U474€)\4t
We can further simplify the solution as,
cpull)e = )
Tepu(t) ¢(t)C
-1
= %pu(t)c = ¢(t)¢(t) 7;pu(O)C‘ (B-IS)

Also, the particular solution is given by,
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Tty = (1) / o) BPau (1)t B.16)

Therefore, the general solution is,

%pu(t) = %pu(t)p+7;pu(t)c- (B.17)

Assume that the controller calculates four capacities ©1, @5, O3, such that 4, ©1 > O > O3 > O4.

Then, we can calculate the temperature as follows,

©4

Tou(©1) = S(6)d(t) ™ Tepu(0)c + () ; () BPepu(t):1dt,
O©3—04

Tepu(©3) = ¢(t)¢(t)_172pu(@4)c+¢(t)/o $(t) " BPepu(t)2dt,

©,—03
Ton(©2) = d()d(t) Topu(O3)e + (1) /0 () BPapul)3dlt,

©1—07

ﬁpu(el) = ¢(t)¢(t)_17zpu(@2>c+¢(t)/ ¢(t)_187)0pu(t>4dt7

0

11-0,
TouM) = S(0)6() Tepa(©1)e + (1) /0 6(t)" BPepu(t)sdl,
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= Tou) = (8()6(£) ") Tepu(0)c
O4
+ (st)ot) ) o(t) i A(t) " BPepu(t)1dt +

+ 0me) o) [ 60 BPau(tdt,

0

9 05—03

L (66 ) () /0 0(t) " BPepa (£)3dt,
1 01—09

L (66 bl /0 O(t) " BPepu (£)dt,

I-0,
+ o(t) /O B(t) " BPepu(t)sdt.

Therefore,

= %pu(nn)) = (gb(t)gb(t)_l)g’%pu((n - 1)H)c
O4
= ({000 ) 00 [ o0 BRaut1d +

O©3—-04

(66 ) () /0 6(t) BPopa (£)2dt,
©,—03

+ (6)e(t) ") s (t) /0 $(t) " BPepu(t)sdt,

01—069
+ (et ) o(t) /0 o(1) " BPapult)adt,

II-01
=00 [ o BPa(t)st).

where,
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Pact
Phact
Pact
_Pact

Pcpu (t) 1 dt ==

Pact
Pact
Pact

Pcpu (t)zdt ==

Phact
Pact
Pinc
_Pinc

Pepu(t)sdt =

Pact
Pine
Pinc
_Pinc

Pcpu (t)4dt ==

_Pinc
Pinc
Pinc
_Pinc

Pcpu (t)Sdt ==

B.4 GSR Details:Run Time of the System

_Pinc_

(B.18)

For our case study that involved a battery-operated system, using the conservation of energy rules, we can

calculate the time period ¢, that system may be stable as follows,
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&
that = : (B.19)
Tepu cpu +chu

Text

or with the charging source with Z,, rate,

ébat
Tepu Wepu
———cbt 4 chu - Vbat . Icrg

Text

lpat ) (B.20)

where, &, is the initial energy of the battery.

B.5 Temperature Calculation of the System

In this section, we show how to calculate the temperature of the system when the term, Seyr-or Of f KCipp(—C X1+
Ire f) +min(0, Serror )dt is zero at the stability. This corresponds to a system with reasonably high thermal
constraint, and the thermal constraint is not violated by current-tracking action. In this case, the © is not
excess enough to reduce the Z,. 7, thus O(t) becomes, O(t) = —Ks s X1 (t) + [ Kifo(—CXs + Ley)dt.

Therefore, we can solve the current state-variable X7 () as follows,

Xr(t) = ArXi(t) + Br(—KappXi ()
+ /’Cifb(—CXI + Ipey)dt),
= X(t) — (A —BiKsp)Xi(t)
+ KippBiCrXr(t) = Bilisplrey,

= X(t) + WViXr(t) + VX (t) = Vs, (B.21)

where, Vl d:ef —(A[ - B[/Csfb), VQ d:ef Kibe[C[, and Vg d:ef BIICibeTef

This is a second order inhomogeneous differential equation. Therefore the solution is,
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Xi(t) = Cie™t +Coe™ + (s, (B.22)

def —V1E4/ (V12 —4Vs)
2

def
where, 71/ = and C3 = 5—; Furthermore, C; and Cs, and are constants.

Therefore,

o) = —ICSbeI(t)+/1Cifb(fCIX1(t)+Lﬁef)dt,
—Ksp(Cre™" + Cae™" + Cs)

+ /’Cifb(—cz(cwm + Coe™" + C3) + Ley)dt,
—ICSfb(Cle“t + Coe™! 4 C3)

1 1
+ tIrefICifb — C[Kifb(7016T1t + T*CQGTQt +Cs).
1 2

(B.23)

Now we solve the thermal point of the system for calculated control input ©(t) as follows from Equa-

tion 6.10,

Xr(t) = ApXp(t) + Br(—Kgpp(Cre™t 4 Coe™ + C3)
1 1
+ tIrefICifb - C[Kifb(rfclerlt + 7626T2t + Cg))
1 2

(B.24)

This can be solved for X,

1

Xr(t) = m(/efATdtBT(—/Csfb(Cle”t—|—Cger2t—|—C3)

1 1
+ i Kigp — CIKifb(Eclerlt + Eczem + C3)))dt~

(B.25)
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B.6 Testbed Details

We develop a Linux native posix thread libraries (NTPL) based multi-threaded application. Our application
consists of a scheduler simulator (SS) and a thread activator. To simplify the testbed implementation, our
SS runs a © resource period and makes it idle for II — © period in each processor. The real-time loop
runs as a high-priority thread (the priority is higher than the threaded IRQ handlers). First, the scheduler
simulator invokes the optimal controller. Then, the optimal controller reads the CPU energy consumption
and calculate the instantaneous CPU load-current value, and calculates the optimal © for the next period.
The calculated O, value is applied to SS to select and activate the corresponding ©. During this the
entire © period, the CPU core is set to the highest power level. During the I — © period, the idle job
(thread) is executed, and the each CPU core is set to the low power level. The controller measures the
CPU temperature and the external temperature in each control cycle. In case the © value causes to violate
the temperature constraint, T, the © value is dynamically adjusted in terms of CPU target load-current
value.

The scheduler simulator emulates the schedule tick functionality of the Linux kernel in a higher level
granularity. Similar to the Linux kernel scheduler tick, the scheduler simulator, with the help of thread
activator, sleeps until it wakes up in the © boundaries. Our thread activator wakes up to schedule resource
capacity, O in different cores simultaneously, raises the appropriate thread of the core which should have
the priority, and goes back to the sleep. This process repeats for the © given by the optimal controller. Also,
the scheduler simulator (with the help of a thread activator) in each core completes the above process in
parallel. When control period is passed, the scheduler simulator invokes the optimal controller to calculate
the © value again.

In this experiment, we use curve fitting techniques to derive power function and determine the follow-

ing,

Wepu(©) = 30.81sin(0.160550 — 0.2251)

45.05in(0.260750 + 2.404)

+ +

26.77 sin(0.2950 + 5.323). (B.26)
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Table B.1: Testbed parameters for generalized system resiliency simulations

Parameter Value
[0.034  0.063  0.022  0.040
G 0.210 0.799 —0.352 —0.135
! —0.081 —0.228 0.541 —0.296
|—0.041 0.101  0.057 —0.284
[0.979  0.051  0.008  0.010
g 0.199  0.232 —0.767 0.027
g 0.016 —0.092 0.433 —0.042
| —0.009 —0.007 0.180 —0.987
H] [0.007 —0.002 —0.000 —0.001]
Hp [0.000 —0.0043 —0.0006 0.0011]
Ko [5.078 13.423 —1.336 2.128]
Kig 0.6021
T 0.878

Furthermore, we derive CPU resistance as,

Tepu(250) = P10 + pa©® 4+ p307 4 py@° + ps0°

+ pe©* 4+ prO3 + ps©? + pe© + pro, (B.27)

where, p; = 1.3152107%%, p, = —2.072107°18, p3 = 1.1682107°1, py = —2.8112107 %13, p5 =
3.7772107M pg = —7.01621079%, p; = —3.24721079%6 ps = 0.003028, pg = —0.7726, and p1g =
81.55.

Figure B.1 confirms that the behavior of our controller in this environment is stable, and with a mini-
mum effort the controller achieves its goal. Also, Figure B.2 shows the CPU impedance variation over the

resource capacity. It shows © is inversely proportional to the CPU impedance.

B.7 System-Resiliency

¢Multiple System Constraints. We can seamlessly add more constraints to the system design, and no
changes in the framework are needed to handle the additional constraints. As a summary, to calculate the

system resiliency for multi-constrained system, the following steps needs to be followed:



142

350, ~199, _45 0 190
T 735°CIT, =19°C T =45 °CIT, =19°C

20 25
Q
< 15 207
g 15
£ 10
3 10
x
& 5 _"_Icpu €] 5

o o

50 100 150 200 250 300 0 50 100 150 200 250 300
Time, s

3 40 50
2 V_MM%MW"W'V‘WM
2 5 40W
%5 30
g 201 | = Tepu ™ Teny —— Mode ‘
g 20
3 i”H:
3 10
2 10
()
[ 0

0 50 100 150 200 250 300 0 50 100 150 200 250 300
Time, s

Figure B.1: The effect of the reference temperature, 7;.f on CPU current Z,,, from testbed.
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Figure B.2: The CPU impedance variation of the testbed.

The CPU impedance variation of the testbed over resource capacity, © for 3.33¢ fixed external load, 7.
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1. Define the real-time performance modes.

2. State the modes as a function of the controllable variable(s), e.g., modes as a form of the CPU

frequency/resource capacity.
3. Combine all the physical constraints in the CPU system to a system-of-equations.
4. Solve this system in terms of controllable variable(s)—in this case study, the CPU resource capacity .

5. Substitute different controllable-variable-values corresponding to different modes to above step to

obtain the system resiliency.

B.8 Load Requirements

The external load and the CPU impedance are parallel loads. Also, the CPU impedance depends upon the
resource capacity, ©. Therefore, when system operates at various points (© values), the load impedance
also should be modified by introducing additional resistances. For example, in a system design domain,
suppose the designer wants to run the load with Z, load-current-requirement (specification) at ©; resource
capacity. Under this situation, a designer should introduce a parallel impedance compensation, 7, as

follows.

1 1 1
1 =, (B.28)
Te Text Ta
and from Equation 6.17, we get,
1
Te = m 'Tcpu(el) : chu(el)v (B.29)

where, . is the modified load impedance of the load seen by the battery. If the designer can modify the load
impedance to 7., then load will operate at Z. current point while resource capacity is at ©;. Furthermore,

from Equation B.28 and from Equation B.29, we can calculate the parallel impedance compensator, 7,
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Tcpu(gl) : chu(@l)
Vbat ‘ Ie *Text — Tcpu((al) : chu(('—)l) '

(B.30)

Ta = Text-

Therefore, the load impedance, r¢,; should be changed to 7, or in other words, additional impedance

specified by r, should be introduce to the load internally to run the Z, load at correct specification.
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We introduce a new design metric called system-resiliency which characterizes the maximum unpre-
dictable external stresses that any hard-real-time performance mode can withstand. Our proposed system-
resiliency framework addresses resiliency determination for real-time systems with physical and hardware
limitations. Furthermore, our framework advises the system designer about the feasible trade-offs be-
tween external system resources for the system operating modes on a real-time system that operates in a
multi-parametric resiliency environment.

Modern multi-modal real-time systems degrade the system’s operational modes as a response to unpre-
dictable external stimuli. During these mode transitions, real-time systems should demonstrate a reliable
and graceful degradation of service. Many control-theoretic-based system design approaches exist. Al-
though they permit real-time systems to operate under various physical constraints, none of them allows
the system designer to predict the system-resiliency over multi-constrained operating environment. Our
framework fills this gap; the proposed framework consists of two components: the design-phase and run-
time control. With the design-phase analysis, the designer predicts the behavior of the real-time system for
variable external conditions. Also, the runtime controller navigates the system to the best desired target
using advanced control-theoretic techniques. Further, our framework addresses the system resiliency of

both uniprocessor and multicore processor systems.
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As a proof of concept, we first introduce a design metric called thermal-resiliency, which characterizes
the maximum external thermal stress that any hard-real-time performance mode can withstand. We verify
the thermal-resiliency for the external thermal stresses on a uniprocessor system through a physical testbed.
We show how to solve some of the issues and challenges of designing predictable real-time systems that
guarantee hard deadlines even under transitions between modes in an unpredictable thermal environment
where environmental temperature may dynamically change using our new metric.

We extend the derivation of thermal-resiliency to multicore systems and determine the limitations of
external thermal stress that any hard-real-time performance mode can withstand. Our control-theoretic
framework allows the system designer to allocate asymmetric processing resources upon a multicore pro-
cessor and still maintain thermal constraints.

In addition, we develop real-time-scheduling sub-components that are necessary to fully implement our
framework; toward this goal, we investigate the potential utility of parallelization for meeting real-time
constraints and minimizing energy. Under malleable gang scheduling of implicit-deadline sporadic tasks
upon multiprocessors, we show the non-necessity of dynamic voltage/frequency regarding optimality of
our scheduling problem. We adapt the canonical schedule for DVFS multiprocessor platforms and propose
a polynomial-time optimal processor/frequency-selection algorithm.

Finally, we verify the correctness of our framework through multiple measurable physical and hard-

ware constraints and complete our work on developing a generalized framework.
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