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Abstract

Purpose — The purpose of this paper is to answer the question whether it is possible to recognise the
gender of a web browser user on the basis of keystroke dynamics and mouse movements.
Design/methodology/approach — An experiment was organised in order to track mouse and
keyboard usage using a special web browser plug-in. After collecting the data, a number of parameters
describing the users’ keystrokes, mouse movements and clicks were calculated for each data sample.
Then several machine learning methods were used to verify the stated research question.

Findings — The experiment showed that it is possible to recognise males and females on the basis of
behavioural characteristics with an accuracy exceeding 70 per cent. The best results were obtained
while using Bayesian networks.

Research limitations/implications — The first limitation of the study was the restricted contextual
information, ie. neither the type of web page browsed nor the user activity was taken into account.
Another is the narrow scope of the respondent group. Future work should focus on gathering data
from more users covering a wider age range and should consider the context.

Practical implications — Automatic gender recognition could be used in profiling a user to create
personalised websites or as an additional feature in automatic identification for security reasons.
It might be also considered as a confirmation of declared gender in web-based surveys.

Social implications — As not all users perceive personalised ads and websites as beneficial, this
application requires the analysis of a user perspective to provide value to the consumer without
privacy violation.

Originality/value — Behavioural characteristics, such as mouse movements and keystroke dynamics,
have already been used for user authentication and emotion recognition, but applying these data to
gender recognition is an original idea.

Keywords Gender recognition, Keystroke dynamics, User modelling, Behavioural patterns,

Mouse movements

Paper type Research paper

1. Introduction

User modelling, within the domain of human-computer interaction, focuses on the
description of user characteristics in the form of a user model. A user model can be
defined as a set of individual user characteristics that are described with attributes or
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more complex structures. The main purpose of building the model is to be able to adapt
and customise system functionality, appearance or behaviour for a particular user
profile. User models use diverse characteristics, depending on their application domain
and system-specific features (Godoy et al, 2010). The models can be formed by user
declaration or automatic recognition. Systems sometimes use the automatic recognition
of selected features as a confirmation or replacement of a user declaration. Automatic
recognition is usually based on characteristics that are observable in human-computer
interactions, including using a keyboard and mouse.

This paper concerns automatic male and female recognition based on behavioural
patterns of peripherals usage. Behavioural patterns observable in the use of mouse and
keyboard were previously used in person identification (Pusara and Brodley, 2004;
Gunetti and Picardi, 2005; Clarke and Furnell, 2006) as well as in emotion recognition
(Vizer et al., 2009; Epp et al., 2011; Khanna and Sasikumar, 2010); however, to the best
knowledge of the authors of this paper, they have yet to be used in gender recognition.
In this paper, the words gender and sex are used interchangeably and refer to male and
female distinction; however, the authors are aware of the fact that there could be more
to gender interpretation.

The main research hypothesis of this study is as follows:

HI. Tt is possible to recognise the gender of the user of a web browser by analysing
the usage of peripherals.

In order to experimentally verify the hypothesis, data from mouse and keyhoard activity
were collated with gender labels. This experiment also tried to identify the features which
correlate best with gender, as well as the best machine learning methods to solve a given task.

The paper is organised as follows: Section 2 provides a concise summary of the related
work; Section 3 describes the research objective, experiment design and methodology;
Section 4 contains a preliminary data analysis and the gender recognition results; Section 5
provides a discussion on the proposed solution and Section 6 presents the final conclusions.

2. Related work
The possibility of automatic gender recognition has been of great interest for years.
Comprehensive studies on this topic have been presented by Khan ef al (2013) or
Ng et al. (2012), who suggest several areas of possible application, i.e. human-computer
interaction, surveillance systems, content-based indexing and searching, biometrics,
collecting demographic data, targeted advertising. A great many computer-vision
methods have been applied to solve this task. Most of them are based on the analysis of
face (Baluja and Rowley, 2007; Shen et al.,, 2009; Lee et al, 2010; Wu et al,, 2011; Shan,
2012), face and hair (Lian and Lu, 2009), or only eyes and eyebrows (Alrashed and
Berbar, 2013). Some of them have achieved high accuracies of 99 per cent. There are
also solutions based on fingerprints (Gnanasivam and Muttan, 2012; Gornale and
Kruthi, 2014), especially important in forensics. Another interesting approach is the
analysis of motion sequences presenting gait (Makihara ef al, 2010; Hu ef al, 2011) or
less popular, but also possible, static images of the body (Bourdev et al., 2011). All these
methods require a special device, e.g. camera, to obtain source data and their
disadvantage is that their performance strongly depends on the orientation,
illumination, image background, occlusion, etc.

The proposed method is based on the idea of extracting the information on gender
from behavioural data coming from keyboard and mouse. Studies that are mostly
related to this research fall into the following categories: research on features
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describing the usage of peripherals (keyboard and mouse) and studies on how those
features can be used in different biometric applications.

Biometric methods, usually used to ensure system security, are based on physical or
behavioural features. Physical parameters, such as fingerprints, face, iris, etc., seem to be
more appropriate in recognising users due to their stability over time. However, the fact
that special hardware is often required to record them is a significant disadvantage.
Behavioural characteristics (e.g. voice, handwritten signatures, keystroke dynamics,
mouse movements), on the other hand, may be recorded in an unobtrusive way
(Yampolskiy and Govindaraju, 2008). Moreover, for some of them it is possible to carry out
analysis without disturbing users as they perform their usual tasks. In this sense, standard
mput devices are especially worth considering. However, the values returned by keyboard
or mouse may be easily changed, because they depend on many factors, e.g. the type of
hardware and software used, type of user activity or even the user’s emotional state.

Behavioural features have been already exploited in different areas. First of all,
keystroke dynamics may be used in user authentication and identification
(Shanmugapriya and Padmavathi, 2009). No matter if the device to be protected is a
computer or a mobile phone, user authentication may be conducted either once during
login or continuously upon entering a system. There are solutions to protect mobile
phones from intruders while entering PIN codes (BehavioSec, 2012b) and other research
mmvestigating the possibility of authentication while entering phone numbers or typing
text messages (Clarke and Furnell, 2006). The problem of identifying computer users on
the basis of fixed text or any free text has been explored at length by Gunetti and Picardi
(2005). Mouse usage may be also treated as an indicator of user characteristics. Pusara and
Brodley (2004) authenticated users on the base of parameters obtained for mouse
movements, clicks and motion across the menu and toolbar areas using Internet Explorer,
whereas Zheng et al (2011) propose a method much more independent from the running
environment. The latest research incorporates touch screen biometrics to identify users
(Frank et al, 2013; Bo et al.,, 2013). An interesting approach has been described by Fridman
et al. (2013), who combined four types of biometric characteristics: keystroke dynamics,
mouse movements, stylometry defining a user’s linguistic style and web browsing
measured by the visit frequency of a few popular websites. This data fusion architecture
reduces the error rates achieved using any of the mentioned data sources alone.

Another application, which has become popular lately, is emotion recognition. Systems
incorporating both keystroke and mouse movement characteristics have been mentioned
in numerous papers (Kotakowska, 2013). It turns out that to some degree it is possible to
recognise one (Tsoulouhas ef al, 2011; Vizer et al., 2009) or more (Epp ef al, 2011; Lee et al,
2012; Schuller et al., 2002; Kolakowska, 2015) emotional states or at least decide whether it
is positive or negative (Khanna and Sasikumar, 2010). This may be used in many
applications such as, for example, intelligent tutoring systems (Sottilare and Proctor, 2012;
Tsoulouhas et al, 2011) or adaptive interfaces (Maat and Pantic, 2006).

Both applications mentioned above reveal that methods based on behavioural
features, especially mouse movements (Jorgensen and Yu, 2011), usually give higher
error rates than other techniques, e.g. fingerprint authentication or emotion recognition
based on facial expression. However, they may be treated as an additional source of
information and combined with other modalities (e.g. Karnan and Krishnara, 2012).

User keystroke characteristics are usually described by a number of features, which may
be of two types — timing and frequency parameters. Timing features are: typing speed, flight
time defined as the time lapse between pressing two subsequent keys and the dwell time
which is the time between pressing and depressing a key. Moreover, the duration of key
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sequences may also be taken into account (Gunetti and Picardi, 2005). Usually digraphs and
trigraphs, which are two and threekey sequences, respectively, are considered. The timing
parameters may be either averaged over all possible keys or calculated for different keys
separately, leading to a large quantity of features. The frequency parameters show how
often selected keys are used. Special keys are the most interesting, e.g. the backspace might
be used more often by some users and delete by others. The timing parameters describe user
keystroke dynamics, whereas the frequency ones may indicate user preferences.

Mouse movement characteristics may be divided into those describing the way a
mouse is moved and those describing how the mouse buttons are pressed. Mouse
movements are usually characterised by mouse speed, acceleration and a number of
parameters connected with movement shapes. They may, for example, measure how
the mouse route deviates from a straight line, how often its direction is changed, what
the user’s preferable direction is, etc. Clicking features may measure the time between
pressing and depressing a button or between two presses in the case of a double click.
The delays between stopping a mouse and pressing or releasing a button in the case of
movement and click or drag and drop events, respectively, are also worth noting. New
fine-grained angle-based metrics were also proposed by Zheng et al. (2011). It is obvious
that many of these features strongly depend on the application used.

The calculated features are usually averaged over sessions containing a series of
events. In the case of mouse movements, raw data may also be segmented into strokes
giving a feature vector for each stroke.

Although there are no studies on recognising gender from keystroke and mouse
characteristics, some interesting conclusions drawn from other research studies may be
found. Dora et al (2013), in their paper focusing mainly on user authentication, continuous
verification and identification based on keystroke dynamics, present some demographic
analysis as well. Their results, comparing the system performance for males and females,
indicate that men and women type differently. A broad analysis of different factors on the
quality of user authentication based on keystroke dynamics, has been also presented by
Killourhy (2012). The results of that experiment show that only typing styles have a
significant effect on miss rates while authenticating users, whereas age, gender and the
dominant hand do not. The authors do not reject such an influence, but suggest that it
might be less significant than in the case of typing styles and it requires further
experiments. Such studies reassure the authors of this paper that the idea of recognising
users on the basis of behavioural data from input devices is worth investigating.

3. Study design and methodology

3.1 Research objective

This paper aims to verify the idea that keystroke and mouse movement parameters may
not only indicate users’ identity or emotional state, but also their gender. The authors do
not know of any other research exploring such an application. The stated research
hypothesis is as follows:

HI1. Tt is possible to recognise the gender of the user of a web browser by analysing
the usage of peripherals.

In order to verify this idea, an experiment had to be conducted. The first stage would
involve the gathering of data from users of web browsers. Then a set of parameters
characterising keystroke dynamics and mouse movements had to be extracted from
raw data. Finally machine learning methods would be applied to train gender
classifiers and estimate their accuracy.
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If the stated hypothesis is confirmed by the experiment results, the authors also
intend to identify among all defined mouse and keyboard parameters the most suitable
ones to infer gender.

3.2 Data acquisition

In this study, the independent variable is gender, while the dependent variables are the
ones that describe behavioural patterns in mouse and keyboard usage. The study was
divided into the phases of data acquisition, preprocessing and analysis.

For the data acquisition phase a browser plug-in was used to gather the behavioural
characteristics of multiple users. The plug-in logged keystrokes and mouse activities
during different activities performed via a browser. Two versions of the plug-in were
used for Chrome and Opera. The plug-in required intentional installation and during
this phase a user was asked to fill in a short metric with age range, device type and
gender declaration. For security reasons the plug-in did not record which alphabetic
keys were used and which pages were browsed. The gathered event logs were
periodically sent to a server.

In total, 42 people (9 females, 33 males) took part in the data acquisition phase
during September and October 2013 providing over 4,300 data samples. Table I
presents the distribution of samples among group ages, devices and browsers.

All participants belonged to one of three age groups: 15-24, 25-34, 35-44. Half of the
samples came from users from the 25-34 group, but most were male. Most female samples
(80 per cent) were from the 15-24 age group, whereas only 7.7 per cent of male samples
were from the same group. There were no female examples from the 35-44 group. Had
there been samples representing both males and females in all groups, it would have been
possible to analyse gender recognition for different age ranges, but the presented
distribution does not allow for this.

Most samples, both male and female, were gathered via mouse. There was also a
distinct number of samples from touchpad, but most of them were male. Two more
mput devices, 1.e. track point and touch screen, constituted less than 6 per cent of all
data. The user was free to change the device used during the experiments. If he or she
changed the mouse for some reason, this event was not noted in any way.

The participants used one of two possible web browsers. Almost all used Chrome.
Only a few samples were collected from Opera. The users were free to choose a website

Males (%) Females (%) Total (%)
Age
15-24 7.7 80.0 24.1
1524 59.6 20.0 50.6
25-34 327 0.0 25.3
Device
Mouse 64.3 88.6 69.8
Touchpad 28.8 9.3 244
Trackpoint 6.9 0.0 5.3
Touch screen 0.0 21 0.5
Browser
Chrome 99.8 100.0 99.9

Opera 0.2 0.0 0.1
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Table II.
Features describing
mouse usage

and no information was available on the type of website used. All participants were
experienced users of internet browsers. They could record their characteristics any
number of times and whenever they wanted to. Thus the number of samples differed
among USsers.

The raw data from the plug-in included the following events: key down, key up,
mouse movement, mouse clicks (different types), as well as scrolls. The events were
labelled with time, user id, session id and metric values. The raw data required
preprocessing and another application was implemented for this process. A decision
was made to calculate a series of features that characterise mouse and keyboard usage
patterns. The features were calculated for short sessions instead of individual events.
The features that describe mouse usage, are provided in Table II. These parameters
were calculated on the basis of studies presented in (Maehr, 2005) and (BehavioSec,
2012a). Table III presents features describing keyhoard usage. The choice of features
was justified by literature analysis, including features that are used in human
identification or emotion recognition.

3.3 Data exploration methodology
The applied research methodology covers data analysis and preprocessing and then
training and testing the gender recognition system.

The first step after the feature extraction phase is the statistical analysis of the data.
The distribution of samples among males and females, different input devices and various
web browsers had to be analysed in order to identify possible unique examples. Moreover,
each feature was assessed taking into account the descriptive statistics, e.g. min and max
values, mean value, standard deviation, median. One of the important parameters is
scarcity defined as the percentage of null values of an attribute among all vectors.
Depending on these values a decision on how to deal with missing values should be made.

Feature Description

Acceleration Acceleration averaged over all movement segments

Deceleration Deceleration averaged over all movement segments

DirectDistance Distance between the first and the last event with (x, y) coordinates,
e.g. mouse move

MovementAngle Angle between the horizontal line and the movement direction

MovementEfficiency The covered distance of a move to the direct distance between the starting and
the ending points

MovementSpeed Speed averaged over movement segments

MovementTargeting Standard deviation of a movement track from the ideal (straight) movement
MovementUniformity Measure of speed changes within a movement divided into segments,
calculated as standard deviation from the average speed

OvershotNumber The number of situations when The mouse movement projected onto a line
connecting the starting and the ending point moves away from the ending point

OvershotLength The maximum length of an overshot defined before

Skewness The total length of a path to the length of its part placed on the left side of a
straight line connecting the starting and the ending points

Velocity The total distance of a move divided by the movement time

MoveAndClickDelay Time between stopping a mouse and pressing a button

ClickDuration Time between mousedown and mouseup events

ClickFrequency Number of clicks in a time unit

ClickPrecision Distance covered during the click event (other than drag and drop)
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After the preprocessing, phase machine learning methods would be applied to train
classifiers in a supervised manner and a cross-validation procedure to estimate their
accuracies. Two series of tests, based on two different data splitting approaches, were
planned in order to evaluate the accuracy of gender recognition. The first tests would
apply the standard stratified ten-fold cross-validation. However, the authors are aware
of the fact that the results obtained in this way might be optimistically biased, because
different samples of a partlcular user could appear both in the training and testlng set.
The accuracy evaluated in this way would be the accuracy of a classifier recognising
the gender of the 42 participants of the experiment. The recognition accuracy evaluated
on the basis of samples coming from males and females other than the 42 experiment
participants might be lower. This problem has been also addressed by Baluja and
Rowley (2007) or Wu ef al. (2011), who recognised gender on the basis of facial images.
In order to avoid such simplification and obtain a more realistic evaluation of the
classifier generalisation ability, another series of tests was planned. In these tests
the accuracy would be also estimated in a -fold cross-validation, but in each fold all the
samples from one user would be left for testing and the samples of other users for
training. The disadvantage of this approach is that the class distributions are not the
same in subsequent folds.

The primary parameter used to evaluate the recognition quality is accuracy defined as:

4 male 1 t female
Fimale + Lemale +f male +f female

where f.5. 1s the number of correctly recognised male examples, femae — the number of
correctly recognised female examples, fin.1. — the number of female examples recognised
as male ones and fiemale — the number of male examples recognised as female ones.

However, intuitive, the accuracy may not be adequate to evaluate and compare
different models. Suppose there are 100 samples belonging to two classes and 80 of
them belong to class A. If we assigned all samples to class A it would give an accuracy
of 80 per cent, which is obviously misleading. So to evaluate the accuracy in each class,
the recall parameter, which denotes the probability of correct prediction in a particular
class, should be also taken into account:

accuracy =

recallf o= ltemale
emale — .~ ~

tfemale +f male

t
recalle = _omale
male +f female

Feature Description
TypingSpeed® Average time between two subsequent key presses
DwellTime?* Time between pressing and depressing a key
FlightTime* Time between pressing two subsequent keys
Backspace % Number of backspace and delete keys to the total number of keys
SpecialCharPercentage Number of special character keys to the total number of keys

Note: *The following parameters were calculated for every session: average, minimum, maximum,
standard deviation, variance, mode, range
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Another parameter is precision denoting the probability that a particular prediction
(male or female) is correct:

precision, . = el
male —
4 male +f male
.. Femal
Precisionge = —— o
tfemale +f female

Finally the Frmeasure, which is the harmonic mean of precision and recall, may be obtained:

2 x precision x recall
~ precision +recall

To evaluate how good the accuracy estimation is, a confidence interval should be
calculated (Mitchell, 1997). With N per cent probability, the true accuracy lies in the
following interval:

accuracy + zy \/ accuracy(l—accuracy)/n

where 7 1s the number of testing samples; the constant z for the 95 per cent confidence
interval is 1.96. The next section presents the results of the experiments performed
according to the described methodology.

4. Data analysis and results

4.1 Preliminary data analysis

The data represented by feature vectors were carefully analysed to evaluate the data
quality and exclude possible anomalies. Preliminary observations on vector
distribution led to the following remarks:

« the data were not evenly distributed among the sexes with 906 vectors from female
respondents (23 per cent) and 3,087 vectors from male respondents (77 per cent);

« almost all vectors came from the Chrome browser plug-in (only five vectors were
obtained from Opera);

. there were four tracking devices used: mouse (69.8 per cent), touchpad
(24.3 per cent), trackpoint (5.3 per cent) and touchscreen (less than 0.5 per cent);

. age groups were not evenly represented with 962 vectors from age range 15-24
(24.1 per cent), 2,021 vectors from age group 25-34 (50.6 per cent) and 1,010
vectors from 35-44 (25.3 per cent); and

. there was an uneven distribution of the sexes over age groups.

The observations led to several assumptions that influenced further investigation and
recognition processes:

. few data vectors from the Opera plug-in were excluded from further analysis
although no difference was expected,;

« the three less represented tracking devices (touchpad, trackpoint and tablet)
were excluded from the recognition process; and

. the age group attribute was excluded from the recognition process.
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As a result of the preprocessing phase, 2,789 vectors from 26 users (4 females, 22
males), containing 803 female and 1,986 male samples, were prepared for the analysis.

The second step of the preliminary data analysis was the evaluation of the numeric
attributes, especially concentrating on their scarcity. Some of the attributes had a high
scarcity due to the fact that quite often only a mouse was used during one session,
leaving the keyboard-related attributes missing. The attributes also differed significantly
in range. To address the high range discrepancy among attributes, normalisation was
considered for all of them. The means and standard deviations of the attributes must be
taken with precaution, as not all distributions were close to normal. The calculated
descriptive statistics of selected features are provided in Table IV.

Attribute distribution analysis led to some assumptions concerning further analysis
and the recognition process. The features describing typing patterns are scarce, due to
the fact that about a half of browser sessions included mouse movements only.
Therefore in further analysis three different recognition tracks were performed: for
typing attributes only, mouse movement attributes only, combined vectors of mouse
and keyboard attributes (with missing values). Selected attributes describing mouse
movements were excluded from further analysis due to significant scarcity. As a result
of the preprocessing, vectors containing 32 features were prepared for the recognition
phase (12 features for mouse movements and 20 for keystrokes).

4.2 Results in recogmising males and females

The training and testing were performed twice according to different data splitting
approaches, as mentioned in Section 3.3. The first testing procedure was a ten-fold
stratified cross-validation. The second was also cross-validation, but in each of its
iterations samples of one user were used for testing and all others for training. The data
from users who provided the smallest amounts of samples (one to seven feature
vectors), were combined into one subset. In this way 21 folds of cross-validation were
performed. The number of samples in the subsets differed depending on the amount of
data from each user. Each sample was used as a testing vector once.

Behavioural
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Attribute Min Max Mean SD Median  Scarcity (%)
Acceleration 1.0 E-10 22.7 0.26 0.64 0.12 0
Deceleration 0 246 0.09 0.14 0.06 0
DirectDistance 0 137,317  1,35158  3,900.96 556.94 0
MovementEfficiency 1 70,721 90.99 14,350.48 7.66 38
MovementSpeed ~0 18.16 0.96 0.71 0.82 0
OvershotNumber 1 36,105 121321  3,261.36 280.00 24
OvershotLength ~0 46,408 879.58 1,905.54 455.81 24
Skewness 0 1,674.59 48.82 4441 46.61 0
Velocity ~0 5.6 0.21 0.38 0.12 0
ClickDuration 1 85,824.00  390.00 2,051.14 115.00 25
ClickFrequency 0 237,600 3,705.65 14,211.71 2591 26
ClickPrecision 0 15,924.06 68.19 553.76 0 25
Typing speed ~0 23.15 041 1.71 0.04 69
DwellTime ~0 9751 0.27 2.71 0.007 55
FlightTime ~0 1241 0.06 0.43 0.02 76
Backspace % 0 0.75 0.03 0.08 0 61
SpecialCharPercentage 0 1 048 0.38 0.44 61

Table IV.
Descriptive statistics
of selected features
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Table V.
Results obtained

using both mouse

and keyboard
features during

the first test series

(ten-fold
cross-validation)

The data sets were reduced by under-sampling the majority class and preserving the
minority one unchanged. This was due to the fact that some machine learning methods
are sensitive to an uneven distribution of classes. Moreover, some -classifier
performance indices, e.g. precision, are also sensitive to class distribution imbalance
(Fawecett, 2004). As there was no reason for assuming the dominance of any class, the
authors decided to keep the number of samples of males and females equal.

A number of methods with different parameter settings were tested using WEKA
software (Hall et al, 2009). The following methods were taken into account: Bayesian
networks, neural networks, decision trees and two methods of combining classifiers
(AdaBoost, rotation forest). The methods were tested for different parameter settings, i.e.
structure learning method and score metric in the case of Bayesian networks, number of
layers and neurons in neural networks, attribute selection criterion and pruning algorithm
for decision trees. The experiments were performed for mouse movement features,
keystroke features and both of them. Principal component analysis was also considered as
a feature extraction procedure, but as no result enhancement was observed while using it,
the results are not provided. Tables V and VI contain the results of the two testing series
obtained for data represented by both mouse and keystroke parameters when the total
number of features was 32. The results obtained according to the first data splitting
approach are quite satisfying. 80.80 per cent accuracy was obtained while applying
rotation forest and 79.12 per cent for the Bayesian network. As presumed, the accuracy
evaluated during the second test series was lower. In this more realistic situation, the use
of Bayesian networks leads to the best results, with 7347 per cent samples correctly
classified. Rotation forests appear to be slightly worse giving a 70.61 per cent accuracy
rate. The results obtained by the other three methods are significantly worse.

Tables VII and VIII present the results achieved for data represented by mouse
attributes only. It can be seen that neglecting keyboard parameters reduces the
accuracy. In this case the first test series gives a 74.12 per cent level of accuracy.
The best result obtained for the more realistic data split is 72.17 per cent. Bayesian
networks, again, turn out to be the most appropriate. A series of experiments
exclusively for keyboard features was also performed, but the results obtained in this

Bayesian network Rotation forest Decision tree  AdaBoost Neural network
Accuracy (%) 79.12 80.80 73.89 77.40 75.80
95% confidence
interval (%) 77.13-81.11 78.87-82.73 71.74-76.04  75.35-79.44 73.70-77.89
Recall (%)
Male 76.80 80.20 72.02 7447 72.31
Female 81.44 81.40 75.76 80.32 79.29
Avg. 79.12 80.80 73.89 7740 75.80
Precision (%)
Male 80.54 81.18 74.85 79.10 77.73
Female 77.83 80.43 73.04 75.88 74.12
Avg. 79.18 80.81 7394 77.49 7593
Fameasure (%)
Male 78.62 80.69 7341 76.72 7492
Female 79.59 80.91 74.38 78.04 76.62
Avg. 79.11 80.80 73.89 77.38 75.77
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Bayesian network Rotation forest Decision tree AdaBoost  Neural network

Accuracy (%) 7347 70.61 66.31 63.57 63.64
95% confidence

interval (%) 71.32-75.63 68.38-72.84 64.00-68.63  61.22-65.93 61.28-65.99
Recall (%)

Male 75.34 72.10 68.74 67.87 64.01
Female 7161 69.12 63.89 59.28 63.26
Avg. 7347 70.61 66.31 63.57 63.64
Precision (%)

Male 72.63 70.01 65.56 62.50 63.54
Female 74.39 71.25 67.15 64.85 63.74
Avg. 7351 70.63 66.35 63.68 63.64
Fameasure (%)

Male 73.96 71.04 67.11 65.07 63.77
Female 7297 70.16 65.48 61.94 63.50
Avg. 7347 70.60 66.29 63.51 63.64
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Table VI.
Results obtained
using both mouse
and keyboard
features during
the second test
series (one user
left for testing in
each iteration)

Bayesian network Rotation forest Decision tree AdaBoost  Neural network

Accuracy (%) 74.12 7397 72.35 7293 72.02
95% confidence

interval (%) 71.98-76.26 71.83-76.12 70.17-7454  70.76-75.11 69.83-74.22
Recall (%)

Male 71.32 72.40 72.02 70.90 72.10
Female 76.92 75.55 72.69 7497 7194
Avg. 7412 7397 72.35 7293 72.02
Precision (%)

Male 75.55 74.76 7253 7392 72.01
Female 72.85 73.25 7231 72.04 72.05
Avg. 74.20 74.01 7242 7298 72.03
F-measure (%)

Male 73.37 73.56 72.28 72.38 72.06
Female 7483 74.38 72.50 7348 71.99
Avg. 74.10 7397 72.39 7293 72.03

Table VII.
Results obtained

using mouse features
only during the first
test series (ten-fold

cross-validation)

way were significantly worse. One of the reasons might be the significant number of
missing values in the case of keystroke characteristics due to the fact that some users
did not use the keyboard at all. All applied algorithms, implemented in WEKA, cope
with missing values, but in different ways. Bayesian networks, for example, fill the
missing values with the means estimated on the basis of the training data. Neural
networks ignore them and replace them with zeros. Decision trees (C4.5 in this case) and
rotation forests, which combine the same C4.5 decision trees, modify the value of the
attribute selection criterion on the basis of the proportion of missing values while in the
testing phase they incorporate weights for all the possible leaves reached by a testing
example. AdaBoost treats the missing values as a separate value. These approaches
allow a classifier to be trained and tested, but if the number of missing values is
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Table VIII.

Results obtained
using mouse features
only during the
second test

series (one user

left for testing in
each iteration)

Bayesian network Rotation forest Decision tree AdaBoost — Neural network

Accuracy (%) 7217 69.80 65.75 62.39 61.52
95% confidence

interval (%) 69.97-74.36 67.56-72.05 63.43-68.07  60.02-64.76 59.14-63.90
Recall (%)

Male 7273 70.49 67.62 65.50 60.52
Female 71.67 69.12 63.89 59.28 62.52
Avg. 7217 69.80 65.75 62.39 61.52
Precision (%)

Male 7192 69.53 65.19 61.66 61.75
Female 7242 70.08 66.36 63.21 61.29
Avg. 7217 69.80 65.78 62.44 61.52
Fameasure (%)

Male 72.32 70.01 66.38 63.53 61.13
Female 72.01 69.59 65.10 61.18 61.90
Avg. 7217 69.80 65.74 62.35 61.52

relatively high it may strongly influence the results. Therefore, the accuracy increase
while using all features is usually rather low (1-2 per cent). It appears more significant
only for Bayesian networks and rotation forests in the case of the first test series.

The 95 per cent confidence intervals were calculated to evaluate the precision of the
obtained accuracy estimation. As may be observed from Tables V-VIII, in all cases the
width of the confidence interval varies from 4 to nearly 5 per cent. This means that with
a 0.95 probability the true accuracy does not differ from the estimated one more than
2-2.5 per cent, which may be treated as a precise estimation.

Another observation worth noting is that the recognition accuracy strongly varies
among users, which could be evaluated on the basis of the second test series. There are
users whose samples are recognised with a 90 per cent accuracy and those, for whom
the results are no better than guesswork. This is a typical observation while working
with behavioural data, made also during the authentication task. Some users’ mouse
movements and keystrokes are stable over time, whereas others are significantly
influenced by different factors such as, for example, the type of web page browsed, type
of device used, emotional state, etc.

Apart from classification accuracy, some of the applied knowledge representations
provide additional, valuable information. Decision trees, for example, may be treated as
a model with an embedded feature selection mechanism. Each node of a tree contains a
feature, which is optimal in the sense of feature selection criterion used during the tree
induction procedure. The closer from the root node, the higher the discriminative power
of the feature. Precise analysis of the trees constructed using the Gini index or gain
ratio as feature selection criteria show that the best two features are Deceleration and
MovementSpeed, both coming from mouse. The next several features used on high
levels of the trees are: Acceleration, Velocity, MovementEfficiency and Direct Distance.
After constructing a tree only on the base of keystroke parameters it turns out that the
optimal features are: SpecialCharacterPercentage, MinTypingSpeed, AvgDwellTime
and TypingSpeedVariance.

These observations provoked a more precise analysis of the attributes’
discriminative power. In order to compare the different characteristic features of
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males and females, an analysis of variance (ANOVA) was performed, comparing
intragroup variability with intergroup variability in order to confirm the existence of
differences between groups. The one-way ANOVA analysis was performed for every
feature and the results (F-Snedecor test) are provided in Table IX (significant results
only). The F-Snedecor test did not confirm the significance of other features, i.e. the
intragroup variability was higher than among groups for other features.

5. Discussion

The experiments confirmed the idea that mouse movements and keystroke
characteristics may provide useful information in gender recognition tasks. The best
result was achieved taking into account both types of features together and applying
Bayesian networks as a classification method. This configuration led to an overall
accuracy rate of 73.47 per cent. The results obtained by rotation forests were only
slightly worse, but the results from other methods were unsatisfactory. Moreover,
precise analysis of the constructed decision trees showed the best features in this
application. Although the recognition rate obtained so far may not be high enough in
some applications, the authors believe the method has some potential. Thus, the
research will be continued. Various classifiers with different parameter settings have
been tested, but there are still some approaches worth exploring, which could probably
enhance the results. Special attention will be paid to the possibility of defining new
features. Moreover it is possible to incorporate some other available information into
feature vectors, e.g. type of website used.

The obtained level of accuracy is quite low if compared, for example, to gender
recognition methods based on facial analysis. However, it should be highlighted that
the behavioural data analysed in the presented experiment, i.e. keystroke and mouse
characteristics, used in other applications also may not appear to be the most accurate.
Authentication based on face, fingerprint or iris usually gives lower error rates.
Recognising emotions on the basis of face expression or language is also more reliable.
The reason for this is the nature of behavioural data, which are unstable along time and
may be influenced by lots of factors. Different keyboards and mice, type of software
used and activity performed, even user posture or environmental conditions may
influence the users’ typing rhythm, cursor movements speed, smoothness, etc. Their
main advantage, on the other hand, is the possibility of an unobtrusive and continuous
data recording process. Moreover they may be treated as an additional source of

F-test parameters F-Snedecor test results

Threshold Significance Significance
Feature df (p <0.05) F p-value with p < 0.05 with p < 0.01
Deceleration 1/420 3.860 2394 0.000001415 Y Y
MovementSpeed 1/420 3.860 33.52 0.000000013 Y Y
OvershotLength 1/340 3.873 7.77 0.005598684 Y Y
AvgDwellTime 1/420 3.860 11.18 0.000902389 Y Y
DwellTimeStdDev 1/420 3.860 13.61 0.000254283 Y Y
DwellTimeVariance 1/420 3.860 9.86 0.001812099 Y Y
MaxDwellTime 1/420 3.860 599 0.014747590 Y
DwellTimeRange 1/420 3.860 5.83 0.016178506 Y
FlightTimeStdDev 1/293 3.888 5.30 0.021987402 Y
SpecialCharPercentage 1/378 3873 14.05 0.000206058 Y Y
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Table IX.
F-Snedecor test
results on
significance of
selected features’
differences between
males and females
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information on the users’ gender. There are a lot of studies reporting a decrease in error
rates after combining the results of various methods incorporating different modalities,
both in the areas of authentication (Fridman ef al, 2013) and emotion recognition (Calvo
and D’Mello, 2010). This may also be true for gender recognition and should be verified
by particular experiments.

The experiment results allow the hypothesis, that, to some extent, it is possible to
recognise gender by analysing the usage of peripherals. However, we acknowledge that
our approach to data collection and study analysis are not without reservations. This
section reflects the main limitations of the study, i.e. restricted contextual information,
the narrow scope of the respondent group and application constraints.

5.1 Limited contextual information

One limitation of the data collection method chosen for the study is that the web
browser plug-in collects information on keyboard and mouse usage independently of
the webpage explored by a user. Only the information on the type of web browser is
given. Therefore, the data from the usage of peripherals do not reflect either the type of
a webpage browsed or the kind of actions performed. Moreover, for security and
privacy reasons, the key codes are not logged (only special keys, such as Backspace, are
logged). The data do not include information on the place where the computer was used
and it could be expected that behavioural patterns at a computer desk differ from, for
example, the train. With the context of use, we could answer the question whether we
are able to separate behavioural features that change with context from the
characteristics that are context-independent. Having the data without context
information we cannot extract context-dependent behavioural patterns.

5.2 Limitations of the scope of the study group

In total, 42 people took part in the data collection process. The construction of this group
was limited as not all possible confounding variables values are represented. The study
was performed in Poland, among healthy adult volunteers aged from 21 up to 44, who are
experienced users of internet browsers. The main limitation is lack of diversity of race and
nationality, although it might be expected that behavioural patterns in mouse
and keyboard usage are the same in Poland as in other developed countries. Cultural
and temperamental differences may influence the behavioural patterns, therefore the
potential to apply the study to the entire human population is limited. There was also no
representation of people aged over 44 years so it was impossible to make any assumptions
on this age group. Physiology changes with age and so may the behavioural patterns
associated with mouse and keyboard usage. Moreover, elderly people often do not use
technology and computers on a daily basis and, therefore, their patterns may differ
significantly. Some recognisable differences in behavioural patterns among age groups
have been observed; however, in this study age groups were not evenly distributed, so the
result should be taken with precaution and confirmed by a separate study.

5.3 Theoretical and practical implications

The most important practical implication of the study is that it provides an additional
source of information on users’ gender, apart from directly asking them to state their
gender in web-based forms. In such a context, the obtained results might be interesting for
web page developers, portal owners and researchers running web surveys. It opens the
possibility of getting the information when it is desired rather than being provided by a
user. Forms asking users for personal information such as gender, age or educational
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status are often perceived as intrusive. People often ignore them or enter incorrect data
(Akbulut, 2015). Relying on personal data given by respondents while running any studies
might be risky. The problem of the quality and credibility of data coming from social
media should be addressed with special methods (Schoen et al,, 2013). If information on
gender is crucial for the conducted research and there is a risk of intentional
misinformation in this matter, one might use automatic recognition as a confirmation
method. If there is a discrepancy in the declared and the recognised sex, the decision on
the interpretation should depend on the purpose of the study. The scale and background
of the inconsistencies might be relevant from the perspective of gender studies.

The presented research can be also directly applied in user modelling. A lot of
research effort is put into creating systems or websites adapting to users’ needs and
preferences (e.g. Maat and Pantic, 2006; Kao and Wu, 2012; Fong et al, 2011;
Godoy et al, 2010, Kathuria ef al, 2010; Han et al, 2014). Incorporating gender
recognition could enrich some solutions. User profiling, however, the most obvious and
straightforward, is not the only possible application of the presented recognition
method. It may be also used as a step in the user authentication process, especially
when combined with other verification methods. In that application area gender
recognition perhaps would not be perceived as intrusive, as customers are interested in
the high accuracy and recall of the authentication process.

Nowadays with Google intensive personalisation, users are more or less aware of the
fact that their preferences are monitored and individual profile is recognised (Pariser,
2011). The problem of privacy concern is especially visible in social networking, which
is a vast source of information. Even if users are aware of possible threats and express
their concern, they still accept using such websites (Tan ef al, 2012). As some users
perceive personalised adds and websites as beneficial, while others as threatening or
frustrating, this application case requires the analysis of the user perspective, so that
the tool could provide value for the consumer. There are number of studies on the best
practices and norms in privacy assurance (Nissenbaum, 2004).

The authors are aware of the fact that the result provided carries the possible threat
of misuse. The main concern includes privacy violation and use as a discrimination
tool. However, the authors believe that it might be used also in ethically sound ways
and be worthwhile for the person it recognises.

6. Conclusions

The paper presents the new idea of on-line gender recognition. Its novelty arises from
the type of data used to infer about gender. In contrast to frequently used methods
based mainly on face recognition, this approach incorporates behavioural
characteristics coming from mouse and keyboard, which have been already applied
in user authentication and emotion recognition.

The results of the presented research motivate to perform some further
investigations. The first idea is to incorporate the knowledge about the type of web
page used and thus the type of user activity, which may strongly influence the recorded
characteristics. Moreover the same analysis could be made concerning applications
other than web browsers. Then it would be also worth experimenting on different age
groups covering a wider age range.

The replication of the data collection in different settings, with more contextual
information and a broader population sample would constitute a most interesting study
that would lead to the exploration of cultural differences as well as the ageing of
behavioural patterns. Finally, the revealed behavioural patterns may indeed be
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interesting for gender studies. To sum up, the various potential applications and the
quantity of intriguing ideas to be tested make the results interesting, although ethical
concern is advised in any area of application.
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