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Abstract

Purpose — Ever since Mark Weiser coined the term “ubiquitous computing” (ubicomp) in 1988, there
has been a general interest in proposing various solutions that would support his vision. However,
attacks targeting devices and services of a ubicomp environment have demonstrated not only different
privacy issues, but also a risk of endangering user’s life (e.g. by modifying medical sensor readings).
Thus, the aim of this paper is to provide a comprehensive overview of security challenges of ubicomp
environments and the corresponding countermeasures proposed over the past decade.
Design/methodology/approach — The results of this paper are based on a literature review method
originally used in evidence-based medicine called systematic literature review (SLR), which identifies,
filters, classifies and summarizes the findings.

Findings — Starting from the bibliometric results that clearly show an increasing interest in the topic
of ubicomp security worldwide, the findings reveal specific types of attacks and vulnerabilities that
have motivated the research over the past decade. This review describes most commonly proposed
countermeasures — context-aware access control and authentication mechanisms, cryptographic
protocols that account for device’s resource constraints, privacy-preserving mechanisms, and trust
mechanisms for wireless ad hoc and sensor networks.

Originality/value — To the best of our knowledge, this is the first SLR on security challenges in
ubicomp. The findings should serve as a reference to an extensive list of scientific contributions, as well
as a guiding point for the researchers’ novel to the security research in ubicomp.

Keywords Security, Ubiquitous computing
Paper type General review

1. Introduction
Ever since the invention of the first computer, the computing paradigm has been constantly
evolving and has gone through significant changes over the past decades — progressing
from Microsoft’s slogan a computer on every desk to a multiple devices per user paradigm. In
recent years, this has led to the development of standards and technologies for wireless
communication such as wireless local area network (WLAN), long-term evolution (LTE),
radio-frequency identification (RFID), near field communication (NFC), as well as all types of
Emerald mobile, wearable and embedded devices (Dragoni ef al., 2009; Pietro and Mancini, 2003; Yau
et al, 2006; Zhu et al, 2006a). As a result, the vision of ubiquitous computing (ubicomp)
(Weiser, 1991) is about to become reality. Commercially available devices such as
e e smartphones, tablets or smart watches, as well as research prototypes such as smart glasses,
Vol. 12 No. 2, 2016 smart contact lenses or smart implantable medical devices, provide an omnipresent access to
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important because today more people than ever before are using software-based devices as
part of their everyday life. Contemporary mobile devices are used for private and for
professional communication and host a wide variety of sensitive information, ranging from
private text messages or photos, over financial information managed by homebanking apps,
to company-internal business secrets that a company’s employees access with mobile
devices.

1.1 State of the art

The heterogeneous nature of today’s computing devices accompanied by corresponding
services, applications and user interactions result in novel requirements for designing
security mechanisms for protecting ubicomp environments. Some of those requirements
are inherited from traditional (stationary) distributed systems and include security
goals, such as access control, authentication, data integrity and availability of services,
to name a few (Bacon and Moody, 2002). However, the scientific contributions analyzed
and presented in this paper highlight the need to adapt traditional security mechanisms
to the specific characteristics of ubiquitous computing.

For example, a considerable number of studies have argued that traditional access
control and authentication mechanisms are not suitable for the dynamic and mobile nature
of a ubicomp environments because of their non-adaptivity to context (Corradi ef al, 2004;
Hengartner and Steenkiste, 2005; Wang et al, 2008). Among other things, this paper reports
on the analysis of the authentication mechanisms proposed in the scientific literature. As
expected, biometric techniques evolved significantly over the past decade, proposing
mobility patterns and other behavioral characteristics in addition to physiological
characteristics such as fingerprint and retina scans. In terms of access control mechanisms,
various extensions to role-based access control (RBAC) have been proposed which integrate
contextual information into standard RBAC models (see Section 3.3).

In addition to adapting to the device’s context, security mechanisms for ubicomp
environments face another challenge. In particular, computing devices participating in
a ubicomp environment, such as small sensor-enhanced handheld devices, are limited
with respect to their computing power, storage and communication range (Cheng ef al,
2008; Tan, 2012; Want, 2014), which leads to difficulties in designing security
mechanisms that rely on complex computations (Lam ef al, 2003; Qiu et al, 2013).
Therefore, when designing novel security means for such devices, the focus is often put
on lightweight solutions which balance between the strength of the respective security
mechanism and the computation overhead. More closely, this paper examines
cryptographic protocols and identifies the ones described by their authors as
“lightweight” to find out which cryptographic algorithms have been favored over the
past decade by the research community.

Apart from the computation overhead, another security-related challenge arises from
an ad hoc nature of interactions between mobile nodes that have no prior knowledge of
each other’s behavior or intention. Over the past years, in addition to risk assessment,
the human notion of trust has been recognized as an important factor in designing
secure ubiquitous environments (Ahamed et al, 2008). As a part of our review,
information about different approaches to trust computation has been extracted and
mapped to the corresponding phase in a trust lifecycle.

Furthermore, while using ubiquitous services, various threats to user privacy arise
(Ren et al., 2006) that are novel to ubiquitous computing, such as tracking and recording
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a user’s whereabouts without his/her consent or notification. To mitigate these threats,
several privacy-preserving mechanisms have been proposed over the past decade that
generally rely on hiding and progressively revealing parts of information, storing data
in a distributed manner, as well as other techniques (see also Section 3.3).

Our initial search procedure resulted in as many as 12,705 papers on security in
ubicomp. By applying a number of carefully selected inclusion criteria and quality
assessments, 282 quality papers were systematically included in our review and each
was manually analyzed in detail over the course of two years. The information extracted
revealed a number of threats, vulnerabilities and attacks that arise in ubicomp and that
are reported in this paper. Moreover, a closer look is taken on the related security
mechanisms along with their corresponding properties that were adapted for
context-awareness and the dynamics of ubicomp environments. This paper also reflects
and discusses about the differences related to security goals of distributed computing in
general and ubicomp by analyzing the relationship between both computing paradigms.

Apart from our review, security-related topics have also been addressed in other
systematic review papers. Nguyen et al. (2013) review approaches for model-driven
security engineering. A review of security in process-aware information systems is
reported by Leitner and Rinderle-Ma (2014). Aleman ef al. (2013) give an overview of
security and privacy for electronic health records. The goal of achieving a secure
software system in a software development process has been addressed in the study by
Mellado et al., 2010. However, to the best of our knowledge, no systematic study exists
that provides an extensive review of the security challenges in ubicomp.

1.2 Contribution

The objective of this systematic literature review (SLR) is to identify the existing body
of knowledge, and to analyze the relevant literature that addresses security-related
research in ubicomp. The review contributes to the body of knowledge in the field of
security in ubicomp in four ways:

(1) by reviewing security threats, vulnerabilities and attacks as the main
motivating factors for research;

(2) by summarizing the countermeasures proposed in the papers;

(3) by comparing security goals of ubicomp with those in distributed systems in
general; and

(4) by identifying directions for future research.

The remainder of this review is structured as follows. Section 2 describes the method of
the SLR. Results are presented in Section 3. In Section 4, a discussion on the results and
validity threats is provided. Section 5 concludes the paper and discusses future work.

2. Research method

The results of this review are obtained by carefully following the guidelines
(Kitchenham and Charters, 2007) for an SLR, as well as the examples of other SLR
papers (Afzal ef al, 2009; Leitner and Rinderle-Ma, 2014; Mellado et al., 2010; Nguyen
et al., 2013; Radjenovic et al., 2013). Typically, an SLR consists of three main phases:
planning a review, conducting a review and reporting a review.
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In the first phase and as recommended for SLRs (Kitchenham and Charters, 2007), an
SLR research protocol[1] was designed to document the procedures used to conduct our
SLR. The following details have been included in the protocol: research questions,
search strategy, paper selection criteria, quality assessment, data extraction and data
synthesis procedures. The systematic review was conducted in the second phase, based
on the steps defined in the protocol. The third and final phase encompassed aggregation
and elaboration of the collected data. Overall, the SLR has proven to be a lengthy process
(it began in December 2013 and was completed in January 2016).

2.1 Search strategy

To provide a comprehensive overview of security-related topics in ubicomp, three main
research questions and their corresponding refinements were used to guide the review,
as shown below:

RQ1. Demographic data and trends. Identify active researchers (countries) and the
distribution of papers over years.

RQ2. Which security-related topics have been addressed in ubicomp research
papers?

RQ2.1. Which security issues have been reported on? Identify vulnerabilities,
threats and attacks that motivated the research.

RQ2.2. Which countermeasures have been presented? Identify techniques,
algorithms and methods proposed to address security-related issues.

RQ2.3. Which security goals have been addressed in the papers?

RQ3. Isthere a difference in addressing security in distributed systems in general
in comparison to ubiquitous computing? Investigate and determine which
security requirements are novel to ubicomp.

Prior to conducting the search for papers, the list of keywords was carefully chosen by
following two procedures:

(1) select general and well-established terms including “pervasive computing” and
“ubiquitous computing”, as well as a list of typical security goals for
software-based systems (Strembeck and Rinderle-Ma, 2013); and

(2) toensure consistency in the terminology used, examine the keywords commonly
used in the research community by manually screening through abstracts,
keywords and titles of papers published in four well-accepted publication
venues for ubicomp research[2].

The final list of keywords was created as a union of the keywords found in both
procedures and includes the following:

o a list related to ubiquitous computing (T1). Ubiquitous, pervasive computing,
wearable, body area network, mobile computing, context-aware and
context-sensitive; and

* alist related to security (T2): Security, confidentiality, authentication, access control,
non-repudiation, audit, integrity, authenticity of data, availability, privacy and trust.
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Table 1.
Search strings

Based on the identified key terms, the search string was built in the following way:

(T, TN/ ...\ TL) N (T2, T2, N/ ... \/ T2,) where
T, ,ETINT2, ,€ T2

1..n
Because of the specific limitations of each search engine, our SLR was conducted by
using in total seven search strings (Table I). The search was conducted over five
scientific databases. In specific, Science Direct, IEEEXplore, ACM Digital Library,
Wiley Digital Library and Springer Link. During the search and collection process, we
used Mendeley reference manager|3] to automatically collect general information about
the papers (in total 12,705), such as abstracts, authors, publication venue, publication
year and a link to the corresponding source.

2.2 Paper selection
The papers were carefully filtered by following the inclusion and exclusion criteria (EC).

2.2.1 Exclusion criteria. Following are the EC:

« summaries of workshops and tutorials, title pages, editorials and extended
abstracts, as they do not provide sufficient information with respect to the
objective of our SLR;

» workshop papers, as they report on early stages of a research endeavor;

» posters, as they do not provide enough information for the purpose of this review;

» double entries. If an extended journal paper was found, it was chosen over the
conference paper. If a more recent paper was found, it was chosen over its
preceding paper;

» papers whose focus was not put on security in ubicomp, i.e. papers that only
mention security in their abstracts as one of the issues;

» pure opinion and discussion papers that do not propose a countermeasure or
demonstrate a security threat;

String Form

S1 (ubiquitous OR “pervasive computing” OR “mobile computing” OR wearable OR “body
area network”) AND (security OR confidentiality OR “access control” OR
authentication)

S2 (ubiquitous OR “pervasive computing” OR “mobile computing” OR wearable OR “body
area network”) AND (privacy OR integrity OR “authenticity of data” OR availability)

S3 (ubiquitous OR “pervasive computing” OR “mobile computing” OR wearable OR “body
area network”) AND (“non-repudiation” OR audit OR accountability)

S4 (ubiquitous OR “pervasive computing” OR “mobile computing” OR wearable OR “body
area network”) AND (trust)

S5 (“context-aware” OR “context-sensitive”) AND (security OR confidentiality OR “access
control” OR authentication)

S6 (“context-aware” OR “context-sensitive”) AND (privacy OR integrity OR “authenticity
of data” OR availability)

S7 (“context-aware” OR “context-sensitive”) AND (“non-repudiation” OR audit OR

accountability OR trust)
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« any paper whose full text is not accessible;
 any paper that is not written in English; and
 papers published before 2003[4].

Starting from 12,705 initial papers and after applying the above-mentioned EC, the pool
included 2,426 potentially relevant papers. Therefore, two additional criteria were
introduced to keep the selection process manageable:

(1) paperspublished in journals with a Scimago Journal Ranking [5] where h-index = 35
or SJR= 0.8;and

(2) papers published in conference proceedings with a rank A+ or A based on
Computer Science Conference Rankings[6].

The latter criterion was also used in other literature studies (Webster and Watson, 2002)
where it was indicated that researchers should examine conference proceedings with a
reputation for quality.
Figure 1 summarizes the number of papers after applying each exclusion criterion.
It is important to note that both authors participated in the selection process to
minimize personal bias, as recommended by Garcia-Borgofiona et al. (2013), Kitchenham
and Brereton (2013) and Radjenovic et al. (2013).

2.3 Quality assessment

After identifying the potentially relevant papers, a quality assessment was conducted
based on the suggestions in the studies by Afzal et al. (2009), Dyba and Dingseyr (2008),
Garcia-Borgofiéna et al. (2013), Kitchenham and Brereton (2013) and Santiago et al.
(2012)). In particular, our quality assessment consisted of seven questions and a
corresponding three-point answer scale with Yes (1), No (0) and To some extent (0.5) as
possible answers, as shown below:

e Is the paper based on research?
e Is there a clear statement of the aim?

« Is there an adequate description of the context in which the research was carried
out?

 Does the paper review the related research of the topic?

14,000
12,705

12,000
10,000 9,712 9,512
8,000
6,000
4,000

2,426
2,000

421

Initial  Double entries EC1-EC3 EC5-EC6 Ranking
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Figure 2.
Distribution of
publications over
years

* Is the research method described adequately?
 Is there a clear statement of the findings?
* Does the paper discuss future work?

Following the examples of other systematic reviews (Mahdavi-Hezavehi ef al., 2013;
Radjenovic et al., 2013), the papers placed in the poor quality category were excluded
from our review.

After applying all the EC, performing the quality assessment and obtaining full
versions of papers (EC7), the final number of papers was reduced to 282. Our findings
are based on those papers[7].

3. Results and synthesis of the findings
3.1 RQ1 — demographic data and trends
Our first findings reveal that the topic of security in ubicomp has been researched
worldwide, with the most contributions coming from the USA, followed by China, UK,
South Korea and Canada (Figure 2(a)). Moreover, over the time span between 2003 and
2015, there has been an increasing interest in ubicomp security. The coefficient of
determination (R? = 0.783) indicates that there is a noticeable trend in the amount of
papers published per year.

In the subsequent sections, the most frequent security issues that have motivated the
papers analyzed, as well as the corresponding countermeasures will be classified,
summarized and discussed.

3.2 RQ2.1 — motwation for the research

Mobile and ubiquitous computing devices, dynamically changing context and a large
number of heterogeneous devices participating in the environment are exposed to a
variety of security-related threats. For example, threats to user’s privacy, service and
infrastructure availability, data integrity and the user’s well-being have been repeatedly
identified in the corresponding scientific literature. On the one hand, the use of malicious
services or apps, presence of untrustworthy nodes in the underlying network or attacks
(such as impersonation or eavesdropping) may lead to leaking of user’s private
information. On the other hand, trusted services may become available to users with
forged or untrustworthy identities (Wang et al 2013). To preserve their anonymity,

120

Number of papers
Number of papers

USA China UK South Korea Canada 2003 2004 2005 2006 2007 2008 2009 2010 20112012 2013 2014 2015

Country Years

(@ (b)

Notes: (a) Countries with most published papers; (b) distribution of papers over the last decade
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users typically prefer accessing to services without having to disclose confidential
information. However, often some portion of a user’s private information is needed for
authentication to services. Thus, privacy may be in conflict with some security goals. In
the remainder of this section, we report on the threats, vulnerabilities and attacks that
were identified in our SLR.

The results indicate that the security-related research in ubicomp was motivated by
five main categories of security-related issues (Figure 3).

3.2.1 Attacks. The findings of our SLR show that various attacks have
predominantly been recognized as a security challenge in ubicomp over the past decade,
covering 46 per cent of all motivating factors for security-related research in ubicomp.
To further examine the nature of these attacks, each attack identified in the reviewed
papers (in total 364 attacks) has been categorized into the eight categories shown in
Figure 4(a). Our data analysis revealed that the most frequently addressed attacks are
different types of Denial of Service (DoS) attacks (28 per cent) that aim at making
services or resources unavailable to its intended users. In a ubicomp environment, DoS
attacks especially include power-draining, network jamming, denial of proof and on—off
attacks. The second most commonly addressed group of attacks (21 per cent) belongs to
impersonation attacks in which an adversary masquerades as a trusted party. The
results of our SLR indicate that 385 per cent of the impersonation attacks are
man-in-the-middle attacks, 27 per cent are different types of spoofing, 17 per cent are
Sybil attacks, 5 per cent are phishing attacks and 3 per cent are relay attacks.
Eavesdropping attacks are the third most commonly addressed attacks and cover 17.5
per cent of attacks, whereby 37.5 per cent of the eavesdropping attacks are passive
attacks, such as monitoring or spying on a communication between trusted parties. One
of such attacks is the so-called shoulder surfing attack (33 per cent of passive attacks)
that refers to observing the content on a screen of a mobile device behind a user’s
shoulder. Nevertheless, the majority of eavesdropping attacks (67 per cent) are active
attacks which assume that an adversary somehow interferes with the communication
channel between a sender and a receiver. The category Other, which covers 10.5 per cent
of the attacks, includes diverse attacks such as RFID cloning attacks, physically stealing
a mobile device, session hijacking and modifying patient’s sensor readings, to name a
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few. The final four categories include cryptanalytic attacks (10 per cent of attacks) which
include password guessing, acoustic cryptanalysis and electromagnetic attacks;
geo-location attacks (6 per cent of attacks), which include tracking user’s whereabouts
and location inference attacks and malware (5.5 per cent of attacks). The least number of
attacks belong to cross-origin attacks (1.5 per cent), which include confused deputy and
cross-site request forgery attacks.

3.2.2 Network-related security challenges. Network-related security challenges cover
23 per cent of all challenges identified in the papers. As shown in Figure 4(b), the most
commonly addressed issue in this group refers to network dynamics (41 per cent). In
general, networks for ubicomp environments, such as mobile ad hoc networks
(MANET), wireless sensor networks (WSN) and wireless body area networks (WSN),
differ from traditional networks. In contrast to more traditional distributed systems, the
devices in a ubicomp environment are usually mobile and they can join or leave the
network dynamically. For example, a mobile device intentionally leaves the network
when its user enters an aircraft and it intentionally rejoins the same or another network
after arriving at the aircraft’s destination. Moreover, the behaviors or intentions of those
highly mobile devices are initially unknown to other mobile devices and to devices
providing the ubicomp infrastructure. Thus, such networks often do not have a fixed
topology, central authorities or globally trusted third parties (Zhang et al., 2003). Among
other things, the resulting ad hoc nature of interaction poses challenges for
administrating trust relationships between the different, dynamically changing nodes.
Furthermore, because of the large number of nodes participating in the network, issues
occur when a malicious node joins the network, addressed in 31 per cent of the papers.
These issues include detection of a compromised node (Boukerche and Ren, 2008) and a
potential collapse of the whole network (Ahamed et al., 2009). Another network-related
challenge refers to the wireless communication services (22 per cent) that, unlike wired
networks, use radio waves for data transmission and are vulnerable to a number of
different attacks. To a lesser amount, the reviewed papers have identified
communication interference (6 per cent) as an additional challenge to network security.

3.2.3 Exposure of private information. Privacy-related issues have been addressed as
the third most common security-related challenge in ubicomp, covering 19 per cent of all
challenges identified. As shown in Figure 4(c), user-tracking and recording have been
addressed in a majority of the papers (43 per cent) on privacy-related issues. In
particular, related issues include attaining the current geographical coordinates of a
user or recording a user without his/her consent or notification. Apart from location
data, leaking other private information (37 per cent) has been the second most commonly
addressed privacy issue and refers to leaking of medical and fitness data, sensitive
ambient information, and other confidential information, such as phone-call history or
images stored on a mobile device. Apart from various attacks on the user’s device and
using malicious services, privacy leaks and misuse of user’s data may also result from a
Dphysical loss of a mobile device, which has been recognized as the third category
addressed in 10.5 per cent of the papers on privacy-related issues. This category
encompasses leaving a mobile device behind or having it stolen[8]. As a threat to user’s
data stored on a mobile device, disabled or weak authentication mechanisms have been
addressed in 5 per cent of the papers, which discuss the design of authentication
mechanisms for devices that frequently change their contexts, weaknesses of currently
existing passwords and other locking mechanisms, as well as the misuse of users’ oily
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residues (touchscreen smudges) by adversaries. The final privacy-related challenge
refers to a poor selection of apps that request permissions to and collect information
about a user (4.5 per cent).

3.2.4 Resource constraints. Limited battery capacity and the (comparatively) low
computing power of mobile devices, sensor network motes (sensor nodes), as well as
RFID-based systems have been identified in 8 per cent of all the security challenges
found in our review. As shown in Figure 4(d), limited resources of smartphones, PDAs
and wearable devices (such as smart glasses or fitness trackers) have been recognized
as an important issue while designing corresponding security mechanisms. Although
the findings from our SLR do not clearly show a trend in addressing resource constraints
in mobile devices as a potential security-related issue, many papers recognize that
resource constraints of the mobile devices have not kept up with energy requirements
demanded in the security-related research. These findings are also backed up by other
studies (Islam and Want, 2014; Coughlin, 2015). As shown in Figure 4(d), the number of
papers on resource constraints found in WSNs increased over the past decade. To a
lesser amount, our SLR has identified a few papers addressing resource constraints
found in RFID-based systems.

3.2.5 Other. In total, 4 per cent of the papers further address other vulnerabilities and
threats, such as harming a patient by modifying sensor readings of medical wearable
devices, various bluetooth vulnerabilities, absence of a tamper resistant hardware, as
well as the definition of complex and context-dependent security policies.

3.3 RQ2.2 — countermeasures presented in the papers

Over the past decade, numerous security countermeasures and defense mechanisms
have been proposed in the papers analyzed. In this SLR, they are grouped into five main
categories: access control and authentication mechanisms; privacy-preserving
mechanisms; cryptographic protocols; trust computation and management; and other
(Figure 5).

3.3.1 Access control and authentication mechanisms. In total, 31.5 per cent of the
papers reviewed propose access control and authentication mechanisms. Our findings
show that passwords are the most commonly used authentication mechanism proposed
in the papers on security-related research in ubicomp (reported in 21 papers), followed
by tokens (17), such as wearable devices, smart cards and RFID badges; and biometrics
(13), which includes palmprint, fingerprint, iris and face recognition, as well as
recognition of user’s behavioral traits, such as walking patterns, pen strokes, gestures
and mobility patterns (Figure 6 and Table II). The fourth category, Other (8),
includes context-based authentication (Al-Muhtadi et al, 2003), proximity-based
authentication (Chen et al., 2008; Mayrhofer et al., 2007; Rasmussen et al., 2009), USIM
(Park et al., 2010), trust-based tickets (E1 Husseini ef al., 2013; Luo et al., 2004) and the use
of sensor data (accelerometer) (Mayrhofer ef al., 2013; Park et al., 2010).

The sum of unique papers on authentication mechanisms for each year (Table II)
reveals that there is an incline in the number of authentication mechanisms proposed
over the past decade. Moreover, as depicted in Figure 6, there is a noticeable tendency in
adopting authentication mechanisms to the unprecedented characteristics of ubicomp,
namely, context-awareness and context dynamics, reflected in different types of
biometrics proposed in the literature. Even though biometrics have been present
throughout the entire time period covered by our SLR, the years from 2012 to 2015
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especially resulted in novel biometric features that go beyond fingerprints, voice
recognition, pen pressures and palmprints and take into account other behavioral
patterns (such as walking patterns, gestures, calling patterns, as well as indoor and
outdoor mobility).

Moreover, our findings reveal that eight authentication mechanisms identified in our
SLR propose multimodal authentication, whereby the most common combination of
authentication mechanisms is a credentials—token pair (proposed in four papers) and
credentials—biometrics pair (proposed in three papers), which refers to the use of
fingerprint, palmprint and voice recognition combined with username-password pairs
as a complementary security measurement.

Over the past decade, different types of contextual information have been integrated
with traditional access control models, especially by introducing dynamic attributes,
such as time and location, in addition to the static ones (identity and role). The
countermeasures proposed in the respective papers are mainly focused on RBAC, access
control lists (ACL) and mandatory access control (MAC). In total, eight papers report
on context-related extensions of RBAC models (Table III) by introducing contextual
constraints such as location (eight papers) and time (five papers). Such spatial and
temporal information can be generally obtained by special purpose sensors, such as GPS
sensors, or derived from other data sources, such as time retrieved from a system clock
or a device’s IP address requested from the corresponding network subsystem. While a
majority of countermeasures proposed relies on the latter, Damiani ef al. (2007) and Oh
(2008) suggest the use of sensor information, such as GPS coordinates, to locate a user or
sensor readings providing the state of a machine, e.g. a milling machine will operate only
if materials are correctly placed on the milling machine. Apart from spatial and temporal
constraints, other contextual information has also been incorporated within the
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Compagnoni et al. (2008)
Damiani ef al. (2007)

Fu and Xu (2005)

Lopez et al. (2007)

Oh (2008)

Preda et al. (2011)

Rohrer et al. (2013)
Toahchoodee and Ray (2011)
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Table III.
Summary of RBAC
constraints

standard RBAC model. For example, Lopez et al. (2007) propose the use of policies to
assign roles to users switching between different domains. Preda ef al. (2011) suggest
that the spatial context of a device does not only include information about the location
of a user, but also other context-related information, such as the number of people in a
room based on the count of people leaving or entering through the door. Rohrer ef al.
(2013) and Toahchoodee and Ray (2011) propose similar approaches to handling role
delegation based on an event or a circumstance. Both approaches suggest the notion of
so-called shared rules to account for a temporary allowance of privileges, e.g. a doctor
may temporarily allow a nurse to use an application (Rohrer et al., 2013).

In total, four papers propose a different approach to RBAC models, which do not
directly associate permissions to specific roles (Corradi et al., 2004; Le et al., 2010; Ning
et al., 2015; Wang et al., 2008). In particular, Le ef al. (2010) report on an activity-based
access control mechanisms, which grants access rights based on activities assigned to a
user instead of their roles. In the study by Corradi et al. (2004), permissions are directly
associated with different kinds of context information, such as location boundaries in
which resources can be accessed and logical contexts which describe resource
availability and status. Another approach based on permissions that is directly
associated to location is presented in the study by Wang et al. (2008). The approach
assumes that users are registered at a central administrator and use their accounts
to access a space for which a list of rights is defined. In the study by Ning ef al. (2015),
entities can only access data that are within their permission hierarchy.

The use of ACLs in a ubicomp context has been proposed by Minami and Kotz (2005)
and Zachary and Brooks (2003). Minami and Kotz (2005) use rules and facts to define
ACLs based on confidentiality policies that are used to assign trust levels to principals.
To reduce the administrative work while defining policies, principals may refer to the
policies of other principals. In the study by Zachary and Brooks (2003), ACLs are used
by a software provider to map mobile code packages to an appropriate security level
which determines whether a user is to be granted access to a mobile code package.

One paper proposes a MAC approach (Weippl and Essmayr, 2003) which supports
three identification modes (anonymous, masqueraded and identified) between a service
provider (grants access to a service based on a user’s mode) and a user requesting a
service. Based on the combination of identification modes, security-related precautions
are pre-determined to preserve user’s privacy. For example, if a service provider offers
services to anonymous users and an anonymous user requests a service, there will be no
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precautions taken. However, if a user with the same mode requests a service from a
provider that requires a verified identity token for granting access, disguising
techniques, such as onion routing, are suggested to preserve the user’s location privacy.

Two papers suggest device-pairing mechanisms based on proximity and radio
frequency that utilize wearable devices to grant access rights to a service, information or
a physical location (Agudo et al, 2013; Rasmussen et al, 2009). A continuous
authentication and access control mechanism for implantable medical devices, such as
pacemakers, drug delivery systems and neurostimulators, has been proposed in the
study by Rasmussen ef al., (2009), which is based on an ultrasonic distance-bounding
protocol to enable implanted medical devices to grant access to other devices in its
proximity. Another continuous authentication scheme (Agudo et al.,, 2013) assumes that
wearable devices have pre-established security associations with the authentication
server. To avoid the direct link between the server and wearable devices and to mitigate
a threat of compromising zone keys, authentication is carried out with the help of an
intermediate device that detects wearable devices nearby and communicates with the
server over an SSL channel. A similar approach to proximity-based access control is
proposed by Hengartner and Steenkiste (2005). It allows a user to access the information
about another user only if the requesting user is at one of the locations listed in the
corresponding location policy. These location policies may further contain a time
interval in which access is granted.

3.3.2 Cryptographic protocols. Cryptographic protocols have been proposed in 27 per
cent of the papers. Our analysis of cryptographic algorithms uses the categories
proposed by Kaps ef al. (2007), which distinguish between symmetric-key algorithms/
protocols, asymmetric-key algorithms/protocols and approaches based on hash
functions. In recent years, demonstrating the feasibility of using strong cryptography
on small and resource-constrained devices has become an important research topic.
Several papers have addressed the resource usage of complex cryptographic techniques
on resource-constrained devices (Jang ef al., 2011; Burmester ef al., 2009). In particular,
the trade-off between security, cost and performance must be considered when
designing lightweight protocols (Eisenbarth et al., 2007). This class of protocols has
been proposed over the past years to target wireless mobile devices with constrained
resources and low capabilities, such as processing power and battery, and operate under
low-bandwidth and error-prone wireless links (Chien, 2007; Lee ef al., 2011). In addition
to pure symmetric-key and asymmetric-key algorithms, several studies have proposed
a hybrid solution which is based on combining symmetric and asymmetric algorithms
to reduce the computation overhead (Jang ef al., 2011; Mihovska and Prasad, 2007).
Table IV summarizes the different approaches found in the papers reviewed.

The results depicted in Figure 7 indicate that asymmetric cryptography has been the
most frequently proposed variant, out of which 25 per cent describe their protocol as
lightweight. The second and third most frequently addressed algorithms belong to
symmetric-key cryptography and hybrid cryptography. Table V summarizes different
encryption algorithms reported in the papers analyzed. The least amount of papers
present approaches that are based on hash functions only (9 per cent).

3.3.3 Privacy-preserving mechanisms. In total, 23 per cent of the papers analyzed in
our SLR propose privacy-preserving mechanisms can be grouped into four categories
(Table VI). The most commonly suggested privacy-preserving mechanism is hiding
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Papers

Decade of

Asymmetric-key

Symmetric-key

Hybrid

Hashing

Lightweight Protocols
Lightweight

Beaufour and Bonnet (2004), Chen et al. (2008, 2013),
Chuchaisri and Newman (2012), Dolev ef al. (2015), El
Husseini et al. (2013), He et al. (2007), He and Zeadally
(2015), Hengartner and Steenkiste (2006), Huang et al.
(2009a, 2009b), Hsieh and Leu (2014), Hu ef al. (2013), Liu
et al. (2013, 2014), Ning et al. (2015), Patwardhan et al.
(2005), Rahman et al. (2014), Shi et al. (2011), Studer et al.
(2011), Su et al. (2012), Sun et al. (2015), Undercoffer et al.
(2003), Wang and Fang (2007), Wang et al. (2011), Xu et al.
(2015), Yao et al. (2014), Yoon et al. (2010)

Abd-Alhameed ef al. (2014), Ahamed et al. (2009),
Burmester ef al. (2009), Chen ef al. (2014), Decker et al.
(2004), Dimitriou (2006), He et al. (2004), He et al. (2014a,
2014b), Hoque et al. (2011), Keoh et al. (2009), Kumar and
Madria (2013), Li et al. (2013a, 2013b), Liu and Xiao (2011),
Lufei et al. (2008), Miettinen ef al. (2014), Narain et al.
(2014), Shi et al. (2012), Sun et al. (2008a), Tan (2012),
Venkatasubramanian and Gupta (2010), Wang and Yan
(2006), Xu et al. (2015)

Arapinis ef al. (2012), Braeken et al. (2012), Drira et al.
(2012), Dragoni et al. (2009), Garcia-Morchon ef al. (2009),
Gupta et al (2005), Jang et al. (2011), Jara et al. (2013),
Jehangir and de Groot (2006), Kim ef a/. (2011), Lam ef al.
(2003), Malasri and Wang (2009), Mihovska and Prasad
(2007), Molla et al. (2009), Moon and Lee (2011), Park et al.
(2010, 2008), Ren et al. (2006), Riaz et al. (2008), Rocha et al.
(2010), Seigneur and Jensen (2005), Zhong and Richard
Yang (2006), Zhu et al. (2003)

He et al. (2014a, 2014b), Henrici and Muller (2008), Kang
et al. (2008), Mathur ef al. (2008), Safkhani ef al (2014),
Subramanian ef al. (2007), Yao et al. (2009)

Abd-Alhameed et al. (2014), Ahamed et al. (2009), Arapinis
et al. (2012), Burmester ef al. (2009), Chen ef al. (2014),
Dimitriou (2006), Dragoni et al. (2009), Drira et al. (2012),
El Husseini et al. (2013), Garcia-Morchon et al. (2009),
Gupta et al (2005), He

et al. (2004), He et al. (2014a, 2014b), Hsieh and Leu (2014),
Jara et al (2013), Jehangir and de Groot (2006), Kang ef al.
(2008), Keoh et al. (2009), Kumar and Madria (2013), Lam
et al. (2003), Liu and Xiao (2011), Liu et al. (2013, 2014),
Lufei ef al (2008), Mihovska and Prasad (2007), Narain

et al. (2014), Ning et al. (2015), Ren et al. (2006), Riaz et al.
(2008), Rocha et al. (2010), Sun et al. (2008a, 2008b), Tan
(2012), Undercoffer et al (2003), Venkatasubramanian and
Gupta (2010), Yao et al. (2009, 2014)
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Symumetric-key cryptography
Block cipher Block cipher Sun et al. (2008a)

Blowfish Decker et al. (2004)
Skipjack Keoh et al. (2009)
RC4 Lufei et al. (2008)
Stream cipher AES He et al. (2014a, 2014b), Narain et al. (2014)
Asymmetric-key cryptography
RSA Beaufour and Bonnet (2004), Hengartner and Steenkiste (2006),
Patwardhan et al. (2005), Shi ef al. (2011), Su et al. (2012),
Wang and Fang (2007)

Elliptic curve Chuchaisri and Newman (2012), E1 Husseini et al. (2013), He
and Zeadally (2015), Hsieh and Leu (2014), Huang et al. (2009a,
2009b), Yao et al. (2014), Yoon et al. (2010)
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Table V.
Encryption
algorithms used in
the papers analyzed

user data, proposed in 53 per cent of the privacy-related papers. This category
encompasses four subcategories with the first one being:

e vemoval of information, such as k-anonymity, which assumes cloaking
information among k-1 users (Belsis and Pantziou, 2014; Gedik, 2008);

e obfuscation or degrading the quality of data, which refers to face blurring during
lifelogging (Ye ef al, 2014) and location blurring (Tschersich ef al.,, 2011);

e masking real data, which includes use of pseudonyms, shadow data and other
masking techniques;

o combining fake with real information, proposed by Srinivasan et al. (2008); and

* other, such as detecting speech rather than recording it and hiding information
based on user’s preferences.

The second category (17 per cent) refers to other countermeasures, such as RFID blocker
tags, random walk algorithms for location-privacy, privacy metrics and a credit earning
game. The third and fourth categories share the same amount of papers. The third
category includes privacy-preserving mechanisms that utilize original user data, but
propose an approach to storing or revealing user data while preserving privacy. This
category includes a distributed approach which assumes that user data are exchanged
across multiple databases or multiple network nodes (Boutsis and Kalogeraki, 2013;
Gambs et al., 2014; Hashem et al., 2013), progressive exposure of user data (Zhu et al,
2006a, 2006b, 2007, 2009), as well as approaches that rely on notification and user
consent to reveal their personal data (Iachello et al., 2006; Kelly et al., 2013). The final
category includes countermeasures based on privacy policies.

3.3.4 Trust management and computation. As discussed above, sophisticated
cryptographic algorithms may require more hardware resources, such as memory,
processing power and communication bandwidth. Thus, it is important to optimize
those algorithms for the usage in resource-constrained nodes of ubicomp networks, such
as MANETSs, WSNs and VANETSs. Moreover, cryptographic algorithms alone do not
help detecting malicious and selfish nodes, which may lead to faults in packet routing,
for example. Therefore, trust computation has been proposed to mitigate issues of
identifying nodes in large scale networks for secure packet routing.
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Trust management and computation countermeasures are found in 38 (13 per cent)
papers analyzed in our SLR. In this context, the following four types of entities have
been identified:

(1) well-behaved entity;

(2) selfish entities that maliciously refuse to forward packets to other entities, or
disadvantaged entities that are forced to act selfishly because of scarce resources
(Aime and Lioy, 2005; Luo et al., 2004);

malicious entities that seek to damage network operations (Luo et al., 2004); and

—_
L)

entities with selective (opportunistic) behavior that may behave well or
maliciously, depending on their benefit (Ben Saied et al., 2013; Das and Islam,
2012; Denko et al., 2011).

Even though quantifying a subjective concept such as trust has been proven challenging
(Tschersich et al.,, 2011), papers analyzed in this SLR have proposed various approaches to
obtaining trust values. In general, the trust lifecycle goes through the phases of information
collection about a node’s behavior, reporting on the witnessed observations, trust
assessment and computation, decision-making (punish, penalize or degrade the untrusted
entity), monitoring the behavior of entities participating in the network and updating trust
values over time. Typically, evidence or history about an entity’s behavior used to obtain
trust values can be done in a direct and/or an indirect manner. Direct trust evaluation
assumes immediate interaction between two entities and takes into account experience
gathered over time. Indirect trust evaluation, on the other hand, is based on
recommendations given by a central trusted party or other entities (witness entities)
participating in the network (Almenarez et al, 2008; Zhou et al, 2008). The findings of our
SLR reveal that trust values obtained through direct observation are time dependent. A
study published in 2004 (Shand et al., 2004) assigns time stamps and validity periods to trust
recommendations to keep the trust values up to date. Similarly, another early study (Luo
et al., 2004) argues that the value of trust may change over time and is associated within a
certain time period. The study proposes local trust of an entity which, if trusted by its
surrounding & number of trusted entities, is said to be locally trusted and also accepted as a
trusted entity network-wide. Analogously, a locally distrusted entity is considered
untrustworthy in the entire network. The k£ number of entities is a network-wide fixed value
based on the network density and desired system robustness. Aime and Lioy (2005) suggest
modeling an entity’s experience based on time at which a transaction occurred, behavior of
the entity in the transaction, entity’s identity and behavior that an entity has adopted. The
trust value is obtained using the statistical average of the observed behaviors. However, to
address the issue of malicious entities changing identities once they have accumulated
enough negative trust values, the study proposes weighting recent experience more than the
past ones. Therefore, the statistical interpretation of trust values is based on a correlation
between the behavior of a peer and the time at which the behavior was experienced. Similar
approaches that evaluate trust over time are presented in further studies analyzed in this
SLR (Almenarez et al., 2008; Boukerche and Ren, 2009; Safa et al, 2010; Zhou et al., 2008).
Apart from receiving information from direct neighbors (immediate interaction), trust
assessment can be done using information sent by multiple (remote) sources. In addition to
direct observations, Huynh et al (2006) utilize so called witness reports which include
mformation given by a third-party authority. The approach suggests obtaining the trust
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value as a weighted mean of ratings provided by each source. An approach to identifying the
mpact to the accumulated trust value for each entity is proposed by Bahtiyar and Ufuk
Calayan (2012). Trust values are obtained as a weighted average of the extracted trust
information. The study suggests the use of an impact factor which shows how much the
extracted trust information contributed to the overall extracted trust information, taking
over a value between [0,1], with 1 being the maximum impact. In the study by Ahamed et al.
(2010), trust values are obtained from indirect and direct sources for each device and each
context in a ubicomp environment. Context is regarded as an important criterion in defining
trust management policies (Cahill ef al., 2003; Wang et al. 2013; Ray et al., 2009). For example,
Wang et al (2013) propose a trust computation model which aims at combining two
conflicting security goals of anonymity and trust to preserve privacy of contextual data,
such as location obtained through a sensor-enhanced mobile computing device. Hoque ef al.
(2009) argue that the need for security in a ubicomp differs for each service. The study
approaches the issue by categorizing services in different security levels which are shared in
an initial trust assessment of the devices requesting services. Another context-based
countermeasure dealing with trust negotiation for mobile social networking scenarios, is
presented in (Manweiler ef al, 2009). The study proposes trust establishment based on direct
encounters and without assuming pre-established relationships between people. For
example, two users may establish a trust relationship if they manage to prove that they were
at the same place at the same time. Otherwise, persons remain anonymous to each other to
preserve their privacy.

Progressing from some of the early work on trust published in 2003, which assumes
that trust negotiation is conducted between entities that are familiar with each other
(Zachary and Brooks, 2003), recent trust-based mechanisms include dynamics in
dealing with unknown and newly joined entities. Based on the type of an entity
(well-behaved, selfish and malicious) that participates in a trust assessment procedure,
trust models may suffer from potential false recommendations (E1 Husseini ef al., 2013).
To address the challenge of interacting with potentially dishonest or malicious entities,
two papers propose evaluating truthfulness of an entity before receiving its witness
report (El1 Husseini et al., 2013; Lagesse and Kumar, 2008). In the study by Lagesse and
Kumar (2008), the proposed countermeasure is based on the idea that each entity may
send exploratory requests to reveal the true nature of the entities participating in the
network. The approach assumes that an entity responding to the exploratory request
cannot differentiate between real and exploratory requests. A similar approach is
presented in the study by El Husseini et al(2013) where entities may send trust
questions before asking for recommendations, such as questions about geographical
location or values in a trust table. These questions are sent to multiple entities and the
answers received are compared either with each other or against a set of pre-known
answers. A different approach to handling false recommendations is proposed in
(Ahamed et al., 2010), which introduce a malicious recommendation handler to improve
the accuracy of the trust values. In addition to the techniques that improve trust
computation accuracy described above, various credibility and confidence measures
have been proposed in recent years. To evaluate credibility of an entity participating in
a trust assessment, a study by Das and Islam (2012) proposes feedback credibility by
applying a function of similarity over feedback given by entities participating in the
network. The higher the similarity between the entities with respect to their trust
evaluation, the more credible is the feedback. Another approach based on credibility is
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proposed by Ben Saied et al. (2013). In particular, it assesses the credibility of an entity
(evaluator) who provides trust evaluation based on the reports sent by a number of other
evaluators. If one evaluator sends a report which is in conflict with the assessment
provided by its peer evaluators, it will be marked as a less credible evaluator. Apart from
credibility measures, confidence levels have also been utilized in trust computation
models to quantify the level of certainty that one entity has in the trust assessment of
another entity. In the study by Denko et al. (2011), confidence of an entity providing trust
evaluation is obtained through a variant of the B-distribution. Qureshi et al (2012)
obtain the confidence level based on the number of positive and negative interactions
with targeted entities. Moschetta ef al (2010) suggest periodical degradation of the
witnessed trust assessment by applying an aging factor, which gradually allows entities
to gain confidence in newly joined entities and deal with traitors.

After the computation of a trust value of an entity has been completed, decisions are
typically made to allow a well-behaved entity to extend its membership in a network or to
punish untrusted entities. Different studies typically suggest isolating malicious nodes
(Ahamed et al, 2010; E1 Husseini ef al., 2013), but provide no further information on how to
act in the situation when excluded nodes try to re-enter the network. To deal with this issue,
Boukerche and Ren (2008) propose clustering nodes into communities which consist of one
central node and all of its immediate neighbors. The immediate neighbor nodes with the
highest trust values are assigned to the central node as their assistants in trust evaluation.
Apart from evaluating trust, the role of the central node is to assign an initial trust value to
newly joining nodes, update the list of neighboring nodes and set a threshold value for its
community which represents the minimum trust value neighboring nodes need to have in
order to continue being members of the community. Upon detecting mishehavior in the
network, the trust value of a malicious or non-cooperative node will be decreased and finally
the node is excluded from the community once its trust value drops beyond the threshold
value. To keep such nodes from re-joining the network, the central nodes keeps black lists of
all malicious nodes that have been excluded from its community and is therefore able to
identify previously excluded nodes and refuse to re-include them into the community.

Figure 8 summarizes different approaches for trust computation and management
and maps those approaches to their corresponding phase in the trust lifecycle. The
findings reveal that trust-based countermeasures differ most in the way they obtain
(assess) the final trust value (by assigning validity periods, assigning impact factors, or
using credibility and confidence measures).

In recent years, a smaller amount of papers have pointed to the importance of
transferring behavioral insights concerning trust into the software development process
(Hoffmann and Sollner, 2014) and into the development of recommender system for
mobile applications (Yan et al., 2012). In particular, Hoffmann and Sollner (2014) propose
a systematic process for deriving trust-related attributes from specific context. The
process consists of four steps and begins with identifying and prioritizing the
prospective users’ uncertainties by conducting interviews, scenario descriptions or
applying ethnographic methods. To alleviate an uncertainty, the study proposes
applying antecedents, such as faith, judgment, motivation and consistency while
considering the situational context. These antecedents are then used to derive
corresponding nonfunctional requirements. The next step is to refine those
requirements into specific functional requirements. The final step refers to designing
activities in the software development process. The study points to a lack of a
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Figure 8.

Summary of
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systematic ways for selecting appropriate antecedents in the existing literature for each
type of uncertainty. To address this issue, Hoffmann and Sollner (2014) suggest
selecting as less antecedents as possible, as each results in at least one additional
functional requirement. In the study by Yan ef @l (2012), a way to measure trust is
established by translating trust (regarded as a subjective concept) into a
machine-readable conceptual trust model by conducting user surveys (questionnaires).

3.3.5 Other. The final category, “Other” (5.5 per cent), includes intrusion detection,
anomaly detection and other mechanisms that could not be put into any of the categories
proposed in this review.

3.4 RQ2.3 — security goals

Our SLR began with the following list of security goals, which distinguishes between
basic and composite goals (Bacon and Moody, 2002; Sandhu and Samarati, 1996;
Strembeck and Rinderle-Ma, 2013):

Confidentiality: It ensures that classified objects can be only read by designated
subjects.

o Integrity: It ensures that important objects are in their original or intended state.
o Authentication: It ensures that a subject in a system can be identified.

o Availability: It ensures that legitimate subjects can access/use software services
and data at any time.

Moreover, the following security goals are considered the composite goals:
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o Authenticity of data: It enables a proven identification of authorship for a data
object.

o Non-repudiation: It ensures that no subject can deny its active or passive
participation in a certain procedure.

o Access control: It ensures that access requests are granted if and only if the
requesting subject is authorized to perform a requested action.

o Accountability: It allows to determine which subjects accessed/used which system
resources.

e Privacy: It defines that each subject can determine the use of its personal data.

The security goal audit refers to the collection and analysis of security-related data to
discover violations of one or more of the above-mentioned basic and composite security
goals.

In addition to the keywords mentioned above, an additional security goal, frust, has
been identified while manually screening the abstracts, titles and keywords of a subset
of papers (see Section 2.1). Trust has been recognized as an important factor to achieve
privacy and security of entities in distributed, pervasive and mobile environments
(Denko et al., 2011; Ahamed et al., 2010; Bacon et al., 2003; Blaze et al., 1996; Yu et al.,
2003). Although there is no commonly accepted definition of trust (Cahill et al., 2003),
there has been an agreement among authors on its properties (Ahamed et al., 2010; Blaze
et al., 1996; Boukerche and Ren, 2008; Liu and Issarny, 2006; Mondal and Kitsuregawa,
2006):

e trustis a relation among entities (Boukerche and Ren, 2008);

« trust is based on evidence related to the previous interactions of entities (Cahill
et al., 2003);

« trust deals with the estimation of an entity’s future behavior (Denko ef al.,, 2011);

 trust builds a bridge between privacy and security (Boukerche and Ren, 2008);
and

 trustworthiness of an entity depends on the context (Ben Saied et al., 2013).

The results shown in Figure 9 indicate that authentication is the most commonly
addressed security goal in the papers analyzed, followed by privacy, access control and
trust. While performing the data extraction process, additional security goals emerged
that occur less frequently and were thus placed in the “Other” category. These include
tamper-resistance, unforgeability of proofs of location and rogue blacklisting.

3.5 RQ3 —is there a difference in addressing security in distributed systems in general
as compared to ubiquitous computing?

Traditional distributed systems are defined as systems that involve multiple and
heterogeneous entities that work together toward a common goal, bounded by a
common language and/or protocols (Belapurkar et al, 2009; Coulouris et al., 2011,
Tanenbaum and van Steen, 2006). To understand whether there are any differences
between security mechanisms for distributed computing in general as compared to
ubicomp environments, first the relationship between both computing paradigms has
been examined. In total, 64 papers were identified in our pool of 282 papers that provide
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Figure 9.
Security goals and
validation
mechanisms

information useful for this analysis. According to the papers in our SLR, different
authors basically promote three different opinions when it comes to distinguishing
between distributed computing in general and ubicomp:

(1) distributed computing is one of the characteristics of ubicomp (Liang et al., 2008;
Su et al., 2012);

(2) distributed computing and ubicomp are two distinct paradigms (Compagnoni
et al., 2008); and

(3) ubicomp is seen as a form of modern distributed computing (Zachary and
Brooks, 2003).

In total, 60 papers (94 per cent) use the term distributed computing to describe the
characteristics/mature of ubicomp, supporting the relationship between the two by
suggesting that ubicomp builds upon distributed systems by utilizing distributed
services, distributed computation approaches and a decentralized architecture. The
papers analyzed mostly use the term distributed to describe distribution of
computational workload among different entities in the ubicomp environment. The
second most common use of the term is associated with a description of the ubicomp
environment, where the authors commonly use the terms heterogeneous (Chin et al.,
2010; Lopez et al., 2007), open and dynamic (see Chin et al., 2010; Li et al., 2008; Park et al.,
2010) and decentralized with flexible network topologies (Boukerche and Ren, 2008; Gedik,
2008; Manweiler et al., 2009; Meyerowitz and Roy Choudhury, 2009) in conjunction with
the term distributed.

Apart from using the term distributed to describe one of the characteristics of
ubicomp, a smaller amount of papers explicitly differentiate between the two computing
paradigms. In particular, three papers discuss differences between distributed
computing and ubicomp in detail, identifying context-awareness as a core requirement
that makes ubiquitous computing distinct from traditional distributed computing (see
Compagnoni et al., 2008; Freudiger et al., 2013; Park et al.,, 2014). It is worth noting that
the same difference has been recognized and reported in non-security related papers
(Hess and Campbell, 2003).

Another paper describes ubicomp as a paradigm that evolved from traditional
distributed computing and names it a form of “modern distributed computing” (Zachary and
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Brooks, 2003), while highlighting software (and device) mobility, modern network
infrastructures and mobile agents as novel elements to traditional distributed computing.
Thus, there is a relationship between the two computing paradigms and, as
presented in Section 3.4, there is similarity in the list of security goals between both.
However, the clear distinction between both computing paradigms is that in a ubicomp
environment, the corresponding security goals and security countermeasures must
consider the dynamically changing context as a result of the devices’ mobility.
Therefore, context-awareness is anovel characteristic of ubicomp and the corresponding
security countermeasures must also be context-aware (to a certain degree). As discussed
in the papers analyzed, the introduction of context has brought challenges to the
attempts in transferring traditional security countermeasures used in distributed
systems to a ubicomp environment. A significant number of papers have reported on the
extension of access control approaches, such as RBAC models and access policies, with
context-specific attributes (Agudo et al., 2013; Damiani et al., 2007; dos Santos et al,
2011; Strembeck and Neumann, 2004; Schefer-Wenzl and Strembeck, 2013). Another
group of countermeasures (Pingley ef al, 2012; Xie and Knijnenburg, 2014) have
reported on context-aware privacy-preserving mechanisms that aim at protecting the
user’s sensitive information, such as a personal ID or the current location. In addition to
context, the quickly expanding heterogeneity of devices participating in a ubicomp
environment, as well as its dynamics, can also be regarded as novel to ubicomp. To
ensure interaction between such devices, a number of papers propose pairing
mechanisms for devices without prior security associations (Miettinen et al, 2014),
dynamic trust computation (Das and Islam, 2012), adaptive access control policies with
respect to diverse environmental requirements (Lufei et al, 2008), as well as
proximity-based access control mechanisms (Agudo et al., 2013; Rasmussen ef al., 2009).
Therefore, one can conclude that the traditional security goals of distributed computing
remain important in ubicomp, as well (also backed up by our findings in Section 3.4).
However, ubicomp introduces novel requirements that should be considered while
designing security countermeasures (such as context-awareness, low computation
overhead, unobtrusiveness and increased system dynamics, as discussed above).

4. Discussion on the validity threats to our review

4.1 Search procedure

Our SLR began with carefully defining the keywords and designing the corresponding
search strings. While conducting the search procedure over five scientific databases, there
was an average number of 14.6 per cent of double entries over all engines. Obviously and as
also discussed by Fernandez-Séez et al. (2013), duplicate papers may influence the statistics
and overall results of an SLR. To mitigate this threat, Mendeley reference manager was
proven helpful while managing double entries before proceeding with the SLR.

A significant drawback in searching for papers in scientific databases lies in its
efficiency. In particular, this is because search mechanisms of today’s scientific
databases are not designed for systematic reviews, resulting in a large number of
irrelevant papers. As a result, authors of systematic reviews have to take additional
steps to revise their collection of papers before they can begin extracting the data. In
addition to drawbacks resulting from today’s scientific search engines, another
challenge occurs because of the inconsistent terminology used by the authors of papers
indexed in scientific databases. Therefore, one cannot exclude the possibility that our
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SLR missed some relevant papers. To mitigate this drawback, other SLR studies
(Radjenovic et al., 2013) have proposed backward snowballing as an additional search
strategy. Following the remark by Jalali and Wohlin (2012), and because of the large
number of papers initially found in our SLR, our SLR did not use backward snowballing.

4.2 Validity of results

While reporting on the findings, our judgment was based on the reports provided by the
authors of papers we analyzed. To ensure transparency and traceability of the findings
reported in our SLR, detailed information is provided for the following procedures:

e Search procedure: Keywords, search strings, search criteria are provided.
Additionally, search strings adapted for each database are given in our research
protocol.

Paper selection: Selection criteria and the full list of papers selected for the SLR are
given in the protocol. Also, a Mendeley backup is available on request.

5. Summary and future research directions
The goal of the SLR was to provide a comprehensive overview of security-related
research in ubicomp. For this purpose, a SLR has been conducted which included
dedicated planning, conducting and reporting phases. To ensure rigor in our procedure,
the guidelines described in our research protocol have been carefully followed (the
protocol is available at: http://epub.wu.ac.at/4826/).

After filtering the initial 12,705 papers, data were extracted from 282 quality papers. Our
findings indicate that as the number of papers addressing security issues in ubicomp rises,
most of the research has been motivated by different types of attacks. For instance, these
attacks include compromising the nodes of a wireless network, draining battery of a mobile
device, denying access to ubiquitous services, as well as compromising a patient’s health by
sending false test results on a sugar level in blood. While trying to synthesize and categorize
the attacks and threats in a meaningful way, a number of challenges occurred. First,
taxonomies of attacks proposed in the literature (Hansman and Hunt, 2005; Igure and
Williams, 2008; Mo and Wei, 2001; Wu et al., 2011) do not take into account attacks specific
to ubicomp and are therefore unable to assign a fitting category to the most of the attacks
identified in our SLR. This led to the conclusion that more work is needed in proposing a
tailored taxonomy which includes novel attacks that are unique to ubicomp environments,
as well as those inherited from traditional distributed computing.

Moreover, our findings indicate that network-related challenges, such as dynamics of
ad hoc networks and a large number of participating heterogeneous and resource-
constrained devices have been recognized as the most frequently addressed motivating
factors in the security-related papers. This finding complements those reported by
Subramanian ef al. (2007), who state that security-related research in a ubicomp context
has mainly focused on securing the corresponding communication networks. Although
there are papers in our SLR that address device-level security issues, such as installing
malicious apps, leaving smudges on touchscreens or stealing one’s device, as well as
papers on context-aware access control or novel biometric techniques to authenticate a
user, network-related papers are still to a great extent predominant. This observation
opens the possibilities in addressing the security challenges of other aspects of ubicomp.

Moreover, considering the “disappearing/calm” nature of the ubicomp technologies (as
envisioned by Mark Weiser), surprisingly no papers (e.g. about trust mechanisms) analyzed
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in our SLR discussed self-healing properties of ubicomp systems. Furthermore, the papers
discussing an ad hoc adaptation to the changes in the state of a ubicomp environment have
generally addressed spatial and temporal changes, while disregarding other contextual
information. Thus, this opens a possibility for further research.

While examining the security goals reported in the papers, authentication, privacy,
access control and trust proved to be the most commonly reported goals over the past
decade. Having used the predefined list of security goals traditionally used in software
systems in general, our findings revealed that each of those goals has also been
addressed in a ubicomp context. As part of our review, a closer look at the relationship
between ubicomp and distributed computing provided interesting insights that reveal
that ubicomp builds upon distributed computing. While comparing the requirements in
designing security countermeasures between both computing paradigms, our findings
have revealed increased dynamics and mobility, context-awareness, lightweight design
and unobtrusiveness while addressing ubicomp security countermeasures. However, it
would be interesting to further investigate other requirements that have not been
addressed in the papers analyzed in our SLR. For example, the large-scale nature of a
ubicomp environment implies that there is yet another requirement in designing
algorithms that are able to scale with the frequently changing large number of users/
devices that have different privileges and agendas within the system. This issue has
also been recognized and discussed as potential future work by the authors of the papers
analyzed in our SLR (Agudo ef al., 2013).

Having recognized the lack of comprehensive overviews of security attacks,
vulnerabilities and threats, as well as defense mechanisms proposed in ubicomp-related
research, we believe that the findings of this SLR are useful for researchers novel in the
area as well as to the established researchers who want to position their research with
regard to other contributions

Notes

1. For a full version of our 79-page long research protocol, please refer to: http://epub.wu.ac.at/
4826/

2. IEEE International Conference on Pervasive Computing and Communications (PerCom),
IEEE Pervasive Computing, Personal and Ubiquitous Computing, and ACM International
Joint Conference on Pervasive and Ubiquitous Computing (UbiComp).

3. Mendeley reference manager: www.mendeley.com

e~

. Even though there are earlier papers on security in ubicomp available, we were interested in
the security issues and countermeasures discussed over the past decade.

. SJR ranking: www.scimagojr.com/journalrank.php
. CORE conference ranking: www.core.edu.au/index.php/conference-rankings
. The full list of the papers is available in our research protocol, pp. 50-70.

. Note that some of the ways adversaries obtain private data from a stolen device, such as
cracking authentication mechanisms (see also the category Attacks) or stealing a device
whose authentication mechanism has been deliberately deactivated by its legitimate user, are
distributed over other categories proposed in this SLR.
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