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Abstract
Purpose – The purpose of this article is to analyse the concept of a fair balance between conflicting
fundamental rights in the context of intermediary liability for third party copyright infringement.
Design/methodology/approach – European Legal Method.
Findings – Fair balance is the appropriate conflict resolution mechanism in cases of fundamental rights
clashes. Balancing is in essence a call for rational judicial deliberation. In intermediary liability,
balancing excludes the imposition of filtering obligations on intermediaries for the purpose of copyright
enforcement, but allows blocking.
Originality/value – An in-depth look at a complicated, vague and underdeveloped area of law with
significant practical effect.
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1. Introduction

In recent years, the enforcement strategy of copyright holders in Europe has focused on
Internet intermediaries. The liability rules of the E-Commerce Directive enable this
approach: although they offer immunity to mere conduit, caching or hosting providers
against claims for monetary compensation, they explicitly leave open the possibility of
injunctions against intermediaries whose services are used by third parties to commit an
infringement, as well as – in the case of host service providers – duties of care to detect and
prevent such illegality. In this way, although liability for the copyright infringements of third
parties is excluded for those three types of intermediaries, the possibility of the imposition
of both preventive and reactive obligations to take action against third party infringement
remains on the table (Synodinou, 2015; van Eecke, 2011; de Beer and Clemmer, 2009).
Moreover, for intermediaries not qualifying for safe harbour protection, both third party
liability and copyright-enforcing obligations are possible. As a result in recent years a
series of cases have found their way before the CJEU (Court of Justice of the European
Union) seeking clarification on the reach of these obligations: what and under which
conditions can be demanded of intermediaries with regard to the infringements of others?

The emerging case law has so far rested heavily on the notion of a “fair balance” between
conflicting fundamental rights: the CJEU, while recognising that copyright is protected as
a fundamental right under Article 17(2) the EU’s Charter of Fundamental Rights, has
emphasised that it is nonetheless not absolute and must therefore be reconciled with the
counterbalancing fundamental rights of others, most notably the right of the intermediary to
conduct a business and the rights of its users to the protection of their personal data and
their freedom of expression. This has elevated the discussion on intermediary liability to the
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hierarchically higher legal plane of primary law, thus providing a legal basis in EU law for
the regulation of the responsibilities of intermediaries with regard to third party copyright
infringements beyond the limited scope of the E-Commerce Directive.

But the vagueness of the basic rules thus invoked inevitably results in poor guidance as to
the appropriate solutions. The individual cases heard miss the forest for the trees, shedding
light only on the specific circumstances that concerned them. The CJEU’s rulings fail to
illuminate the boarder picture: where does the “fair balance” lie? Currently, no general
standard is discernible. The result is legal uncertainty for intermediaries and right-holders
and chilling effects on the exercise of fundamental rights. Substance, however, may
nonetheless with some digging be uncovered: in this article the concept of the fair balance
shall be traced back to its origins to seek an understanding of its aims and approach and
help concretise its meaning with regard to intermediary responsibility for third party
copyright infringement.

2. Legal context: intermediary liability in the EU directives and CJEU case law

As opposed to direct infringement, the rules governing the indirect violation of a copyright
have not been harmonised by EU law. Instead, the modalities through which liability is
imposed on indirect infringers, as well as the conditions required for such liability, remain
fragmented across the European Union (Angelopoulos, 2013). In principle, this includes
the liability of intermediaries whose services are used by third parties to commit an
infringement. Nevertheless, a limited unification of the rules of intermediary liability for third
party copyright infringements has been achieved through Section 4 of the E-Commerce
Directive[2]. This contains a cluster of horizontal conditional liability exemptions for
so-called “information society services”. These “safe harbours” or “immunities” protect
intermediaries from liability, including for actions that constitute a participation in an
infringement of copyright, in the provision of three types of services: “mere conduit”
(Article 12), “caching” (Article 13) and “hosting” (Article 14). Each safe harbour is governed
by a separate set of conditions that must be met before the intermediary may benefit.

The reach of the safe harbours is limited to liability in the strict sense, i.e. for monetary
damages. All three safe harbours contain express permissions in their final paragraphs
regarding the imposition of any kind of injunctive order on the providers of information
society services by “courts and administrative authorities” to “terminate or prevent an
infringement”[3]. As a result, injunctions are left to the regulation of national law. Specifically
in the area of copyright, EU law goes one step further and demands that Member States
allow for the possibility of injunctive orders imposed on Internet intermediaries whose
services are used by third parties to infringe: Recital 59 of the Copyright Directive[4]
observes that in many cases such intermediaries are best placed to bring infringing
activities occurring on their digital premises to an end. It accordingly concludes that,
without prejudice to any other sanctions and remedies available, rightholders should have
the possibility of applying for an injunction against an intermediary who carries a third
party’s infringement of a protected work or other subject matter in a network. Article 8(3) of
the Copyright Directive explicitly instructs Member States to “ensure that rightsholders are
in a position to apply for an injunction against intermediaries whose services are used by
a third party to infringe a copyright or related right”. The 2004 Enforcement Directive[5]
reinforces this obligation in Article 11 in fine, which refers to the Copyright Directive and
repeats the order.

In addition, according to Recital 48 of the E-Commerce Directive, the hosting safe harbour
of Article 14 should not be interpreted as prohibiting Member States from requiring:

[. . .] service providers, who host information provided by recipients of their service, to apply
duties of care, which can reasonably be expected from them and which are specified by

national law, in order to detect and prevent certain types of illegal activities.
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How liability for failure to abide by a duty of care would in practice differ from liability for
third party infringement may be questioned. The possibility is particularly problematic,
given that the hosting safe harbour is predicated on the idea that, upon receiving “actual
knowledge” or “awareness of facts or circumstances” that make infringement apparent, the
host “acts expeditiously to remove or to disable access” to it, thus setting a lower, reactive
standard than that of pro-active prevention (Edwards, 2009). The questions thus raised
have been highlighted by case law in a number of Member States (Angelopoulos, 2013).

Nevertheless, neither all injunctive orders nor all duties of care against intermediaries are
fair game: a significant limitation on the permissible scope of both is imposed by Article 15
of the E-Commerce Directive, which prohibits the imposition of general obligations on
service providers, in the provision of services protected by the three safe harbours, to
monitor the information which they transmit or store or to actively seek facts or
circumstances indicating illegal activity. The key term in this regard is the word “general”.
Recital 47 of the E-Commerce Directive indicates what might qualify as a “general
monitoring obligation” by contrasting such obligations with monitoring obligations imposed
in a “specific case” that are issued “by national authorities in accordance with national
legislation”. Further than this, interpretation has been left with the courts.

Significantly, injunctive orders and duties of care directed against intermediaries when
offering services other than those identified in Articles 12-14 are exempt the general
monitoring order prohibition of Article 15 of the E-Commerce Directive. Yet this does not
mean that the imposition of general monitoring or indeed any other kind of obligation on
intermediaries that do not enjoy immunity – either because they offer services not covered
by the safe harbours (such as search) or because they do not satisfy the conditions of the
corresponding safe harbour – is necessarily compatible with EU law. As subsequent CJEU
case law has demonstrated, far broader limitations on the obligations that national law may
impose on intermediaries may also arise directly from the primary sources and in particular
the law of fundamental rights.

3. A fair balance between copyright and other fundamental rights

In its seminal Promusicae[6] decision, the CJEU was called upon to clarify whether EU law
requires Member States to impose a duty on Internet intermediaries to retain and
communicate the personal data of users generated by their communications to ensure the
effective protection of copyright in the context of civil proceedings. Concerning as it did the
processing of personal data and the protection of privacy, areas explicitly excluded from
the reach of the E-Commerce Directive[7], the case could not be resolved with reference
to that text’s prohibition on general monitoring obligations. Instead, the CJEU approached
it with the only tool available in its interpretative arsenal: as an instance of conflict between
opposing fundamental rights, as these are protected in the Charter of Fundamental Rights
of the EU[8]. In the case at issue, these were identified as: (a) the right of property,
including intellectual property (protected under Article 17 of the Charter) and (b) the right
to effective judicial protection (Article 47 of the Charter) on the one hand; and (c) the
protection of personal data (Article 8 of the Charter) and (d) the right to private life (Article
7 of the Charter) on the other: according to the Court, where several rights and interests are
at stake:

[. . .] the Member States must [. . .] take care to rely on an interpretation of the directives which
allows a fair balance to be struck between the various fundamental rights protected by the

Community legal order.

From this starting point, the fair balancing principle was subsequently applied to a series
of intellectual property cases where Article 15 of the E-Commerce Directive would arguably
have sufficed. These primarily concerned injunctive orders against intermediaries for the
purpose of copyright enforcement.
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In L’Oréal v. eBay[9], a trademark case and the earliest CJEU judgment on injunctions
against intermediaries, the Court confirmed that injunctions aimed at bringing an
infringement to an end, as well as preventing further infringements, may be imposed on
intermediaries regardless of any liability of their own. The Court then repeated its fair
balance instruction, noting that measures that do not successfully strike it may not be
imposed. No guidance on how to achieve a fair balance was given; however, the Court did
make a number of observations with regard to the type of measures that may be ordered,
derived from the lattice of contradictory obligations Member States must respect in the
enforcement of intellectual property rights outlined in Article 3 of the Enforcement Directive:
any injunctions ordered against intermediaries must be “effective and dissuasive” and the
national rules governing them must “designed in such a way that the objective pursued by
the Directive may be achieved”. The measures they impose must be “fair and proportionate
and must not be excessively costly”. They must also “not create barriers to legitimate
trade”.

In the subsequent twin Sabam cases, Scarlet[10] and Netlog[11], the CJEU examined the
question of filtering obligations. L’Oréal v. eBay had already confirmed that the active
monitoring of all the data of each of the intermediary’s customers to prevent a future
infringement of copyright is excluded by dint of Article 15 of the E-Commerce Directive. In
Scarlet, an extreme case which involved a request for the imposition on an Internet access
provider of a filtering system geared at identifying copyright-protected works exchanged
on the provider’s networks with a view to blocking their transfer, it repeated this conclusion.
Following this, the Court went on to find that such a burdensome request would also violate
the competing fundamental rights of the intermediary, as well as those of its customers. In
particular, the freedom of the intermediary to conduct a business (Article 16 of the Charter)
and the rights of its customers to the protection of their personal data (Article 8 of the
Charter), as well as their freedom to receive and impart information (Article 11 of the
Charter), were identified. In conclusion, the Court stated that:

[. . .] it must be held that, in adopting the injunction requiring the ISP to install the contested
filtering system, the national court concerned would not be respecting the requirement that a fair
balance be struck between the right to intellectual property, on the one hand, and the freedom
to conduct business, the right to protection of personal data and the freedom to receive or
impart information, on the other.

The same result was reached a few months later in Netlog, this time with regard to a hosting
service provider.

In UPC Telekabel Wien[12], the CJEU once again applied the notion of fair balance. The
case, referred to the Court by the Austrian Oberster Gerichtshof, concerned the imposition
of an Erfolgsverbot or “outcome prohibition”, i.e. a type of Austrian injunctive remedy that
allows the court to order the defendants to achieve a certain result without specifying the
measures that should be taken for that purpose: in that particular case, the blocking of
access to copyright infringing content. The Luxembourg Court observed that injunctions
requiring the blocking of content result in a conflict of fundamental rights primarily between:

� copyright and related rights, which constitute intellectual property and are therefore
protected under Article 17(2) of the Charter;

� the freedom to conduct a business, which economic agents such as Internet service
providers enjoy under Article 16 of the Charter; and

� the freedom of information of Internet users, whose protection is ensured by Article 11
of the Charter.

It held that blocking injunctions imposed on an intermediary in the enforcement of copyright
that leave the decision as to the specific measures to be employed to the intermediary itself
are not precluded by EU law, as long as the intermediary has the opportunity to avoid
coercive penalties for breach of the injunction by showing that it has taken all reasonable
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measures. In choosing such reasonable measure, the intermediary must make sure to
strike a fair balance between the various conflicting rights. Such a fair balance must be
understood to have been struck if the measures applied:

� “do not unnecessarily deprive internet users of the possibility of lawfully accessing the
information available”; and

� “have the effect of preventing unauthorised access to protected subject-matter or, at
least, of making it difficult to achieve and of seriously discouraging internet users who
are using the services of the addressee of that injunction from accessing the
subject-matter that has been made available to them in breach of the intellectual
property right”.

Whether these goals are achieved in practice was found to be a matter for the national
authorities and courts to establish.

The case was a peculiar one, arising as it did from the national legal idiosyncrasy of
outcome prohibitions; its effects would accordingly not easily be reproduced in
jurisdictions other than Austria. Even accounting for this however, the decision was
particularly remarkable in the ease with which it moved from requiring that a fair balance be
struck by the referring court when ordering the injunction to requiring that the intermediary
itself guarantee the protection of all involved fundamental rights (Angelopoulos, 2014).

One conclusion seems inescapable from this line of case law: helpful as all these
judgments certainly are, they shed light only on the individual cases they handled. For all
the crisp repetition of the vague maxim of “fair balance”, no tools are provided to help
identify where this balance should lie, or how to find it. Although in each case the Court
reached a result which it proclaimed achieved the coveted “fair balance”, it did not provide
an explanation as to why that was the case. As Griffiths observes, it “is difficult to escape
the impression that the Court’s application of the Charter [. . .] is little more than window
dressing, functioning primarily to bolster [a] prior conclusion” (Griffiths, 2013).
Consequently, currently, no common standard is discernible, leaving all intermediaries
except those whose case is identical to those already adjudicated in the dark concerning
their rights and obligations (Husovec, 2013).

Given the very basic nature of the primary rules this case law rests on, this is perhaps
unsurprising and even, for the time being, unavoidable: as AG Mazák noted in Case
C-47/07 Masdar on an entirely different area of extra-contractual liability:

[. . .] as is generally the case with general principles of law as a legal source, until there is
settled case-law on the matter discussing the concrete content of such a principle can be very
much like discussing the shape of a ghost.

4. The origins of fair balance: balancing in legal theory, the CJEU and the
European Convention on Human Rights

So how can the ghost of fair balance begin to take shape? AG Mazák’s quote indicates the
answer. Before turning to a detailed investigation however, below an attempt shall first be
made to track the doctrine of “fair balance” back to its legal theoretical and jurisprudential
origins, to investigate what it might look like and where it can be found.

In the face of the considerable dismay exhibited by intellectual property lawyers in the wake
of Promusicae and the criticism they have levied against its retreat to fundamental rights
and the accompanying vagaries of fair balance, Groussot (2008), taking a constitutional
law perspective, suggests that there was nothing either surprising or obscure about the
way the case was decided: instead it constitutes the logical application of decades of
CJEU jurisprudence. Promusicae might have been the first case in which intellectual
property rights were approached as fundamental rights that need to be balanced against
others of their kind, but, he notes, a balancing approach has long being applied to
reconcile similar conflicts (Kisieliute, 2012).
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Indeed, the theory of balancing enjoys near universal hegemony in contemporary
constitutional rights law (Gardbaum, 2007). The notion originated in German constitutional
law, before “migrating” across the globe after World War II (Barak, 2010, p. 185)[13].
According to the German understanding, balancing forms part of the more comprehensive
principle of proportionality (Verhältnismässigkeitsgrundsatz). This consists of the three
sub-principles: those of suitability; necessity; and proportionality stricto sensu or
“balancing” (Güterabwägung). German legal philosopher Robert Alexy, one of balancing’s
primary champions, defines the final principle of proportionality stricto sensu as a rule
according to which “the greater the degree of non-satisfaction of or detriment to one
principle, the greater the importance of satisfying the other” (Alexy, 2005, p. 572). Alexy
dubs this the “Law of Balancing” (Alexy, 2002, p. 102). While necessity and suitability are
concerned with what is factually possible, according to Alexy, balancing focuses instead
on the legal possibilities. Thus, although proportionality, at least in its German conception,
consists of three separate tests, balancing may be understood to constitute its essence
(Sauter, 2013; Groussot, 2008), the heart of the legal optimisation discourse.

It should be emphasised that in legal theoretical circles balancing remains a controversial
notion. Greer summarises the considerable harsh criticism hurled against it: balancing, he
explains, is viewed as:

[. . .] an irrational and illegitimate renunciation of law in favour of a largely arbitrary judicial
discretion, difficult to justify according to the ideals of democracy, respect for human rights, and
the rule of law and therefore, ripe for elimination from the legal process (Greer, 2004, p. 413).

Put plainly, the main complaint is that balancing lacks rational standards that can allow for
its consistent application. Habermas leads the opposition, opining that “[b]ecause there
are no rational standards here, weighing takes place either arbitrarily or unreflectively,
according to customary standards and hierarchies” (Habermas, 1996, p. 259). According
to this view, the very concept of “rights” is incompatible with the idea of being outweighed
by counterbalancing factors: rights must be absolute or they are deprived of their normative
strength, reduced to mere factors among many others that decision-makers must consider
(Barendt, 2009). Habermas again:

[f]or if in cases of collision all reasons can assume the character of policy arguments, then the
fire wall erected in legal discourse by a deontological understanding of legal norms and
principles collapses (Habermas, 1996, p. 258).

It should be noted that in this article the intention is not to enter into this (often acrimonious)
legal theoretical exchange, but merely to be informed by it.

4.1 “Fair balance” in CJEU case law

From its national law origins, the principle of proportionality eventually jumped into the
European arena, where it has evolved into one of the core general principles of EU law.
After some tentative exploration of the concept in a series of CJEU judgments in the ‘50s
and ‘60s, the main breakthrough occurred in the 1970 case Internationale
Handelsgesellschaft (also known as Solange I)[14]. This involved a challenge by the
German Federal Constitutional Court to the supremacy of EEC law for an alleged violation
of a human right protected on the national level by the German Constitution. There, AG
Dutheillat de Lamonthe demonstrated, by making reference to the Treaty and to preceding
CJEU case law, that the principle of proportionality had roots in Community law; the Court
subsequently followed suit. In this way, proportionality testing emerged, alongside the
recognition of fundamental rights as general principles first of the European Communities
and later of the EU, as a legal mechanism that allows EU law to avoid national constitutional
review, through the reconciliation of fundamental rights with the principle of supremacy
(Sauter, 2013). Significantly, these origins indicate proportionality’s dual objective both as
an instrument of internal market integration and as a tool for the protection of individual
fundamental rights (Jans, 2000).
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Eventually, with the adoption of the Charter, the principle of proportionality was officially
enshrined in Article 52:

Any limitation on the exercise of the rights and freedoms recognised by this Charter must be
provided for by law and respect the essence of those rights and freedoms. Subject to the
principle of proportionality, limitations may be made only if they are necessary and genuinely
meet objectives of general interest recognised by the Union or the need to protect the rights and
freedoms of others.

The provision confirms that fundamental rights are not envisioned by the European
legislator as absolute, but may be limited, and that proportionality testing is the correct tool
with which to assess whether such limitations are justified (de Vries, 2013). Stone Sweet
and Matthews hail this integration of the principle of proportionality into EU law:

After the consolidation of the ECJ’s “constitutional” doctrines of supremacy and direct effect, the
emergence of proportionality balancing as a master technique of judicial governance is the
most important institutional innovation in the history of European legal integration (Stone Sweet
and Matthews, 2009).

At the same time, importantly, Article 51(1) of the Charter limits the fundamental rights
review of Member States’ action to areas within the scope of EU law:

The provisions of this Charter are addressed to the institutions and bodies of the Union with due
regard for the principle of subsidiarity and to the Member States only when they are
implementing Union law. They shall therefore respect the rights, observe the principles and
promote the application thereof in accordance with their respective powers.

This Charter does not establish any new power or task for the Community or the Union, or modify
powers and tasks defined by the Treaties.

This limitation should be properly appreciated: the Lisbon treaty has not transformed
fundamental rights into free-standing rights that can be used to review national law in all
situations, but keeps them carefully fettered to EU competence (Groussot et al., 2013,
p. 97).

In the meantime, case law has continued to flesh out the relevant concepts. In the 1988
Wachauf judgment, the Court ruled that the Member States must respect fundamental
rights when enacting legislation in transposition of Community law or, more generally, when
they deal with subject matter governed by EU law[15]. This clearly plants the seeds of
fundamental rights review that later resurfaced in Promusicae. The CJEU elaborated:

[t]he fundamental rights recognised by the Court are not absolute [. . .], but must be considered
in relation to their social function. Consequently, restrictions may be imposed on the exercise of
those rights [. . .] provided that those restrictions in fact correspond to objectives of general
interest pursued by the Community and do not constitute, with regard to the aim pursued, a
disproportionate and intolerable interference, impairing the very substance of those rights.

Thus, fundamental rights, being non-absolute, can be restricted as long as proportionality
is respected. But how may a right be limited while its substance is left unaffected? We can
only conclude that the answer to that must lie within the right itself: in the investigation of
that very substance (Kisieliute, 2012, p. 23).

The 2003 Schmidberger case confirmed this introspective focus, whilst shifting towards a
balancing terminology. The case concerned a clash between the principle of the free
movement of goods and the constitutional right of freedom of expression and assembly.
The Court, after accepting the non-absoluteness of freedom of expression and the freedom
of assembly, concluded that:

[. . .] the exercise of those rights may be restricted, provided that the restrictions in fact
correspond to objectives of general interest and do not, taking account of the aim of the
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restrictions, constitute disproportionate and unacceptable interference, impairing the very
substance of the rights guaranteed.

On this basis, it then declared that “the interests involved must be weighed having regard
to all the circumstances of the case in order to determine whether a fair balance was struck
between those interests”[16]. Thus, the Court seems to pass over the first and second
elements of proportionality (presumably assuming that the suitability and necessity of the
measure) to focus exclusively on the final element of proportionality sensu stricto: the
achievement of a fair balance[17]. Proportionality, always a flexible tool[18], is in this way
parsed down in fundamental rights cases to a mere balancing exercise. This also seems to
be precisely the approach favoured in the copyright case law: so, in Telekabel for example
the Court mentioned “the requirement that a fair balance be found, in accordance with
Article 52(1), in fine, of the Charter”, thus apparently equating “fair balance” with the
“principle of proportionality” mentioned in that provision.

More importantly, in Schmidberger the CJEU also indicated how the investigation of the
substance of fundamental rights and therefore the location of the fair balance between
them should occur: on a case-by-case basis so that due regard can be given to the
individual circumstances at hand. According to the Court, “the interests involved must be
weighed having regard to all the circumstances of the case in order to determine whether
a fair balance was struck between those interests”. Fair balance, it would seem, may not be
precisely diagnosed on an abstract theoretical level: the centre of balance will differ from
case to case. This conclusion is in perfect accordance with the non-absolute nature of the
rights in conflict and their equal normative power: no fundamental right may be said to
outflank another in absolute terms, but either may take precedence over the other
depending on the particular circumstances of the case. There is no stable hierarchy of
fundamental rights.

An informative summary of the Court’s approach to the question of limitations on
fundamental rights and the principle of fair balance was given more recently by the
Advocate General in his Opinion on Zoran Spasic as follows:

[. . .] with certain exceptions, fundamental rights do not constitute unfettered prerogatives and
may be restricted, provided that the restrictions in fact correspond to objectives of general
interest pursued by the measure in question and that they do not constitute, with regard to the
objectives pursued, a disproportionate and intolerable interference which infringes upon the
very substance of the rights guaranteed. The Court therefore seeks, in its case-law, to strike a
fair balance between, on the one hand, the various rights and interests and, on the other, the
fundamental rights and economic freedoms, and in carrying out that balancing, it also takes into
account the objectives underlying the limitation of a fundamental right[19].

Moving on, it should be noted that traditional CJEU balancing jurisprudence mainly
concerned conflicts between fundamental rights and other provisions of EU law. This
changed with the 2003 Lindqvist judgment, which applied a similar logic to a conflict
between different fundamental rights that stood in opposition to each other – in that case
the freedom of expression and freedom of religion of Mrs Lindqvist, as against the right to
privacy of others. After confirming once again that national authorities must interpret their
national rules in a manner consistent with the provisions of EU law and, in so doing, avoid
interpretations which would be in conflict with fundamental rights or other general
principles of Community law, including the principle of proportionality, the Court went on to
specify that national authorities and courts responsible for applying the national legislation
implementing EU directives must ensure a “fair balance between the rights and interests in
question, including the fundamental rights protected by the Community legal order”. The
Court moreover specified that:

Thus, it is, rather, at the stage of the application at national level of the legislation implementing
[Data Protection Directive] in individual cases that a balance must be found between the rights
and interests involved[20].
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This not only recognises that a fair balance must be struck between conflicting fundamental
rights, but allocates the investigation of that balance to the national authorities: it is not
enough that national authorities implement and apply the provisions of the directives, they
must also make sure not to violate higher legal norms in so doing. This is in line with Article
51 of the Charter mentioned above. In this regard it is worth noting that the recognition of
national discretion in applying a fair balance is remarkably similar to the “margin of
appreciation” doctrine of the European Court of Human Rights (ECtHR) that will be
explored below. Accordingly, it would appear that, in adopting the fair balance doctrine,
the CJEU is attempting to provide guidelines to its domestic counterparts, while staying
within the bounds of its jurisdiction as a supranational court that mean that it cannot do the
work of the national courts for them.

In Sky Österreich the CJEU recently confirmed the principle of fair balance as the form that
the principle of proportionality takes when faced with conflicting fundamental rights and the
appropriate conflict resolution mechanism for such cases:

Where several rights and fundamental freedoms protected by the European Union legal order
are at issue, the assessment of the possible disproportionate nature of a provision of European
Union law must be carried out with a view to reconciling the requirements of the protection of
those different rights and freedoms and a fair balance between them[21].

In view of this, it becomes clear that, in calling for a fair balance in copyright in Promusicae
and its progeny, the CJEU is indeed applying its settled fundamental rights case law: the
pedigree of fair balance must therefore certainly be conceded. Moreover, a picture of
balancing’s purpose and origins as a judicial tool in the context of CJEU case law begins
to take shape: balancing constitutes the application of the principle of proportionality to
cases of clashes between fundamental rights – it is thus revealed as the appropriate
conflict resolution mechanism for such cases of conflict and should cause no greater
consternation than references to that underlying principle. It is in addition clear that,
notwithstanding the perhaps impractical objections of many legal theorists, the
Luxembourg Court, as well as the EU legislator, subscribes firmly to the theory of the
non-absoluteness of fundamental rights, thus relegating the investigation of fair balance to
the level of their application – however this non-absoluteness is not intended to take away
from the normative strength of fundamental rights, but instead to reinforce it, by allowing for
the preservation of all fundamental rights, while also enabling practical solutions to their
incompatibilities. Balancing is therefore revealed as the process through which
non-absolute rights are shuffled against each other, so that they can settle into their natural
resting place, which will change in each instance depending on the particular
circumstances of the individual case.

Is this conclusion sufficient? Harbo criticises the mutability of proportionality in the case law
of the CJEU:

[t]he dissection of the principle reveals that the principle has no clear or fixed substantial
meaning. Given that the reason why courts adapt (sic) principles of law, and the proportionality
principle, in particular, is to secure some kind of predictability, objectivity and thus legitimacy
for their decision (and not only to fill out wholes in statutory law), this revelation is surely
disturbing (Harbo, 2010).

Objections of ambiguity may thus arise as a result of the vaguely defined relationship
between balancing and proportionality. Moreover, lack of consistent application also
plagues balancing itself: even if it is clear what balancing is intended to achieve in the
CJEU’s jurisprudence, little indication is given of how it reaches its goals. Griffiths is blunt:
“the concept of the ‘fair balance’ is, without further elucidation, vacuous and unhelpful”
(Griffiths, 2013). The enigma remains steadfast: the mere statement that a fair balance must
be sought offers no information as to where that balance might lie. If fair balance may only
be struck in practice, how does one go about doing that?
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Van Gerven suggests that, to the extent that proportionality is about weighing conflicting
interests, these interests must be inventoried, whether they are legitimate or not must be
determined and, to this purpose, an order of priority between them must be established (van
Gerven, 1999). This points the way forward. To further investigate this suggestion we shall now
dig deeper into balancing’s European origins in the case law of the ECtHR. This is particularly
pertinent in view of the clear inspiration the CJEU has derived from that source: not only do the
Treaties[22], as subsequently confirmed in the Charter[23], explicitly reference the European
Convention on Human Rights (ECHR) generally, unambiguously embracing as part of the EU
acquis, but, also, more specifically, the concept of “fair balance” itself can be traced back to
the jurisprudence of that Court. Indeed, in Varec the CJEU made the link clear itself, by referring
back to the Strasbourg court:

The European Court of Human Rights has consistently held that the adversarial nature of
proceedings is one of the factors which enables their fairness to be assessed, but it may be
balanced against other rights and interests[24].

Admittedly, like the CJEU, it is apparent from the case law of the ECtHR that it too is
struggling to find the right formulation of the principle of proportionality and, even more so,
a workable definition of balancing. It is however slightly more advanced in its analysis.

4.2 “Fair balance” in ECtHR case law

Proportionality is central to the ECtHR approach to the limitations of human rights. Like the
CJEU, the ECHR recognises that, under certain conditions, deviation from the rights and
freedoms it guarantees may be acceptable, provided the principle of proportionality is
observed. Indeed, in Soering v. UK, the Strasbourg Court declared that:

[. . .] inherent in the whole of the Convention is a search for a fair balance between the demands
of the general interest of the community and the requirements of the protection of the individual’s
fundamental rights.

As in CJEU jurisprudence, in the case law of the ECtHR the precise contours of the relationship
between the principle of proportionality and the principle of fair balance remain somewhat
obscure. Mowbray suggests that “fair balance” is used by the Strasbourg Court as a “basis for
assessing the proportionality of respondents’ interferences with the Convention rights of
applicants” (Mowbray, 2010), confirming the conclusions reached above in the EU context.

In any case, here too proportionality and fair balance take centre stage in cases of limitations
imposed on human rights. As opposed to the Charter, which adopts a one-size-fits-all
approach to limitations in its Article 52, the ECHR addresses the question of the limitations to
each right individually in each of its articles. Different approaches to limitations thus apply
depending on the right examined. Significantly, the ECHR does not regard all its rights as
non-absolute; however, it should be noted that the principle of proportionality has been used
exceptionally to limit even unqualified rights[25]. Below we shall be examining the relevant
jurisprudence with regard to freedom of expression, the right to privacy and the right to property
(including copyright)[26], these being the main rights relevant to the discussion on intermediary
copyright liability, as identified in the CJEU case law analysed above[27].

Article 10 of the ECHR on freedom of expression and Article 8 on the right to respect for
private and family life are strikingly similar in their approach to the question of limitations
(van Dijk et al., 2006, p. 334): when an interference with either right is identified, no violation
may be found subject to three standards explicitly laid down in the two provisions and
subsequently developed in the case law: the interference must:

� be prescribed by law;

� pursue a legitimate aim (corresponding to one of those exhaustively listed in the
provision)[28]; and

� be necessary in a democratic society.
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These are examined in sequence by the Court in its judgements and, with few exceptions,
the breach of any of the three standards will mark the interference’s violation of the
Convention. The emphasis in the case law lies heavily on the third standard of “necessary
in a democratic society”. The Court has settled the meaning of this phrase as essentially
requiring proportionality: according to the Court’s established case-law, the notion of
necessity in a democratic society implies that an interference “corresponds to ‘a pressing
social need’ and is ‘proportionate to the aim pursued’ and [that] ‘the reasons given were
relevant and sufficient’”[29].

The principle of proportionality is also applied in the examination of restrictions on the
protection of property under Article 1 of Protocol No. 1 of the ECHR. Paragraph 1 of the
provision guarantees that:

[n]o one shall be deprived of his possessions except in the public interest and subject to the
conditions provided for by law and by the general principles of international law.

Paragraph 2 then goes on to state that this should not be understood as impairing, “the
right of a State to enforce such laws as it deems necessary to control the use of property
in accordance with the general interest”. In this context, the Strasbourg Court has
maintained that “a reasonable relationship of proportionality between the means employed
and the aim sought to be realised” is required, meaning that “fair balance [must be] struck
between the demands of the general interest in this respect and the interest of the
individual or individuals concerned”[30]. It therefore seems that, with regard to the right to
property, proportionality dispenses of the first two standards of necessity and suitability
and concentrates exclusively on the more substantial fair balance test.

Significantly, in the context of the ECHR the application of the principle of proportionality is
tempered by the complementary principle of the margin of appreciation[31]. The margin of
appreciation doctrine means that States are given a certain amount of discretion in how
they protect human rights. This is usually explained by the absence of any pan-European
consensus on how such matters should be regulated. In particular, it has been found that
Contracting States must have a broad margin of appreciation with regard to the balancing
of conflicting individual interests, since such cases are delicate ones for which the ECtHR
cannot provide a definitive answer[32]. In Chassagnou, the Court stated that:

The balancing of individual interests that may well be contradictory is a difficult matter, and
Contracting States must have a broad margin of appreciation in this respect, since the national
authorities are in principle better placed than the European Court to assess whether or not there
is a “pressing social need” capable of justifying interference with one of the rights guaranteed
by the Convention[33].

However, even allowing for the margin of appreciation, the principle of proportionality will
be violated where the requirements for its application in a particular case are so high as to
not allow for a meaningful balancing process (Harris et al., 2014, p.13). The scrutiny to
which the Court will subject Contracting States therefore depends on the breadth of the
margin of appreciation granted to them: if it is wide, the Court will be less exacting, if it is
narrow, the Court will be stricter.

Barendt suggests that, as opposed to traditional proportionality analysis as developed in
the ECHR’s early case law for the resolution of challenges by applicants against limitations
imposed by the State on human rights – where the presumption is that the human rights
should be respected unless one of a narrowly construct set of exceptions can be
established – the fair balance test is better suited to cases of conflicts of rights[34]. This
again is in line with the conclusions reached above with regard to EU law. The idea was
confirmed in Von Hannover[35], where the Court found that competing non-absolute human
rights have to be balanced against each other. Significantly, this case originated once
again in Germany, where the national courts attempted to address the conflict between the
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applicant’s privacy and the freedom of expression of the publishers circulating intrusive
photographs of the applicant through balancing.

Like the EU commentators, Barendt (2009) also calls for a clarification of the circumstances
in which a fair balance might be said to have been struck. In the follow-up judgment of Von
Hannover (No. 2)[36], the Court delivered. Here the Court began by first confirming that fair
balance is the right tool with which to address the matter. On this basis, and in view of the
fact that non-absolute rights “deserve equal respect”, the Court then observed that the
outcome of an application should not, in theory, vary depending on the right with which it
has been lodged with the Court. Most importantly, the Court went on to state that:

[w]here the right to freedom of expression is being balanced against the right to respect for
private life, the criteria laid down in the case-law that are relevant to the present case are set out
below.

It identified the following criteria: contribution to a debate of general interest; how
well-known the person concerned is, the subject of the report; the prior conduct of the
person concerned; the content, form and consequences of the publication; and the
circumstances in which the photos were taken. This listing of factors represents a huge
insight into the Court’s reasoning in balancing cases and an immensely helpful indication
of how such weighing should be undertaken.

In Von Hannover (No. 2)’s sister judgment of Axel Springer[37], delivered on the same day,
the Court listed a second group of criteria, strikingly similar to the first set, though,
intriguingly, not identical. This time the criteria included: the contribution to a debate of
general interest; how well-known the person concerned is; the subject of the report; the
prior conduct of the person concerned; the method of obtaining the information and its
veracity; the content, form and consequences of the publication; and the severity of the
sanction imposed. In keeping with the principle of the margin of appreciation, in both cases
the Court concluded that where:

[. . .] the balancing exercise has been undertaken by the national authorities in conformity with
the criteria laid down in the Court’s case-law, the Court would require strong reasons to
substitute its view for that of the domestic courts.

It should always be understood that in such cases it will not be the rights and interests
themselves in abstract terms undergoing the balancing process, but the circumstances of
the case under examination (Harris et al., 2014, pp. 354-355). As in the CJEU case law,
here too definitional balancing is clearly rejected:

[t]he test of whether an interference was necessary in a democratic society cannot be applied
in absolute terms. On the contrary, the Court must take into account various factors, such as the
nature of the competing interests involved and the degree to which those interests require
protection in the circumstances of the case[38].

As Barendt notes, this approach to balancing, contrary to its detractors’ accusations, need
not be unpredictable. Instead, it is transformed into a tool for cogent practical discourse
that enables a detailed and coherent comparative exercise between the requirements of
conflicting rights that can lead to an ultimate rational concluding judgment (Alexy, 2003;
Griffiths, 2013; and Smet, 2014, p. 118). If it is sometimes difficult to follow the reasoning of
a court, that must be attributed to bad application of the test, not to the insufficiencies of the
test itself (Barendt, 2009).

4.3 The Delfi case: the ECtHR tackles intermediary liability

On 20 October 2013 the ECtHR applied its new factor-infused balancing to the area of
intermediary liability. The case concerned the liability of Delfi[39], one of the most popular
Internet news platforms in Estonia, for defamatory comments posted by its readers on its
website beneath one of its news articles. Following a complaint by the victim, Delfi removed

VOL. 17 NO. 6 2015 info PAGE 83

D
ow

nl
oa

de
d 

by
 T

A
SH

K
E

N
T

 U
N

IV
E

R
SI

T
Y

 O
F 

IN
FO

R
M

A
T

IO
N

 T
E

C
H

N
O

L
O

G
IE

S 
A

t 2
3:

55
 0

3 
N

ov
em

be
r 

20
16

 (
PT

)



the offensive comments, but refused to pay damages. It should be noted that, at the
material time, Delfi had three mechanisms in place for dealing with inappropriate
comments: a notice-and-take-down system that allowed users to flag inappropriate
comments for deletion; a filtering system that automatically deleted comments that
included certain obscene words; and the occasional proactive removal of comments. In
addition, “rules of comment” warned that insulting or vulgar comments would be
removed. Users uploaded comments automatically, without editing or moderation by
Delfi. The ECtHR was called upon to decide whether the imposition on Delfi of an
obligation to take further measures to ensure that comments posted on its Internet
portal did not infringe the personality rights of third persons was in accordance with the
guarantees set out in Article 10 of the Convention.

The Court applied its familiar reasoning according to which the interference with Delfi’s
freedom of expression must be “prescribed by law”, have one or more legitimate aims in
the light of paragraph 2 of Article 10 and be “necessary in a democratic society”. As is
usual, the bulk of the Court’s analysis rested on an analysis of the notion of “necessity in a
democratic society”. The Court noted that, in this context, the domestic authorities were
under an obligation to strike a fair balance in the resolution of the conflict between freedom
of expression and the right to respect for private life: both rights deserve equal respect and
the outcome of an application should not, in principle, vary according to whether it has
been lodged with the Court under Article 10 of the Convention by the publisher of an
disputed article or under Article 8 of the Convention by the person who has been the
subject of that article. The margin of appreciation should therefore in principle always be
the same.

In this context, the Court outlined four criteria to be taken into consideration where the right
to freedom of expression is balanced against the right for private life. These were:

1. the context of the comments;

2. the measures applied by the applicant company to prevent or remove defamatory
comments;

3. the liability of the actual authors of the comments as an alternative to the applicant
company’s liability; and

4. the consequences of the domestic proceedings for the applicant company.

A detailed analysis followed. As concerns the context of the comments, the Court noted
that, in view of the intense public interest in the topic of the news article it had published
and the above average number of responding comments, Delfi was expected to exercise
a high degree of caution, as the context of the comments was such that there was a
“higher-than average risk” that negative reactions would go beyond the bounds of
acceptable speech and reach the level of gratuitous insult or hate speech.

With regard to the measures taken by Delfi to prevent or remove defamatory comments, the
Court found that, while Delfi could not be said to have wholly neglected its duty to avoid
causing harm to third parties, the word-based filter was easy to circumvent, meaning that,
even though some of the insults or threats were deleted, others were allowed through.
Likewise, while the notice-and-take-down system did result in the successful removal of
defamatory comments after the victim brought them to the attention of the applicant
company, that occurred only after they had already been published. The system in place
was therefore insufficient to prevent harm to others. This conclusion seems to imply that if
a system is not infallible, it is not sufficient, a rather curious result. In this respect, the wide
audience for the comments and Delfi’s dependence on advertising revenue, as well as the
control Delfi exercised over the comments published, were all considered to be pertinent:
it was Delfi and not the victim that was in the better position to know about an article to be
published, to predict the nature of the possible comments prompted by it and, above all,
to take technical or manual measures to prevent defamatory statements from being made
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public. It was noted, in echo of the CJEU Telekabel case, that Delfi could choose which
measures to apply in satisfying its duty of diligence with regard to the protection of the
rights of others – again, this was viewed as an important factor in reducing the severity of
the interference with its freedom of expression.

The ECtHR proceeded to acknowledge that the victim could take action against the actual
authors of the comments, but noted that their identity would be difficult to establish. It was
therefore not convinced that measures allowing an injured party to bring a claim only
against the authors of defamatory comments would have guaranteed effective protection of
the injured person’s right to private life. In any case, the applicant company’s choice to
allow comments by non-registered users must be considered to entail an assumption of a
certain responsibility for these comments. Finally, the Court observed that the applicant
company was obliged to pay the affected person the equivalent of only EUR 320 in
non-pecuniary damages and that this sum, in view of the fact that that the applicant was a
professional operator of one of the largest Internet news portals in Estonia, could by no
means be considered disproportionate to the breach established by the domestic courts.

In summary, the Court found that:

[. . .] the insulting and threatening nature of the comments, the fact that the comments were
posted in reaction to an article published by the applicant company in its
professionally-managed news portal run on a commercial basis, the insufficiency of the
measures taken by the applicant company to avoid damage being caused to other parties’
reputations and to ensure a realistic possibility that the authors of the comments will be held
liable, and the moderate sanction imposed on the applicant company.

Meant that restriction on the applicant company’s right to freedom of expression was
justified and proportionate.

Despite receiving considerable criticism, the decision was subsequently affirmed by the
Grand Chamber of the ECtHR in June 2015, which, if anything, took a stricter stance[40].
The Grand Chamber confirmed not only the outcome of the case, but – more importantly for
our purposes – the criteria identified by the First Section for the assessment of whether or
not a fair balance has been achieved. This is the most pertinent part: given that the Delfi
results – being entirely incompatible with the demands of Article 15 of the E-Commerce
Directive and the jurisprudence of the CJEU – cannot be reproduced by EU Member
States, it is to these criteria and the insights they offer to the jurisprudential method
underlying fair balance that the relevance of the case to the topic of the obligations of
intermediaries in the EU must be limited.

This is particularly so, given that the only fundamental rights examined in the case were the
State’s obligation, by imposing duties on an intermediary, to defend the right of a third party
to respect for their private life under Article 8 and the freedom of impart information under
Article 10 of the ECHR of the intermediary thus affected: in contrast to the CJEU case law,
nothing was said about the rights of the intermediary’s users, who were not represented in
the dispute. More importantly yet, the case also did not concern copyright. Indeed, to date,
no case brought before the ECtHR has examined the question of a fair balance between the
protection of property and the right to freedom of expression or the privacy of end-users.
The closest the Strasbourg Court has come to examining such matters was in Neij and
Sunde Kolmisoppi v. Sweden[41], where it identified a clash between the right to copyright,
as protected as a property right, and the right to freedom of expression of the founders of
the file-sharing website “The Pirate Bay”. That case however did not examine users’ rights;
moreover, although Sweden was found to have struck a fair balance within its margin of
appreciation, factors detailing the Court’s thought process in that conclusion were not
identified. As a result, the Delfi judgment remains the closest – although lacking –
approximation currently available in the ECtHR case law to the balancing of intermediary
obligations, as this has been approached by the CJEU.
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5. Balancing as legal discourse

As Smet observes, the listing of relevant criteria in Axel Springer, Hannover (No. 2) and Delfi
has the advantage of providing some much needed structure to the Court’s previously
abstract balancing test. At the same time however, it is not easy to ignore the fact that,
despite the great similarity in the cases examined, the lists supplied differ between the
three judgments. Moreover, in all three cases the criteria are customised to conflicts
between the freedom of the press and privacy and are inapplicable in other contexts (Smet,
2014, p. 170). They therefore offer little guidance as to how other conflicts should be
resolved: presumably the Court would pull another list of, doubtless certainly relevant, but
entirely unpredictable criteria out of its judicial hat. As a result, it is not easy to derive clear
conclusions, let alone construct a coherent theoretical framework on this inscrutable basis
(Harris et al., 2014, p. 511). Aside from the changeable nature of the selected criteria, the
mode of their application is unclear: Van Dijk and Van Hoof express their dismay at this
state of affairs:

[j]udgments typically contain a (sometimes extensive) listing of the factors to be taken into
account, but then somewhat abruptly – without additional arguments as to the weight of the
factors concerned – concluded, for instance, that [. . .] “a proper balance was not
achieved”[42].

This is one of the most common criticisms against balancing. From across the Atlantic,
Coffin laments:

[a]ll too commonly in judicial opinions, lip service is paid to balancing, a cursory mention of
opposing interests is made, and, presto, the ”balance“ is arrived at through some unrevealed
legerdemain (Coffin, 1988).

Certainly, some degree of flexibility may not necessarily be avoidable. Indeed, as noted
above, proportionality as a legal tool is generally agreed to be determinable only on a
case-by-case basis in light of the particular circumstances at issue (Fischman Afori, 2014).
It may therefore be argued that the list of relevant factors will never be capable of an
abstract or exhaustive remuneration. In EMI Records v. British Sky Broadcasting, British
judge Arnold J. noted that “the proportionality of a blocking order is bound to be a
context-sensitive question”[43]. Mowbray comments that when “assessing if a fair balance
has been achieved in specific cases the Court has had to take account of a myriad of
competing individual and community interests” (Mowbray, 2010).

This realisation indicates the real value of the listing of factors by the courts: it lies not in the
identified factors themselves, but in the ensuing analysis. This moves us closer to a real
understanding of how to approach the notion of “fair balance” – not as a myth applied by
the courts to obfuscate their subjective assessments or as a scientific method capable of
providing definitive answers, but as a metaphor for the exercise of a detailed dissection,
comparison and ordering of the available options with a view to identifying the optimal
outcome: a call for rational discourse. Greer suggests:

[. . .] [l]ittle hinges on whether this process is called “defining”, “interpreting“, or “balancing”.
The important point is that, since it involves applying, and giving greater precision to, vague
norms, judicial discretion is inescapable, although the structure, terms and underlying values of
the Convention provide a framework of constraint.

In Chassagnou the ECtHR located the very essence of democracy in this evaluative
deliberation: “[i]t is precisely this constant search for a balance between the fundamental
rights of each individual that constitutes the foundations of a ‘democratic society’”[44].
From this perspective accusations according to which balancing is merely a rhetorical
device, “window-dressing” employed by courts incapable of actually providing real
answers, but only reframing conclusions reached through elliptical thinking, miss the
central point: choosing between options on the basis of subjective assessment is often the
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job of the courts, particularly in difficult cases. As Frantz put it, as “soon as he finishes
measuring the unmeasurable, the judge’s next job is to compare the incomparable”
(Frantz, 1963). What is necessary is that judges lay bare their reasoning and the factors that
led them through it to their ultimate decision. As Barendt insightfully argues, courts:

[. . .] must give coherent and consistent reasons for their decisions [. . .]. Rulings on
fundamental rights need not be arbitrary and are no more unreasonable than they are in other
areas of law such as the law of negligence or charitable trusts (Barendt, 2009).

From this perspective, it becomes clear that balancing is inextricably intertwined with the
deliberative acceptance of a system of principles to guide decisions and achieve rational
outcomes – and consequently essentially with policy. The outcomes of balancing is not so
much “arbitrary”, as dictated by the values of the society in which it occurs. Identifying
those values requires investigation through social dialogue. As the ECtHR emphasised, the
essence of democratic governance is in the assessment and re-assessment of tough
judgment calls between the basic cornerstones of societal organisation, in the constant
re-shuffling of values and the unpacking of ideals: ultimately, in constitutional discourse.

It could of course be argued that the courts are not the appropriate venue for such
assessments. Jacobs questions whether the judiciary is well-situated to evaluate social,
economic or political choices and suggests that that might be a task best performed by the
executive within the limits laid down by the legislature (Jacobs, 1999, p. 21). Van Gerven
agrees that the basic issues must be solved by the constitutional legislator proper, with the
courts limiting themselves to an interpretative and implementational role (van Gerven, 1999,
p. 37).

In other words, and now moving back to the EU context, if further guidance is to be
provided, it should arguably be formulated not by the CJEU, but by the EU legislator. This
could explain the CJEU’s reluctance to delve into the details of its balancing thought
process, preferring to let the national authorities fill in the gaps as it sees fit. Until a
harmonised substantive intermediary liability is adopted by the European legislator,
national tort law must continue to govern the area. Synodinou, after pointing out that “the
standards of duty of care imposed by national courts continue to differ significantly from
jurisdiction to jurisdiction”, submits: “[n]ational legal orders balance those rights in a
manner that reflects their national values, so any alternative approach of the CJEU is
problematic” (Synodinou, 2015). On that note the principle of subsidiarity that binds the EU
and the limited scope of application of the Charter are particularly relevant. As Lind and
Strand argue:

[t]he closer we move toward the core values of the EU, the more intense and present is thus the
question of how the Court respects the separation of powers and a potential hierarchy of norms.
With the Charter now being legally binding, and the succession of the EU to the ECHR pending
(further complicating an already complicated relationship to the human rights regime of the
Council of Europe), these questions will not cease to gain importance (Lind and Strand, 2011).

Alexy (2005) contemplates this question by reflecting on the interconnection of
constitutional judicial review and democratic governance as a guarantor of tranquillitas
publica:

The existence of good or plausible arguments is enough for deliberation or reflection, but not for
representation. For this, it is necessary that the court not only claim that its arguments are the
arguments of the people; a sufficient number of people must, at least in the long run, accept
these arguments for reasons of correctness. Only rational persons are able to accept an
argument on the ground that it is correct or sound [. . .]. Constitutional review can be successful
only if the arguments presented by the constitutional court are sound and only if a sufficient
number of members of the community are able and willing to exercise their rational capacities.

Regardless of the conclusion, what is clear is that, if fragmentation is to be avoided, the
debate should occur on the European level. Interestingly, this was precisely the concern
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that motivated the Austrian Oberster Gerichtshof in its submission of a request for a
preliminary ruling in Telekabel. Observing that the courts in different Member States were
reaching different conclusions on the proportionality of blocking orders, the Austrian court
called for “guidelines for assessing the proportionality of specific blocking measures” laid
down by the CJEU, so that the question may “be judged in a uniform manner throughout
Europe”[45]. The identification of criteria capable of guiding the discussion on intermediary
obligations for copyright enforcement along the lines of the example set by the ECtHR can
and should be provided by the EU. A national approach to an Internet – and therefore
international – problem is not going to provide adequate solutions (Kuner, 2008).

In this regard, it is worth noting the evolution that occurs in the CJEU’s intermediary liability
case law: while in Promusicae the Luxembourg court limited itself to noting that a fair
balance must be struck and deferred the actual balancing operation to the national level,
in L’Oréal it repeated that edict, but now added instructions as to how to achieve that
balance; finally in Scarlet Extended and Netlog, although again low on the guidelines, it
delved into the substantive questions and provided a concrete answer with regard to
whether the measure in question struck a fair balance or not. Although the Court’s
reasoning is opaque, its concrete rejection of the filtering mechanism under discussion is
noteworthy (González Fuster, 2012). This different treatment can likely be attributed to the
limits of the Court’s jurisdiction and the different type of rule under examination in each
case: in Promusicae the Court was simply reminding its national counterparts of their
obligations under EU primary law, while in the Sabam cases it was called upon to interpret
specific provisions of the copyright directives. If in Telekabel the Court then took two steps
back to pass the hot potato of “fair balance” further down the line, not even to the national
authorities, but to the service providers themselves, this can be attributed to the nature of
the submitted question that focused on the Austrian “outcome prohibition” peculiarity. What
is of course missing in this line of case law is a decision outlining guidelines for the
application of a balancing test and subsequently applying these in a coherent manner that
can reveal the appropriate rationale – but that would be making law.

6. Applying fair balance to intermediary liability: filtering v. blocking

Absent guidelines explicitly identified as such in either the EU directives or the CJEU case
law, is the identification of the “fair balance” between competing rights currently entirely
dependent on the subjective opinions of each national judge? It is suggested that, although
obscure, the framework of established CJEU jurisprudence and EU legislation may provide
reliable indications of whether specific duties may be imposed on intermediaries in the
enforcement of copyright, if approached as parts of an incomplete puzzle (van Enis, 2013).
In this way, the gaps in the “fair balance” framework can be filled through logical
extrapolation, by utilising the information provided by Copyright, Enforcement and
E-Commerce Directives[46], as well as the existing decisions of the CJEU as reference
points.

Although indubitably other options also exist, on the basis of the current case law of the
CJEU two main options for the obligations of intermediaries with regard to third party
copyright infringement have to be considered: the installation of filtering mechanisms and
the blocking or removal of copyright-protected content as enforcement measures[47].

6.1 Filtering for copyright-protected content

With regard to filtering, a good starting point is provided by the observation that the
injunctions requested by Sabam in both Scarlet Extended and Netlog, would have involved
the installation of a filtering mechanism for all electronic communications, both incoming
and outgoing, of for all of Scarlet’s customers, in abstracto and as a preventive measure,
at the cost of the provider and for an unlimited period of time – in other words, they were
exceptionally broad. The rulings therefore must technically be read as leaving open the
possibility of ordering narrower filtering obligations (Kulk and Borgesius, 2012). Indeed, as
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noted above, in L’Oréal the Court had ruled that injunctions ordering intermediaries to take
measures that contribute to preventing further infringements must be allowed. That said, it
is hard to envision a filtering duty that would not perforce involve general monitoring,
particularly given that to be effective, filtering has to be systematic, universal and
progressive, bringing it out of proportion with its aims[48]. Filtering after all, by the very
definition of the word, necessarily involves examining a group of communications to identify
and “filter out” the objectionable ones. So, while in L’Oréal the Court explicitly permitted the
imposition of measures seeking to prevent future infringements, pre-emptive action against
illegality from unknown sources would nevertheless probably be excluded, as this will often
amount de facto general monitoring, there being no other way to stop infringing activity of
whose existence intermediaries cannot otherwise become aware without outside
assistance (Verbiest et al., 2007; DLA Piper, 2009). As such monitoring would also involve
an interference with users’ privacy rights and data protection, and this gives us a good
indication of where the fair balance lies in such circumstances.

Accordingly, the imposition of an obligation for online intermediaries to carry out prior
control by means of the installation of a filtering system would appear be of dubious legality
under the EU rules. Duties to filter, whether imposed through law or a court order, although
not in principle forbidden, may only be ordered after a careful consideration of their
implications for competing rights and interests that in effect must amount to an exclusion of
their imposition.

6.2 Blocking and removal of copyright-protected content

What about duties to block or remove copyright-protected content? If the above logic is to
be completed, duties to suppress specific and clearly identifiable users, websites or
content that have been found to engage in or contain illicit information should be deemed
acceptable. Insightfully, in Scarlet, AG Cruz Villalón pointed out that filtering and blocking
mechanisms, although closely related to each other with regard to the objectives they
pursue, differ essentially as to their nature. They consequently carry very different legal
implications[49]. And indeed, in L’Oréal the Court suggested the suspension of the
perpetrator of the infringement as an example of a measure that would reconcile all
competing interests. This followed the suggestion by AG Jääskinen of a “double
requirement of identity”, according to which where the infringing third party is the same and
the right infringed is the same, an injunction may be issued ordering the termination of the
account of the user in question[50]. This would satisfy the balance between too lax and too
aggressive an enforcement of intellectual property rights – between, to use the simile made
by the AG, the Scylla of allowing the rampant infringement of copyright and the Charybdis
of infringing the rights of users and intermediaries[51]. Courts must tread carefully however,
as even this suggestion is not without its problems: depending on whether the words
“perpetrator” and “infringing third party” here are understood to refer to the actual person
committing the infringement or simply the account they happen to hold while executing it,
the measure may go beyond mere blocking and require filtering software that could at least
run afoul of Article 15 of the E-Commerce Directive (Clark and Schubert, 2011). It is
interesting that the wording in the AG’s Opinion (“closing the client account of the user”)
and that of the Court (“suspend the perpetrator”) suggest different conclusions. Moreover,
requiring that the intermediary proactively attempt to hunt out cases of such “double
identity” would require monitoring innocent bystanders and thereby clearly also tip the
scales into the realm of “unfair”.

It should additionally be noted that even mere blocking can have more extensive
repercussions than intended: blocking entire websites, for example, risks collateral
damage in the form of disallowing access to entirely legal content that happens to be
hosted at the same address (Horten, 2013, p. 27). More significantly yet, a clear distinction
between blocking and filtering cannot be made, given that even cases of targeted and
therefore “specific” blocking will often necessitate the “filtering” of identifying data that help

VOL. 17 NO. 6 2015 info PAGE 89

D
ow

nl
oa

de
d 

by
 T

A
SH

K
E

N
T

 U
N

IV
E

R
SI

T
Y

 O
F 

IN
FO

R
M

A
T

IO
N

 T
E

C
H

N
O

L
O

G
IE

S 
A

t 2
3:

55
 0

3 
N

ov
em

be
r 

20
16

 (
PT

)



locate the content and differentiate it from other material, if not the processing of the content
itself. So, for instance, URL-based blocking, which compares the website requested by the
user with a pre-determined “blacklist” of URLs of objectionable websites, will result in the
indiscriminate processing of all URLs passing through the filter, even if only few of these are
subsequently blocked. Other measures, such as the termination of an identified
user-account, will not pose such problems. Great care is needed in establishing that
measures that might at first sight appear to be sufficiently “specific” are indeed so.

7. Conclusion

A final note should be made on the significance of this “constitutionalisation”, as it has been
termed, of the intermediary liability debate. McCormick has posited that, in the multi-level
pluralistic legal order of a united Europe, principles reflecting the common tradition of ideas
of EU Member States and securing the compatibility of partially overlapping systems are
necessary[52]. He accordingly suggested that fundamental rights law, alongside the
principles of proportionality, subsidiarity and natural justice might successfully serve that
function. In copyright law, probably currently the most extensively harmonised area of
private law in the EU, we can see this suggestion beginning to take practical effect. This
was the main offering of the application of “fair balance” to the intellectual property case
law: the establishment of fundamental rights – only vaguely nodded at in text of the
copyright directives – as an essential component of the discussion on intermediary liability
and relevant factors in solving the tensions between copyright and other rights and
interests. In this way, the limits of enforcement are identified no longer in the secondary
legislation, but in the primary sources, pulling diverse national tort systems closer together.

In this way, as Griffiths (2013) suggests, constitutionalisation is employed as a method of
harmonisation: through the injection of fundamental rights into the intermediary liability
question, the Europeanising of what would otherwise be a national discussion is unlocked.
This should not be seen as in any way paradoxical or undesirable, but rather the natural
function of fundamental rights and the obvious jurisdiction of any court that oversees their
application. Once fundamental rights have been acknowledged as carrying European
authority, a cross-fertilisation of the private and public law spheres will necessarily follow:
absent a European substantive intermediary liability regime, let alone a unified tort law,
fundamental rights become the only field to which the CJEU can turn for answers. And
although fundamental rights and tort law differ drastically as to their mechanisms of
enforcement, in their parallel pursuit of a basic standard of decent human behaviour, they
constitute two sides of the same coin. Indeed, tort law (including intermediary liability,
whether for monetary compensation or injunctive relief) is often the tool through which the
State discharges its duty to provide for an effective remedy against a violation of a
fundamental right, while at the same time fundamental rights law will determine the cadre
within which States must remain when constructing their tort rules. In creating and
enforcing its tort law regime, the State may not overstep the boundaries of fundamental
rights either by acting in a way that would violate the fundamental rights of private parties
or by omitting to put in place guarantees for the practical and effective protection of those
rights. This interconnection means that the standard of care that can be imposed on private
individuals by state-enacted legal provisions or court-ordered mandates may be
illuminated by the underlying fundamental rights obligations of that State: the duties
incumbent upon individuals are reflections of the duties incumbent on the State towards
those individuals. As Van Dam puts it, “tort rights are human rights” (van Dam, 2013,
Section 711-4).

As a result, obligations may be imposed on intermediaries, as long as the State respects,
in their selection, fundamental rights law and the “fair balance” that this requires. Simply
put, in applying their tort law to intermediary liability, EU Member States must take care to
respect fundamental rights[53]. In effect, the result is a very traditional conception of the
role of fundamental rights, but with a modern outlook that employs fundamental rights to
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govern – albeit in very broad strokes – a matter of national tort law. Potentially therefore, the
concept of a “fair balance” might allow for a reverse-engineering of intermediary liability
and thus, ultimately, serve as the first inroad into the establishment of a European
substantive law for intermediary liability[54].

In the meantime, it is important for commentators and policy-makers to properly understand
the jurisprudential status quo. To this end, in the text above the concept of a “fair balance”
has been traced back to its origins in legal theoretical analysis and the interconnected
jurisprudence of the CJEU and ECtHR. In this way, an understanding of exactly what the
principle “fair balance” is intended to achieve and how it should be employed to reach
those ends can be assembled. The conclusion is that balancing would appear to be
nothing more or less than the idea that fundamental rights (or, at least, some fundamental
rights) are not, pace Habermas, to be conceived of as absolute, but simply of deserving
equal protection, each, in this way, forming the natural limit of the other. This in turn means
that the resolution of clashes between them may only be decided on a case-by-case basis,
the individual circumstances at hand being the only factors that tilt the judgment one way
or another: it can never absolutely be said that the right to intellectual property deserves
greater protection than the right to freedom of expression and therefore should always
prevail or vice versa. Instead, both should, from time to time and depending on the
specifics at hand, be used to force the other into its proper place, thus coming together to
form a virtuous circle of optimal fundamental rights protection.

But if balancing is case-by-case weighing, what is that which is being weighed? If weighing
is what is being done, where are the scales? Currently in CJEU case law they are entirely
missing: the Luxembourg Court has for the time being limited itself to simply observing that
a fair balance must be struck or, at most, rejecting specific possibilities as not fairly
balanced. This is perhaps unsurprising given the subsidiarity barriers that control its
jurisdiction. At the same time, mere reference to fair balance with no indication of how the
concept should be approached is unhelpful and risks creating fragmentation across
Member State borders. As a result, while fair balance offers good possibilities for a rational
fundamental rights adjudication, more concrete guidelines as to its requirements need to
be formulated. A pan-European framework for fair balance, whether applicable to every
instance of a fundamental rights conflict or, at the very least, to the obligations of
intermediaries for copyright enforcement would be immensely helpful. The ECtHR appears
to be making strides in that direction: acknowledging both proportionality and the margin
of appreciation that Contracting States enjoy, the Strasbourg Court has, in its recent case
law, attempted to trace out factors that govern the balancing process, thus giving
invaluable insights into its judicial reasoning. The CJEU should follow its lead. In either
jurisdiction, such judicial analyses should always account for the societal discourse
surrounding the topic, as well as clearly embed this in their reasoning, if the outcome is to
claim real legitimacy. In this way, as long as the debate, both within and without the courts,
perseveres, the ghost of a fairly balanced intermediary liability framework can continue to
take ever more concrete shape.
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