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Abstract
Purpose – This paper aims to determine the key trust antecedents that influence Internet users’ trust
level toward Internet service providers (ISPs) in a high-risk society. It also investigates trust-building
process, major causes of its violation, their potential implications and restoration.
Design/methodology/approach – A mixed-method approach was used in collecting data in Kenya
in 2014 by using questionnaire and interview techniques. The former was administered to 250 (with 81
per cent response rate) randomly selected Internet users at Kenyatta University while the latter focused
on key decision-makers from four randomly selected ISPs in Nairobi.
Findings – The results show that Internet users’ perceptions of ISPs’ ability to be trusted in Kenya
depend more on their competence in terms of service delivery (ability) and desire to protect users
(benevolence) than upholding acceptable standards (integrity). The results also indicate a lack of trust
manifested in poor communication and greed for profit among ISPs as major causes of trust violation.
Originality/value – This paper proposes two frameworks that can enhance Internet use by providing
a better understanding of trust in a high-risk society.
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1. Introduction
Many researchers (Kyobe, 2011a; Avgerou, 2008; Bankole et al., 2011; Sahey and
Avgerou, 2002 and Walsham and Sahey, 2006) perceive information and
communication technology (ICT) as a platform for development. However, it is
imperative to acknowledge that the Internet is one of the most important innovations
that has transformed the ICT domain. It is one of the technologies required to support
information processing to execute applications and deliver services (Leahy and Yermis,
2003; Mofleh et al., 2008 and Raji et al., 2006). The Internet is also a tremendous,
undisputed force for economic growth and social change (Dalberg Survey Report, 2013).
However, its potential is still largely untapped particularly in Sub-Saharan Africa
(Dalberg Survey Report, 2013), and access to the technology in Africa as a whole is
progressing at a limited pace (Alshameri and Banjura, 2014). For instance, Africa’s
number of Internet users is just six per every 100 inhabitants (International
Telecommunication Union [ITU], 2013), which is far less than the world average of
about 46 per cent. In addition, the number of households with Internet is just 7 per cent
(ITU, 2013), and this figure is estimated to increase in 2014 by just 4 per cent (ITU, 2014).
Furthermore, Africa’s Internet penetration rate in 2014 is 19 per cent (ITU, 2014), which
is also far less than the corresponding world average of about 49 per cent. These
statistics demonstrate a major obstacle in terms of Internet use on the continent.

It is imperative to briefly define two important key concepts that are used in this
paper, namely, developing country and high-risk society. A developing country has
lesser income and purchasing power, as well as insufficient basic amenities compared to
the developed world. Essentially, we consider a high-risk society as an environment
where there is a great deal of distrust. It is important to note that other areas of high risk
exist in circumstances of political instability, famine, natural disasters, etc. However, we
focus on high-risk society in the context of trust building. We chose Kenya as our case
country due to its location in a high-risk region (African Development Bank [ADB],
2013).

Trust is a vital element that has the potential to overcome the digital drought in
Africa while distrust is one factor that impedes Internet use in developing countries
(Popola, 2013). Building trust can, therefore, help enhance digital adoption in Africa, the
significance of which is widely recognized (Zeffane, 2010). Trust can impact one’s sense
of security which is a critical issue in today’s digitalized world (Six, 2005). It develops
incrementally over time and involves interaction between actors such as Internet service
providers (ISPs) and users (Connell et al., 2003). Trust can overcome privacy concerns
because people are most often guarded about their privacy when they lack trust in
others (World Economic Forum, 2011), and it is important during situations of perceived
high risk (Johnson et al., 2003 and Joubert and Van Belle, 2013) such as on the African
continent (African Development Bank [ADB], 2013). It is vital to note that trust is
combined with risk, as the former involves taking risks and making oneself vulnerable
to trust placed in others (Xu and Ba, 2003).

Evidence suggests that the conduct of service providers is one reason that influences
consumers’ decision to use Web-based applications (McKnight et al., 1998). They
indicated that trust plays a central role in helping consumers overcome perceived risk
and insecurity. It can optimize service providers’ chances of retaining their customers
(Casielles et al., 2005). An additional study shows that societies which exhibit high trust
do better economically (Fukuyama, 1995). Researchers (Serva et al., 2005) highlight the
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importance of a deeper contextual consideration in trust theory development. Trust
research often focuses more on organizations, managers, individuals or work groups
without paying attention to individuals’ cultural background (Costa, 2003). It is,
however, a fundamental social process which differs across cultures (Fulmer and
Gelfand, 2012). They stressed the need for universal and culture-specific aspects of trust
and local practices in future research.

Previous studies on trust have been criticized for either failing to effectively
conceptualize trust or describing it in a relatively narrow scope (Grabner-Krauter and
Kalushaha, 2003). According to the World Economic Forum report (2011), little is known
about the values and attitudes of Internet users around the world. We cannot assume
that globalization leads to the homogenization of world cultures which makes it
important to acknowledge the multicultural and multidimensional nature of online
behavior (WEF, 2011). Researchers (Joubert and Van Belle, 2013) highlighted the
importance of investigating consumers’ ability to trust service providers. Therefore, the
context of this paper will strengthen our understanding of trust from a different
perspective. This study investigates trust toward ISPs in the context of a high-risk
society such as Kenya. Our goal is to examine trust antecedents that were identified by
prior researchers (Mayer et al., 1995; Popola, 2013; Cho et al., 2007 and Thaw et al., 2009).
Furthermore, we want to explore the major causes of trust violation, its potential
implications and restoration in the Kenyan context. Based on our findings, we will
propose two frameworks to increase understanding of trust in a high-risk society and
thereby provide support to enhance Internet use. Essentially, we aim to address the
following research questions:

RQ1. What are the key trust antecedents that influence Internet users’ trust level
toward ISPs in a developing country?

RQ2. What are the major factors in trust building, causes of its violation, potential
implications and its restoration in terms of Internet adoption in a developing
country?

The remainder of this paper is organized as follows: Section 2 covers the theoretical
background of the study, and Section 3 presents the research methodology. Sections 4
and 5 present the quantitative and qualitative results, respectively. Section 6 entails a
brief discussion on the theme of trust, while Section 7 summarizes the study’s key
results, its implications, states its main limitations and indicates the direction of future
research.

2. Theoretical background
Trust is a vital aspect of our everyday life. There is a growing literature on the
connections between ICTs such as the Internet, trust and human development (Kuriyan
et al., 2010 and Salgado, 2012). As a baby, we are initiated to trust through a deep and
abiding faith that emerges from the relationship with those who care for us (Rath, 1972).
Trust is a multifaceted and multidisciplinary issue that has been widely studied (Popola,
2013; Blanchard et al., 2011; Cho et al., 2007 and Thaw et al., 2009). It involves several
theoretical approaches, definitions, factors and models (Rousseau et al., 1998). In the
field of psychology, trust is examined in terms of cognition, affection and behavior. A
willingness to be vulnerable is still emphasized as the key element. In organizational
context, trust develops from interaction and reciprocal activity between individuals and

143

Role of trust

D
ow

nl
oa

de
d 

by
 T

A
SH

K
E

N
T

 U
N

IV
E

R
SI

T
Y

 O
F 

IN
FO

R
M

A
T

IO
N

 T
E

C
H

N
O

L
O

G
IE

S 
A

t 2
1:

28
 1

4 
N

ov
em

be
r 

20
16

 (
PT

)



within groups. It is seen as an important intangible asset in organizations (Savolainen
and Lopez-Fresno, 2013), for example, where trust forms a basis for cooperation. Trust
has recently been identified as one of the most frequently examined constructs in the
organizational literature (Burke et al., 2007). It has been defined in many ways, yet the
concept itself remains somewhat unclear (McEvily et al., 2003). Trust is generally
defined as:

[…] the willingness of a party to be vulnerable to the action of another party based on the
expectation that the other will perform a particular action important to the trustor, irrespective
of the ability to monitor or control that other party (Mayer et al., 1995, p. 712).

In other words, trust can be seen as a person’s assessment of one’s ability to be trusted.
Mayer’s model considers the formation of trust between actors in a relational context.
Trust formation evolves overtime through repeated interactions and communication
between trustor(s) and trustee(s).

The aforementioned definition of trust covers person-to-person and person-to-
organization relationships (Mayer et al., 1995). The three dimensions of ability,
benevolence and integrity have been proposed by Mayer et al. (1995) as the key elements
of trust. They are widely researched in fields such as psychology, management and
leadership as well as IS/ICT (Zeffane, 2010; Savolainen and Häkkinen, 2011;
Grabner-Krauter and Kalushaha, 2003 and Das and Teng, 2001). Researchers (Mayer
et al., 1995) assert that a trustor’s level of trust and perceived risk will affect his or her
risk-taking behavior. Risk is a vital element in their model of trust, as trust essentially
refers to a willingness to assume risk (Mayer et al., 1995). Studies have shown that once
a trustor has received information about a trustee, the perception to trust wanes and the
trusting behavior depends on the intent to trust (Davis, 1999; Mayer et al., 1995 and Gill
et al., 2005). The research framework of this paper is adapted from the trust model
proposed by Mayer et al. (1995). It focuses on the antecedents that lead to the
development of one’s intention to trust, namely, ability, benevolence and integrity
(Figure 1):

• Ability: The competence level of the trustee (Das and Teng, 2001). Williams (2001)
defines competence as “[…] [a] set of skills […] that allows [one] to perform in
some area”. Trusting another party depends on the trustor’s perception that the
trustee possesses ability or competence (Davis et al., 2000). Researchers further
highlight that ability is positively related to one’s intention to trust (Gill et al.,
2005).

• Benevolence: The extent to which the trustor perceives that the trustee intends to
do good to the trustor in a relationship (Mayer et al., 1995 and Williams, 2001). In

ability

benevolence

integrity

trust

trust antecedents

Figure 1.
Research framework
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other words, benevolence entails a responsibility or desire to care for or protect
another party.

• Integrity: The belief that parties (for instance, a trustor and trustee) will adhere to
a set of acceptable standards, principles or values (Mayer et al., 1995). A high
degree of integrity is perceived as a positive trait in an individual (Audi and
Murphy, 2006) and as a business asset (Koehn, 2005).

In this paper, each survey construct in Figure 1 is measured by three items (ability: AB1,
AB2 and AB3; benevolence: BE1, BE2 and BE3; and integrity: IN1, IN2 and IN3), as
shown in Figure 2. Furthermore, three additional items TR1, TR2 and TR3 are included
in Figure 2 to examine Internet users’ level of trust toward ISPs in Kenya.

3. Research methodology
This research uses a mixed-method approach that uses both quantitative and
qualitative data (Green, 2007). A survey method is used in collecting quantitative data.
This method has a particular purpose in producing scientific knowledge compared to
the qualitative method. A survey method has precise procedures which, when followed
closely, yield valid and easily interpretable data and reliable research findings that
provide possible explanations and generalizations (Pinsonneault and Kraemer, 1993).
Survey design has three distinct characteristics (Glasow, 2005). First, the phenomena to
be studied should examine the relationship among variables. Second, the data should be
collected from people. Finally, survey research should represent a selected portion of the
population. The scope of a survey is determined by independent and dependent
variables a researcher considers. It is also required to have a predicate model that
depicts the expected relationship among variables (Glasow, 2005). The aforementioned
characteristics of survey research make it an appropriate choice for this study. We
strived in as much as possible to adhere to the guidelines in designing and implementing
survey research (Glasow, 2005). A qualitative method was used as a complementary
source of data collection. This approach is effective in obtaining culturally specific
information about the values, opinions, behaviors and social contexts of a particular
population (www.ccs.neu.edu). It is stated that “Not everything that can be counted

 

benevolence 
     (BE) 

ability (AB) 

integrity (IN) 

trust (TR) 

TR1 

TR2 

TR3 

AB1 

AB2 

AB3 

BE1 

BE2 

BE3 

IN1 

IN3 

IN2 
Figure 2.

Detailed research
framework
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counts, and not everything that counts can be counted” (Albert Einstein, quoted in
Linder and Santiso, 2003, p. 2). In other words, the qualitative method helped us to get
answers to questions about what, how and why aspects of this study.

3.1 Case context
Kenya is located in Eastern Africa bordering the Indian Ocean between Somalia and
Tanzania. It shares borders with Ethiopia, South Sudan and Uganda. Kenya is the 49th
largest country in the world by area spanning a total of 580,367 square kilometers
(www.cia.gov). The country has a maternal mortality rate of 360 deaths per 100,000 live
births and an infant mortality of 40.71 deaths per 1,000 live births (www.cia.gov). The
average life expectancy in the country is 63.52 years (62.06 for male and 65.01 for
female). It is estimated that about 6.1 per cent of Kenyans are living with HIV/AIDS
(CIA, 2012), making it the fourth most affected nation in the world. The country has an
average literacy rate of 87.4 per cent (90.6 of males and 84.2 of females) among those ages
15 and older (www.cia.gov).

3.2 Data collection
The data collection was conducted from March 3rd to March 29th, 2014 in Nairobi,
Kenya. Kenyatta University (KU) and Telecommunications Service Provider
Association of Kenya (TESPOK) were the host institutions during the survey period. It
must be acknowledged that no statistical method was used in selecting the case
university; rather, it was intentionally chosen based on positive feedback during the
research design phase. However, a statistical approach was used in selecting both the
research population and the participants (Figure 3). Prior to conducting the survey at
KU, the main author requested formal permission from the Vice Chancellor (VC) of the
university. Upon approval, the VC formally informed the deans of the six randomly
selected faculties to seek the consent of both staff and students as research participants.
The selected faculties were Engineering, Business Studies, Education, Economics,
Applied Science and Hospitality and tourism. In addition, a personal follow-up was
conducted by the main author of this paper. The quantitative data and part of the
qualitative data for this study are collected from respondents from the aforementioned
six faculties at KU.

Source: Adapted from “Air University Sampling and Surveying Handbook”
(2002)

sample selection 

unbiased sample sufficiently large sample 

Simple Random Sampling n = [NZ2× 0.25] / [d2× [N-1]] + [Z2×0.25]  

Where n = required sample size; N = total population (known/estimated);  
d = precision level (0.05 or 0.10); Z = number of standard deviation units 
of sampling distribution corresponding to the desired confidence interval 

Figure 3.
Sampling approach
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The data collection process was conducted systematically as follows: we first
determined the estimated number of potential participants in KU. An acceptable
number of participants that would be statistically significant was determined based on
the concept of a sufficiently large sample using the formula presented in Figure 3. The
deans of each of the participating faculties nominated five research assistants to help the
first author in collecting the required data. As the number of potential participants was
more than required, a simple random sampling approach was conducted to determine
the eventual research participants. Each one of them was given a questionnaire to
complete within a week. Appendix 1 depicts the detailed survey questionnaire that was
given to each research participant.

Similarly, the participants for the interviews were drawn from five randomly selected
ISPs. They include Xtranet, Bandwidth and Cloud Services, Liquid Telecom, Wanachi
Group and Jamii Telecom. Unfortunately, one of the ISPs decided to withdraw from the
research at the last moment which made it impossible to find a replacement. To seek
interview participants’ consent, a formal written request was sent to the chief executive
officers (CEOs) of the randomly selected ISPs from the CEO of the TESPOK on behalf of
the first author. TESPOK and KU were research co-hosts for this study. The main
participants at the ISP level were key decision-makers like CEOs. In a situation where
we were unable to interview a CEO, he/she identified another senior officer. For each
interview session, the first author was accompanied and assisted by the Communication
Manager of TESPOK who asked respondents questions while the first author took field
notes. Each interview lasted between about 30 to 90 minutes and was tape recorded. The
interview questions are shown in Appendix 2.

3.2.1 Quantitative data. The quantitative data collection focuses on Internet users’
perceived level of trust of ISPs and the amount of risk they are willing to take in terms
of service delivery from ISPs. The age distribution of our respondents in years ranges
from less than or equal to 20 up to 60, as shown in Table I. We used a closed-form
questionnaire based on a five-point Likert scale (1 � strongly disagree; 2 � disagree;
3 � neither agree nor disagree; 4 � agree; and 5 � strongly agree). The questionnaire
used in the survey comprised of three distinct sections: demographic information, trust

Table I.
Respondents’ profile

Age range (in years)
Gender

Total no. of participantsFemale Male

�20 17 7 24
21-25 34 69 103
21-25 No specified gender 1
26-30 7 5 12
31-35 12 10 22
36-40 6 8 14
41-45 8 12 20
41-45 No specified gender 1
46-50 0 0 0
51-55 1 0 1
56-60 1 0 1
�61 No specified gender 1
No demographic information provided No specified gender 2
Total number of participants 86 111 202
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antecedent and risk mitigation (Appendix 1). We used two important strategies in
determining our sample size that truly reflect the target population of the study. The
first was an unbiased sample and the second was a sufficiently large sample. The first
strategy was achieved by using a simple random sampling technique on the target
population. The statistical formula (Figure 3) was used to ensure that the second
strategy could be attained. The risk related to sample size determination is specified by
two interrelated factors, namely, the confidence level and the precision (or reliability)
range (Air University Sampling and Surveying Handbook, 2002). To minimize risk, we
choose a 95 per cent confidence level with a Z value of 1.96 and a 0.10 precision level.
This enabled us to determine our sample size that will better represent the target
population. The survey respondents’ demographic information is depicted in Table I.

3.2.2 Qualitative data. By applying a qualitative approach, our aim was to deepen the
understanding of the role of trust among key decision-makers from participating ISPs
and Internet users. The role of a qualitative approach is to make the data rich and allow
deeper interpretations than a quantitative approach would allow. In consideration of the
cultural context and environment of data gathering in this study, the qualitative data
can be considered especially valuable and rare due to access and collection challenges
not to mention interactive interview sessions. The qualitative data were gathered using
an interview method and open-ended questions which correspond to the aim of this
study (see Section A.3 of Appendix 1 and interview questionnaire in Appendix 2). It is
important to highlight that this study utilized only the themes and questions of the
interview questionnaire that are marked asterisks. The affected themes are trust in
Internet diffusion, trust building and maintenance and distrust, trust breach and
restoring trust. We conducted four interviews with key decision-makers from the
participating ISPs selected at random. The interview participant included a CEO,
director, general manager and manager. We chose to deliberately omit the interviewees’
names and their institutional affiliations for security reasons. These terms were agreed
upon between the main author and interviewees prior to each interview session. The
data from the four interviews and responses from Section A.3 of the survey
questionnaire enabled us to identify how to build trust, major causes of distrust, its
potential implications and how to restore trust.

3.3 Data analysis
The data analysis approach in this paper also follows mixed-method approach
consisting of two phases: analyses of quantitative and qualitative data. The former uses
exploratory factor analysis that helped us to identify the trust antecedents toward ISPs.
Sampling adequacy of the quantitative data to justify the use of factor analysis was
determined using the Kaiser–Meyer–Olkin (KMO) test. For factor analysis to work,
some relationships are needed between the variables (Field, 2005). This was examined
by using the Bartlett’s test of sphericity. The internal reliability of our constructs was
also verified by computing Cronbach’s alpha value. The factor analysis method was
used to check for construct validity (Kerlinger, 1986). Content validity (Nunnally, 1978)
is supported by the literature review which helped us to develop our research
framework. For the qualitative data, we manually transcribed all interview data based
on transcription schemes of direct tape recording (Miles and Huberman, 1987). Content
analysis (Strauss, 1987 and Eriksson and Kovalainen, 2008) was used to analyze the
interview data and Section A.3 of the survey questionnaire which helped us to interpret
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the qualitative data. These two schemes helped us to identify how to build trust, the
major causes of distrust, its potential implications and how to restore trust. More
importantly, they enabled us to develop a risk-mitigation framework for a high-risk
society.

4. Quantitative results
As mentioned above, 202 valid questionnaires were returned by survey respondents.
The age distribution of the respondents in years ranges from less than or equal to 20 up
to 60, as shown in Table I. The sampling adequacy indicator of our survey (KMO) is
approximately 0.73 which is greater than the recommended minimum cut-off value of
0.50 (Kaiser, 1974). The Bartlett’s test of sphericity is approximately 0.000 which is also
less than the recommended maximum cut-off value of 0.050 (Field, 2005). These two
statistics justified the use of factor analysis in this paper. The internal consistency of our
measurement items (Cronbach’s alpha value) is approximately 0.72 which is more than
the minimum acceptable cut-off value of 0.60 (Nunnally, 1978). This shows that an
acceptable level of reliability has been achieved.

The correlations matrix for the survey item statements and the regression weights
are shown in Tables II and III, respectively. It can be seen in the regression weight table
that ability and benevolence are more important in terms of users’ perception to trust
ISPs. Benevolence has a negative impact of �0.282 and 0.395 for ability. On the other
hand, integrity weighs just 0.037. The responses from survey respondents indicate a
great degree of distrust and unwillingness to take a risk, as demonstrated in the figure
immediately below.

The quantitative analysis continues by determining the average percentage
response rate for each survey item statement based on the adapted five-point Likert
scale (1 � strongly disagree; 2 � disagree; 3 � neutral/neither agree nor disagree;
4 � agree; and 5 � strongly agree). The respondents’ support for survey items is
shown in Table IV.

We then divide the responses into three distinct categories: positive region of
certainty (p-region), region of uncertainty (nu-region) and region of negative
certainty (n-region). The p-region refers to strongly agree or agree responses while
the nu-region accounts for uncertain or neutral responses. Finally, the n-region
represents responses of disagree or strongly disagree. For p and n regions, we took
the average percentage response to provide single values like in the nu-region. For
instance, the percentage response of the n-region for Ability 1 in Figure 4 is
calculated as 4.5 � 13.4 � 17.9. The same formula is used for the other survey items
in providing a detailed descriptive picture. Figure 5 summarizes the average
responses for the survey items.

Our results in Figure 5 indicate that about 52 per cent of respondents trust the
competence level of their ISPs. About 42 per cent believe that their ISPs will act
appropriately on their behalf. On the contrary, respondents are deeply divided in
their opinions in terms of the perception that their ISPs will adhere to acceptable
standards, as illustrated in Figure 5. These statistics suggest that Internet users’
trust level toward ISPs depends on ability and benevolence more than integrity.
This finding contradicts prior result by Mayer et al. (1995) who view ability,
benevolence and integrity as key trust antecedents. The response rates for survey
Questions 3 and 4 (see Section A.3 in Appendix 1) show a great degree of distrust
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and unwillingness on the part of Internet users to take risk with their ISPs, as
depicted in Figure 6.

Based on the findings of this study, we propose a revised trust framework depicting
key concepts of Internet users’ trust level toward ISPs in Kenya, namely, ISPs’ ability
and benevolence. These two entities are moderated by service deliverability and user
protection, as illustrated in Figure 7. The framework also establishes a direct
relationship between trust and Internet use.

5. Qualitative results
As we have mentioned earlier, the qualitative results of this study focus on three themes
of the interview questionnaire (Appendix 2). The findings in this section also
demonstrate a lack of trust between ISPs and users in Kenya. Some of the highlights
from interviewees are quoted as follows:

Table III.
Regression weights

Estimate

Trust4 benevolence �0.282
Trust4 ability 0.395
Trust4 integrity 0.037
Ability34 ability 0.746
Ability24 ability 0.584
Ability14 ability 0.571
Beneve34 benevolence 0.727
Beneve24 Benevolence 0.500
Beneve14 benevolence 0.642
Integ34 integrity 0.787
Integ24 integrity 0.679
Integ14 integrity 0.295
Trust14 trust 0.872
Trust24 trust 0.471
Trust34 trust 0.025

Table IV.
Respondents’

support of survey
items

Survey items Items statements

Responses as percentages
Strongly
disagree Disagree Neutral Agree

Strongly
agree

Ability Ability1 4.5 13.4 28.2 45.5 7.9
Ability2 7.4 12.4 21.3 39.1 19.3
Ability3 12.9 18.8 24.8 33.2 9.9

Benevolence Bene1 23.8 26.7 19.8 20.8 8.4
Bene2 18.3 17.8 24.3 23.3 13.9
Bene3 16.8 22.8 16.8 31.7 9.9

Integrity Integ1 18.3 15.8 33.7 25.2 6.9
Integ2 15.8 26.2 22.8 23.8 10.9
Integ3 5.9 23.8 25.2 33.2 10.9

Trust Trust1 17.3 17.8 16.3 25.2 23.3
Trust2 17.8 22.3 15.3 35.6 8.9
Trust3 19.8 13.9 9.9 24.3 32.2
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Figure 4.
Average responses
for the distinct
regions

Figure 5.
Average response for
survey items

Figure 6.
Respondents’
support for trust and
risk taking
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The extent of distrust in this country is killing the Internet business and also seriously
affecting Internet use. We need to create local forum (for example) as a platform to advocate for
the importance of trust in the nation’s general ICT dispensation. We cannot afford to ignore
this trend (anonymous respondent).

We are not only experiencing [a]lack of trust between Internet Service Providers and users but
among all the major players. There is [a]low level of trust among [ISPs] as well as between
[ISPs] and the regulator (anonymous respondent).

The role of students in trust building is vital in our society in the sense that they can influence
the decision of their parents, relatives and peers. This can lead to an improved degree of trust
between Internet Service Providers and users in Kenya (anonymous respondent).

In a normal society, we share the same road [to] a common destination, but in Kenya, we build
our own road to a common destination […] This explains the extent of distrust we have in [our]
society (anonymous respondent).

Greed by Internet Service Providers [ISPs] to maximize profit is a major cause of distrust
between them and Internet users. However, the [ISPs] will barely acknowledge this
phenomenon […] the extent of trust users have for ISPs can potentially increase the use of
mobile and electronic applications (anonymous respondent).

The aforementioned interview highlights support our quantitative finding that
shows a high degree of distrust between ISPs and users in Kenya. Considering the
importance of trust in Internet diffusion, this paper proposes a risk-mitigation
framework (Figure 8) that can address distrust and potentially enhance Internet use
in a high-risk society. It comprises of four key constructs, namely, trust building,
trust violation, trust restoration and implications of trust violation (distrust). The
framework is constructed from the four interviews and the 202 responses of our
survey questionnaires. It is based on the research participants’ opinion on trust
building, trust violation, distrust and trust restoration as formulated in our
interview themes and Section A.3 of Appendix 1. The framework provides a deeper
understanding of how trust can be built and restored once violated. It also accounts
for possible causes of trust violation in Kenya’s Internet ecosystem and its potential
implications (distrust) in Internet diffusion.

It is important to note that creating awareness about potential implications of
distrust in Internet dispensation can lead to a wider discussion on trust in societies of
high risk. One interview respondent stated the following:

ability

benevolence

trust Internet use

service 
deliverability

user 
protection

Figure 7.
Revised trust

framework

153

Role of trust

D
ow

nl
oa

de
d 

by
 T

A
SH

K
E

N
T

 U
N

IV
E

R
SI

T
Y

 O
F 

IN
FO

R
M

A
T

IO
N

 T
E

C
H

N
O

L
O

G
IE

S 
A

t 2
1:

28
 1

4 
N

ov
em

be
r 

20
16

 (
PT

)



The significan[ce] of trust can only be appreciated once we are aware of the consequences of
distrust […] Trust is one entity that can minimize our perception on issues like privacy and
security concerns (anonymous respondent).

It can be seen in Figure 8 that effective communication is an integral part of our
proposed risk-mitigation framework. This supports the finding by Savolainen et al.
(2014) that communication is the key to building and maintaining trust. We suggest
computer-mediated communication as a tool that can positively affect and improve
communication between Internet users and ISPs. As one interview respondent stated,
“improved communication between Internet Service Providers and users can be
achieved by using technology-mediated platforms”. Respondents also affirmed that
computer-mediated communication can be detrimental to trust-building process. As one
respondent stated, “people lack trust when they realize that their input […] is not utilized
or visible to the public”. Respondents highlight that this action can both slow down the
trust-building process and cause distrust among people and systems providing
mediation platforms. This finding supports previous results that computer-mediated
communication increases the risk perception in trust building; indirect interaction

TRUST BUILDING (TB)

TRUST VIOLATION (TV) TRUST RESTORATION (TR)

DISTRUST (DT)

- weak institutions
- slow Internet penetration
- less investment
- fewer ISPs
- high costs for users
- monopoly
- losing customers
- time wasting on consolidation

- lack of communication
- greed to maximized profit
- intention to acquire market
- neglecting privacy
- compromising security issues
- lack of promised QoS

- create visibility
- communication
- consultation
- action/implementation
- legal/abitration process
- face-to-face communication
- compensation
- strict penalty for offenders
- restoring QoS

TV implications

- create visibility
- feedback
- communication
- transparency
- common tariff
- accountability
- neutral regulator
- open access network

Figure 8.
Risk-mitigation
framework
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affects the relationship process which can potentially deteriorate or break trust (Hung
et al., 2004 and Robert et al., 2009).

6. Discussion
It is important to note that despite various studies on trust, we could not find one that
investigates trust between Internet users and ISPs. Therefore, the potential feeling of
trust being homogenous in terms of our research context cannot be empirically justified,
as we are unable to find prior studies on the theme being investigated. However, there
are researchers who take a stance on the idea of trust homogeneity. For instance,
Kobayashi et al. (2013) enumerate a number of studies within the electronic commerce
(EC) context that highlighted the significance of the cultural localization of Web sites.
They also cited other prominent researchers like Hoftede (1980 and 1991), Singh (2012)
and Singh and Pereira (2005) who underscore the importance of cultural differences in
developing effective cross-border EC strategies. According to Kobayashi et al. (2013),
there are not enough empirical data to claim universal influence of trust for EC and
argue that the same trust-building approaches are not applicable across cultures.
Consider Africa, for example, as a developing region with a high-risk level (ADB, 2013),
one can argue that the trust-building process in this region will surely be different from
a developed region. In the trust research, the general theories and measures are likely
applicable across cultures, but additional modifications are needed to account for emic
constructs and local practices. A cultural view has been suggested as another level of
analysis in trust research (Fulmer and Gelfand, 2012).

The aforementioned arguments strengthen the significance of this paper in terms of
contributing to knowledge. Furthermore, it addresses the concern highlighted in the
study by Joubert and Van Belle (2013) that consumers’ ability to trust service providers
need to be investigated. Based on the claim by Fulmer and Gelfand (2012) that so far
samples of trust research have mainly been Western, this contributes to knowledge by
taking into account the context and influence of culture to improve our understanding of
trust between Internet users and ISPs from an African perspective. Additionally, the
findings of this paper could be replicated in a different context to have a regional
comparison of Internet users’ trust level toward ISPs. This could serve as another
potential contribution to knowledge, as the World Economic Forum report (2011) states
that globalization does not lead to homogenization of world cultures. In other words, we
cannot assume similarity between developed and developing countries in terms of
trust-building process, causes of its violation, potential implications and restoration. In
their paper entitled “Conceptualizing initial trust in Internet banking services: a pilot
study”, Aljaafreh and Al-Ani (2014) state that the lack of trust in developing countries is
a major obstacle facing Internet banking adoption compared to developed countries.
This argument gives an idea of how the trust process between Internet users and ISPs in
Africa might be different from other regions.

This paper has both theoretical and practical implications for researchers, ISPs and
ICT policy makers.

From a theoretical perspective, we adapt the Mayer et al. (1995) trust model to
propose a revised version (Figure 7) that suits an African context. Our proposed
framework depicts the key concepts on Internet users’ trust level toward ISPs, namely,
ISP’s ability and benevolence. These two entities are moderated by service deliverability
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and user protection, as depicted by Figure 7. The model also establishes a direct
relationship between trust and Internet use.

From a practitioner point of view, the proposed risk-mitigation framework (Figure 8)
can serve as a vital tool in improving the operational relationship between Internet users
and ISPs. It can also help ICT policy makers in Africa to enact policy regulations that
will protect Internet users which could eventually improve the level of trust between the
continent’s Internet users and ISPs. This is possible because the risk-mitigation
framework presents how trust can be built, major causes of its violation, its potential
implications on wider Internet diffusion and how trust can be restored when violated.
Similarly, the proposed revised trust framework can be useful to both ISPs and ICT
policy makers in the sense that it highlights specific attributes like service deliverability
and user protection that Internet users in Kenya consider as important factors in
determining their level of trust toward ISPs. In other words, it possesses both theoretical
and practical implications in developing local practices.

In Africa, service deliverability based on service level agreements between Internet
users and ISPs barely exists. Even in situations where it does exist, implementation is
never a priority except for corporate users like banks, parastatals, embassies, etc.
Furthermore, protecting Internet users’ interests are non-existing in many African
countries. These factors have severe ramifications on trust between Africa’s Internet
users and ISPs. Our proposed risk-mitigation framework can be used by both ISPs and
ICT policy makers to mitigate the aforementioned problems. It can also help improve the
operational relationship between Internet users and ISPs. Similarly, our proposed
revised trust framework can also serve as a basis for future researchers in developing a
more comprehensive trust framework that will capture the typical African context by
taking into account cultural and emic issues. It can also help both the research
community and practitioners in their effort to enhance Internet diffusion on the
continent. This is because the framework includes very relevant and applicable
concepts that can potentially enhance Internet adoption in Africa. The importance of
trust between Internet users and ISPs cannot be overemphasized. Kyobe (2011b)
highlights the capacity to adopt and use technologies as important concepts in
determining ICT adoption in South Africa. However, we argue that potential Internet
users might not adopt the technology when they lack trust in those providing the
services like the ISPs even if Internet users have the capacity to adopt and use the
Internet. This signifies the importance of trust in terms of Internet adoption.

7. Conclusion
The key results of this study can be broadly grouped into five themes. They are trust
antecedents in Internet use, trust building, trust violation, distrust and trust restoration:

(1) Trust antecedents: Mayer et al. (1995) suggest three trust antecedents, namely,
ability, benevolence and integrity. However, the survey results for this study
reveal that Internet users’ trust level toward ISPs in Kenya depends more on
ISPs’ ability in terms of service delivery and their level of benevolence toward
Internet users. In other words, ISPs’ ability and benevolence in trust building are
moderated by service deliverability and user protection. Our respondents’
support for integrity as trust antecedent is weaker compared to ability and
benevolence. Based on our findings, we propose a revised trust framework
(Figure 7) that depicts key concepts from our respondents’ perspectives. Both the
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survey and interview findings indicate a high degree of distrust in Kenyan
society. As one respondent stated, “In a normal society, we share the same road
[to] a common destination but in Kenya, we build our own road to a common
destination […]”. In other words, things are done differently in Kenya in that
making their own boundaries means a lesser degree of trust.

(2) Trust building: Based on the findings of a great degree of distrust between ISPs
and user in Kenya, this study underlines a number of things that can enhance
trust building in this high-risk environment. Trust building and enhancement
are related to two main themes. The first one concerns relationship interaction
including feedback, communication and visibility. The second one refers to
ethical and contract issues in service delivery, including transparency, common
tariff, accountability, neutral regulation and an open access network.

(3) Trust violation: A number of factors can undermine Internet users’ perception of
ISPs’ ability to be trusted. This paper found several factors, namely, a lack of
communication, greed for maximized profit, intention to acquire the market,
neglecting privacy, compromising security and a lack of promised quality of
service (QoS).

(4) Distrust: This is one negative ramification of trust violation which can impede
Internet use in a number of ways. These can include weak institutions, slow
Internet penetration, less investment, fewer ISPs, high costs for users,
monopolization, lose customers and considerable time wasted on consolidation.

(5) Trust restoration: It is possible to restore trust once violated that ISPs should
take into account. This paper provides a number of ways through which trust
restoration could be achieved such as creating visibility, improved
communication, consultation, action/implementation, a legal/arbitrary process,
face-to-face communication, compensation, strict penalties for offenders and
restoring QoS.

Another key finding of this study is by conceptualizing trust building, trust violation,
distrust and trust restoration into a risk mitigation (Figure 8). In conclusion, the two
proposed frameworks herein could enhance our understanding of trust in Internet
diffusion and potentially increase use in Kenya and other high-risk countries. This is
because the framework can be used to sensitize ISPs to improve their operational
relationship with their respective Internet users. They can also serve as guiding tools for
ICT policy makers and ISPs in high-risk societies like Africa in terms of their operational
relationship with Internet users.

There are several limitations of this study. First, most of the data were collected from
students at a single university. Second, the authors used a 0.10 precision value instead of
0.05 in determining their sample size of the target population. This provides a weaker
argument in terms of generalizing the results. Third, a limited number of ISPs
participated in the research. The survey could have had more ISPs participating in the
study to capture a broader perspective. Fourth, respondents in Kenya are very sensitive
to issues relating to the role of government in Internet diffusion. This has to do with their
individual perception that any negative statement they say about government is
tantamount to sabotage and could warrant prosecution; this situation is completely
different in developed countries. These particular attributes of fear and reservation were
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evident during the data collection. It is fair to acknowledge that some responses might
not reflect the true perception of the respondents but instead influenced by the
sensitivity to discuss the role of government. Finally, another difficulty in collecting
data in Kenya relates to the lack of awareness about the importance of research. A CEO
of a renowned Internet ISP stated the following:

I have to tell you the fact […] we don’t see the importance of collecting data from us in order to
help improve Internet use in Kenya. This is just a waste of time and we are not obliged to
participate […] I am sorry but that is the reality.

Notwithstanding, it must be noted that the aforementioned limitations are, however,
beyond the authors’ control, given the nature of the research context and associated
difficulty in collecting data in an African country compared to Europe or America.
Future research should focus more on contextual qualitative studies on cultural and
local practices of the role of trust and its development in high-risk contexts. It is also
imperative to apply our proposed frameworks to come up with more comprehensive
trust and risk-mitigation frameworks that will depict emic constructs and local practices
in an African context.
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Appendix 1. Survey
Survey questionnaire

Section A.1: Demographic information (Please select as appropriate)
The objective of the demographic information is essentially meant to provide us with a 
deeper understanding of factors such as gender, income, occupation and place of Internet 
access in Internet adoption phase in Sub-Saharan Africa.  

1. gender: female [  ] male [  ]
2. age: [≤ 20] [21 – 25] [26 – 30] [31 – 35] [36 – 40] [41 – 45]

[46 – 50] [51 – 55] [56 – 60] [≥ 61] 
Section A.2: Trust antecedent (Please select as appropriate)
This section is meant to determine the key trust antecedents that influence Internet users’ 
perception toward Internet Service Provider(s).

survey item item statement

five point Likert-scale 
(1=strongly disagree; 
2=disagree; 3=neither 
agree nor disagree; 
4=agree; 5=strongly 
agree)
1 2 3 4 5

ability
My Internet Service Provider is very capable of performing its function.
My Internet Service Provider appears to be successful at the services they 
offer.
I feel very comfortable about my Internet Service Provider’s skills.

benevolence
My Internet Service Provider is concerned about my welfare.
My needs and desires are very important to my Internet Service Provider. 
My Internet Service Provider really looks out for what is important to me.

integrity
My Internet Service Provider has a strong sense of justice.
I will never have to wonder whether my Internet Service Provider will 
stick to his/her word in terms of service delivery and my security.
My Internet Service Provider’s actions and behaviors are not very 
consistent.

trust

If I had my way, I wouldn’t let my Internet Service Provider have any 
influence over issues that are important to me.
In dealing with my Internet Service Provider, I am cautious until they 
have provided proof that they are trustworthy.
I am cautious about my Internet Service Provider or else they could take 
advantage of me.

Section A.3: Risk mitigation framework (Please answer this section as candidly as possible)
This section has two objectives. The first is to find out whether Internet users in Nairobi trust 
their Internet Service Providers (ISPs). The second one is to determine how to build trust 
between ISPs and users, common causes of trust violation, implications of distrust and how to 
restore trust.

3. As an Internet user, I trust my Internet Service Provider(s).
yes [  ] no [  ]

4. I don’t trust my Internet Service Provider(s).
yes [  ] no [  ]

5. I am willing to take risks in dealing with my Internet Service Provider(s).
yes [  ] no [  ]

(continued)
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6. I am not willing to take risks in dealing with my Internet Service Provider(s).

yes [  ] no [  ]

7. Please specify how to develop trust between Internet Service Providers and users.

8. What are the major causes of trust violation between you and your ISP(s)? 

9. What are the potential implications of distrust (trust violation)?

10. What major steps can be taken to restore trust when violated?

Appendix 2. Interview
Interview questionnaire:

(1) The role of trust:
• What is the role of leadership in generating ICT policies?
• What is the role of trust in this process?
• How do you perceive the role of trust in generating ICT policies to enhance Internet

use?
• Who are the main actors in the network of Internet diffusion in Kenya?

(2) What is trust, how it is perceived and manifested:
• What is the trust level between Internet service providers/regulators and users?
• How do you perceive trust in the network of regulators/providers/users?
• How is trust manifested in your work and network contexts?
• How do you build trust in your efforts to provide Internet access to users?

(3) e-Trust and e-Leadership:
• What is your perception of e-context and technology mediation in leadership?
• Does e-context and technology mediation in leadership build/deteriorate trust? If so,

how?
• Does e-context and technology mediation enhance trust building?

JSIT
17,2

164

D
ow

nl
oa

de
d 

by
 T

A
SH

K
E

N
T

 U
N

IV
E

R
SI

T
Y

 O
F 

IN
FO

R
M

A
T

IO
N

 T
E

C
H

N
O

L
O

G
IE

S 
A

t 2
1:

28
 1

4 
N

ov
em

be
r 

20
16

 (
PT

)



(4) Trust and (in) Internet diffusion*:
• What is the role of trust in Internet diffusion?**
• How do you see the role and existence of trust among leaders, Internet service

providers and users in Kenya?
• How do you build trust in the context of Internet diffusion in Kenya?**
• What is the role of distrust in this process?**
• Does distrust exist among network actors involved in terms of Internet diffusion in

Kenya?
(5) Trust building and maintenance*:

• How is trust initiated and built in relationships between a leader and a follower?
• How is trust maintained between leaders, Internet service providers and users in

Kenya?
• What are the main factors that build trust in Internet diffusion in Kenya?**

(6) Distrust, trust breach and restoring trust*:
• Have you experienced distrust? If so what causes distrust?
• What are the main factors that cause distrust in Internet diffusion in Kenya?**
• What are the main factors that violate trust in Internet diffusion in Kenya?**
• What leads to breach of trust?**
• How can trust be restored if violated or broken?** (*� Themes that are utilized in this

paper; ** � Questions that are utilized in this paper)

About the authors
Almamy Touray is a PhD candidate at the Department of Computer Science and Information
Systems at the University of Jyväskylä in Finland. He obtained a Master’s degree in
Computational Engineering and a Bachelor of Science degree (Honors) in Computer Science. His
research interests include ICT for development, Internet adoption and diffusion. Almamy Touray
is the corresponding author and can be contacted at: almamy.2.touray@jyu.fi

Taina Savolainen is a Professor of Management and Leadership at the University of Eastern
Finland’s Business School. She leads the Research Group of Trust within organizations focusing
on trust development in intra-organizational work relationships. She is specializing in process
studies of trust within organizations, and is also an expert in leadership, organizational change
and global competitiveness management. She is an internationally recognized scholar in
leadership and trust education with a large number of international academic publications and
writings for professional practice. Her academic achievements have been recognized in Who’s
Who in the World.

Airi Salminen is a Professor Emerita of Digital Media in the Department of Computer Science
and Information Systems at the University of Jyväskylä in Finland. She has been the head of
several research projects where research has been tied to ICT development efforts in major
Finnish companies and public sector organizations. Long-term research collaboration with the
Finnish Parliament and Government has produced a great number of research articles and
practical results in the information management environment of the Parliament and Government.
She has worked for three periods at Canadian universities: first as a Visiting Research Associate
at the University of Western Ontario and later as a Visiting Professor at the Universities of
Waterloo and Toronto. Her current research interests include ICT for development, enterprise
content management, structured documents and e-government.

Erkki Sutinen is a full professor of Computer Science at the University of Eastern Finland. His
research interests include the uses of information and communication technologies for

165

Role of trust

D
ow

nl
oa

de
d 

by
 T

A
SH

K
E

N
T

 U
N

IV
E

R
SI

T
Y

 O
F 

IN
FO

R
M

A
T

IO
N

 T
E

C
H

N
O

L
O

G
IE

S 
A

t 2
1:

28
 1

4 
N

ov
em

be
r 

20
16

 (
PT

)

mailto:almamy.2.touray@jyu.fi


development (ICT4D), computer science and ICT education, creative problem solving, contextual
design and text tools for learning. He has been designing innovative educational approaches
in developing countries and for special education. He has a six million euros portfolio of research
and development projects funded by various EU sources, Academy of Finland and the Finnish
Funding Agency for Technology and Innovation (TEKES). He has been working as a visiting
assistant professor at Purdue University, an associate professor at University of Linköping in
Sweden, a visiting professor at University of Pretoria, an adjunct professor at Tumaini University
in Tanzania and an honorary research fellow at Massey University in New Zealand. In 2010-12, he
was an extraordinary professor at North-West University in South Africa.

Yue Dai is a researcher at the edTech research group, School of Computing, University of
Eastern Finland. She received her PhD in computer science from the University of Eastern Finland
in 2013. Her main research interests are strategy management, competitive intelligence, text
mining and sentiment analysis.

For instructions on how to order reprints of this article, please visit our website:
www.emeraldgrouppublishing.com/licensing/reprints.htm
Or contact us for further details: permissions@emeraldinsight.com

JSIT
17,2

166

D
ow

nl
oa

de
d 

by
 T

A
SH

K
E

N
T

 U
N

IV
E

R
SI

T
Y

 O
F 

IN
FO

R
M

A
T

IO
N

 T
E

C
H

N
O

L
O

G
IE

S 
A

t 2
1:

28
 1

4 
N

ov
em

be
r 

20
16

 (
PT

)

mailto:permissions@emeraldinsight.com

	The role of trust in enhancing Internet use in a high-risk society
	1. Introduction
	2. Theoretical background
	3. Research methodology
	3.1 Case context
	3.2 Data collection
	3.2.1 Quantitative data
	3.2.2 Qualitative data

	3.3 Data analysis

	4. Quantitative results
	5. Qualitative results
	6. Discussion
	7. Conclusion
	References
	Appendix 1. Survey
	Appendix 2. Interview


