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Abstract

Purpose — This paper aims to extend current information security compliance research by adapting
“work-stress model” of the extended Job Demands-Resources model to explore how security compliance
demands, organization and personal resources influence end-user security compliance. The paper proposes
that security compliance burnout and security engagement as the mediating factors between security
compliance demands, organizational and personal resources and individual security compliance.
Design/methodology/approach — The authors used a multi-case in-depth interview method to explore
the relevance and significance of security demands, organizational resources and personal resources on
security compliance at work. Seventeen participants in three organizations including a bank, a university
and an oil distribution company in Vietnam were interviewed during a four-month period.

Findings — The study identified three security demands, three security resources and two aspects
of personal resources that influence security compliance. The study demonstrates that the security
environment factors such as security demands and resources affected compliance burden and
security engagement. Personal resources could play an integral role in moderating the impact of
security environment on security compliance.

Research limitations/implications — The findings presented are not generalizable to the wider
population of end-users in Vietnam due to the small sample size used in the interviews. Further
quantitative studies need to measure the extent of each predictor on security compliance.
Originality/value — The originality of the research stems from proposing not only stress-based but
also motivating factors from the security environment on security compliance. By using qualitative
approach, the study provides more insight to understand the impact of the security environments on
security compliance.

Keywords Compliance burnout, Job demands-resources, Security compliance,
Security engagement, Security resources

Paper type Research paper
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Introduction

The risks to an organization’s information resources are constantly growing due to
rapid technological advances, such as Web 2.0. Loss of sensitive information continues
to be a major concern for businesses’” due to the ease of accessing information online.
Organizations often implement a wide range of security measures to protect their digital
resources and physical assets. As part of the overall security program, employees play
key roles in reducing the risk to personal and enterprise-based information resources
and assets. However, the majority of organizational security problems are indirectly
caused by employees who violate or neglect to abide by information security measures
in their organizations (Warkentin et al., 2007). Employee attitudes, positive or negative,
toward information security tasks either improve or detract from security compliance
(Bulgurcu et al., 2010; Colwill, 2009; Herath and Rao, 2009Db).

Due to current volatility in the forms and patterns of information security risks,
employees’ awareness and security compliance procedures are integral to the
development of effective business information security programs. The identification of
personal and organizational factors that motivate individuals’ security compliance is
essential to the overall effectiveness of organizational security initiatives.

Research has shown that end-users are often the weakest link in an information
security system (Crossler et al., 2013). End-users may ignore organizational security
policies and the associated business processes that ensure adherence to safe security
practice. The results for businesses are incidents of unsafe security activities, such as
downloading unverified software from the internet, using simple and obvious
passwords and sharing computer accounts. Unsafe security acts have the potential to
compromise the entire security system, despite the creation of sophisticated
organizational security programs.

Prevention of end-users’ security violations require more than the traditional
technical security controls. To encourage security policy compliance (i.e. reducing
internal security threats), organizations often introduce security trainings and
communicate potential security risks to system users. Moreover, organizations can also
enforce sanctions for security violations. Security trainings and security risk
communications provide system users with necessary skills and knowledge to evaluate
and respond to security threats (Cox, 2012; Furnell and Rajendran, 2012; Vance and
Siponen, 2012; Vance et al., 2012). The main premise is that people with better security
skills and security risk awareness would be more likely to comply with security policies,
and due to fear of strict sanctions, people would be less likely to violate security policies
(Guo and Yuan, 2012; Vance and Siponen, 2012).

Security compliance cost has been recognized as a key factor that reduces security
compliance (Padayachee, 2012; Ifinedo, 2011). Employees may find security compliance
time-consuming and inconvenient, as it has the potential to obstruct their daily routine
work. Difficulty in performing routine work tasks may negatively impact on employee
compliance levels (Furnell and Rajendran, 2012; Vance and Siponen, 2012; Dhillon and
Torkzadeh, 2006). D’Arcy et al. (2014) highlight the need to explore the negative impact
of security requirements to compliance. Security tasks that cause stress and increase
moral disengagement have been found to lead to security non-compliance (D’Arcy et al.,
2014).

This study aims to explore the impact of stress-based security requirements using
the extended Job Demands-Resources (JD-R) model (Demerouti et al, 2001) as the
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theoretical basis. JD-R is a work-stress model that proposes job demands, and resources
influence employees’ organizational commitment and performance through job burnout
and engagement, respectively (Crawford et al., 2010; Demerouti et al., 2001; Fernet ef al.,
2013). Personal resources have been included in the extended JD-R model as a
moderating factor in relation to the tension between demands, resources and burnout
and engagement that influence the work environment, job performance, commitment
and satisfaction (Bandura, 1997; Bakker et al, 2010; Toner ef al., 2012). Based on the
extended JD-R model, our study suggests that security compliance demands and
organizational security resources affect system users’ security compliance through
compliance burnout and engagement. Personal security resources moderate the impact
of the tension between security compliance demands and the provision of suitable
resources on end-user’s security compliance. JD-R model given its broad application
provides no specific demands or resources that are relevant to a specific job context. Due
to limited resources, organizations need to know specific security compliance demands
and resources that are essential to increase security compliance activity. Equipped with
that knowledge, organizations can focus their effort to develop security programs that
encourage security compliance.

The study uses a qualitative approach to address the research problem. A lack of
qualitative research investigating employee security compliance has been highlighted
(Crossler et al., 2013). Thus, this study explores insights into security compliance in
actual work contexts to improve our understanding of security compliance.

First, the paper introduces a review of current approaches to enhance security
compliance. Second, classification of security tasks is discussed. Third, we introduce a
new security compliance model which incorporates security compliance demands,
resources and end-users’ personal security resources. Fourth, the findings of multi-case
in-depth interviews are presented to further elaborate specific security demands and
resources relevant to security compliance. Finally, future research directions are
proposed.

Review of security compliance behaviors
Traditionally, information security measures were designed to address four phases of
organizational security risk (Warkentin and Willison, 2009):

(1) deterrence;
(2) prevention;
6

(4) recovery.

detection; and

Information security compliance (from now on referred as security compliance) aims to
improve the effectiveness of the “prevention” phase through improvements in end-user
compliance. Security compliance research mostly addresses factors that affect
employees’ behavior when they do not follow their organizations’ security policies or not
demonstrate expected safe security behaviors.

General deterrence theory has been used mainly as a theoretical basis for
understanding why employees follow (or do not follow) their organization’s information
security policies (Herath and Rao, 2009a; Hu et al,, 2011; Lee et al., 2004). The use of
punitive penalties and/or rewards is often used to achieve employees’ desired behavior.
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Fear of penalties and rewards for compliance or non-compliance have been found to
have a significant impact on security behavior (Herath and Rao, 2009b; Kankanhalli
et al., 2003). As a result, communication of certainty and severity of penalties for
rule-breaking behavior have been considered as effective strategies for the prevention of
employee violations of security policies and required practices. However, the
effectiveness of threats of punishment to force security compliance behaviors has been
found to be debatable. Studies have reported inconsistencies in the impact of penalties
and rewards as regulators of employees’ security conduct (Cox, 2012; Dhillon and
Mishra, 2007; Furnell and Rajendran, 2012; Hu ef al, 2011). The use of security
compliance rewards and sanctions have been found to be ineffective because
implementation of requisite security processes is practically difficult and often
non-existent (Hu ef al, 2011; Guo and Yuan, 2012; Herath and Rao, 2009Db).

Protection motivation theory (PMT) is a theory used to explain how security
compliance is motivated by fear. PMT is a fear-based persuasive social communication
tool which aims to influence cognition, attitudes, behavioral intentions and health
behaviors (Maddux and Rogers, 1983; Rogers, 1975). Studies on the use of PMT
in security compliance have shown that the level of evoked fear due to calculated evident
security risk and the perceived effectiveness of the measures to prevent non-compliant
security behavior have an influence on the adoption of requisite organizational security
processes (Vance et al., 2012; Ifinedo, 2011). There are some issues related to the
effectiveness of using a fear-based approach. Poor security communications make it
difficult for users to respond to possible but usually unlikely security threats. When the
perceived direct costs to the users incurred from the security threat are lower than the
indirect cost or effort required by the user to circumvent the threat, users can ignore
security compliance requirements (Schneier, 2008). Often users can be motivated to
respond to a security threat when the risk is evident. However, users do not feel
personally at risk, and the risk can be difficult to be judged accurately due to inherent
risk complexity, or heuristic factors such as optimism bias which make people consider
risks are more likely to happen to others rather than themselves (Schneier, 2008; West,
2008). Moreover, Brennan and Binney (2010) stated that externally motivated fear and
threat have a short-term motivating influence and are not self-sustaining.

Another approach to understand security compliance is drawn from the rational
choice theory. Rational choice theory originally developed by Becker (1968) put forward
two premises for the consideration of an offence:

(1) balancing of both costs and benefits of the offending; and
(2) the decision maker’s perceived or subjective expectation of reward and cost.

Security tasks are regarded by employees as supportive tasks (secondary) to their main
(primary) tasks. Employees’ security compliance depends on the extent of the efforts or
demands on work time he/she is required to exercise. Research has shown that the more
employees are required to personally engage in fulfilling security tasks the less
compliant they become (Adams and Sasse, 1999). For example, an end-user needs to
copy a document to his/her portable USB. The company’s information security policies
require that the USB be scanned for infected viruses prior to performing the download.
The end-user’s primary task is to copy the document to the USB, and virus scanning
on the USB is secondary. According to the rational choice theory (Becker, 1968), failure
of the end-user to comply with the security policies on USB virus scanning is due to a
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focus on the primary task at hand. The security policy represents an obstacle to the
shortest path to the primary goal (Weirich and Sasse, 2001). Furthermore, the
complexity, uncertainty and overload of security tasks were found to negatively affect
security compliance (D’Arcy et al., 2014). In other words, the nature of security tasks
causes a certain level of stress and increases moral disengagement in the users which
would then lead to non-compliance (D’Arcy et al., 2014).

Consequently, when the security procedure interferes with the primary task, an
end-user may ignore or even interfere with the security measures, as the end-user is
more focused on the primary task and the associated rewards (Adams and Sasse, 1999).
The burden of compliance with security tasks imposed on the end-users has been
identified as one of the major factors leading to non-compliance (Vance and Siponen,
2012, Furnell and Rajendran, 2012).

Stress-based security compliance

Employees are expected to comply with security policies and take good care of
organizational information resources. Organizations are also expected to provide
employees with clear security instructions, reasonable security responsibilities and
resources to support security compliance. Security demands and resources impact on
employees’ security compliance. The following section provides an overview of the
extended JD-R model to explain the mechanism of how security compliance demands,
resources and personal security resources could impact on end-user security
compliance.

The JD-R model classifies the work environment into two general categories,
demands and resources specific to a work context (Demerouti ef al, 2001). The JD-R
model explains that employee health and job performance can be affected by both
positive (resources) and negative (demands) job characteristics via dual processes of
burnout and engagement (Bakker and Demerouti, 2007). Job demands are associated
with physical and/or psychological costs and are the main determinants of negative job
strain (Demerouti ef al., 2009), depression and psychological distress (Bruck et al., 2002).
Job resources are those physical, social or organizational aspects of the job that help
facilitate the fulfillment of goals, reduction of job demands’ and associated physical and
psychological costs and promotion of personal growth and development (Demerouti
et al., 2001). Job resources have been found to be positively associated with work
motivation, organizational commitment and job engagement (Bakker et al., 2003).

Burnout and engagement are the two key outcomes of the tension between job
demands and resources. Burnout is a negative psychological state which is a direct
outcome of job demands and can be mitigated by the provision of additional resources
(Demerouti et al., 2001). Burnout describes a state of mental weariness which includes
two dimensions: exhaustion which is a measure of fatigue and cynicism which reflects a
distant attitude toward work (Schaufeli and Bakker, 2004). Work engagement is a
positive psychological component directly related to the provision of adequate job
resources. Work engagement refers to a positive, fulfilling, work-related state of mind
that comprises three psychological states (Schaufeli and Taris, 2014):

(1) wvigor;
(2) dedication; and
(3) absorption.
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Work engagement is considered as a motivational process created by job resources, and
it mediates the impact of job demands and positively supports organizational outcomes
(Schaufeli and Taris, 2014).

Personal strengths such as self-efficacy, esteem and optimism were incorporated in
the JD-R model and found to mediate the impact of job resources and work engagement
on employees’ job performance (Xanthopoulou et al, 2007). Research shows that
personal strengths might have a moderating role in relation to the tension between
demands, resources and perceived burnout (Bandura, 1997; Bakker et al., 2010; Toner
et al., 2012).

Security tasks can be classified as routine or non-routine tasks that assure end-user
adherence to organizational security policies and requisite practices. Routine security
tasks are those undertaken by employees as part of their day-to-day activities. Routine
security tasks can be simple or complex. Simple security compliance tasks can be
completed by employees without much security knowledge. Such security tasks are
simple and seamlessly embedded in work routines and processes, such as computer
logoff or regular password. Complex security tasks require a certain level of end-user
knowledge. Assessing security risks from email attachments or encrypting confidential
information are examples of complex security processes that would require employee
training. Security tasks become routine when employees find them essential, have the
necessary skills to successfully complete the security process and have access to the
resources required to fulfill the tasks.

Non-routine security tasks are those that the employees need to perform but may lack
the requisite skills and view as inconvenient and an obstruction to their daily work.
Keeping up with online security risks, or checking email authenticity are some examples
of non-routine security tasks to some end-users. In other words, non-routine security
tasks impose a burden on employees in terms of time and cognitive effort. It is important
to the organization to identify the characteristics of security processes and employee
attitudes that impact on the shift of a non-routine security task to the everyday
embedded activity undertaken without effort by staff. The effectiveness of an
organizational security program relies on whether the employees find the organization’s
expected security responsibilities seamless and meaningful (Dhillon and Torkzadeh,
2006).

Non-routine security tasks are considered to be a contributory cause of burnout to
end-users, as fulfilling these tasks requires additional effort, and in most cases, the
end-users need to have prior security knowledge and expertise. Organizational security
programs need to distinguish between routine and non-routine security tasks so that
suitable initiatives can be introduced to make non-routine become routine to the
employee.

Organizational security resources provided to assist the end-users to comply with
both routine and non-routine security tasks would reduce compliance burnout and
increase security engagement. Security engagement refers the level of skill
developments and moral commitment to the organization that end-users exercise in
performing safe security practice.

In addition to supporting security resources, end-users need to use personal
resources such as security self-efficacy to perform security tasks without experiencing
compliance burnout. Security systems and business processes that are designed and
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Figure 1.
Conceptual model of
security compliance

built with knowledge of security compliance burnout and security engagement are
integral to the promotion of end-user security compliance.

The research model
This research proposes that compliance with security tasks can cause compliance
burnout to the end-users and can reduce their security compliance. On the other hand,
organizational security resources provided to the end-users can reduce end-user
compliance burnout and motivate users to engage in security activities. Security
engagement is critical to sustained compliance, as the end-users need to be aware of the
constant risks. Personal security resources can therefore act as a buffer to reduce the
perceived compliance burnout and make security engagement more effective.

Figure 1 presents the conceptual research model that has been developed based on
three predictor factors:

(1) security demands;
(2) organizational security resources; and
(3) personal security resources.

These factors are hypothesized to affect the employees’ perceived security burnout and
security engagement, which consequently affect security compliance. In particular,
security demands are posited to increase the perception of security compliance burnout
(H1I). The provision of organizational resources helps to reduce the compliance burden
and increase security engagement (H2 and H.3). Personal security strengths are posited
to reduce security compliance burnout from complying with security demands (H4) and
increase the effectiveness of security resources on security engagement (H5). Finally,
the compliance burnout is expected to reduce security compliance (H6), whereas active
security engagement is expected to increase security compliance (H7).

Security
Compliance
Demands

Security
Compliance
Burnout

Organizational
Security Resources

Security
Compliance

Security
Engagement

Personal Security
Resources
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Research methodology

This study uses a multi-case study approach to explore what could make up the three
factors in the conceptual model including security demands, organizational security
resources and personal security resources. Case study approach is considered
appropriate for studying a phenomenon in its natural settings where little or no previous
research has been conducted (Pare, 2004). Little research has been conducted to explore
characteristics of security compliance demands and resources that affect security
compliance; the case study approach is therefore appropriate for this study. Case studies
can be single or multi-case design where multi-case is mainly for replication purpose, not
sampling logic (Yin, 2009). Multiple-case design increases the generalizability of
research results by replicating the pattern matching in different cases. The IT security
environment of organizations may vary in term of IT security demands and resources
depending on their security risks, number of users, system complexity and many other
characteristics. This explains why in this research, we adopted a multi-case design
which included participants from different organizations in different industries to
obtain diverse representation of the research findings. Further, the study focuses on
exploring impacts of I'T security environment on the system users; thus, only end-users
from different departments were invited for interviews.

Given the typically small sample size of qualitative studies, informative cases are
essential in answering research questions that meet the research objectives (Saunders
etal.,2012). In this study, it was important to choose organizations that used information
technology intensively and expected the users to comply with security policies and/or
practice. Diversity of the participants’ job positions was also important to provide a
range of employee views in relation to organizational security requirements.
Organizations and participants for the interview were recruited through a network of
alumni professionals who recommended suitable candidates for the study.

The candidate organizations were first screened to ensure they explicitly specified
system users’ security demands. Specification of security demands included formal
policies such as written security policies, terms in labor contract or informal sources
such as verbal instructions from IT department or supervisors. Examples of security
specifications were conditions for accessing internet for work and non-work purposes,
using portable devices at work or attending security training. As the main focus of the
research questions was to explore the impact of security demands, organizational and
personal resources on end-users’ security compliance, participants were drawn from the
end-user pool. No specific conditions were required for the participants, as long as they
were willing to spend up to 60 min for the interviews at the organization’s premise.

The interview questions were designed as open-ended and insight seeking to explore
key security demands, organizational and personal resources which influenced
participants’ security compliance. The findings from one interview were used in the
following interviews to enhance or explore further their meaning and implications to
security compliance context. Also, through interviews new dimensions relating to
security compliance emerged which could be significant in addressing the research
questions and objectives.

Interviews were undertaken with 17 employees in three organizations during a
four-month period. Initial data analysis after 17 interviews showed some level of
theoretical saturation in which no major new security demands and resources were
found. Ten bank clerks and a manager from a local bank branch, four lecturers and three
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Table 1.
Organizations and
participant profiles

general staff from a local university and two marketing executives from an oil
distribution organization in Hochiminh City, Vietnam, took part in 45-min long
interviews. Table I describes the organizations and participants. The interviewed
organizations were selected, as they had different security demands:

e the bank branch had clear security policies and enforced strict security
compliance;

« the university had less restricted security policies and somewhat unclear security
compliance demands; and

« the oil distribution company fell somehow in between.

These diverse security environments provided a range of security contexts for the
study.

The interviews were conducted in both English and Vietnamese subject to the level of
English competency of the participants and audio recorded for further analysis.

Data analysis

Interview audio recordings were first transcribed by the researchers and stored in a file
with an identifying label. Nvivo 10 was used to code participants’ answers which were
grouped by common key terms.

The interviews were conducted in both Vietnamese and English. The researcher
then, translated the Vietnamese interviews into English. To ensure the accuracy of the
translation, each transcript was verified by a qualified Vietnamese-English interpreter.

Interview data were categorized according to three sources (Strauss and Corbin,
1998):

(1) terms emerging from the data;
(2) the actual terms used by the participants, or
(3) terms used in existing theory and literature.

The main themes were pre-selected and included security demands, resources and
compliance. These themes provided guidance for the data categorization process. To

System
Organizations end-users Participants IT security systems
Local commercial bank 30 Six counter tellers Firewalls, desktop security
branch (Organization A) Two accountants controls, limited internet
One branch manager access, proprietary
banking system, IT
helpdesk
Local university 400  Four academic staff, commerce Proxy servers, desktop
(Organization B) and management department  security controls, spam
Two professional staff from filtering, open internet
student service department access, I'T helpdesk
International oil distribution 80 Two marketing executives Desktop security controls,
(Organization C) from the marketing open internet access, IT
department helpdesk
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enhance reliability of the categorizing results, cross-verification of data coding was done
with another IT expert.

The transcribed interview data were analyzed using a pattern matching and
deductive analysis procedure proposed by Yin (2009). Before the interviews, research
questions and broad themes had been developed from the literature. The interview data
were then used to support and elaborate on the identified themes and to develop a more
thorough explanation of the participants’ experience of security compliance in
organizations. The transcribed texts of all interviews were scanned to identify key
words and important quotes that could support, explain or elaborate the identified
themes. Categories that had not been identified in advance were still be recorded for
further analysis and inclusion in the final theoretical model.

Case analyses and findings

Security demands and compliance

The participants were asked whether they experienced security compliance burnout at
work and what security demands influenced their compliance burnout.

Participants at organizations B and C expressed a high level of mental fatigue while
doing regular security tasks, such as changing passwords, periodical security auditing
and requesting I'T permission. Employees typically maintained multiple accounts (up to
four accounts). The experience of security compliance burnout from bank participants
was less obvious. Interviewed bank staff acknowledged the importance and necessity of
maintaining security vigilance. For them, security requirements were clear and built in
to work processes making compliance simple. Some bank staff emphasized that they did
not have any problems following security measures, as they considered it an ethical
responsibility toward the organization.

A bank staff member reflected on the compliance burnout issue:

Personally, I don’t think there is a burnout. The word that you used is quite strong, because
this is also a job’s responsibility. In certain job which requires information security, that is not
considered burnout as it does not influence me that much. Security measures that I have to
comply are quite simple and rarely happen so it doesn’t matter much. (Organization A, counter
teller 1).

A similar view was shared by the bank manager:

For normal users, they are not active. They would just follow the regulation or instructions
without any effort to achieve (Organization A, bank manager).

However, distant attitudes toward security compliance effort were evident among most
participants. The majority of participants considered IT security the responsibility of
the IT department. The participants were not concerned with common routine tasks,
such as scanning viruses or contacting the I'T department for help. However, when being
asked to perform less common tasks, such as checking spoof emails or readmg security
warnings when opening an attachment, participants lacked sufficient knowledge to
understand the risk associated with complex tasks.

Most participants emphasized that they needed to focus on their main job tasks
rather than spending time or improving security knowledge and skills. Furthermore,
technical restriction controls imposed on users’ computers could further distance them
from being more responsible for security compliance. Having less permission to do basic
computer tasks made the participants less caring safe security practice.
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In total, three main security demands emerged from the data that strongly affected
the participants’ compliance burnout:

(1) access to security policies;
(2) security compliance overload; and
(3) knowledge demand to comply with IT security requirements.

Each of the security demands is described in the following sections.

Access to security policies. In all three organizations, the main source of I'T security
requirements was the written IT policies which contained detailed instructions for
proper security practice when dealing with confidential information, secure systems,
company reputation and/or legal requirements. The length of IT policies in each
organization varied from 5 to 15 pages.

Most participants were aware of the availability of the IT security policies but
acknowledged that they just ignored or did not know where the policies were stored or
that the policies were not disseminated by management. Employees admitted that
written policies were of little use in the provision of the necessary knowledge to generate
security compliance motivation. Almost all participants considered their organization’s
IT security policies as lengthy and difficult to read due to the use of unfamiliar terms.
Documentation did not support compliance behavior. They associated their compliance
knowledge to on-the-job knowledge, team sharing practice, instructions from direct
supervisors and their general awareness of IT security purposes. As an academic staff
commented:

In the current organization I have not read much IT security policy because first it’s too long,
second it does not remind me of something. Currently I don’t know whether we have a policy
or it exists or not. I sometimes confused (Organization B, lecturer 2).

Another academic staff member highlighted the need to make IT policies more usable
and accessible:

We cannot remember all the policies and we just want to know those kinds of things that we deal
every day or at least monthly. Those kinds of things should be easy to remember, in a friendly
reminder mode, and for complicated policy, at least we know it exists and we can look for it. The
frequencies that we work with those complicated policies may be not much, but at least we know
they exist, and we can know who we can ask for them (Organization B, lecturer 5).

As the participants found existing IT security policies of little help in guiding security
practice, other communications from the IT department were considered essential for
maintaining security awareness. The participants emphasized that the IT department
should communicate with staff regularly about the significance of I'T security risks and
the role of the end-users in the organizational picture. Without that information, the
participants would at best passively comply or solely rely on the IT department to take
care of organizational security.

Security compliance overload. One of the most common issues of security compliance
demands was security compliance overload affecting the participants’ main work and
reducing productivity. It was common among the interviewed organizations to have
multiple computer accounts for different systems with frequent password resets,
regular system checkups and procedures to gain security access which added up to the
frustration among the end-users.
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Security compliance overload was expressed in term of time to comply and work
obstructions affecting productivity. For example, an IT lecturer (Organization B,
lecturer 5) explained that he had stopped changing one of the account passwords as
required and resorted to downloading offline copies of documents rather than accessing
them online. Another university lecturer (Organization B, lecturer 3) complained that
frequent password changes (every three months) were unnecessary as there was no
clear security risk. Remembering passwords became more difficult as there was a 15
iteration cycle for generating new passwords. The marketing executive (Organization C,
staff 1) revealed she kept ignoring password change reminders until the last minute and
was very concerned about the time-consuming work of security audit on her laptop.

Though most of the security tasks were completed by the IT department in each
organization, the time it took employees to comply with these tasks affected their work
productivity. Security demands such as scheduled IT equipment auditing and delay in
processing software installation requests led to inconvenience and reduced productivity
for the participants. Perceived IT security overload often became worse when the
participants were not convinced of the positive impact of enforced procedures. A
lecturer annoyed at the number of I'T requests for minor software fixes commented that:

I feel annoyed when I have to ask IT to come and authorise me to fix and install a common
software. I think it needs to have room for the users to do it by themselves. There is certain
software you can install by yourself (Organization B, lecturer 4).

Facing with increasing security demands, the participants seemed to develop
workarounds. Skipping the tasks and/or failing to report I'T security issues were options
used to reduce the cost of compliance unless the tasks were made compulsory by the
organization. A lecturer (Organization B, lecturer 4) raised the issue that due to strict IT
security settings on staff computers, he was not able to use the software needed for his
lecture. IT department assistance was not requested due to strict response time. A
marketing officer (Organization C, staff 1) did not report initial problems on her laptop
to I'T department, as she was concerned at the amount of time it took to audit.
Knowledge demand to comply with security requivements. In terms of knowledge
demand for IT security compliance tasks, most participants considered security
compliance as relatively simple and straightforward. IT security compliance meant
following routine technical control procedures for activities, such as changing
passwords, locking up computers, virus protection or not sharing computer accounts.
We noted that the increase in implementing technical controls in organizations made
most of their IT security tasks easier and simpler for individual compliance. The
marketing executive explained the difficulty of following IT security requirements as:

The IT security measures are quite easy to follow, as long as I just follow instructions, not
touching on the IT parts or as long as we don’t make mistake on the IT things (Organization C,
staff 2).

However, when being presented with three IT security scenarios, few participants
expressed any interest to consult further IT security advice or had knowledge of
inherent organizational risk in the depicted cases. Most participants did not know how
to check a URL in an email for potential spoofing attacks by checking fake websites
asking for personal information. I'T security risk assessment for some staff was often too
complex and/or time consuming. One staff member in the bank explained her view on
security risk assessment:
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I can click on the warning message to cancel or run the application. But thinking about what IT
security risks might happen if I run it would be too much to handle (Organization A, counter
teller 3).

Similarly, the university student administrative staff member shared her view on skills
required to evaluate security risks:

It does not matter to me much as I don’t have enough expertise and knowledge to assess the
effectiveness of security tasks and the risks (Organization B, professional staff 1).

Most participants argued that the IT security knowledge required for security
compliance by system users should be general and easy to comprehend and apply.
Advanced knowledge required for security risk assessment, such as, reading complex
mstructions or regular skill updates should be for IT professionals and would not be in
the interest of the participants.

Orgamizational security resources and security compliance
The participants were asked to explain which organizational resources helped reduce
compliance burnout and increase security engagement. Overall, organizational
resources were found essential to reduce individual compliance cost and encourage safe
security practice. Security compliance engagement came in the form of willingness to
learn security skills and to spend the time required to perform required security tasks.
Security efforts including monitoring and reporting security incidents and taking
personal responsibilities were integral to organizational security effectiveness.
Overall, most participants expressed little interest being involved with security
activities at work. Participants did not want to put much effort into security except
simple security routines.
One marketing executive explained her view on security engagement:

I am not interested or find challenging for any of security tasks. I just find them obligations
that I have to follow. It is just like a norm in the company. I just do it without any willingness
or interest (Organization C, staff 1).

Interestingly, the same participant expressed interest in completing security training:

I don’t think we will be willing to spend time with security tasks. But we will be willing to
spend time for some training or some visual learning from the security. It will be more
interesting and we will be willing to (Organization C, staff 1).

The IT lecturer explained desirable security commitment:

Security becomes something like when I want to do something, the first thing I think that I
should check if we can do it or not. It will make like a culture that we ask the first question and
we know where to check. And either my colleagues or I go to system to check and we know who
should ask. and that

They need to know what the environment they are working on, how much security to provide,
what level of security they need to have and how they are going to protect themselves
(Organization B, lecturer 5).

Three resources were found to strongly affect security compliance:
(1) organizational security response efficacies;
(2) individual compliance evaluation; and
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(3) security compliance autonomy that provided opportunities to use and develop
security skills.

Each of these resources is explained in the following sections.

Organizational security response efficacy. Most participants agreed that the IT
department should be mainly responsible for managing IT security and should help
end-users know what and how to comply with security requirements. Three IT response
efficacies emerged from the data:

(1) timely and helpful IT support;
(2) IT staff competences; and
(3) evidence of IT value in the organization.

IT response efficacies were required to reduce the impact of IT security systems on
employees’ work by ensuring compliance time and effort were minimal. The
participants expected minimum effort or involvement with security tasks. End-users
expected timely and helpful responses from the IT department, simple explanations on
complex security. With informative support the participants expressed willingness to
engage in I'T security practices. A lecturer explained how effective IT staff at work could
encourage her compliance:

Our IT staff’'s competencies are very important. They should be friendly, listening, and willing
to help and giving advice beyond what people ask. Sometimes I have limited knowledge in I'T
or IT security, when I ask them I'm not sure it’s right or not, so I think it’s the way I need. But
they should know more than me they can advise more than that (Organization B, lecturer 2).

Similarly, the marketing executive emphasized the importance of efficacy of the IT staff
to her IT security compliance:

I will take IT advice if the IT shows competency, capable of managing the I'T security risks,
and they give us some knowledge if we follow them. They have to demonstrate that they can
do something with the risks for my computer first. From that I will take their advice into
account. It should come from a qualified I'T department, first of all (Organization C, staff 1).

Effective security support was clearly needed to reduce compliance cost, as one of the
marketing executives emphasized the role of IT support and her security practice:

The IT department is very helpful. I can seek for help from them any time I want. We hardly
feel any compliance burnout except time. It's about attitude towards security tasks: security
tasks are not my main tasks, it should take a small time of 8 hours in the office, or somehow we
ignore it (Organization C, staff 1).

However, effective IT responses and minimal end-user security involvement can have a
negative impact on compliance by developing over-reliance on IT staff for help with
security issues. This may result in increased distance between end-users and security
compliance. The most common IT security task that the participants reported
completing was a simple report to the IT department for security help. Lack of
self-efficacy and self-control in administering security settings for the employee’s work
were also quoted as reasons for underestimating the requirements of the personal
compliance role and delegating tasks to the IT department. It was quite obvious that
simply providing effective I'T responses may not increase compliance, an additional set
of resources may need to be deployed to increase end-users’ compliance.

Stress-based
security
compliance
model

339




Downloaded by TASHKENT UNIVERSITY OF INFORMATION TECHNOL OGIES At 20:45 07 November 2016 (PT)

ICS
24,4

340

Individual compliance evaluation. Formal evaluation of individual IT security
compliance was identified as an effective way to motivate on-going compliance though
no interviewed organizations specified rewards or sanctions for individual compliance.
Participants from the bank suggested a need for formal recognition, such as financial
reward and/or performance bonus for individual IT security effort. In addition,
compliance evaluation should also include penalties for non-compliance, such as losing
abonus, pay cut or even disciplinary actions. A bank staff member’s suggestion for how
to encourage IT security compliance effort in short term and long term was:

But in short term, there should be a clear “award — punishment”, gradually, it will become
self-consciousness. In the long term, we will aim for the improvement in each individual’s
consciousness as if we require that from the beginning, that would be very difficult
(Organization A, accountant 1).

Similarly, the marketing executive mentioned some forms of formal evaluation of IT
security compliance effort:

We need some award for staff to promote compliance. There is deviation report (Something
dangerous that may happen if we do something wrong), award (six month or a year) for a staff
who follows or does well with the IT security compliance (Organization C, staff 1).

On the other hand, some participants did not recommend formal recognition for IT
security compliance. These participants argued that IT security compliance was more
as ethical duty and responsibility. According to these participants, IT security
compliance was part of someone’s job and should not be evaluated separately.

Financial reward was not the only form of recognition highlighted. Other forms of
formal evaluation were also recommended. An academic staff suggested that IT
security could be promoted as a mini competition among staff. Staff would document
their own best I'T security practice and compete against others for recognition of their
effort. IT security competencies could be formally certified so that staff would know
what level of awareness and skills were required for their job or indeed promotion.

The participants declared that formal evaluation of security compliance at work
demonstrated the organizations took IT security seriously and that it was essential to
the organization’s wellbeing. The employees would only make I'T security compliance a
personal responsibility if the organization did so which required that I'T security effort
be recognized at different levels of achievements including non-achievement.

Security compliance autonomy. In total, 16 of 17 participants opted strongly for IT
security programs that balanced between their work and their personal needs and
provided some flexibility in IT settings. Six of nine participants from the bank, and all
other participants were not satisfied with highly restricted IT security environments,
removing most of their autonomy in deciding which software settings and applications
to use for their work. I'T security control inflexibility and strict control were perceived as
hindrances for job performance and reduced productivity. A bank staff mentioned:

I don’'t have much control over IT security as the company enforces strict IT security
measures. | cannot access anything except work-related systems dictated by the IT
department. Sometimes I feel frustrated as I can’t access resources that are needed in my job
(Organization A, counter teller 5).

A university lecturer desired customized security controls for different groups of
users:
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I think it’s good because the role of the users is different. People are teaching different courses
and exposed to different kinds of teaching needs so I think we need to customise what the users
need in term of security and protection (Organization B, lecturer 4).

The participants requested some sort of IT security-related decision autonomy which
took into consideration their skills and expertise to improve IT security compliance. In
the absence of compliance autonomy, the employees would comply passively and
simply delegate security responsibility to the I'T department, if possible. It is clear that
the end-users would be more active and responsible for I'T security if more self-control
was provided by the organization. There was not much need for individual effort to
improve knowledge and skills if they are not given opportunities to apply them. The
marketing executive highlighted the need to use her computer skills in complying with
security requirements:

Matching computer skills will make me willing to comply. Security task could be personalized
based on different requirements from different positions in the company (Organization C, staff 2).

Another member of bank staff highlighted lack of security compliance autonomy may
even lead to intentional compromise of the IT security system:

Regardless how restricted the I'T security system is, someone still can get around it to access
the resources they need. IT security measures should provide some flexibility to the staff in
performing their job (Organization A, counter teller 5).

Interestingly, only a certain level of compliance autonomy was desired, as long as their job’s
needs were satisfactorily supported by the technology. Extra IT security compliance
autonomy would just become a burnout especially when the participants were required to
exercise extra effort and to make wise IT security decision in unclear situations. However,
there was another view on the need to enable more IT security autonomy, if it did not
necessitate extra responsibility but rather provided access to more resources to do one’s job.
As an end-user from the oil distribution organization highlighted, there was no need to have
more responsibility for taking care of a computer or IT security. All that she needed was
access to internet and run software that she needed.

Personal security resources

Interview data show that security self-efficacy and past security exposure are two main
personal resources that affected security compliance. It was quite obvious that
participants with more knowledge and IT general skills demonstrated a higher level of
security awareness and confidence to deal with security risks. As one IT lecturer with
good IT skills and knowledge clarified what one should do in regard to maintaining
security compliance:

They need to know what the environment they are working on, how much security to provide,
what level of security they need to have and how they are going to protect themselves. And
that[...]

Security becomes something like when I want to do something, the first thing I think that I
should check if we can do it or not. It will make like a culture that we ask the first question and
we know where to check. And either my colleagues or I go to system to check and we know who
should ask (Organization B, lecturer 5).
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Without appropriate security skills, it was difficult to make use of existing security
resources. Some of the participants highlighted the need to have suitable security skills
or expertise to make good use of the current security systems:

It does not matter to me much as I do not have enough expertise and knowledge to assess the
effectiveness of security tasks and the risks (Organization B, staff 2).

Here we don’t have IT background, most of us will just follow what the process or regulation
request. For example we log in a program, we need an ID and password to do, most of us don’t
think about if we click the link, what may happen and what may influence the internet security.
That is a little too much (Organization A, counter teller 4).

Experience of past security incidents strongly influenced participants’ attitude toward
security risks and security needs. These participants explained that past security
exposure either through training or real incidents gave them the real experience of what
a security risk could do to their digital assets and made them more personally cautious
and willing to take extra effort and time to engage in security activities:

If people can be educated to know what is virus, how it affects to your computer, something
like that, and then next time, when people see about the virus, that word, then they will
definitely be curious to know more about how it happens (Organization B, staff 2).

I think that if we experience some problems before like losing the hard disk or losing the
information, and corrupted [...] I would be more cautious next time (Organization B, staff 2).

We need mock up exercise through that we can find security compliance is very important and
purposeful. Then we will follow actively and with supportive attitude (Organization C, staff 2).

Discussion

The study identified three security demands, three organizational resources and two
personal resources that affected security compliance burnout and engagement which
eventually influenced security compliance.

This study also extends the current research on information security compliance by
demonstrating that current implementations and operations of IT security systems have
caused end-users’ psychological burnout, thus making them less compliant or supportive to
IT security measures. To increase employees’ security compliance, organizations need to
consider security initiatives that reduce burnout and enable security engagement through
effective development of both security demands and provision of resources. Effective
communication of security demands, minimizing time and effort of the end-users,
identifying and providing necessary IT knowledge and establishing appropriate security
compliance evaluation schemes are examples of such initiatives.

This study also raised several questions regarding alignment of organizational
demands and resources to best achieve compliance and sustained commitment in
information security contexts. Effective resources provided to end-users help reduce
compliance burnout. However, heavily documented complex security policies can lead
to over-reliance of the end-users on the I'T department. End-users may find compliance
less of a personal responsibility if the IT department acts as an effective safety net for
information security assurance. Thus, to what extent compliance resources can be
provided in conjunction with appropriate evaluation schemes requires further
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exploration. Self-control or autonomy has been a key factor in behavioral theories that
motivate people to adopt a behavior (Abrahama et al., 1998; Vohs and Schmeichel, 2003).
Similarly, in this study, compliance autonomy has been found to have strong influence
on employee engagement with security activities. A balance between giving end-users
sufficient security control to best fit their job requirements and minimizing human risks
in security also needs to be better examined.

From a managerial perspective, this study provided a starting point for
organizations to reconsider current information security programs. Understanding that
compliance burnout from complying with security demands and active engagement
with security activities are key to sustained compliance is the first step toward
establishing an effective security program. Three security demand factors and three
organizational resources identified in this study could serve as action plan for
organizations. It is recommended based on our analysis that:

* Security practice should be effectively communicated in simple words together with
graphical posters (e.g. using infographic), and reduce requests for end-users to refer to
complex written security documents as their main source of instructions.

e IT security systems should be carefully reviewed to minimize the impact on
employees’ work productivity. Automation of routine security tasks should be
conducted to reduce end-user involvement.

 Organizations should not rely on staff to expend extra effort in understanding and
responding to standard security warnings. Risk information should be presented in
simple, illustrative formats so that end-users can easily assess the severity of the risks
through visual analysis.

 IT security measures should be effective, and technical supports are responsive and
helpful to the users. Organizations should conduct end-user surveys to identify areas
that need improvements and improve users’ perception of organization’s IT efficacies.
Organizations should also consider customizing security controls for different groups
of end-users to satisfy work needs and facilitate their ability to use and develop skills.

« Security compliance evaluation schemes should be established to reward and penalize
individual security practice. Tangible or intangible rewards can be applied to
recognize individual security effort or sanctions to deter serious non-compliance.

Though it is recommended that security compliance should not simply be promoted on
an individual basis but to foster an organization-wide culture which could have
significant impact to individuals’ compliance (Lacey, 2010; Parsons et al., 2010).

Conclusion and future work

Effective security protection against security risks relies greatly on whether the end-users
exercise safe security practice and obtain sufficient security knowledge. The end-users
should be regarded as important assets and not just internal threats to the protection of
organizational information assets. Our proposed security model moves away from
traditional approaches which are mostly based on the use of formal sanctions and security
fear-based communication, by considering employees’ personal resources and the
appropriate combination of security demands and organizational resources. We posit that
organizations would increase security compliance by developing security policies and
programs which could reduce compliance burnout and increase engagement by reducing
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complex, overloading security demands and providing sufficient resources. We also argue
that personal resources moderate the impact of the security demands and resources on
perceived compliance burnout and security engagement.

Our study has qualitatively evaluated the proposed security compliance model with
seventeen users in three organizations in Hochiminh City, Vietnam. Difficult access to
security policies, security overload and high security knowledge demands could result
in end-users’ security burnout. Security resources, such as adequacy of organizational
security resources, customized security self-control and individual security evaluation
motivated the participants to get more involved with and take personal responsibility
for security tasks. Lack of security engagement means the end-users simply delegated
security responsibilities to the organization. Finally, personal resources including
security self-efficacy and genuine experience could enhance security engagement
through exploring new security techniques and giving moral support for organizational
security effort.

The research has some limitations. In-depth interview method does not allow the
model to be tested quantitatively to assess the extent of impact from the predictor
variables such as security demands, security resources and personal resources to
security compliance. More organizations in each industry should be interviewed to
establish clearer picture of the security compliance in different environments. The next
stage of the research would be to conduct a quantitative assessment of the model and
enhance the explanatory power of the security compliance model in wider
organizational contexts.
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