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Abstract

Purpose — This paper aims to focus on online fraud occurrence in retailing banking sectors both in the
UK and China. Online financial transactions bring convenience to individuals dramatically and improve
banking service quality efficiently. However, the latest service channel, Internet, has been exploited by
fraudsters excessively, standing at a huge monetary loss worldwide.
Design/methodology/approach — In aspects of demographic factors, financial activities and IT
usage, results would benefit financial organisations and local authorities in strengthening customers’
education and improving policymaking. The fraud occurrence model is empirically tested using
quantitative data, and comparison is discussed using qualitative data collected in both countries.
Findings — The findings provide solid understanding of customers’ behaviours towards online
financial transactions and fraud occurrence internationally. As the main implication, customer
education is proposed to benefit financial organisations in both countries. According to the data
collection process and the data analysis results, individual customers are aware of banking policies and
practices to some extent. Particularly in China, customers’ satisfaction level is relatively lower and
service quality is not reasonable in most circumstances.

Research limitations/implications — The research experiences gained from this study suggest a
number of areas for future research, particularly the under-researched area of fraud. Rather than
approaching the research questions through individuals, there would be much value in working with
merchants and financial organisations that are dealing with financial transactions and fraud on a daily
basis.

Originality/value — By combining three approaches (demographic factors, financial activities and [T
usage), this study is trying to develop a comprehensive and statistical understanding of online fraud
occurrences.
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1. Introduction

Banks, one type of the financial intermediation organisations, have been playing crucial
roles in human society for centuries in Western countries. Retail or personal banking
relates to financial services provided to consumers and is usually small-scale in nature
(Casu et al., 2006), for instance personal cheque, current accounts, debit/credit cards,
mortgage, etc. Supported by the advanced information technology nowadays, modern
banks have stepped into our daily life and been serving consumers’ demands from
various aspects.

Information technology has provided the latest solutions for modern financial
industries and transferred the approach to deliver banking service worldwide
(Hanafizadeh et al., 2014; Nguyen et al., 2012). However, due to a relatively short history
of banks in China, modern financial products and services are brand new concepts for
Chinese consumers. Rooted in the biggest emerging market worldwide, financial
organisations in China are determined to catch up with international leading players
and learn rapidly from their competitors worldwide.

According to a popular article in the Sunday Express (Abbott, 2009), more than one in
ten of Britain’s 20 million online shoppers has either parted with money on a bogus
website or knows someone who has. Compared to Western countries, which have been
developing financial framework for centuries, the financial industry and organisations
in China are at the beginning of their evolution. It is therefore of particular interest to see
whether similar issues have started to appear in the Chinese context and how we are
going to tackle these problems in both countries.

2. Literature search

Recorded by the People’s Bank of China (PBC, 2010), the first bank card was launched in
China mainland as a temporary trial in 1979 and the whole process was kept quiet from
public. Surprisingly, great change has taken place in the financial market in China
within decades. By 2009, the total number of debit cards issued by retailing banks
reached 1,180 million, while the sum of credit cards made 187 million (Liu, 2008).

Studied by Worthington et al. (2011), early adopters of credit cards in China represent
a young and affluent individual group who showed great interests in travelling abroad.
Different from their parents’ generation, who are used to carrying cash to make payment
all the time, the group of young and affluent Chinese embraces the bank card service to
avoid inconvenience caused by carrying cash.

Internet, the latest channel of service delivery, even makes payment easier by using
bank card details instead of physical cards. Suggested by McKenna et al. (2002), four
factors were used to explain the differences between Internet interaction and face-to-face
interaction:

(1) greater anonymity;

(2) the diminution of the importance of physical appearance;
(3) greater control over the time and pace of interaction; and
(4) greater capabilities for social networking.

In other words, customers who are trying to manage their finances on the Internet are
attracted mostly by convenience and independence provided by the electronic
environment. However, greater anonymity misleads Internet users to believe that they
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are undoubtedly safe and completely protected on the Internet. Joinson (2001) suggested
that computer-mediated communications and general Internet-based behaviour contain
high levels of self-disclosure. Nguyen et al. (2012) compared online and offline
self-disclosure by investigating a number of factors including relationship between
communicators, mode of communication and context of the interaction.

Explained by Grazioli (2004), individuals seek clues of deception by comparing new
information with knowledge and experiences they already have. Unfortunately,
comparing to the physical world, in which humans have been living for thousands of
years, the Internet is still a new and dynamic environment full of uncertainties and
challenges for the majority. Furthermore, Logsdon and Patterson (2009) discovered that
the Internet is a platform with higher risks for unethical communication and behaviour.

Statistics released by the National Fraud Authority in 2011 show that, fraud loss in
the UK has reached £38 billion a year, of which the highest loss occurred in the financial
services industry at £3.6 billion (Ash, 2011). As stated in the latest survey conducted by
APACS (2013) in 2013, the UK Payment Association, the fraud losses involving the
Internet and bank cards have kept increasing in 2012. Figure 1 shows that the loss in the
UK alone reached £388.0 million in 2012. This is clearly a very serious problem.

Figure 2 gives an overview of the extent of fraudulent plastic card transactions for
UK-issued cards for the period 2002-2012. Fraud losses of each category have had a
growth followed by a period of decline as new technologies or procedures have been
introduced to combat the fraud. Card-not-present still stays as the fraud type which
caused the most loss on UK-issued cards in 2012.

UK is a leading country in adoption of Chip and PIN worldwide. Except for against
fraud, there is a liability shift which benefits financial organisations. If a payment is
fraudulent, liability for the fraud will go to issuers or acquirers and acquirer will pass the
liability back to the merchant, if the merchant is not Chip and PIN-enabled (Penn, 2005).
Chip and PIN has been referred to as the biggest change in the means of payment since
decimalisation 35 years ago, and several public trials were done in different locations
from 1997 to 2003 in the UK (Anderson et al., 2006).

In China today, bank cards are still equipped with magnetic strip and six-digit pin.
For any card transaction via POS in China, plastic cards need to be swiped and card
holders are requested to enter correct pin to complete the process. Realising the
advantages of Chip and PIN system, leading financial organisations in China started
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Figure 2.

Losses on UK-issued
cards 2002-2012 in
relation to fraud type

(h:{\-ge

Fraud type 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 11/12
Card-notpresent 110.1 122.1 1508 1832 212.7 290.5 32B.4 266.4 2269 220.9 2458 +11%
ecwhich 280 450 117.0 1171 1545 1783 1817 1522 1351 139.6 1402 +0.4%
Counterfeit 1485 1106 129.7 968 98.6 1443 1698 809 476 3b6.1 42,1 +16%
Lost/stolen 1083 1124 1144 890 485 562 541 47.7 4LL& 501 552 +10%
Card ID theft 206 302 369 305 319 31 474 382 381 225 321 «62%
Mail non-receipt 371 451 729 400 154 102 102 69 84 113 128 +13%
TOTAL 4266 420.4 504.8 £39.4 427.0 535.2 609.9 440.0 365.4 341.0 3880 +14%
UK 2944 3163 412.3 356.6 309.9 327.6 3797 3174 2715 261.0 2867 +10%
130.2 1041 92.5 82.8 117.1 207.6 2301 122.6 939 B80.0 101.3 +27%

Fraud abroad

Due to the rounding of figures, the sum of separate items may differ from the totals shown.
e-commerce figures are estimated.

Source: APACS (2013)

working on the plan of installation and replacement. Considering customer population
and market size, application of Chip and PIN would be time-consuming and
labour-intensive in China.

The common way we make online payment in the UK is to submit bank card details,
like card holder’s name, card number, expiry date, issue number/security code, postal
address, etc., to online merchants directly at the merchants’ website. Customers in the
UK can make a purchase online without using online banking services.

In contrast, online shopping in China seems a little complicated because online
banking is involved at the start of a transaction. This process does increase the security
level for online users. Further solutions to secure online transactions in China vary
depending on different financial organisations:

*  One-time PIN generator/digital certificate: Similar verification scheme has been
proposed to mobile banking nowadays and on-time password (OTP) is suggested
to work with biometric information to secure fund transfer via mobile devices
(Tsai et al., 2012).

o Instant Text Message confirmation service: In 2006 (Guo, 2008), the China
Construction Bank, one of the big four state-owned banks in China, collaborated
with China Mobile and launched an instant financial message service for all
customers including account alert, service reminder, transaction confirmation, etc.

o Virtual keyboard: It works as the extra protection for customers because virus and
Trojans can record characters and numbers typed in using the computer keyboard.
Virtual keyboard is generated randomly, which means customers don’t follow the
same typing route every time.

3. Conceptual background
Theories have been applied into the investigation of innovation adoption for decades.
Among the most widely used are technology acceptance model (TAM; Davis, 1989) and
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innovation diffusion theory (IDT; Rogers, 1995). TAM and IDT have laid a solid
foundation and provide the principle approach to study individuals’ adoption of
technology innovation. However, technology and innovation today have been becoming
more and more people-centred and customer-orientated. It is of importance to switch
attention from system evaluation itself to users themselves.

So based on TAM and IDT, a few variables including systems usefulness, ease of use
and customers’ intention were chosen to study individuals’ behaviours towards
technology innovation, particular the Internet banking service in various countries (Lee,
2009; Celic, 2008; Zhao, 2008). Survey questionnaires were conducted for data collection
and data were analysed both quantitatively and qualitatively.

Moreover, demographic factors were added to understand the slow rate of innovation
adoption in the UK. Howcroft et al (2002) studied the demographic characteristics of
respondents including gender, age, annual income, level of education and ownership of
financial products. The result shows that middle age groups (between 35-54 years old)
are very likely to adopt Internet banking.

In contrast with the situation in the UK, Worthington ef al (2011) studied the credit
card usage in the Chinese context, targeting individuals at the average age of 26, who
were believed to be early adopters of modern financial products and services in China.
The findings suggested that early adopters in China are young, affluent and
well-educated who choose cards over cash to make payment.

Besides the demographic research, other studies have focused on customers’
attitudes to and behaviour towards the adoption of online financial services. Black et al.
(2001) once conducted a qualitative study and analysed customers’ adoption decisions,
in which perceived risk was added to the model as an extra construct to capture the
degree of security relative to other banking channels. More recently, Mesiranta et al.
(2008) and Agarwal et al. (2009) suggested that future research trend of Internet banking
would focus on customers’ perception and users’ experiences.

Although potential risks and security issues have been raised in previous studies
(Jayawardhena and Foley, 2000; Rotchanakitumnuai and Speece, 2003; Martins et al.,
2014; Clemes et al., 2013), not adequate research has been done sufficiently to provide a
whole picture and tell a complete story regarding individuals’ experience of online
financial fraud. Even more obviously, a research gap is whether influential factors of
financial fraud exist and how these factors make impacts on fraud occurrence in the
electronic environment.

Another line of research into financial transaction and Internet fraud has involved
detailed analysis of the computer science and IT technology in areas such as network
construction, Internet protocols and data security (Tzenga et al., 2005; Onyszko, 2006).
Furthermore, advanced algorisms and encryption models are raised by IT experts to
assure that e-transaction/payment is secured (Lin and Hsu, 2011; Vincent ef al., 2010).

This category is mainly attracting computer science experts but bringing inspiration
to evaluate individuals’ IT usage. With the understanding of the characteristics of the
Internet and data transmission, this study also covers IT usage of individuals, in
particular online activities which might be potential threats to financial transactions in
the electronic environment.

By combining three approaches (demographic factors, financial activities and IT
usage), this study is trying to develop a comprehensive understanding statistically of

Online fraud
occurrence




Downloaded by TASHKENT UNIVERSITY OF INFORMATION TECHNOLOGIES At 21:27 07 November 2016 (PT)

ICS
23,1

Figure 3.
The conceptual
framework

the online fraud occurrence. In brief, the conceptual framework of this study is as shown
in Figure 3.

4. Research hypothesis

Based on the conceptual model which has been introduced in the previous section, three
approaches, demographic factors (Quazi and Talukder, 2011; Lee, 2010), financial
activities (Nasri and Charfeddine, 2012) and I'T usage (Huang et al., 2011; Davinson and
Sillence, 2010), have been applied to investigate fraud occurrences relating to online
financial transactions. Research hypotheses and variables are developed in Section
41-44.

4.1 Demographic factors

Demographic data have been extensively used by business organisations, particularly
in retailing sectors in the 1980s (Rogers, 1986; Roweth, 1984). Demographic data are
widely used to structure marketing strategies by using descriptions of population
subgroups (Pol, 1986). More recently, Powers and Sterling (2008) suggested that
relevant demographic indicators can help define segmentation variables in terms of
customers’ needs and behaviours. Hence, hypotheses with regard to demographic
factors are drafted as follows:

HI. Age difference is associated with fraud occurrence on the Internet.

H2. Gender difference is associated with fraud occurrence on the Internet.

H3. Education level difference is associated with fraud occurrence on the Internet.
4.2 Financial activities
Mckechnie (1992) developed an interaction model to study consumer buying behaviours
in financial services using long-term buyer—seller relationship. To be more specific,
financial activities in this study refer to personal banking usage, such as bank card

possession, banking channel usage, account management and service quality. Hence,
hypotheses involving financial activities are drafted as follows:

H4. Bank card usage is associated with fraud occurrence on the Internet.
Hb5. Banking channel usage is associated with fraud occurrence on the Internet.
H6. Account management is associated with fraud occurrence on the Internet.

H7. Customers’ satisfaction is associated with fraud occurrence on the Internet.
Financial
Activities

Demographic
Factors

IT Usage

Fraud
Occurrence
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4.3 IT usage

With the dramatic development of network technology, Internet has become a platform
for various activities. Beyond the information exploration, data exchange and
transmission have been applied by individuals on daily basis. Gralla (2006) studied the
vulnerabilities of the electronic environment including Wi-Fi security, browser
weaknesses and Trojan/phishing attacks. A few popular online activities are chosen to
draft hypotheses regarding individuals’ I'T usage as follows:

H8. IT skill difference is associated with fraud occurrence on the Internet.
H9. IT usage frequency is associated with fraud occurrence on the Internet.

HI10. Online activity is associated with fraud occurrence on the Internet.

5. Research methods and analysis

5.1 Measurement development

Studied by Hoehle ef al (2012), survey questionnaire is adopted by researchers to
efficiently investigate customer service satisfaction. Most measurement and variables
are generated based on previous studies but with an up-to-date touch. Four sections
were designed for the questionnaire: personal financial information, I'T usage, personal
information and fraud case information (optional). The fourth section is optional and
exclusive to respondents who have experienced real fraud.

A pre-test survey was carried out to a sample of 200 households in the East-midland
area in the UK. In all, 59 replies were received and the responses were analysed carefully
for signs of difficulty and ambiguity, and also to gauge whether there might be some
omissions. Following this exercise, a few changes were made to the questionnaire in
response to comments received.

5.2 Data collection

Following the pilot study, the main survey was carried out in the UK. During two
consecutive weekends, 1,200 copies of survey were sent out randomly in a residential
area. In the following six weeks, 271 valid replies and 13 partially completed replies were
received, giving a response rate of 22.6 per cent. All the replies were examined manually
and data were entered into SPSS for analysis. There was no follow-up to
non-respondents for ethical clearance purposes. The survey was economised to protect
the personal data of the respondents.

In China, we chose a different approach to data collection. Confidentiality (“customer
protection”) laws in China meant that the survey had to be approached somewhat
differently to that in the UK. Help was solicited from a local bank in northwest area; the
bank, which wishes not to be named for confidentiality reasons, assisted with the
selection of bank customers for the survey. The sample consisting of a random selection
from the bank’s database, most respondents have had experience of using credit/debit
cards. A total of 500 questionnaires were sent out and 189 replies were received. Of these,
142 were fully completed, giving a response rate of 28.4 per cent.

5.3 Data analysis

There are two sections of data analysis. We started from demographic data analysis
between the UK and China. Then, relevant statistical tests were applied for model
building.

Online fraud
occurrence




Downloaded by TASHKENT UNIVERSITY OF INFORMATION TECHNOLOGIES At 21:27 07 November 2016 (PT)

ICS
231

10

Table 1.
Demographic
information of
respondents in the
UK and China

5.3.1 Demographic information of respondent in the UK and China. Demographic
data were collected in both countries and four variables were selected as follows: age,
gender, qualification and education background (IT/finance related). The amount of
respondents in the UK is 271 and China is 142. Table I shows an overview of the two data
sets.

Seven ranks were used to describe the age distribution of data sets from both
countries. Itis discovered that UK data spread over all the age ranges, while respondents
in China only clustered at four of seven. Supported by interviews with professionals
working within the financial industry in China, bank card service is not encouraged to
attract consumers who are younger than 20 and older than 60 years. In other words, age
group (< 20) represents university and college students in China, while age group (> 60)
represents consumers who are retired or near to retirement.

UK China
Variables Count (%) Count (%)
Age (vears)
<20 2 0.7 0 0
21-30 22 8.1 74 52.1
31-40 32 11.8 53 37.3
41-50 57 21.0 10 7.0
51-60 48 17.7 5 35
61-70 50 185 0 0
>171 60 22.1 0 0
Total 271 100 142 100
Gender
Male 143 52.8 74 52.1
Female 128 472 68 479
Total 271 100 142 100
Qualification
No formal qualification 21 7.7 4 2.8
GCSE/0 level 46 17.0 3 2.1
Alevel 25 9.2 12 85
BSc/BA 111 41.0 92 64.8
Further qualification 58 214 29 204
Not known 10 3.7 2 14
Total 271 100 142 100
IT/Finance-related
Neither of them 223 82.3 56 394
IT-related 18 6.6 9 6.3
Finance-related 23 85 61 43.0
Both of them 7 2.6 16 11.3
Total 271 100 142 100
Incidents of actual financial fraud 58 214 7 49
Total 271 142
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The variable gender didn’t show much different between two data sets. For the variable
qualification, two data sets showed a similar distribution and the majority of
respondents has received the undergraduate education in both countries.

Interestingly, education background (I'T/finance related) showed some differences as
follows: 82.3 per cent respondents in the UK have an education background neither
related to IT nor finance; 43 per cent respondents in the China have an education
background related to finance. Comparing to UK, card holders’ education background in
China is more clustered on finance.

5.3.2 Correlation. SPSS was applied for data analysis and various results are listed in
Table II. Ten hypotheses were proposed and different findings were found in two data
sets. For the UK data, four of ten hypotheses were statistically significant and accepted,
while only one of ten was in China data. Table II shows the correlation and significant
value of all hypotheses tested:

H1. Age difference is associated with fraud occurrence on the Internet.

H1 was not supported by the data set collected in both countries. The data showed that
the greatest propensity to experiencing fraud is in the 41-50 age group (31.6 per cent) in
the UK. In contrast to the age range in the UK data, no respondent in the China survey
was aged over 60 years old. In all, 52.1 per cent of the respondents were younger than 31
years old and 37.3 per cent fell into the age group 31-40 years old. The figure suggests
that the majority of the users of online financial transactions in China are young (21-30
years) and early middle-aged (31-40 years) people.

H2. Gender difference is associated with fraud occurrence on the Internet.

UK China
Variables  Correlation — Significance value Hypo  Correlation — Significance value  Hypo
H1 —0.119 0.051 R 0.70 0.406 R
H2 —0.097 0.110 R 0.042 0.618 R
H3 0.105 0.083 R 0.074 0.382 R
H4 —0.022 —0.036 R 0.136 0.116 R
0.745 0.561 0.100 0.239
H5 0.211%* 0.000 A —0.055 0.518 R
H6 0.080 0.190 R —0.019 0.812 R
H7 0.024 0.718 R 0.068 0.432 R
—0.104 0.090 0.005 0.955
HS 0.163** 0.007 A 0.046 0.590 R
H9 0.139* 0.023 A 0.040 0.639 R
0.194%* 0.001 —0.058 0.496
HI10 0.212%* 0.000 A 0.165* 0.049 A
0.124%* 0.041 —0.048 0.572 R
0.215%* 0.000 —0.058 0.490
0.119* 0.050 0.020 0.815
0.210%* 0.001 0.012 0.889

Notes: **Correlation is significant at the 0.01 level (two-tailed); *correlation is significant at the 0.05
level (two-tailed); A represents Accepted; R represents Rejected

Online fraud
occurrence
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Table II.
Correlation and
significance value
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Statistical result generated by the UK data set suggests that males are more susceptible
to financial fraud than females, almost in the ratio 2:1 (i.e. 62.1 per cent male to 37.9 per
cent female). This is consistent with the Internet Crime Report 2006, which asserted that
male customers were more likely to be victims of online fraud than female customers in
the USA. H2 was not supported by the data set from both countries because the
proportion of individuals experiencing fraud is low.

H3. Education level difference is associated with fraud occurrence on the Internet.

Although the highest number of incidences of fraud in the UK was in the BSc/BA/Prof
qualification group, this was also the most numerous and the proportions are not
significantly different. Undoubtedly, the population in China has a much lower
education level than developed countries (wltzq.gov.cn 2004), but the dataset showed
that better educated individuals are more likely to access Internet and use bank cards
and online banking services in China.

H4. Bank card usage is associated with fraud occurrence on the Internet.

H4 wasrejected by statistical results using the data set from both China and the UK, and
this finding would be in favour of financial organisations to persuade individuals to
adopt online transactions using bank cards.

Hb5. Banking channel usage is associated with fraud occurrence on the Internet.

Accepted by UK data, H5 suggests that online banking is the only banking channel that
connected with fraud occurrence statistically. Suggested by Dyrud (2006), about 150
British citizens were caught by “419” with a total loss of £8.5 million in 2004, and the UK
has made the second place of top ten areas affected by “419” worldwide.

Interestingly, China, the biggest emerging market on earth, was not even mentioned
by any previous studies of “419”. Supported by China data of this study, none of the
respondents has experienced similar fraudulent scheme so far, and Internet banking
channel was not associated with fraud occurrence statistically.

Besides a short history of e-finance services in China, another fact that makes Chinese
consumers immune to “419” is the language barrier. Studied by Button (2012), the only
country from Asia made on the list of Internet crime origin is Malaysia, in which English
is one of the official languages. For individual customers in China, most of them would
take an email written in English as a distribution mistake and ignore it without much
hesitation.

H6. Account management is associated with fraud occurrence on the Internet.

Hé6 wasrejected by statistical results using the data set from both China and the UK, and
this finding would be in favour of financial organisations to persuade individuals to
adopt Chip-and-pin function willingly.

H?7. Customers’ satisfaction is associated with fraud occurrence on the Internet.

H7wasrejected by statistical results using the data set from both China and the UK, but
the data set between two countries suggests different satisfaction levels. In the China
data set, five of seven fraud cases (71.4 per cent) scored their satisfaction with the
bank/credit card company response as being below average, the other responses being
just “average”. Interestingly, two of the defrauded customers who did get compensation
were nevertheless not satisfied with the way that the bank/credit card company handled
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the situation, possibly because of the effort they had to go through to get the
compensation. This contrasts with the responses in the UK survey, where respondents
who had suffered fraud seemed very satisfied with the response of the bank/credit card
company.

HS. IT skill difference is associated with fraud occurrence on the Internet.

Most instances of fraud in the UK were experienced by the respondents who were
confident with their general IT skills (scored average and beyond). The positive
relationship between the general IT skill and fraud occurrence can be viewed in a
number of different ways. Firstly, the scores given by respondents were based on
self-evaluation and the answer was mainly based on the confidence of the respondents.
Inevitably, some respondents could overestimate their IT skills. A second possible
explanation is that we cannot blame I'T technology or IT skills for all fraudulent cases.

Also, many fraudulent cases are not dependent on technology failure but are due to
individuals’ carelessness, or malicious actions by others. For example, individuals don’t
report lost-and-stolen bank cards to their banks on time; banks’ customers reply to
phishing emails revealing their personal information and banking details; bank cards
details are recorded by malicious cashiers and sold to criminals in the black market.

A third explanation is that individuals with good IT skills are more likely to engage
in on-line activities, thereby exposing themselves more to possible fraudulent activities.
An interesting fieldwork was conducted in a medium-size I'T company in the UK, and
financial fraud on the Internet is not a new experience for IT engineers. Most of them
have been educated at the university level and hold a degree of computer science.

H8 is not statistically significant in China data. One explanation is that very few
fraudulent cases appeared in the data collection in China (7 of 142). But, a similarity
showed that majority of the respondents in China scored average and beyond for IT skill
evaluation.

H9. IT usage frequency is associated with fraud occurrence on the Internet.

Both data sets from the UK and China showed respondents’ confidence with IT skills.
H9 was supported by the UK data indicating that frequent I'T users are more likely to be
defrauded online. The main explanation comes from browser weakness, which is
discussed in the following text.

As the web browser is the working platform for network activities nowadays, it is no
surprise that it is a target for fraudsters. Nike.com was webjacked in June 2000, and
customers who typed www.nike.com in their web browers were automatically directed
to a website in Scotland maintained by a group called S-11and hosted by Firstnet On-line
Ltd.

For China data, it didn’t show much interesting results regarding H9 because of
smaller data size collected and few fraudulent cases included. However, according to the
interviews with industry contacts in China, the banking industry is becoming aware of
similar online attacks involving network and browsers. This is emphasised by one of the
professionals working in the financial sector. He was working with the IT department
within his organisation to set up a separate team dedicated in dealing with online
attacks including hardware and software.

HI10. Online activity is associated with fraud occurrence on the Internet.
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Table III.
Other interesting
findings

Five various types of online activities were drafted for the survey questionnaire: online
shopping, information searching, Internet banking, online communication and
downloading media. All the online activities showed a significant relationship with
fraud occurrence in the UK data. In contrast, China data only suggested that the usage
of online shopping is correlated with fraud occurrence.

The explanation is originated from differences of online payment process in both
countries. Compared to Western countries, online banking in China is not only a new
service channel for customers to manage personal finances but also, or more
importantly, it is the critical precondition for shopping online in China.

The common way we make online payment in the UK and other Western countries is
to submit bank cards details, like card holder’s name, card number, expiry date, issue
number/security code, postal address, etc., to online merchants directly at the
merchants’ website. Customers in the UK can make a purchase online without using
online banking services.

Online shopping in China seems a little more complicated because of the involvement
of online banking at the start of the transaction. However, this process does increase the
security level for online users. Gradually, online payment process in China is becoming
easier if the transaction only involves a small amount of money.

As we learnt from the interviews in China, solutions like One-time PIN/password and
Instant Text Message confirmation service have become really popular and successful
in protecting customers in both online and offline environments.

5.3.3 Other interesting findings. Besides the correlation and significance values
discussed in precious sections, a few more tests were conducted among other variables
and are shown in Table III, such as number of credit cards and number of debit cards
and satisfaction with credit card service and debit card service. According to the data
collected in the UK, we learnt that respondents who have more debit cards are more
likely to have credit cards. Similar results came out with the data collected in China.

UK China
Significance Significance

Variables Correlation value Correlation value
Satisfaction with credit card service and

history of credit card usage 0.142% 0.035 0.276%* 0.001
Number of credit cards & number of

debit cards (0.233%* 0.000 0.257%* 0.002
Satisfaction with credit card service and

satisfaction with debit card service 0.6237* 0.000 0.367** 0.000

History of branch banking channels

usage and history of telephone banking

channels usage —0.055 0.370 0.166* 0.048
Prefer simple password/pin to

complicated one and tend to use the

same password/pin 0.365%* 0.000 0.438%** 0.000

Notes: **Correlation is significant at the 0.01 level (two-tailed); * correlation is significant at the 0.05
level (two-tailed)
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The reason for the high volume of bank card possession is the current payment policy in
China. When a customer applies for a credit card in China, the bank insists that he/she
open a currency account; in other words, a debit card would be linked with the credit
card to complete the payment process in the future. Due to limited payment methods to
pay off credit card in the financial market in China, customers usually take the advice
and get a debit card from the same bank, unless he/she would like to bring cash to the
counter every month or pay an extra charge monthly using fund transfer between bank
accounts.

At the early stage of bank card service, individual customers are still getting used to
card usage, while banks are trying to maximise profits by setting extremely high service
charges. According to the report by Sina-Finance (2010) in 2010, the development of
bank card services has been constrained by service charge rates which are applied to
individuals and merchants. Later on, an argument started nationwide by consumers and
merchants for reasonable charge rate and appropriate service quality from financial
organisations in China.

6. Implications and limitations

6.1 Implications

Online financial transactions bring convenience to individuals dramatically and
improve banking service quality efficiently. However, the latest service channel,
Internet, has been exploited by fraudsters, standing at a huge monetary loss worldwide
(Clemes et al., 2014; Xiao and Bennbasat, 2011; Vishwanath ef al,, 2011).

The findings provide solid understanding of customers’ behaviours towards online
financial transactions and fraud occurrence internationally. In aspects of demographic
factors, financial activities and IT usage, results would benefit financial organisations
and local authorities to strengthen customers’ education and improve policymaking in
the future.

Also, as a main implication, customer education is proposed to benefit financial
organisations in both countries. According to data collection process and data analysis
results, individual customers are aware of banking policies and practices to some extent.
Particularly in China, customers’ satisfaction level is relatively lower and service quality
is not reasonable in most circumstances.

To combat online financial fraud via customer education, two approaches are
suggested: to reduce online self-disclosure and to detect online deception. Firstly,
awareness of online self-disclosure is the first step to understand customers’ behaviours
on the Internet and the link between individuals’ attitude and behaviours can be
established successfully (Joinson et al., 2010; Schiffrin et al., 2010; Taddei and Contena,
2013). Secondly, it is important to help customers receive sufficient information and
materials on detecting online deceptions, which are actually old tricks but disguised by
new channel — Internet (Wright et al., 2010; Mavlanova and Fich, 2010).

6.2 Limitations

The research experiences gained from this study suggest a number of areas for future
research, particularly into the under-researched area of fraud. Rather than approach the
research questions through individuals, there would be much value in working with
merchants and financial organisations that are dealing with financial transactions and
fraud on a daily basis.
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If a researcher could get around this veil of secrecy, there would be much interesting
information and data to analyse. It is hoped that the author of this article will be able to
conduct research of this nature in the future. If this could be done internationally, the
study would be particularly interesting.

One other area of interest would be to investigate the financial models of the banks
and credit card companies to see what assumptions and allowances they factor in for
fraud. Again, this information is likely to be highly commercially sensitive and the
likelihood of being able to study this area in detail is remote.

Also, M-commerce including M-shopping and payment started to develop rapidly
worldwide (Mallat, 2007). It would be interesting to investigate whether customers’
attitude and behaviours in e-environment are different from when in m-environment.
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