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Information security culture –
state-of-the-art review between

2000 and 2013
Fredrik Karlsson

CERIS, Department of Informatics, Örebro University, Örebro,
Sweden, and

Joachim Åström and Martin Karlsson
Political Science Department, Örebro University, Örebro, Sweden

Abstract
Purpose – The aim of this paper is to survey existing information security culture research to
scrutinise the kind of knowledge that has been developed and the way in which this knowledge has been
brought about.
Design/methodology/approach – Results are based on a literature review of information security
culture research published between 2000 and 2013 (December).
Findings – This paper can conclude that existing research has focused on a broad set of research
topics, but with limited depth. It is striking that the effects of different information security cultures
have not been part of that focus. Moreover, existing research has used a small repertoire of research
methods, a repertoire that is more limited than in information systems research in general. Furthermore,
an extensive part of the research is descriptive, philosophical or theoretical – lacking a structured use of
empirical data – which means that it is quite immature.
Research limitations/implications – Findings call for future research that: addresses the effects of
different information security cultures; addresses the identified research topics with greater depth;
focuses more on generating theories or testing theories to increase the maturity of this subfield of
information security research; and uses a broader set of research methods. It would be particularly
interesting to see future studies that use intervening or ethnographic approaches because, to date, these
have been completely lacking in existing research.
Practical implications – Findings show that existing research is, to a large extent, descriptive,
philosophical or theoretical. Hence, it is difficult for practitioners to adopt these research results, such as
frameworks for cultivating or assessment tools, which have not been empirically validated.
Originality/value – Few state-of-the-art reviews have sought to assess the maturity of existing
research on information security culture. Findings on types of research methods used in information
security culture research extend beyond the existing knowledge base, which allows for a critical
discussion about existing research in this sub-discipline of information security.

Keywords Information security, Literature review, Organizational culture,
Information security climate, Information security culture, State-of-the-art review

Paper type Literature review

1. Introduction
Organisations are coming to rely more and more on information and information
systems; little wonder then, that information security has made it to the top of the
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agenda for practitioners. Information security breaches can lead to economic losses
as well as negative effects on an organisation’s reputation, goodwill and trust
(Hoffer and Straub, 1989). Extensive research has been carried out into the
development of top-class technology tools to secure and safeguard critical
information assets (Siponen and Willison, 2007; Siponen and Oinas-Kukkonen,
2007). However, as technologies evolve, these tools may not be enough (Siponen
et al., 2008). There is, however, information security research that concentrates
specifically on understanding and improving the use of administrative procedures
to safeguard information assets (Dhillon and Torkzadeh, 2006; Stanton et al., 2005;
Bulgurcu et al., 2010; Hedström et al., 2011; Siponen et al., 2007). Currently,
organisations face an uphill battle in attempting to define administrative procedures
for every possible security risk situation. Hence, there is a need to consider the
mindset of employees with regard to information security.

Information security cultures in organisations have been on the research agenda
since the start of this century (Schlienger and Teufel, 2002; Kolkowska, 2011; Vroom
and von Solms, 2004; Da Viega and Eloff, 2010; Furnell, 2007; Connolly, 2000; von
Solms, 2000). Even though scholars within the information security field have
defined “information security culture” in slightly different ways (Dhillon, 1997; Da
Viega and Eloff, 2010; Ilvonen, 2011; Schlienger and Teufel, 2002), there seems to be
a common understanding that it consists of a shared pattern of values, mental
models and activities that are traded among an organisation’s employees over time,
affecting information security. Despite the importance of this topic, there is a lack of
critical discussion on the maturity of state-of-the-art information security culture
research. Maturity can be assessed by charting the nature of research (Grönlund,
2001). A scientific field or subfield such as information security culture usually has
a shared study object, as well as “a set of theories that can be used to understand the
general conditions of the field” (Grönlund and Andersson, 2006). Hence, research
that focuses on theory generating and testing would indicate a more mature field. On
the other hand, an emphasis on pure description and case storytelling would signal
a less mature field.

Against this backdrop, the aim of this paper is to survey existing information
security culture research to scrutinise the kind of knowledge that has been developed,
and the way in which this knowledge has been brought about. To the best of our
knowledge, few studies have investigated existing research on information security
culture (Connolly and Lang, 2013, 2012; Chang and Lin, 2007; Malcolmson, 2009).
Furthermore, these reviews have had a specific focus; for example, to integrate models of
national, organisational and security cultures. Hence, they do not contribute to the
critical discussion on the maturity of information security culture research. We therefore
pose the following research questions (RQs):

RQ1. What kinds of topics relating to information security culture have been
investigated?

RQ2. Which theories have an influence on information security culture research?

RQ3. What types of information security culture research have been
undertaken?
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RQ4. What kinds of research methods dominate information security culture
research?

Our results are based on a literature review of information security culture research
published between 2000 and 2013. The study is based on a gross list of articles that
initially consisted of 367 research papers (including duplicates), of which, finally, 72
papers were chosen for analysis (more details follows in the Research section). Our
up-to-date and systematic literature review complements existing literature studies
of information security culture. We have also been able to discuss the focus of earlier
research efforts and to reference the disciplines that have influenced research on
information security culture. Moreover, we have discussed the maturity of this
research by assessing the different types of research that have been carried out to
date and the types of research methods that are most prominent in existing studies.

This paper is structured as follows. Following this introduction, Section 2 describes
existing literature reviews on information security culture. The Section 3 presents the
research method adopted for our literature review. In Section 4, we present the results of
our review. We first identify the topics relating to information security culture that are
investigated in existing research. We also present the theories that have influenced
research on these topics. Second, we present our findings on the types of information
security culture research that have been carried out and the research methods used. This
information forms the basis for a discussion of their impact on information security
culture research and practice. We end the paper with a short conclusion.

2. Related research
Despite the fact that information security culture has been on the research agenda for
quite some time, relatively few literature reviews have offered an overview of existing
research (Connolly and Lang, 2013, 2012; Chang and Lin, 2007; Malcolmson, 2009). Of
course, it is possible to find other literature reviews in the field of information security
(Dhillon and Backhouse, 2001; Martins and Dos Santos, 2010; Abraham, 2011; Siponen
and Willison, 2007). However, these studies have not focused on information security
culture, in particular. For example, Martins and Dos Santos (2010) focused on methods
designed to create information security, and Abraham (2011) addressed factors that
influence employees’ information security behaviour in organisations. Dhillon and
Backhouse (2001) assessed information security research, in general, by using the
framework put forward by Burrell and Morgan (1979) for their analysis. They concluded
that, overall, information security literature was dominated by a “technical and
functionalist preconception”. Siponen and Willison (2007) analysed 1,280 information
security papers published between 1990 and 2004 in terms of theories, research methods
and research topics. They concluded that approximately 81 per cent of the investigated
papers contained no theory, and that approximately 78 per cent of the papers could be
categorised as subjective-argumentative in terms of the research method. In addition,
although they identified a broad range of research topics, 14 of these topics made up 71
per cent of all the articles. As a result, they argued that information security research
was theoretically underdeveloped and that there was a “need for theoretically grounded
research that uses empirical methods including, for example, surveys, case studies and
actions research”. Consequently, one can conclude that, at that time, researchers rarely
exploited the concepts of information security culture.
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Chang and Lin (2007) presented a literature review as part of their work to develop a
model of how organisational culture influences the effectiveness of information security
management. Consequently, they focused more on the concept of organisational culture,
directing their review towards organisational science literature. They did not attempt to
provide a broad perspective on current research directions and research methods. In
addition, they provided few details on how their review of existing research was carried
out.

Malcolmson (2009) explored existing definitions of (information) security culture and
ways of measuring culture. She concluded that there is no accepted definition of
(information) security culture or an accepted way of measuring it. However, it is difficult
to assess how these conclusions were reached because, again, few details about the
literature review were revealed.

A literature review by Connolly and Lang (2013) aimed to integrate models of
national, organisational and information security culture as well as behavioural theories
to “identify factors that promote security-cautious behaviour of employees within
organisational settings”. As a result, their study had a narrow scope, not attempting to
identify a broader set of research topics in the area of information security culture.
Concretely, they investigated existing definitions of information security culture, and
the theories used to discuss the relationship between national and organisational culture
and information security culture. They identified different frameworks for fostering an
information security culture, such as those put forward by Schlienger and Teufel (2002)
and Zakaria et al. (2003), and noted that these frameworks make an important
contribution to existing research. A second research theme includes the frameworks for
understanding information security cultures such as that put forward by Kraemer and
Carayon (2005). In addition, Connolly and Lang (2013) concluded that it is common to
use influences from organisational science to study information security culture. In
particular, “Schein’s (1985) Model of Organisational Culture dominates this trend of
research”.

Connolly and Lang (2012) did not attempt to identify a set of research themes; instead,
they focused on theories that underlie existing models of information security culture.
They concluded that existing research on information security culture uses theories
adapted from “various disciplines including psychology, economics, behavioural
sciences and management”. Again, they concluded that Schein’s (1985) model of
organisational culture has influenced existing research greatly, as has Detert et al.’s
(2000) general framework of organisational culture.

We can conclude that there is no existing literature review on information security
culture that systematically assesses current research directions and the underlying
theories used. We have also been unable to find literature reviews that assess the
maturity of existing research and identify the types of research methods that are
predominant in this research. Consequently, very little is known about the frontline of
research on information security culture, even though it has been on the research agenda
since the start of this century.

3. Research method
Although the general research method of this study is straightforward, it was not a
mechanical process; thus, several issues arose, which are detailed below. The general
outline of the research process was as follows:
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• Elsevier’s database SCOPUS was used to search for potential papers.
• The abstract of each paper was read and an initial decision was made as to

whether the research related to information security culture.
• The introduction of each paper was read. The research questions and purpose of

each paper were noted in the terms used in the paper, and the purpose was
classified according to Grönlund’s (2001) research purpose framework (see
below).

• The theoretical section of each paper was read (if such a section was found). The
theoretical frameworks used in the paper were noted.

• Based on the large number of original descriptions of research questions, a
classification set was created (see below). All papers were then assigned to their
appropriate class(es).

• The research method section of each paper was read (if such a section was found).
The research methods used were noted and classified using an extended version
of Minger’s (2003) research method framework (see below).

The result of the detailed analysis is found in Appendix 2 (Table AII), and a summary is
presented in the Results section.

3.1 Selection of papers
Information security culture research appears both in conference proceedings and in
international journals. The search for papers was carried out using the SCOPUS
database to get a broad coverage of both international journals and conference
proceedings. For example, the SCOPUS covers 88 per cent of the journals on the
Association of Information Systems’ journal ranking list. At the same time, it includes
information security journals and conferences, such as information management and
computer security, computer and security and IFIP TC 11 International Information
Security Conference. Consequently, the database provides good coverage of the
information systems field; it provided us with a good sample of papers to show existing
research patterns on information security culture. The search included papers published
on the database between 2000 and 2013 (December) because Ruighaver et al. (2007) has
shown that researchers began to recognise information security at the start of this
century.

Table I shows the combination of search criteria that were used when searching in
SCOPUS; search fields included paper title, abstract and keywords. The table has two
columns. The leftmost column contains the search criteria used. The next column shows
the total number of papers resulting from each search. The use of multiple search
queries resulted in a gross list of 367 research papers including duplicates. After
eliminating duplicates and papers that did not focus on information security culture, we
ended up with a net list of 77 information security culture papers, of which we were able
to analyse 72. The five papers we were unable to analyse are listed in Table AIII,
Appendix 2.

3.2 Analytical framework and classification of papers
When reviewing research, it is suggested that research fields fall along a continuum,
from nascent to mature, which can be measured empirically. The guiding intuition is
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simple and straightforward: the stage of development of the literature at one point in
time usually influences the kind of research that is undertaken at a second point in time.
In general, the less known about a specific topic, the more explorative research is
conducted. In contrast, when a topic of interest has been studied extensively, researchers
often use prior research to identify critical variables to explain the general mechanisms
that underlie the phenomenon or to propose new or modified designs. Relatively mature
research fields are also often characterised by a variety of research topics and methods,
while nascent fields tend to have a limited repertoire of research methods (Cheon and
Grover, 1993).

Characterisations of state-of-the-art research have a descriptive value; they also serve
as a normative underpinning to the way in which research questions, types of research
and research methods relate to prior theory and research. This is sometimes discussed in
terms of “methodological fit” (Edmondson and McManus, 2007). Even though they are
not intended as inflexible rules, it can be argued that “a poor fit” may lead to essential
problems. Too many open-ended studies in a mature research field may lead to the
problem of “reinventing the wheel”, and a failure to build effectively on prior work to
advance knowledge about a topic. Likewise, too many quantitative measures on a
nascent field may be detrimental to chance findings of significant associations among
novel constructs and measures; similarly, it may be difficult to suggest effective design
solutions for a nascent field because there are few theories to build on.

From these points of departure, we find it important to describe four key elements in
information security culture research:

(1) research questions;
(2) their theoretical foundation;
(3) type of research purpose; and
(4) research methods.

It is also necessary to discuss their pairings. Let us now turn, therefore, to the way in
which these elements are measured.

Table I.
Search criteria and

search results

Search criteria No. of papers

Information security culture 48
Information security AND culture 191
Information security AND organisational culture 37
Information security AND organizational culture 37
Information security AND national culture 8
Information security culture AND employee behaviour 5
Information security culture AND employee behavior 5
Information security culture AND compliance 5
Information security culture AND awareness 14
Information security culture AND self efficacy 0
Information security climate 1
Information security AND climate 15
Information security AND information security culture 1
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3.3 Classification of research questions
To find out which questions are researched in this field and which are not, we have
classified the papers according to four “meta-questions” (Inglehart and Welzer, 2005),
which are important in relation to almost any phenomenon:

(1) What is information security culture? This meta-question covers research on
understanding the content of information security culture.

(2) What are the roots of information security culture? This meta-question covers
research that addresses the forces that shape an information security culture.

(3) What are the fruits of different information security cultures? This
meta-question addresses consequences of different information security
cultures.

(4) How do we cultivate information security culture? This meta-question includes
research on how to develop cultures that are beneficial for information security
in organisations.

Moreover, we have inductively tried to group papers with similar research questions/
purposes into topics by using questions or purposes, depending on what the authors
used to describe their endeavour. We did so to get a more detailed view of what is
actually being researched in relation to each meta-question. First, for the 72 papers, we
noted all original research questions. Second, after the initial recording of original
questions, we created initial codes, trying to group papers together. Many papers used
similar words to describe the questions/purposes; for example, “to propose a
framework” (Da Viega and Eloff, 2010) and “the paper details the model” (Thomson
et al., 2006). Third, the initial codes were used to create themes to which the papers were
assigned. Fourth, we assigned the research topics to our four meta-questions.

3.4 Classification of theoretical foundations
The classification of theories on which existing information security culture research is
based was made inductively. Instead of using a predefined framework for classification,
we noted all theories that had been used as a starting point for analysis, design solutions
or data collection in the investigated papers. In other words, we only classified
occurrences of theory when they had an impact on the research design or design
product. Our classification of theories closely followed the researchers’ descriptions,
which meant that it involved a great deal of judgement. In some cases, we had to go to
the original sources to understand the theoretical foundation of the research. We also
noted papers that did not make explicit use of theoretical frameworks.

3.5 Classification of types of research purpose
A third important element for classifying research is type of research purpose. Often,
three types of research purposes are used for classification: exploratory, descriptive and
explanatory (Schutt, 2001). The framework used here builds on this classification, but
has been extended to five categories, in line with work by Grönlund (2001), to better
grasp nuances at the nascent end of the scale. The categories are defined in Table II.
The table has three columns. The leftmost column indicates the maturity state of the
research, the second column contains the five research purpose classes and the
rightmost column shows the operational definitions. The general idea is that a
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mature field would focus on the generation and testing of theories that either explain or
design a phenomenon, while a less mature field would focus more on exploring,
describing and reflecting upon a phenomenon.

3.6 Classification of research methods
A classification of research methods can be carried out in many ways, and sometimes
the distinctions between research strategies, approaches and methods are not very clear.
We used a modified version of Minger’s (2003) framework, even though it adopts a
rather broad definition of research method. The reason for this is that we benefit from
the opportunity to make comparisons between research on information security culture
and the broader information systems field. Mingers (2003) identified 13 types of research
methods, to which we have added three. The first is design science, which has received
increased attention during recent years; most notably, after Minger’s (2003) framework
was created. Moreover, Minger (2003) did not include argument or literature review in
his list of research methods because he only analysed empirical papers. Hence, the
modified framework contained 16 types of research methods:

(1) action research;
(2) case study;
(3) consultancy;
(4) critical theory;
(5) design science;
(6) ethnography;
(7) experiments;
(8) grounded theory;
(9) interviews;

(10) literature review;
(11) participant observation;
(12) passive observation and measurement;

Table II.
Types of research
purpose, based on

Grönlund (2001)

State of research Research purpose Operational definition

Nascent Descriptive “Describes a phenomenon in its appearance without any
use of theory”

Philosophical “Reflects upon a phenomenon without data or reference
to any theory”

Theoretical “Reflects upon a phenomenon based on some theory but
without empirical data or with only anecdotal and
particular such”

Mature Theory generating “Attempts to analyse/interpret quantitative or
qualitative data in a systematic manner for the purpose
of model building”

Theory testing “Attempts to test a theory using quantitative or
qualitative data in a systematic manner, i.e. not just
strict theory testing”
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(13) qualitative content analysis
(14) simulation;
(15) subjective/argumentative; and
(16) survey/questionnaire/instrument.

The detailed operational definitions of the research methods are found in Appendix 1.
Note that in our classification of research methods it was possible for a study to use

more than one research method. Thus, research may have been carried out using
mixed-methods (Ågerfalk, 2013).

4. Results
In this section, we present a summary of our literature review, structured according to
our four research questions. The detailed analysis is found in Appendix 2, Table AII.

4.1 Research questions investigated in information security culture research
What is existing research about? The analysis presented in Table III suggests that three
out of four meta-questions have been covered by the research community, and in
relation to these, we have identified nine specific research topics on information security
culture. In Table III, the leftmost column contains the meta-questions, the second
column contains the research topics, the third column contains the number of papers and
the rightmost column shows the relative frequency.

When it comes to the meta-questions, we found that 25 per cent of the papers deal
with questions relating to the nature of information security culture and that an
additional 43 per cent are searching for the roots of information security culture. The
fact that the bulk of the papers has ended up in these categories, signals that this field of
research is certainly at an early stage. We found it interesting that no papers have
investigated the fruits of different information security cultures, i.e. what differences in
information security do different information security cultures generate? This came as a

Table III.
Research topics
investigated

Meta-question Research topic n (%)

What is information security
culture?

Framework for understanding information
security culture

8 11

Approaches to assess information security culture 6 8
Analysis of existing security cultures 4 6

What are the roots of
information security culture?

The relation between (organisational) culture and
information security

22 31

Factors that contribute to information security
culture

9 12

What are the fruits of different
information security cultures?

– – –

How do we cultivate information
security culture?

Framework for cultivating an information
security culture

13 18

Management challenges 6 8
Existing practices 2 3
Practical work with cultivating an information
security culture

2 3
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surprise, bearing in mind that almost one-third of the papers are concerned with the
meta-question of how to cultivate an information security culture.

We took a look at the three specific topics that are the focus of the first meta-question.
First, we found frameworks for understanding information security culture (Harnesk
and Lindström, 2011; Van Niekerk and Von Solms, 2010; Alfawaz et al., 2010). These
frameworks differ from those detailed in relation to the fourth meta-question, the
purpose of which is to cultivate. For example, Harnesk and Lindström (2011) developed
a typology to categorise the information security environment along two dimensions:
discipline and agility. They ended up with four types of culture: motivation, avoidance,
opportunism and compliance, which can be used to understand an existing information
security culture. In addition, we found approaches to assess information security culture
(Okere et al., 2012; Ghernaouti-Hélie et al., 2010; Gaunt, 1998). For example, Okere et al.
(2012) analysed two approaches to assess information security culture. According to
them, information security culture should be assessed on the following underlying
levels: artefacts, espoused values, shared tacit assumptions and information security
knowledge. However, none of the analysed approaches had data collection techniques
that satisfied the need to assess all four levels. Finally, we found a few analyses of
existing security cultures. We identified four papers in this category (Kolkowska, 2011;
Ramachandran et al., 2008). Kolkowska (2011), for example, identified the existence of
subcultures in an organisation; these subcultures caused value conflicts, which in turn
affect information security. The different subcultures originated from the employees’
professional values. Kolkowska’s findings corroborate the findings of Ramachandran
et al. (2008), who carried out a comparative study of four professions. In their study, they
identified “the existence of differences in security cultures across professions”.

In relation to the second meta-question, two research topics dominate. The first refers
to the relation between culture/organisational culture and information security (McCoy
et al., 2009; Goo et al., 2013; Connolly and Lang, 2012). This category of papers sets out
to test the basic assumption that culture affects information security in organisations.
One example is a study by McCoy et al. (2009), who were unable to establish a
relationship between organisational culture and information security attitudes and
behaviours. Goo et al. (2013) on the other hand, used the climate concept, which strongly
supported the view that “the information security climate has significant positive
influence on the intention of the security policy compliance”. Consequently, existing
findings can be described as inconclusive at best. The second topic of interest concerns
factors that contribute to information security culture (Knapp et al., 2007; Shahibi et al.,
2012; Alnatheer and Nelson, 2009). For example, Knapp et al. (2007) concluded that top
management support is a factor that positively impacts on information security culture.
Hence, according to this study, it is important to have top management’s support when
implementing information security culture changes.

In relation to the fourth meta-question, we found four main topics. First, there are studies
that have addressed frameworks for cultivating an information security culture (Da Viega
and Eloff, 2010; Thomson et al., 2006; Williams, 2008, Nemati and Church, 2009). For
example, Da Viega and Eloff (2010) stated that information security components “are
implemented in the organisation”, which influences employees’ information security
behaviour. In time, these behaviours evolve “as the way things are done in the organisation”,
which is the definition of culture used by Da Viega and Eloff (2010). In addition, they detailed
the framework on three levels, identifying information security components such as security
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policies and security program management. Second, we found some papers on existing
practices (von Solms, 2000, Lacey, 2010). von Solms (2000) divided the development of
information security into three waves; he described the third wave as institutionalisation, of
which cultivating an information security culture is one aspect. Lacey (2010) highlighted
“failings and critical success factors in contemporary approaches to transform
organisational culture”; these included managers’ failure to understand the principles of
psychology and a lack of experience of marketing campaigns. He concluded that more
emphasis should be put on genuine engagement with employees rather than infrastructure
and formal procedures. A related topic is practical work with cultivating an information
security culture (Johnson and Goetz, 2007; Ashenden and Sasse, 2013). Based on empirical
examples, Johnson and Goetz (2007) described information security culture work and the
importance of personalising information security for employees and the creation of
awareness. Ashenden and Sasse (2013) reported that, nowadays, Chief Information Security
Officers (CISOs) are expected to contribute to organisational culture. CISOs, however, have
struggled with “a perceived lack of power, confusion about their role identity and their
inability to engage effectively with employees”, making it difficult to fulfil this task. The
final topic, management challenges (Ashenden, 2008; Ghernaouti-Hélie, 2009; Dojkovski
et al., 2007a; Gaunt, 2000; Johnsen et al., 2006), represents 8 per cent of all investigated papers.
All of these studies have typically addressed the challenges that managers face when
“managing individuals in an organization” (Ashenden, 2008) to create a way of working.
Examples of identified challenges are employees’ awareness (Ghernaouti-Hélie, 2009),
countering the laissez-faire attitude of employees (Dojkovski et al., 2007a), finding enough
resources to bring about any changes (Gaunt, 2000) and the training of employees (Gaunt,
2000). Dojkovski et al. (2007a), who focused on small- and medium-sized organisations, also
identified business owner awareness as a challenge when creating an information security
culture.

4.2 Theories underlying information security culture research
As shown in Table IV, a number of theories underlie the investigated papers on
information security culture research. The table is structured into four columns; the
leftmost column contains the four meta-questions, the second column contains the
research topics we identified above, the third column contains the theories used and
the rightmost column contains the identified reference disciplines.

Our analysis shows that seven reference disciplines have contributed with theories to
information security culture research: anthropology, economics, knowledge management,
organisational science, psychology, philosophy and sociology. Table IV shows that, of these
disciplines, most theories have been borrowed from organisational science and psychology.
It is not surprising that several of these theories are culture models/typologies of cultures
(Schein, 1985; Hofstede, 1997; Westrum, 1993; Detert et al., 2000). If we were to highlight
single theories that have had an impact on several research topics, then we must include
Schein’s (1985) culture model and Hofstede’s (1997) national culture framework; both
originate from organisational science. For example, the culture model elaborated by Schein
(1985) underlies research on three meta-questions and no fewer than six of our nine research
topics, such as frameworks for cultivating and understanding information security culture.
However, Table IV also shows that research on the meta-question how to cultivate
information security culture use of the least number of theories. Indeed, the specific research
topic “Existing practices” is not based on any theories. This is not surprising considering
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Table IV.
Research topics and
underlying theories

Meta-question Research topic Theory
Reference
discipline

What is information
security culture?

Framework for
understanding
information security
culture

Schein’s (1985) culture model Organisational
science

Elasticity theory (Acs and Gerlowski,
1996)

Economics

Harrald’s (2006) organisational
typology

Organisational
science

Social exchange theory (Homans,
1958)

Sociology

Approaches to
assess information
security culture

Hofstede’s (1997) national culture
framework

Organisational
science

Value-focused thinking (Keeney, 1992) Organisational
science

Conscious competence learning matrix
(Howell and Fleishman, 1982)

Psychology

Analysis of existing
security cultures

Schein’s (1985) culture model Organisational
science

Organisational culture framework
(Detert et al., 2000)

Organisational
science

Hall’s (1959) classification of
behavioural responses

Anthropology

Hofstede’s (1997) national culture
framework

Organisational
science

What are the roots
of information
security culture?

The relation between
(organisational)
culture and
information security

Nine national culture dimensions
(House et al., 2004)

Organisational
science

Competing values framework (Quinn
and Cameron, 1983)

Organisational
science

Hofstede’s (1997) national culture
framework

Organisational
science

Grid/group typology from cultural
theory (Douglas, 1992, Douglas and
Wildavsky, 1982)

Anthropology

The four component model of moral
development (Rest, 1986)

Psychology

Theory of planned behaviour (Ajzen,
1991)

Psychology

Psychological climate (Rousseau,
1988)

Psychology

Ethical decision-making model (Thong
and Yap, 1998)

Philosophy

Schein’s (1985) culture model Organisational
science

Organisational culture framework
(Detert et al., 2000)

Organisational
science

(continued)
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that existing research in this category is mainly philosophical (Table V) and makes no claims
to actively use theories.

To summarise, there are only a few reference disciplines that have substantially
influenced information security culture research. Furthermore, many theories used are
standard texts on organisational culture that cut across meta-questions and specific
topics. Most of these theories are not current.

4.3 Types of research purpose in information security culture research
Table V shows our analysis of the types of information security culture research we
have identified. The analysis is structured according to our meta-questions, the nine
research topics discussed above and Grönlund’s (2001) types of research purpose:
descriptive, philosophical, theoretical, theory generating and theory testing.

Table IV.

Meta-question Research topic Theory
Reference
discipline

Factors that
contribute to
information security
culture

Schein’s (1985) culture model Organisational
science

Competing values framework (Quinn
and Cameron, 1983)

Organisational
science

Theory of planned behaviour (Ajzen,
1991)

Psychology

Hofstede’s (1997) national culture
framework

Organisational
science

Lazarus’ (1993) stress model Psychology
What are the fruits
of different
information security
cultures?

– – –

How do we cultivate
information security
culture?

Framework for
cultivating an
information security
culture

Schein’s (1985) culture model Organisational
science

Three-tier organisational behaviour
(Robbins, 2001)

Organisational
science

Goal-setting theory (Locke and
Latham, 2002)

Psychology

Conscious competence learning model
(Flower, 1999)

Psychology

Modes of knowledge creation (Nonaka,
1994)

Knowledge
management

Individual transition process (Bridges,
2003)

Organisational
science

Management
challenges

Schein’s (1985) culture model Organisational
science

Westrum’s (1993) typology of
organisational cultures

Sociology

Existing practices – –
Practical work with
cultivating an
information security
culture

Organisational discourse theory
(Hardy, 2001)

Organisational
science
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Table V.
Types of purpose in
information security

culture research
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As is shown in the last row in Table V, almost 40 per cent of the papers are theoretical
papers. Hence, these papers reflect on different aspects of information security culture;
they are based on some theory but do not include empirical data. It is worth noting that
several papers, which address the basic assumption that culture affects information
security in organisations, are theoretical (Connolly and Lang, 2012; Furnell and
Thomson, 2009; Ilvonen, 2011; Luo et al., 2009; Thomson and von Solms, 2005).
Moreover, we also found a considerable number of framework papers in this category;
frameworks that are proposed for understanding (Rastogi and von Solms, 2012; Tsohou
et al., 2007), as well as cultivating information security culture (Ngo et al., 2005;
Thomson and Van Niekerk, 2012; Thomson et al., 2006). This means that these
frameworks are not empirically driven or tested.

One-fifth of all the papers are theory generating. The aim of these papers is to
contribute to model building, through the use of either quantitative or qualitative data.
We found that most attention is devoted to frameworks for understanding (Alfawaz
et al., 2010; Harnesk and Lindström, 2011) or cultivating (Dojkovski et al., 2010, 2007b)
information security. However, some papers also address basic assumptions by
building models on the relationship between (organisational) culture and information
security (Goo et al., 2013; Lim et al., 2010).

Theory testing papers constitute almost one-fifth of all papers. The papers that we
identified are mostly related to investigating the relationship between (organisational)
culture and information security (Chang and Lin, 2007; Chen et al., 2008; Lowry et al.,
2013) and factors that contribute to information security (Hu et al., 2012; Knapp et al.,
2007). These papers attempted to test theories on information security culture in a
systematic manner using quantitative or qualitative data.

A little less than one-fifth of the investigated papers are descriptive; this means that
they describe information security culture or different aspects of that phenomenon
without any use of theory. Descriptions of different frameworks for understanding
(Kraemer and Carayon, 2005; Malcolmson, 2009) and cultivating (Nemati and Church,
2009; Ruighaver et al., 2010) information security make up the larger part of these
papers. In this category, we also found papers that describe approaches to assessing
information security cultures (Ghernaouti-Hélie et al., 2010; Okere et al., 2012).

Finally, a few papers are purely philosophical, which means that information
security culture is reflected upon without the use of empirical data or reference to any
theory. It is worth noting that the only papers on existing practices (Lacey, 2010; von
Solms, 2000) are found in this category; these papers reflect on the work with
information security culture on a general level.

The majority of the investigated papers are thus descriptive, philosophical or
theoretical, which are the characteristics of a nascent field of research. However, looking
at the distribution over time (Table VI), we did find some indications of change. Looking
at the period from 2010 to 2013, it is clear that more papers had the purpose of generating
and testing theories based on empirical work, compared with the period from 2000 to
2009. Hence, the table shows that scholars in this sub-field have increased efforts to
combine theory and empirical data in their research work.

4.4 Research methods
Tables VII and VIII show our analysis of research methods used in existing research on
information security culture. In Table VII, the analysis is structured according the
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meta-questions and the nine research topics identified above. The meta-questions are
presented in the leftmost column. In the second column, we present the identified
research topics. In the next nine columns, we present the research method that has been
used in existing research. Hence, the table only contains a subset of our modified version
of Mingers’ (2003) framework. Table VIII presents our analysis, which has been
structured according to the five types of research purpose. The types of research
purpose are presented in the leftmost column and, again, the next nine columns present
the types of research method used in existing research.

As shown in Table VII, the subjective/argumentative-category represents 35 per cent
of all papers. Among this research, we found several papers that propose frameworks
for cultivating (Ngo et al., 2005; Thomson and Van Niekerk, 2012; Vroom and von Solms,
2004) and understanding (Tsohou et al., 2007; Van Niekerk and Von Solms, 2010)
information security culture, as well as papers that address the relationship between
(organisational) culture and information security (Corriss, 2010; Furnell and Thomson,
2009; Warner, 2006). When looking at the subjective/argumentative-category in
Table VIII, we see that these papers are either philosophical or theoretical in nature.
Hence, these papers lack empirical data; in other words, they are not empirically
grounded. An interesting aspect of these subjective/argumentative papers is that they
often lack a description of the research method used.

Survey and case study methods are important methods for existing research on
information security culture. Survey methods were used in almost one-fifth of the
investigated studies. Indeed, this type of method was most prominent in studies that
address the relation between (organisational) culture and information security (Alarifi
et al., 2012; Chang and Lin, 2007; Hovav and D’Arcy, 2012; McCoy et al., 2009). These
studies often aim to generate or test theory. Case study methods have mainly been used
for studies of frameworks for cultivating (Dojkovski et al., 2010; Nemati and Church,
2009), understanding (Alfawaz et al., 2010; Harnesk and Lindström, 2011) or assessing
information security culture (Ghernaouti-Hélie, 2009; Schlienger and Teufel, 2005), as
well as investigating management challenges related to information security cultures
(Dojkovski et al., 2007a; Gaunt, 2000). Table VIII shows that these studies belong to two
types of research: descriptive or theory generating.

Table VI.
Type of purpose in

information security
culture research,

development over
time

Type of research purpose 2000-2009 2010-2013 Difference

Descriptive 15.0% (6) 18.8% (6) �3.8%
Philosophical 7.5% (3) 6.2% (2) �1.3%
Theoretical 50.0% (20) 25.0% (8) �25.0%
Sum theoretical, descriptive, philosophical 72.5% (29) 50.0% (16) �22.5%
Theory generating 12.5% (5) 28.1% (9) �15.6%
Theory testing 15.0% (6) 21.9% (7) �6.9%
Sum theory testing, theory generating 27.5% (11) 50.0% (16) �22.5%
Total sum of papers 40 32

Notes: The table displays shares (%) of studies with counts presented in parentheses; time periods are
divided after the median number of cases, creating time periods of unequal length but of equal size in
terms of the number of studies
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Table VII.
Used types of
research methods
used and research
topics
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Table VIII.
Used types of

research methods
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Interviews account for 13 per cent. This type of research method has been prominent in
studies that focus on frameworks for understanding information security culture
(Kraemer and Carayon, 2005, 2007; Malcolmson, 2009). In addition, interview studies are
of two types: descriptive or theory generating. Consequently, the use of this research
method shares similarities with the use of the case study method.

Almost one-tenth of the papers include literature reviews (Connolly and Lang, 2012;
Okere et al., 2012; Shahri et al., 2012). However, few of the studies are pure literature
reviews. Instead, this research method has often been used in combination with other
types of research methods; the purpose is often to gather background information for the
studies conducted. Table VIII shows that most of these papers are either theoretical or
theory generating.

Table VII shows that such research methods as consultancy, experimentation,
grounded theory and qualitative content analysis have not been widely used. In
addition, we did not identify any papers that used the following research methods:
action research, critical theory, design science, observation, participation observation
and simulation.

To summarise, we can conclude that the research methods used in a considerable
number of the investigated papers are subjective/argumentative. In addition, of the 15
types of research methods found in the modified version of Minger’s (2003) framework,
only 9 can be found in existing research; a closer investigation of these methods showed
that only five of these methods (case study, interviews, literature review, subjective/
argumentative and survey) have been used extensively.

5. Discussion
Despite the fact that information security culture has been on the research agenda for
over a decade, there is no systematic literature review on existing research that focuses
on the kind of knowledge that has been developed and how it has been developed. In this
study, we have systematically investigated existing research on information security
culture. Tables III–VIII show the patterns we found. Based on these findings, some
notable lessons can be learned with regard to:

• topics investigated in information security culture research;
• theories that underlie information security culture research;
• types of research purpose in information security culture research; and
• types of research methods used.

5.1 Research topics investigated in information security culture research
Our findings show that a broad range of topics have been investigated in the area of
information security culture; however, only a few topics account for most of the research
carried out. A similar pattern was found when Siponen and Willison (2007) assessed
information security research in general. Hence, as a pattern, we corroborate their
findings; however, we were not able to compare the identified topics as such because our
study focused on a particular part of the information security field.

Two of the research topics that we identified were also identified by Connolly and
Lang (2013): “Framework for cultivating an information security culture” and
“Framework for understanding information security culture”. Thus, we can corroborate
their findings, even though the two studies used slightly different strategies for
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selecting papers. Our study can also be said to complement that of Connolly and Lang
(2013) because we have gone on to identify an additional seven research topics
(Table III). This is an important contribution because the identification of these topics
allows us to discuss where earlier research efforts have been focused.

We can conclude, therefore, that the most researched meta-question is What are the
roots of information security culture and that only three of the four meta-questions have
been addressed in research to date? In addition, the meta-question “What are the fruits
of different information security cultures?” has not been addressed at any length. It is
striking that no papers have, as yet, investigated the effects of different information
security cultures. This indicates that the benefits of different cultures for performance
are more or less taken for granted; in other words, they are seen as a point of departure
rather than as something that needs to be empirically tested. However, it should be
acknowledged that studying the effects of implementing or changing an information
security culture or comparing the effects of different information security cultures are
difficult empirical tasks. Such studies need to be able to access data from different
cultures either over a long period of time or from different organisations or parts of
organisations. Moreover, and what might be more difficult, it requires access to
measures of actual information security such as incident reports.

We can conclude, then, that the most researched topics are The relation between
culture/organisational culture and information security and Framework for
cultivating an information security culture. However, although we have identified a
rather broad range of topics, few studies have been carried out in each of these areas;
indeed, several research topics have been studied only in a small number of papers.
For example the research topic Practical work with cultivating an information
security culture is only referred to in two papers. This means that our knowledge
regarding these topics is quite limited. From a research point of view, it means that
there are ample opportunities for future research in general, and on the meta-question
“What are the fruits of different information security cultures and the less researched
topics?” in particular. Consequently, there are implications for practice; it is difficult for
practitioners to anchor their way of working in existing research because the number of
studies is quite small.

5.2 Theories underlying information security culture research
Siponen and Willison (2007) have concluded that the majority of existing information
security research generally lacks theory (81 per cent of the published papers between
1990 and 2004). We found that 24 per cent of the investigated papers in our study made
no reference to theory. It is gratifying that we can see a higher degree of maturity in
terms of theory compared with the findings by Siponen and Willison (2007).

According to Connolly and Lang (2013, 2012), the theories that underlie information
security culture research originate from organisational science. They argued that
Schein’s (1985) model of organisational culture has had a major impact on information
security culture research. In addition, Connolly and Lang (2012) identified Detert et al.’s
(2000) general framework of organisational culture as another important theory that has
been used in existing research.

Our findings show the same pattern as those presented above. Organisational science
theories are predominant in all meta-questions and almost all research topics. Other
reference disciplines that we have identified are anthropology, economics, knowledge
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management, philosophy, psychology and sociology. However, none of these reference
disciplines has had the same impact on information security culture research as
organisational science. We also identified that Existing practices is a topic for which no
theories are used. To date, research on this topic has been philosophical; indeed, this
type of research is not characterised by the explicit use of theories. It is also worth noting
that almost one-fourth of the identified research is either descriptive or philosophical,
which means there has been no active use of theories.

With regard to individual theories, we found that Schein’s (1985) model of
organisational culture has been the single most-used theory. It was used in three of the
research meta-questions and in six of the nine research topics that we identified. The
second most-used theory is Hofstede’s (1997) national culture framework, which we
found in four of the nine research topics. Otherwise, a spread of theories has been used.
However, we have been unable to show the importance of Detert et al.’s (2000) general
framework of organisational culture, a theory that Connolly and Lang (2012) pointed out
as important.

Thus, we have found that existing research on information security culture has used
theories from several reference disciplines. However, the distribution of reference
disciplines is skewed. It is understandable that many studies have borrowed theories
from organisational science because this discipline has carried out extensive research
into the cultural aspects of organisations. Despite this fact, we believe that it would be
beneficial for information security culture research if theories from other reference
disciplines were considered to a larger extent, for example, theories from sociology, a
discipline that has also researched culture at length (cf. Allan, 2010).

5.3 Types of research purpose in information security culture research
The opportunities for future research on information security culture was made even
more specific when we added types of research purpose as an additional analytical layer
(Table V). None of the existing literature reviews on information security culture
(Connolly and Lang, 2013, 2012; Chang and Lin, 2007; Malcolmson, 2009) has studied
this aspect; hence, we can contribute to the field by pinpointing the maturity of this
subfield and the different research topics.

In general, we can conclude that the majority of the existing research is descriptive,
philosophical or theoretical. Thus, existing research, irrespective of the meta-question it
seeks to answer, is rather immature when measured according to Grönlund’s (2001)
framework. For example, one surprising finding is the large share of descriptive and
theoretical research into the research topic Framework for cultivating an information
security culture. Research in this area aims to contribute to the way in which information
security culture is created. To some extent, these papers serve to prescribe the
cultivating process. Nonetheless, most of these studies lack a structured analysis of the
presented cases (descriptive) or empirical evidence (theoretical), and it is relevant to
discuss on what basis these prescriptions were made. Much of the same conclusion can
be drawn for the research topics Existing practices and Approaches to assess
information security culture. The only topic that has produced a large share of research
into theory generating and theory testing is The relation between culture/organisational
culture and information security. This result shows that this research topic shows
greater maturity than the other topics.
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Our analysis showed that half of last years’ studies on information security culture
(2010-2013) are either theoretical, descriptive or philosophical. This shows a change
from the period from 2000 to 2009, with an increase in the share of research devoted to
theory generating and theory testing. Hence, with regard to the purpose of research in
this subfield, there is a move towards greater maturity.

At least two implications for research can be identified. First, we can conclude that
there is a need for more empirical research on all of the meta-questions and on most of
the research topics that have been listed in Table III. Second, to increase the
maturity of future research, there is also a need to combine empirical research with
explicit use of theories (theory testing) or ensure that empirical research is used for the
development of theories on information security culture (theory generating). The large
share of descriptive and non-empirical research also has implications for practice. It is
difficult for practitioners to adopt research results, such as frameworks or assessment
tools, which have not been empirically validated. Consequently, with regard to several
of the listed research topics, limited advice can be offered to practitioners.

5.4 Types of research methods used
Our findings on types of research methods used in information security culture research
extend beyond the existing knowledge base. Existing studies (Connolly and Lang, 2013,
2012; Chang and Lin, 2007; Malcolmson, 2009) have not investigated this aspect of
research carried out to date.

First, compared with the information systems field in general (Mingers, 2003), we
found a different pattern of research method use in the subfield of information security
culture. We can conclude that the spread of research methods used is smaller than in the
information systems field in general. This is very similar to the findings of Siponen and
Willison (2007), who investigated information security research in general. The most
used research methods when researching information security culture are subjective/
argumentative, case studies, surveys, interviews and literature reviews (often used as a
background for arguing for a particular study). However, our study does not provide
any answers as to why fewer types of research methods are used. Of course, some types
of research methods might be more appropriate than others with regard to a research
problem. Consequently, to some extent, the focus on certain research topics may provide
one part of the explanation. But still it is interesting to see that such research methods as
ethnography and participation observation, which are found in culture studies in other
disciplines, are not present in existing research on information security culture.

Mingers (2003) argued that research methods have been developed “within a
particular paradigm, but the relationship is far from clear”. Similar arguments can be
found in an analysis of information security research by Dhillon and Backhouse (2001),
who used the framework put forward by Burrell and Morgan (1979). Thus, we can
conclude that research methods come with a set of basic assumptions. When a small
number of research methods have been used, only a limited number of perspectives have
been used to address information security culture. For example, neither did we find any
studies that used action research or design science, which belong to an
intervention-oriented paradigm, nor did we find any studies that use critical theory.
This is pretty much in line with the conclusion drawn by Dhillon and Backhouse (2001)
on information security research in general, where intervening and critical research is
rare.
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Second, our findings show that a large number of the studies had a subjective/
argumentative research method. In many cases, the research method had not been made
explicit in these papers, which makes it difficult to assess the findings. Hence, we can
conclude that researchers in the subfield of information security culture could be more
explicit with their use of research methods or at least with the starting points for their
logical arguments.

Third, we did not identify any strong patterns between meta-questions or research topics
and the types of research methods used, except that many of the studies on The relation
between culture/organisational culture and information security were carried out using
surveys. Several of these papers construct hypotheses that are tested using different
statistical analysis. These studies, more than others, are an example of the limited number of
perspectives that have been used in the research of information security culture.

We believe that our findings should have implications for the types of research
methods that are used in future research on information security culture. First, they call
for a broader use of research methods to illustrate the phenomenon from several
perspectives. Second, we believe that it would be beneficial to use mixed-methods
(Ågerfalk, 2013) to gather empirical data. Today, the most frequent combination is a
literature review in combination with another research method; this means that
empirical data are often collected using just one research method.

5.5 The limitations of this study
In this paper, we have reported on the topics researched in the subfield of information
security culture, as well as the underlying theories, types of research purpose and
research method used. Obviously, our results depend on the search strategy and the
selection of papers. We have been explicit with our selection of papers, which is based on
searches of Elsevier’s database SCOPUS. Of course, other search strategies are possible;
for example, those used by Connolly and Lang (2012, 2013). Hence, we do not claim that
we have identified all studies on information security culture, but we have used a sample
of good size from relevant outlets.

Furthermore, the use of our analytical framework involves subjective judgement. It
has not always been a straightforward task to classify papers into research topic
categories or types of research methods. We have tried to make the analysis as explicit
as possible by providing the complete classification of papers in Appendix 2; making it
possible to scrutinise the analysis in detail.

6. Conclusion
The aim of this paper was to survey existing information security culture research
to scrutinise the kind of knowledge that has been developed, and the way in which
this knowledge has been brought about. For this purpose, we used Grönlund’s (2001)
framework on types of research purpose and an extended version of Minger’s (2003)
framework on research methods. We can conclude that, with regard to depth,
existing research has focused on a limited set of research topics using a small
repertoire of research methods; the repertoire is more limited than in information
systems research in general. We categorised existing research in terms of four
meta-questions:

(1) What is information security culture?
(2) What are the roots of information security culture?
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(3) What are the fruits of different information security cultures?
(4) How do we cultivate information security culture?

We can conclude that research has been carried out for three of the four questions.
However, research on the fruits of different information security cultures is lacking.
Furthermore, we can conclude that an extensive part of research is descriptive,
philosophical or theoretical. With regard to research methods only a limited set of
research methods have been used, and the majority of the studies have used a subjective/
argumentative method. Taken together, this means that research carried out to date is
quite immature.

Our findings indicate that future information security culture research should:
• address a broader set of research topics;
• focus more on generating theories or testing theories to increase the maturity of

this subfield of information security research; and
• use a broader set of research methods.

It would be particularly interesting to see future studies that use intervening or critical
approaches which, so far, have been completely lacking in research.
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Appendix 1

Table AI.
Operational

definitions of
research methods

Research method Operational definition

Action research This category refers to the contribution of knowledge whilst at the same time
solving organisational problems through intervention. Action research can
be distinguished from consultancy in that the researcher uses particular
theoretical tools to solve the organisational problems and uses the results of
the interventions to evaluate and improve existing theory

Case study This category refers to the contribution of knowledge through in-depth
enquiries into a phenomenon within its real-life context, where the
boundaries between phenomenon and context are not clearly apparent

Consultancy This category refers to the provision of an expert service for a client in return
for a fee. Hence, it might be argued that this is not research at all; however, it
is possible to learn from such projects

Critical theory This category refers to the contribution of knowledge through the
articulation of assumptions that keep people from a full understanding of
how the world works

Design science This category refers to the contribution to knowledge through the design of
novel or innovative artefacts (Hevner et al., 2004). Such research consists of
build-and-evaluate loops, and the developed knowledge ranges from design
principles, construction methods and tools to basic assumptions about the
context in which the artefact is to function (Gregor and Jones, 2007)

Ethnography This category refers to the contribution of knowledge through an
understanding of a phenomenon from the perspective of the people involved;
in other words, understanding the people’s values, language and practices.
Ethnography has its rotes in anthropology and the researcher spends a
considerable amount of time in a particular (sub)organisation. This category
shades into participant observation

Experiments This category refers to the contribution of knowledge through the provision
of an insight into cause-and-effect. This is carried out by deliberately
manipulating certain factors in artificially generated situations. This
category includes both laboratory and field experiments

Grounded theory This category refers to the contribution to knowledge through the marking of
key points in the collected data with a series of codes. These codes are
grouped into similar concepts from which the categories are formed. Finally,
a theory can be constructed

Interviews This category refers to the contribution to knowledge through a conversation
in which a researcher elicits information from a respondent. Different types
of interview techniques are included in this category, ranging from
unstructured interviews (open-ended discussions) to structured interviews (a
pre-structured set of questions). Moreover, interviews with one or more
interviewees can be held at the same time (e.g., focus groups)

Literature review This category refers to the contribution to knowledge through a systematic
account of existing research publications in a research area

Participant
observation

This category refers to the contribution to knowledge through active
participation in a situation. It is not necessary that the people in the situation
are aware of the researcher. This category is an extension of ethnography
(Mingers, 2003)

(continued)
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Table AI.

Research method Operational definition

Passive observation
and measurement

This category refers to the contribution to knowledge through the direct
observation, recording and measurement of phenomena that result in
quantitative data. Such knowledge is developed through statistical analysis

Qualitative content
analysis

This category refers to the contribution to knowledge through the analysis of
texts or pictures in order to identify “the occurrence of specific categories or
terms” (Mingers, 2003). The analysis can either be carried out using
predefined categories or in an “interpretive manner, recognizing the role of
the analyst on doing this” (Mingers, 2003)

Simulation This category refers to the contribution to knowledge through the recreation
of situations and data in such a way that they are, to some extent,
representative of a relevant real world situation

Subjective/
argumentative

This category refers to the contribution to knowledge through logical
arguments based on: a) own experiences, and/or b) textual analysis to
discover the underlying meaning of a body of text. The arguments may not
necessarily be based on any particular theory or implicit theory

Survey, questionnaire,
or instrument

This category refers to the contribution to knowledge through a pre-
structured set of questions, regardless of the technique for the administration
and circulation of these questions. Data is collected through the sampling of
individual units from a wider population and the analysis includes any type
of statistical method
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Appendix 2

Table AII.
Detailed analysis
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Table AIII.
Papers that we have

been unable to
analyse

Author Reason why the analysis was not carried out

Bess (2009) Unable to get a copy of the paper
Van Niekerk and Von Solms (2013) Unable to get a copy of the paper
Gattiker (2008) Unable to get a copy of the paper
Zakaria (2005b) Unable to get a copy of the paper
Koskosas and Massalas (2008) Unable to get a copy of the paper
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