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Security behaviors of
smartphone users

Amit Das and Habib Ullah Khan
College of Business and Economics, Qatar University, Doha, Qatar

Abstract
Purpose – This paper aims to report on the information security behaviors of smartphone users in an
affluent economy of the Middle East.
Design/methodology/approach – A model based on prior research, synthesized from a thorough
literature review, is tested using survey data from 500 smartphone users representing three major
mobile operating systems.
Findings – The overall level of security behaviors is low. Regression coefficients indicate that the
efficacy of security measures and the cost of adopting them are the main factors influencing smartphone
security behaviors. At present, smartphone users are more worried about malware and data leakage
than targeted information theft.
Research limitations/implications – Threats and counter-measures co-evolve over time, and our
findings, which describe the state of smartphone security at the current time, will need to be updated in
the future.
Practical implications – Measures to improve security practices of smartphone users are needed
urgently. The findings indicate that such measures should be broadly effective and relatively costless
for users to implement.
Social implications – Personal smartphones are joining enterprise networks through the acceptance
of Bring-Your-Own-Device computing. Users’ laxity about smartphone security thus puts
organizations at risk.
Originality/value – The paper highlights the key factors influencing smartphone security and
compares the situation for the three leading operating systems in the smartphone market.

Keywords Security, Information security

Paper type Research paper

1. Introduction
The proliferation of smartphones has brought mobile computing to the masses. By the
end of 2014, approximately 1.76 billion people were expected to own and use
smartphones, up more than 25 per cent over 2013 (eMarketer, 2014). This means that
there are more smartphones in use today than personal computers (PC) (Business
Insider, 2013). A separate (online) survey, supported by Google, claimed that
smartphone penetration would exceed 50 per cent in 19 countries over the same period
(Our Mobile Planet, 2014).

Today’s smartphones possess significant processing power, typically 2-4
processor cores each clocked at 1-2 GHz, matched with 1-2 GB of RAM and 8-32 GB
of flash storage (GSMArena, 2014). Apart from their primary function of text/voice/
video messaging, today’s smartphones are capable of content creation, sharing and
consumption, as well as location services [global positioning system (GPS), maps,
navigation, and location-aware search] and financial transactions (electronic
payments, online banking). In most ways, the smartphones of today are more
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powerful than the desktop computers of the past decade. Atop this hardware run
operating systems provided by a handful of firms (IDC, 2014), over which literally
millions of third-party applications (apps) – free and paid – perform almost all
conceivable computing functions (TechCrunch, 2014).

While the formidable processing power and vibrant ecology of app developers
provides a solid platform for applications such as mobile commerce, a potential Achilles’
heel lies in the security of smartphones (Consumer Reports, 2013). News reports present
an alarming picture of how smartphone users do little, if anything, to secure the data on
their devices (CNBC, 2014). Their propensity to install third-party apps without due
scrutiny is a cause for concern (Mylonas et al., 2013). Coupled with the prospect of
physical loss of the device, and its casual use on unsecured public networks such as
coffee shops and airports, smartphones present significant risks to information security
(ENISA: European Union Agency for Network and Information Security, 2010).
Smartphones being essentially “social” devices, contagion of malware on networks is
likely to be rapid and far-reaching (Peng et al., 2014). As was anticipated a decade ago,
the growing processing power and widespread adoption of mobile devices has made
them “the target of viruses, worms and other malware programs” (Furnell, 2005).

In this study, we examine the security behaviors of smartphone users in an affluent
Middle-Eastern country with 75 per cent smartphone penetration (Go-Gulf, 2013). We
relate these behaviors to users’ appraisal of security threats and coping responses
(Model 1) as well as the demands of the specific threats of malware, data leakage and
data theft (Model 2). By measuring the current state of smartphone security in the
region, we establish a baseline against which future progress in smartphone security
behaviors might be measured. Our study of smartphone security behaviors responds to
the call of Crossler et al. (2013) for more behavioral research into information security, to
supplement technical innovations in computer and network security.

The attachment of employees to their personal smartphones has pushed most
organizations to support “Bring-Your-Own-Device” (BYOD) computing. In this way,
smartphones are making the transition from personal-use devices to organizational
computing. French et al. (2014) note that BYOD boosts employee satisfaction and
productivity but creates issues with respect to security and regulatory compliance.
They call for timely research and ongoing knowledge sharing between industry and
academia. Harris and Patten (2014) agree that BYOD support for smartphones brings
anytime-anywhere capability to organizational computing but raises security concerns
in the process. Finally, in their extensive review of the information security literature,
Silic and Back (2014) concur that attention to the mobile revolution is necessary to close
the gap between academic and business aspects of information security.

2. Literature review
As research on smartphone security evolves in different directions: technical (Fang et al.,
2014; Peng et al. 2014), behavioral (Allam et al., 2014; He, 2013; Mylonas et al., 2013) and
policy-oriented (French et al., 2014; Harris and Patten, 2014), we seek to apply the
insights contained in the prior literature on IT security behaviors to the mobile context.
From this prior literature, we identify constructs relevant to smartphone security
(including security behaviors, our outcome of interest, as well as their likely
antecedents) and their theoretical inter-relationships. We expect that many of the
theoretical insights into information security behaviors and practices accumulated in
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the era of PC-centric computing can be adapted to the smartphone context. We
summarize below some of the significant prior research on security behaviors that
informs our exploration of smartphone security.

Ng and Rahim (2005), applying the technology acceptance model to security
behaviors, found that perceived usefulness, peer and media influence, and self-efficacy
strengthened users’ intentions to adopt backups, anti-virus software and personal
firewalls. Later, Jones et al. (2010) found that subjective norms and management support
increased the intention to adopt information system security measures, while perceived
usefulness and perceived ease of use did not.

Much of the subsequent research on security behaviors has implicitly or explicitly
adopted an expectancy-based framework where perceived vulnerability and perceived
severity jointly drive the process of threat appraisal, which complements an appraisal of
coping responses based on a cost-benefit analysis of security measures and how likely
such measures are to succeed in neutralizing threats. This converges with a number of
business frameworks used for information security risk management, which also view
security behaviors as a tradeoff between risk – operationalized as annualized loss
expectancy– and cost (Fenz et al., 2014).

As an example of research that found significant impact of threat appraisal, Ng et al.
(2009) used an expectancy-value framework, as applied to preventive healthcare
behaviors – often referred to as the health belief model, or HBM (Rosenstock, 1966) – to
model computer security behaviors. They found support for perceived susceptibility
and perceived benefit (of the prevention behavior), but not perceived severity or barrier
(to the adoption of the behavior), as determinants of their chosen aspect of computer
security behavior – care in the handling of e-mail attachments. Independently,
Workman et al. (2008) investigated security lapses in organizations and found that
higher levels of perceived vulnerability and severity, and self- and response efficacy
reduced the likelihood of omissions that compromise security.

An example of research focusing on the appraisal of coping responses is the work
of Beautement et al. (2008) who analyzed data from 17 semi-structured interviews in
two organizations to conclude that when an individual is faced with a compliance
decision, the costs represented by additional effort on tasks are weighed up and
measured against the benefits. Along the same lines, Bulgurcu et al. (2010) found
that employees’ attitude toward compliance with information security policies is
influenced by their beliefs about benefit and cost of compliance, the cost of
non-compliance, as well as their information security awareness. Herath and Rao
(2009a) found security compliance intentions to be boosted by peer pressure and the
likelihood of facing penalties for non-compliance. A companion paper (Herath and
Rao, 2009b) suggests that compliance intentions are also affected by the perceived
severity of threats and the availability of resources (guidance and training) to
support compliance. Johnston and Warkentin (2010), in their study of user intentions
to adopt anti-spyware measures, found that such intentions are affected directly by
response efficacy, self-efficacy and social norms, but not by the susceptibility and
severity of threats as portrayed in fear appeals. Ifinedo (2012) found that compliance
intentions depend on perceived efficacy of security responses as well as users’
self-efficacy in terms of carrying out the responses. Threat appraisal (under a
susceptibility – severity framework) did not have much effect on compliance
intentions.
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Examples of research that found significant effects of both threat appraisal and
assessment of coping behaviors include the work of Lee et al. (2008) who applied Rogers’
(1975) protection motivation theory (similar to the health belief model) to users’
intentions to adopt PC anti-virus software and concluded that perceived vulnerability,
response efficacy, self-efficacy, expected positive outcomes and prior virus infection
experiences all strengthened such intentions. Along similar lines, Chenoweth et al.
(2009) showed that perceived vulnerability, perceived severity, response efficacy and
response cost influence the behavioral intention to use anti-spyware software as a
protective technology.

Lee and Larsen (2009) studied the adoption of anti-malware software by executives of
small and medium businesses. They found positive effects of perceived severity,
perceived vulnerability, response efficacy, self-efficacy, social influence, vendor support
and IT budget on the intention to adopt anti-malware software, and a positive
correlation between expressed intention and actual adoption behavior. Liang and Xue
(2009, 2010) developed and tested a technology threat avoidance model to find that the
motivation to avoid spyware was affected positively by the perceived threat
(susceptibility and severity), response and self-efficacy and negatively by the cost of
response. Avoidance motivation was positively related to avoidance behavior (r � 0.43).

Not all research into security behaviors has focused on threat appraisal and/or coping
responses. Early work by Frank et al. (1991) found that PC users’ security behaviors
were positively correlated with informal social norms and users’ knowledge and
experience in computing. Rhee et al. (2009) argue for the central role of self-efficacy in the
use of security technologies and other security behaviors. Stanton et al. (2005) classified
computer security behaviors in terms of a two-way taxonomy of expertise and
intentions, recommending that organizations train as well as monitor their employees to
improve security. Vroom and von Solms (2004) also discuss the role of audit
(monitoring) but suggest that it be supplemented with culture change to promote
security in organizations. Greene and D’Arcy (2010) found security compliance
intentions to be related positively to the organization’s security climate and the user’s
job satisfaction. Pahnila et al. (2007) found that the information quality of security
policies had a positive effect on compliance intention and behavior, apart from users’
attitudes, beliefs and habits. In a later paper (Siponen et al., 2010), the same authors
discuss the conditions under which rewards and sanctions might enhance compliance
behavior. Hedström et al. (2013) applied Weber’s Social Action Theory to a case study of
information security non-compliance at a Swedish hospital to conclude that
non-compliance is mostly deliberate and instrumental, based on means– end calculation
by users. An extensive meta-analysis by Sommestad et al. (2014), however, suggests
that beliefs and values influence compliance intention more than incentives do.

Evidence for the effect of training on information security compliance continues to be
mixed. Furnell and Thomson (2009) emphasize the role of context-sensitive training
(promoting awareness and providing the necessary skills) as a step toward a security
culture. Davinson and Sillence (2010) found that security behavior with respect to
phishing threats improved somewhat with risk warnings, though the content of such
warnings did not seem to matter. Security behavior also did not respond to a training
program developed to educate users about phishing threats and counter-measures. In a
laboratory experiment conducted by Komatsu et al. (2013), users’ response behaviors
bore a complex relation to their comprehension of the security threat and their trust in
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the sender of persuasive messages. But Al-Omari et al. (2012) present evidence that
information security awareness can play a major role in shaping users’ intentions to
comply with information security policies.

Table I below provides a chronological summary of the relationships between
information security behaviors and their determinants observed in prior empirical
research.

Two main trends seen in Table I above are:
(1) the predominance of intention, rather than behavior, as the dependent variable of

interest; and
(2) the frequent appearance of perceived vulnerability, perceived severity, response

efficacy, self-efficacy and response cost as predictors of security intentions.

As Sommestad et al. (2014) note in their systematic review of variables influencing
information security policy compliance, most research focuses on attitudes and
intentions; very few examine actual behavior. Unfortunately, attitudes do not always
coincide with behavior. Workman et al. (2008) refer to a knowing– doing gap in the
practice of information security, where intentions might not translate directly into
behaviors. In a carefully designed laboratory experiment, Komatsu et al. (2013) showed
that a user’s attitude (based on stated preference) does not match that users’ behavior
(based on revealed preference). Lee and Larsen (2009) found a positive correlation
between expressed intention and actual adoption behavior (0.20 � r � 0.40, for different
sub-groups in their sample). Liang and Xue (2009, 2010) found that avoidance
motivation toward spyware was positively related to avoidance behavior (r � 0.43).
Pahnila et al. (2007) also found a significant link between intention and actual
compliance behavior (standardized beta of 0.40, p � 0.05), but most of the variables that
affected intention significantly had no effect on behavior.

Most of the work above was undertaken in organizations (Guo, 2013), which have
explicit information security policies and some degree of enforcement of these policies –
ranging from having one’s computer kicked off the network to losing one’s job
altogether. In contrast, the mobile devices that are the subject of our study are owned by
individuals and supervised very weakly, if at all, by organizations (Allam et al., 2014).
The security of these devices is, at this point in time, almost purely an individual
responsibility, a situation that is changing, as BYOD computing matures with respect to
organizational policies and user education.

3. Model development
3.1 Classification of threats to smartphone security
The numerous security threats to smartphones (FCC: Federal Communications
Commission, 2012; Ofcom, 2013; ENISA: European Union Agency for Network and
Information Security, 2010) can be grouped into at least three categories (He, 2013):

(1) Malware, such as worms and viruses, aimed at damaging the device or rendering
it unavailable. Malware may delete critical files, drain the battery or disrupt the
communication capability of the smartphone.

(2) Data leakage, i.e. the unauthorized collection and transmission of data such as
location, contacts and usage behavior. Many third-party apps (and providers of
operating systems, potentially) collect user data surreptitiously, without or
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Table I.
Relationships in

research on security
behaviors

St
ud

y
D

ep
en

de
nt

va
ri

ab
le

Si
gn

ifi
ca

nt
in

de
pe

nd
en

tv
ar

ia
bl

es

Fr
an

k
et

al
.(

19
91

)
PC

us
er

s’
se

cu
ri

ty
be

ha
vi

or
s

In
fo

rm
al

so
ci

al
no

rm
s

an
d

us
er

s’
kn

ow
le

dg
e

an
d

ex
pe

ri
en

ce
in

co
m

pu
tin

g
N

g
an

d
R

ah
im

(2
00

5)
In

te
nt

io
n

to
ad

op
tb

ac
ku

ps
,a

nt
i-v

ir
us

so
ft

w
ar

e
an

d
pe

rs
on

al
fir

ew
al

ls
Pe

rc
ei

ve
d

us
ef

ul
ne

ss
,p

ee
r

an
d

m
ed

ia
in

flu
en

ce
,a

nd
se

lf-
ef

fic
ac

y

Pa
hn

ila
et

al
.(

20
07

)
Co

m
pl

ia
nc

e
in

te
nt

io
n

an
d

be
ha

vi
or

In
fo

rm
at

io
n

qu
al

ity
of

se
cu

ri
ty

po
lic

ie
s

W
or

km
an

et
al

.(
20

08
)

(R
ed

uc
ed

)l
ik

el
ih

oo
d

of
om

is
si

on
s

th
at

co
m

pr
om

is
e

in
fo

rm
at

io
n

se
cu

ri
ty

Pe
rc

ei
ve

d
vu

ln
er

ab
ili

ty
an

d
se

ve
ri

ty
,r

es
po

ns
e

ef
fic

ac
y,

se
lf-

ef
fic

ac
y

Le
e

et
al

.(
20

08
)

In
te

nt
io

n
to

ad
op

tP
C

an
ti-

vi
ru

s
so

ft
w

ar
e

Pe
rc

ei
ve

d
vu

ln
er

ab
ili

ty
,r

es
po

ns
e

ef
fic

ac
y,

ex
pe

ct
ed

po
si

tiv
e

ou
tc

om
es

,
se

lf-
ef

fic
ac

y,
pr

io
r

vi
ru

s
in

fe
ct

io
n

Ch
en

ow
et

h
et

al
.(

20
09

)
In

te
nt

io
n

to
us

e
an

ti-
sp

yw
ar

e
so

ft
w

ar
e

Pe
rc

ei
ve

d
vu

ln
er

ab
ili

ty
,p

er
ce

iv
ed

se
ve

ri
ty

,r
es

po
ns

e
ef

fic
ac

y,
re

sp
on

se
co

st
Fu

rn
el

la
nd

T
ho

m
so

n
(2

00
9)

Se
cu

ri
ty

co
m

pl
ia

nc
e

Co
nt

ex
t-s

en
si

tiv
e

tr
ai

ni
ng

,o
rg

an
iz

at
io

na
ls

ec
ur

ity
cu

ltu
re

H
er

at
h

an
d

R
ao

(2
00

9a
)

Se
cu

ri
ty

co
m

pl
ia

nc
e

in
te

nt
io

ns
Pe

er
pr

es
su

re
,l

ik
el

ih
oo

d
of

pe
na

lti
es

fo
r

no
n-

co
m

pl
ia

nc
e

H
er

at
h

an
d

R
ao

(2
00

9b
)

Se
cu

ri
ty

co
m

pl
ia

nc
e

in
te

nt
io

ns
Pe

rc
ei

ve
d

se
ve

ri
ty

of
th

re
at

s,
re

so
ur

ce
s

to
su

pp
or

tc
om

pl
ia

nc
e

Le
e

an
d

La
rs

en
(2

00
9)

A
do

pt
io

n
of

an
ti-

m
al

w
ar

e
so

ft
w

ar
e

by
ex

ec
ut

iv
es

of
sm

al
la

nd
m

ed
iu

m
bu

si
ne

ss
es

Pe
rc

ei
ve

d
se

ve
ri

ty
,p

er
ce

iv
ed

vu
ln

er
ab

ili
ty

,r
es

po
ns

e
ef

fic
ac

y,
se

lf-
ef

fic
ac

y,
so

ci
al

in
flu

en
ce

,v
en

do
r

su
pp

or
t,

IT
bu

dg
et

N
g

et
al

.(
20

09
)

Ca
re

in
th

e
ha

nd
lin

g
of

e-
m

ai
la

tt
ac

hm
en

ts
Pe

rc
ei

ve
d

su
sc

ep
tib

ili
ty

,p
er

ce
iv

ed
be

ne
fit

of
th

e
pr

ev
en

tio
n

be
ha

vi
or

R
he

e
et

al
.(

20
09

)
U

se
of

se
cu

ri
ty

te
ch

no
lo

gi
es

Se
lf-

ef
fic

ac
y

B
ul

gu
rc

u
et

al
.(

20
10

)
A

tt
itu

de
to

w
ar

d
co

m
pl

ia
nc

e
w

ith
in

fo
rm

at
io

n
se

cu
ri

ty
po

lic
ie

s
B

el
ie

fs
ab

ou
tb

en
efi

ta
nd

co
st

of
co

m
pl

ia
nc

e,
co

st
of

no
nc

om
pl

ia
nc

e,
in

fo
rm

at
io

n
se

cu
ri

ty
aw

ar
en

es
s

D
av

in
so

n
an

d
Si

lle
nc

e
(2

01
0)

B
eh

av
io

r
w

ith
re

sp
ec

tt
o

ph
is

hi
ng

th
re

at
s

R
is

k
w

ar
ni

ng
s

G
re

en
e

an
d

D
’A

rc
y

(2
01

0)
Se

cu
ri

ty
co

m
pl

ia
nc

e
in

te
nt

io
ns

O
rg

an
iz

at
io

n’
s

se
cu

ri
ty

cl
im

at
e,

us
er

’s
jo

b
sa

tis
fa

ct
io

n
Jo

hn
st

on
an

d
W

ar
ke

nt
in

(2
01

0)
In

te
nt

io
n

to
ad

op
ta

nt
i-s

py
w

ar
e

R
es

po
ns

e
ef

fic
ac

y,
se

lf-
ef

fic
ac

y,
so

ci
al

no
rm

s

Jo
ne

s
et

al
.(

20
10

)
In

te
nt

io
n

to
ad

op
tI

S
se

cu
ri

ty
m

ea
su

re
s

Su
bj

ec
tiv

e
no

rm
s,

m
an

ag
em

en
ts

up
po

rt
Li

an
g

an
d

X
ue

(2
01

0)
M

ot
iv

at
io

n
to

av
oi

d
sp

yw
ar

e
Pe

rc
ei

ve
d

su
sc

ep
tib

ili
ty

,p
er

ce
iv

ed
se

ve
ri

ty
,r

es
po

ns
e

ef
fic

ac
y,

se
lf-

ef
fic

ac
y,

co
st

of
re

sp
on

se
Pa

hn
ila

et
al

.(
20

07
)

In
te

nt
io

n
to

co
m

pl
y,

ac
tu

al
co

m
pl

ia
nc

e
N

or
m

at
iv

e
be

lie
fs

,t
hr

ea
ta

pp
ra

is
al

,s
el

f-e
ffi

ca
cy

,v
is

ib
ili

ty
,d

et
er

re
nc

e
A

l-O
m

ar
ie

ta
l.

(2
01

2)
In

te
nt

io
n

to
co

m
pl

y
w

ith
IS

se
cu

ri
ty

po
lic

ie
s

In
fo

rm
at

io
n

se
cu

ri
ty

aw
ar

en
es

s
Ifi

ne
do

(2
01

2)
Co

m
pl

ia
nc

e
in

te
nt

io
ns

R
es

po
ns

e
ef

fic
ac

y,
se

lf-
ef

fic
ac

y
K

om
at

su
et

al
.(

20
13

)
B

eh
av

io
r

w
ith

re
sp

ec
tt

o
an

in
du

ce
d

bo
tn

et
in

fe
ct

io
n

Co
m

pr
eh

en
si

on
of

se
cu

ri
ty

th
re

at
,t

ru
st

in
se

nd
er

of
ad

vi
ce

121

Security
behaviors of
smartphone

users

D
ow

nl
oa

de
d 

by
 T

A
SH

K
E

N
T

 U
N

IV
E

R
SI

T
Y

 O
F 

IN
FO

R
M

A
T

IO
N

 T
E

C
H

N
O

L
O

G
IE

S 
A

t 2
1:

01
 0

7 
N

ov
em

be
r 

20
16

 (
PT

)



beyond the user’s consent, sending back these data to the developers for data
mining or marketing purposes, thus violating the privacy of the user.

(3) Deliberate theft of confidential information, such as passwords and credit card
data. Targeted hacking attacks to intercept and decrypt communications,
installation of Trojans and spyware, as well as phishing attacks by spoofing or
impersonation, might be used to steal confidential information for espionage,
blackmail or ransom.

Category 1 includes malicious software designed to damage/degrade the smartphone
device itself. Category 2 refers to unauthorized harvesting of user data by writers of
operating systems and apps. Category 3 refers to the targeted theft of information from
storage (e.g. photos) or transit (e.g. passwords). The distinction between Categories 2
and 3 is that Category 2 affects all users of the OS/application, while Category 3 refers to
targeted attacks on individuals (possibly soft and/or high-value targets).

3.2 Operationalization of constructs
Noting the success of expectancy-based models, such as the health belief model in
Ng et al. (2009), or the protection motivation model in Pahnila et al. (2007), we cast our
first model (Model 1) of security behaviors in terms of threat appraisal – perceived
susceptibility and severity – and the assessment of coping responses – their efficacy and
cost. Later, we re-group our questionnaire items in a different way (Model 2) to assess the
relative contribution of the three threats – malware, data leakage and data theft – to
security behaviors.

Following the expectancy-based approach, we model security behaviors (our
dependent variable) as a function of perceived susceptibility to and severity of threats, the
interaction of these two independent variables, the perceived efficacy of security
measures and the cost (including peer reaction) of adopting these security measures.
Each of the explanatory constructs is operationalized with three facets, one each for:

(1) malware (such as worms and viruses);
(2) data leakage (unauthorized collection and transmission of data such as location

and communication habits); and
(3) the deliberate theft of confidential information (such as passwords and credit

card data).

Thus, susceptibility is operationalized with three questions about the vulnerability to
security issues: one for malware, another for data leakage and a third for data theft. The
same is true of severity: it is composed of one item each for the perceived damage
potential of malware, data leakage and data theft.

In addition to the direct effects of susceptibility and severity on security behaviors,
we also admit into our model a multiplicative interaction term constituted by these two
independent variables. The statistical adjustment needed to accommodate this
interaction term is discussed in the data analysis section.

The three items for response efficacy refer to the perceived effectiveness of security
measures against malware, data theft and data leakage. Cost also includes a fourth item
in addition to the loss of convenience, functionality and time in protecting against
malware, data leaks and theft. This element of cost refers to the social cost of not using
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smartphone features or applications popular among one’s friends: likely exclusion from
conversations, discussions and activities conducted over social media.

As our study targets realized behaviors rather than attitudes, we chose a
demonstrated measure of user sophistication instead of perceived self-efficacy. User
sophistication is to our study of security behaviors what self-efficacy is to a study of
intentions: a measure of the ability of the user to defend herself/himself against security
threats. In this study, we use the number of installed apps on a user’s smartphone as a
proxy for the user’s sophistication. We expect “power users” to have installed more apps
than more novice users.

In using a social technology, smartphone users may be influenced by their overall
level of trust in other users. Trust, in this sense, is central to information security (which
aims to establish and maintain trust), and there have been calls to make the role of such
trust explicit (Jensen, 2012) and unambiguous (Gollmann, 2006). We use a three-item
measure of trust derived from the American General Social Survey (GSS), 2014 and the
German Socio-Economic Panel questionnaires (SOEP: Socio-Economic Panel, 2014).
More trusting smartphone users may be expected to display lower levels of security
behaviors, as they are less likely to expect malicious actions from others.

We add two control variables that might have a potential bearing on computer
security behaviors: gender and age of the respondent. We do not hypothesize a priori any
direction for the effects of these control variables. There exists a literature claiming
women are more risk-averse than men (hence, more cautious) in economic
decision-making (Charness and Gneezy, 2012; Croson and Gneezy, 2009), but we do not
see a direct connection between such risk aversion and smartphone security behaviors.
Similarly, as far as age is concerned, older people might be more circumspect in general,
but also less familiar with mobile computing technology in particular; hence, it is hard to
predict whether they will show more or fewer security behaviors.

Our measure of the dependent variable, security behaviors, is adapted from
Microsoft’s Computing Safety Index (Microsoft, 2014). The index is computed from an
inventory of six security-enhancing actions: password protection, keeping systems
software up-to-date, use of anti-virus software, encryption, not storing sensitive
information and reviewing security features of apps before installing them. An
individual’s score on security behaviors is equal to the number of such actions practiced,
the maximum being 6. The more security behaviors undertaken, the higher the score.
Figure 1 below shows our research model in detail, down to the level of individual
questionnaire items. Signs on the arrows show the expected direction of relationships.

To determine the relative contribution of the three threats – malware, data leakage
and data theft – to smartphone users’ security behaviors, we also estimate an alternative
model (Model 2). The response to a security threat has been almost universally viewed
as a cost– benefit decision: adopt a countermeasure if the cost of doing so is less than the
expected loss from the threat it protects against. Therefore, we relate security behaviors
directly to the user-perceived cost-benefit of responding to the three threats – malware,
data leakage and data theft. As such, it only requires the same questionnaire items to be
grouped differently – this time along threat lines. Henceforth, we refer to this alternative
model as the “threat-based” model of smartphone security behaviors.

For each threat, we define the cost-benefit of responding to the threat as the sum of its
susceptibility and severity, plus the efficacy of the security response, less the cost of
protecting against it. This reflects our intuition that security behavior is more likely to
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be undertaken for threats of high susceptibility and severity, and when the efficacy of
response is perceived to be high. The cost of undertaking security behavior (in
functionality, convenience or time) reduces the attractiveness of a security behavior and
makes it less likely to be undertaken. For each threat i, we define its cost-benefit as
follows:

(Cost-Benefit)i � Susceptibilityi � Severityi � Efficacyi � ResponseCosti (1)

The cost-benefit of responding to the three distinct threats to smartphone security –
malware, data leakage and data theft – are the independent variables in the alternative
model. As social cost arising from refusal to use features and apps used by one’s friends
is not tied to a particular threat, it needs to be included in the model as a separate
independent variable. As before, in addition to user sophistication (proxied by the
number of apps installed) and trust, we continue to include gender and age as control
variables in the model.

Figure 2 below shows the conceptual structure of the alternative threat-based model.
We expect all three threats to have a positive impact on security behaviors. As before,
more sophisticated users are expected to display more security behaviors, while trust
and cost (in this case, the social cost of exclusion) are expected to have negative effects
on security behaviors. As before, signs on the arrows show the expected direction of
relationships.

3.3 Sample
Data were collected by face-to-face surveys in the Fall of 2013 from a convenience
sample of smartphone users in shopping malls and other public places who were willing
to spend a few minutes answering a short survey administered by two young adults
paid out of our research funds. Contact details of respondents were collected whenever
possible, so as to enable audit of the completed questionnaires. Some respondents,
mostly women, declined to provide contact information. The Institutional Review Board

Figure 1.
Expectancy-based
model and
operationalization
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of the university, overseeing ethical compliance, advised discretion in the collection of
personally identifiable information.

In all, a total of 500 smartphone users were surveyed. Excluding incomplete
responses, a total of 484 questionnaires were analyzed. The majority of these users (195)
use the Android operating system, followed by Apple iOS (142 users) and BlackBerry
(128 users). The remaining users came from Windows Phone or other unspecified
operating systems. In terms of smartphone operating systems, the sample is reasonably
representative of the user population: 40 per cent Android, 35 per cent iOS, 15 per cent
BlackBerry and 10 per cent Windows Phone (Go-Gulf, 2013). The sample included 302
men and 182 women users. The most common age-group was 21-25 years (44 per cent),
followed by 15-20 years (33 per cent). Respondents aged 26-30 years (11 per cent), 31-35
years (5 per cent) and � 35 years (8 per cent) made up the rest of our sample. A total of
63 per cent of the respondents hold undergraduate degrees, and 12 per cent have
post-graduate qualifications; the rest either indicated high school education or did not
answer the question.

4. Data analysis
Table II below shows the mean levels of the independent and dependent variables for the
overall sample and the three sub-groups.

ANOVA analyses of the different constructs (independent and dependent) across the
three smartphone platforms are included in Table II using the following (common)
notation:

(1) A line over A and B indicates NO significant difference (p � 0.05) between
Android and BlackBerry users.

(2) A line over B and I indicates NO significant difference (p � 0.05) between
BlackBerry and iOS users.

(3) A line over A, B and I indicates NO significant difference (p � 0.05) among all
three pairs of platforms (AB, BI and AI).

Figure 2.
Alternative

threat-based model
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The first row of Table II shows that Android users perceive themselves as significantly
more susceptible to smartphone security threats than iOS users who see less need to
protect their devices (and have fewer solutions to choose from); BlackBerry users fall in
the middle, and their differences from both Android and iOS users are statistically
insignificant. Perhaps in response to the heightened awareness of threats, Android users
also carry out significantly more security behaviors than iOS users, as shown by the last
row of Table II.

Multiple regression coefficients of the two models described above
(expectancy-based and threat-based), evaluated separately for users of Android,
BlackBerry and iOS platforms, as well as jointly (including the small number of users of
Windows Phone and other less common operating systems) are presented below in
Table III. As advised in the Friedrich procedure (Friedrich, 1982; Aiken and West, 1991)
for dealing with multiplicative interaction terms (susceptibility � severity, in our case),
we report the unstandardized coefficients from a model estimated using standardized
values of independent and dependent variables.

5. Findings
Table III, with significant regression coefficients highlighted, shows that:

• The expectancy-based health belief model explains slightly more variance (10-25
per cent) than the threat-based model (7-20 per cent) across all operating systems.

• Susceptibility and severity of security threats influence security behaviors only for
BlackBerry users. It is possible that BlackBerry users assess security threats more
seriously than their iOS and Android counterparts. The negative interaction term
for this sample indicates that the joint effect of susceptibility and severity is less
than the sum of their individual effects. For iOS users, the effect of severity on
security behaviors is negative, defying theoretical explanation.

• The most consistent predictors of security behavior, across all smartphone
operating systems, are the perceived efficacy of security responses and the cost of
adopting them (including the social cost of alienation from peers). Efficacy has a
positive effect on security behaviors and cost a negative effect.

Table II.
Mean levels of
independent and
dependent variables

Variable All Android BlackBerry iOS

Comparison
of means
(ANOVA)

n 465 195 128 142
Susceptibility 3.16 3.30 3.10 3.02 I B A
Severity 3.38 3.45 3.40 3.25 I B A
Susceptibility � severity 33.05 35.21 32.67 30.43 I B A
Response efficacy 3.61 3.64 3.63 3.56 I B A
Cost 4.17 4.18 4.23 4.11 I A B
Number of apps 1.87 1.91 1.53 1.97 B A I
Trust 3.96 3.82 3.95 4.15 A B I
Security behavior 2.75 2.92 2.72 2.55 I B A

Notes: *highlights regression coefficients significant at the 5% level; data in bold refer to results at the
model (as opposed to variable) level, suggest leaving them that way
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• Over all respondents, user sophistication as measured by the number of apps
loaded is significantly positively related to security behaviors. The relationship is
positive but not significant in each of the three sub-groups.

• Older users are slightly less likely to adopt security measures (true overall, and for
iOS users in particular). Increasing age had a negative effect on the adoption of
security measures, and this effect was strongest among iOS users.

• According to the threat-based model, malware and data leakage are the two
threats that are most likely to induce security behaviors among smartphone users.
Social cost hinders the adoption of security measures, but the tendency of older
users to adopt fewer security behaviors is not significant in this model.

The statistical significance of the predictor (independent) constructs in the two models
is summarized in Table IV below:

As Table IV shows, our study aligns with the view that users’ assessment of coping
responses – their efficacy and cost – has more impact on the adoption of security
behaviors than their appraisal of susceptibility and severity. More sophisticated users
(in terms of number of apps installed) undertake more security behaviors. The
threat-based alternative model shows that the threats of malware and data leakage are
more salient to users than deliberate data theft.

6. Discussion
The overall level of security behaviors among smartphone users in our sample is rather
low, with an average score of 2.75 of a maximum of 6. Though statistically significant,
the difference in security behaviors between Android and iOS users (BlackBerry users
fall in between) is not large (2.92 vs 2.55). With 60 per cent of our respondents being

Table IV.
Statistical
significance of
predictors in
regression models

Model/construct Significance

Model 1 (Expectancy-based)
Susceptibility BlackBerry users only
Severity BlackBerry users only
Susceptibility � severity None
Response efficacy Overall, and for all groups
Cost Overall, and for all groups
Number of apps Overall
Trust None
Gender None
Age Overall, and for iPhone users

Model 2 (Threat-based)
Malware Overall, and for BlackBerry users
Data leakage Overall, and for BlackBerry and iPhone users
Data theft None
Social cost Overall
Number of apps Overall
Trust None
Gender None
Age None
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young adults aged between 21 and 35 years, laxity about security in the personal use of
smartphones could easily emerge as an enterprise issue in a BYOD environment. As He
(2013) notes, BYOD defeats parameter-based defenses (as network connections span
multiple service providers), and user indifference to basic security practices such as
updating systems software, or exercising caution in installing third-party apps, can
threaten the security of enterprise networks. Sophisticated mobile device management
software is too expensive for all but the largest organizations (Harris and Patten, 2014).

Having noted the overall low level of security behaviors among smartphone users,
we turn to the factors that influence security behavior. In line with meta-analyses of the
health belief model (Carpenter, 2010), the perceived efficacy of security behaviors and
the cost of adopting them (“benefits and barriers” in HBM parlance) appear to have the
greatest influence on the adoption of security behaviors. Threat appraisal via
susceptibility, severity and their interaction does not impact security behavior
significantly in our data. The weak link between perceived severity and security
behaviors has been noted by earlier research (Ng et al., 2009), but the lack of effect of
perceived susceptibility suggests that smartphone users may not be fully aware of the
risks of mobile computing. Our results follow those of Tan and Aguilar (2012) who
found student users to be largely oblivious to the security issues of Bluetooth wireless
networking technology. User education remains one of the main ways to remedy the
lack of security awareness. The work of Frank et al. (1991), Pahnila et al. (2007), Herath
and Rao (2009b), Bulgurcu et al. (2010), Davinson and Sillence (2010), Greene and D’Arcy
(2010) and Jones et al. (2010) all point to the potential of user education to promote
security behaviors among users.

Just as susceptibility and severity do not drive behavior, the susceptibility–severity
interaction does not have a significant effect on security behaviors either.

Smartphone users appear to be choosing opportunistically from the set of available
security measures by focusing on their efficacy and the cost of deploying them. Besides
user education, one way to ensure adoption of security practices (e.g. secure connections,
disk encryption and limited privileges for apps) is to enable them by default in the
operating system.

Malware and the leakage of data appear to be the most salient threats facing
smartphone users. The targeted theft of data stored on smartphones or transmitted in
transactions is not yet an issue of widespread concern. However, given that the storage
capacity of smartphones is increasing rapidly, enabling more and more personal data
(e.g. photographs and videos) to be stored on them, the threat of data theft is increasing.
In BYOD computing, smartphones may also be exploited as gateways to data in the
cloud, including enterprise financials (Allam et al., 2014).

While all smartphone operating systems are vulnerable, Android users appear to be
most at risk of security breaches (Fang et al., 2014). This is borne out by press reports
(Forbes, 2014), as well as the “open” nature of the Android ecosystem, where third-party
apps traditionally received relatively less scrutiny from Google, the sponsor of the
platform. Google now takes a more active role in scanning Android apps, so as to protect
users from malware and data leakage (the Android Official Blog, 2014). The latest report
from Google (2015) on Android security reports a relatively low level (below 1 per cent)
of installation of “potentially harmful applications”, though the level may be higher for
users who install apps from unauthorized sources.
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Our survey-based approach complements technical analyses of smartphone security,
e.g. the permissions-based model underlying the Android and BlackBerry operating
systems. An Android app may request between 1 and 100 permissions from the OS
(Barrera et al., 2010); researchers such as Fang et al. (2014) have called for even finer
granularity. While rogue applications can act in concert to subvert permissions-based
security (Orthacker et al., 2012), the more common problem is that these permissions are
granted at install time and thereafter enforced whenever the apps are invoked. As
Mylonas et al. (2013) and others point out, most users are blissfully oblivious of the
security characteristics of apps they install, routinely ignoring warning messages. Such
user behavior undermines permissions-based security, forcing us to take note of user
attitudes and behaviors in a broad view of smartphone security.

Our study may be viewed as an early attempt to apply an existing theory of
information security behavior (the health belief model) to the relatively new domain of
smartphone security. Based on the statistical analysis of survey data, it describes the
current state of security behaviors and their antecedent attitudes. With its focus on
behaviors (rather than just attitudes), it can inform technical measures and/or
organizational policies; however, it does not, by itself, specify such measures or policies.
As security threats and counter-measures co-evolve over time, the perceptions and
behaviors of smartphone users may also change; hence, our findings should be updated
accordingly.
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