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Abstract

Purpose — The purpose of this paper is to analyze the cause-and-effect relationship and the mutually
influential level among information security control items, as well as to provide organizations with a
method for analyzing and making systematic decisions for improvement.
Design/methodology/approach — This study utilized the Fuzzy DEMATEL to analyze cause-
and-effect relationships and mutual influence of the 11 control items of the International Organization
for Standardization (ISO) 27001 Information Security Management System (ISMS), which are discussed
by seven experts in Taiwan to identify the core control items for developing the improvement strategies.
Findings — The study has found that the three core control items of the ISMS are security policy (SC1),
access control (SC7) and human resource security (SC4). This study provides organizations with a
direction to develop improvement strategies and effectively manage the ISMS of the organization.
Originality/value — The value of this study is for an organization to effectively dedicate resources to
core control items, such that other control items are driven toward positive change by analyzing the
cause-and-effect relation and the mutual influential level among information security control items,
through a cause-and-effect matrix and a systematic diagram.

Keywords Information management, Identification, Information security,
Organizational decision-making, Fuzzy logic, British standards

Paper type Research paper

1. Introduction
The International Organization for Standardization (ISO) has announced the ISO 27001
Information Security Management System (ISMS) as the standard for an organization to
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(Gillies, 2011; Karabacak and Sogukpinar, 2006). The ISMS has comprehensive
dimensions regarding organization, law, technology, application, etc. (Von Solms, 2006;
Siponen and Oinas-Kukkonen, 2007). Furthermore, the ISMS has the advantages of
verification scheme creation, compliant terms, general recognition of information
system design requirements, intercommunity enhancement and improvement of
product service levels (Tsohou et al, 2010). Backhouse ef al (2006) indicate that
promotion of the ISMS may meet the regulations of government laws and ensure the
rights and duties of both trading sides. Saint-Germain (2005) also agrees that promoting
the ISMS may reduce corporate operation risks and reduce financial audits. Although the
ISMS has the aforementioned advantages, there are still high costs and low benefit barriers
to the promotion of the ISMS (Gillies, 2011). Therefore, the development of ISMS-related
research has been driven in recent years and has focused on the following six fields:

(1) Information technology (Siponen and Oinas-Kukkonen, 2007);

(2) Efficiency and structure of information security execution (Hagen et al., 2008;
Tsohou et al., 2010);

(3) Management scheme of an information security incident (Montesino ef al., 2012),

(4) Training and alarm scheme for information security (Stewart and Lacey, 2012;
Tsohou et al., 2012).

(5) Risk evaluation models and methods (Qi et al., 2012; Ou Yang et al., 2011).
(6) Continuous improvement of information security management (Gillies, 2011).

Because ISO 27002 is widely used for improving the control and flow of information security
(Saint-Germain, 2005), Gillies (2011) utilizes 11 security control items as the key points for an
organization to improve continuously. Ou Yang et al. (2011) also list the 11 security control
items as the evaluation factors for risk control. Therefore, these 11 security control items are
critical for ISMS promotion. From the aforementioned research of recent years regarding
the 11 security control items in ISO 27002 Information Technology—Security Technology—
Information Security Management Practice, research about the cause-and-effect relationship
and the influential level applied to make decisions for improvement has not yet been
performed. Therefore, this research is based on the 11 security control items in this context.
The 11 security control items are listed as follows:

(1) security policy;
2) organizing information security;

3

=

asset management;

=~
N

human resources security;

@]
=

physical and environmental security;

communications and operations management;

access control;

information system acquisition, development and maintenance;
information security incident management;

= = =
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(10)  business continuity management; and
(11) compliance.
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Information security management is a complex system with cause-and-effect
relationships and mutual influences. To lower the high cost and low effectiveness
barriers to the promotion of the ISMS, this research, based on the 11 security control
items in ISO 27002 Information Technology—Security Technology—Information
Security Management Practice, utilizes the Fuzzy decision-making trial and evaluation
laboratory (DEMATEL) method to analyze the cause-and-effect relationship and the
mutually influential levels, discover core security control items, provide critical
information for the development of improvement strategies and achieve the goal of
continuous improvement and competitiveness enhancement for organizations.

2. Literature review
DEMATEL was developed by the Battelle Memorial Institute of the Geneva Research Center
to solve problems regarding racism, hunger, environmental protection, energy and so forth
(Gabus and Fontela, 1973; Fontela and Gabus, 1976). Since then, many scholars have utilized
the DEMATEL method to solve problems in many different fields. Hu ef al. (2009a, 2009b)
used Back-Propagation Neural Network (BPNN) and DEMATEL methods to analyze
customer satisfaction regarding industrial computers. Tamura et al. (2006) used DEMATEL
to study the factors of and improvement tactics for the unsafe feeling customers have with
foods. Hajime et al (2005) integrated the quality function deployment (QFD), Teoriya
Resheniya Izobreatatelskikh Zadatch (TRIZ) and DEMATEL methods to resolve the design
conflict in the development process of innovative products. Nanayo and Toshiaki (2002)
utilized a modified DEMATEL method to provide integral evaluation for medical systems.
Kenichi and Yoshihiro (2002) used DEMATEL to analyze the function and failure of
snow-melting equipment. Kim (2006) integrated the principal component analysis (PCA),
analytic hierarchy process (AHP) and DEMATEL methods to perform an impact evaluation
of beef cattle farming and agricultural information. Hsu (2011) used factor analysis and
DEMATEL to analyze the evaluation criteria of blog design and its causal relationships. Wu
and Tsai (2011) utilized DEMATEL to evaluate the causal relations among the criteria in the
auto spare parts industry. Jasshi et al (2011) applied Fuzzy DEMATEL framework to model
the cause-and-effect relationships of a strategy map. Zhou et al (2011) used Fuzzy
DEMATEL to identify the critical success factors in energy management. Wu (2012) used
Fuzzy DEMATEL to segment critical factors for successful knowledge management
implementation. Tseng (2009) applied Grey-Fuzzy DEMATEL to develop a cause-and-effect
decision-making model for service quality expectations. Hu ef al (2011) integrated the
importance-performance analysis (IPA) and DEMATEL models to improve the
order-winner criteria of the network communication equipment manufacturing industry.
Lee et al. (2010, 2011) utilized DEMATEL and Fuzzy DEMATEL separately to construct a
technology acceptance model for the etching technology industry. Chang et al (2011) used
Fuzzy DEMATEL to analyze the importance of supplier selection. Ho ef al (2012) integrated
multiple regression analysis and DEMATEL to modify the importance and performance
analysis method for evaluating the quality performance of suppliers, etc. The DEMATEL
methodology has clearly been utilized in many fields.

With the efforts of many scholars, DEMATEL methodologies in the past 10 years
have been mainly directed at solving the following four problems:

(1) The cause-and-effect relationship and the influential level between variables in
the system (Hsu, 2011; Jassbi ef al., 2011; Tseng, 2009; Wu and Lee, 2007; Wu and
Tsai, 2011).
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(2) Evaluating the importance of variables (Chang ef @/, 2011; Hu et al., 2011; Tzeng
et al., 2007).

(3) Model analysis of cause-and-effect structures (Lee ef al., 2010, 2011).
(4) Identifying critical factors (Wu, 2012; Zhou et al., 2011).

The majority of research has concentrated on combining Fuzzy Theory to solve the
problems of fuzzy linguistic terms generated by the cause-and-effect relationship and the
influential level of expert opinion surveys. The reason that Gabus and Fontela (1973)
developed the DEMATEL method was to acquire the optimal improvement effect with the
least resource investment for a complex and difficult system by directly comparing
influential relationships between variables, deriving the cause-and-effect relationship and
the influential level between variables with matrix calculation, utilizing causality diagrams
to express properties and types of variables in the system, simplifying relationships between
variables by establishing threshold values and discovering the core problems of a complex
system (Lee et al, 2008a, 2008b). Therefore, this research utilizes Fuzzy DEMATEL to
analyze the mutually influential levels of information security management items to
discover the cause-and-effect relationship and core management factors for the direction of
continuous improvement of information security management.

3. Material and methods

Li(1999) proposed that Fuzzy logic is suitable for making a group decision. The research
of Hu et al. (2010) shows that fuzzy linguistic evaluation scale terms are better than the
Likert evaluation scale. Therefore, this research utilizes the Fuzzy DEMATEL method
to discuss the cause-and-effect relationship and the mutually influential level. The
structure and calculation steps of Fuzzy DEMATEL applied to this research are stated
below.

3.1 Developing evaluation criteria

The development of evaluation criteria may be created through brainstorming sessions
of the commiittee or arrangement and application of relevant literature (Lee ef al., 2008a,
2008b; Hu et al., 2009a, 2009b). The chosen expert has to have the knowledge or rich
experience to solve the problem (Fekri and Aliahmadi, 2008). Nevertheless, these
evaluation criteria usually have cause-and-effect relationships or a mutually influential
system, and the evaluation of the influential level belongs to fuzzy linguistic terms.
Therefore, the Fuzzy DEMATEL method may be utilized to solve problems.

3.2 Designming a Fuzzy inguistic scale

Li (1999) suggested that utilizing a fuzzy linguistic scale for a group decision comes
closer to human evaluation and decision characteristics. The fuzzy linguistic
measurement scale of the cause-and-effect relationship and the influential level
comparison between variables is created after the related variables are determined. The
measurement scale is divided into the following five grades, all of which are expressed
with a triangular fuzzy number:

(1) they are “no influence”;
(2) “very low influence”;
3) “low influence”;
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(4) “high influence”; and
() “very high influence”,

The triangular fuzzy number is defined as z = ([, m, u), where [, m and u are all real
numbers, and / = m =< u, such that the membership function of the triangular fuzzy
number is expressed in equation (1):

0, x <l

x=Dlm—=10, I=x=m
T u =) —m), m=x=u

0, x> u

@

In creating the measurement scale for the cause-and-effect relationship and the influential
level comparison between variables, the elements of the fuzzy set are between O and 1 (Zadeh,
1965). Therefore, this research refers to the recommendation of Fekri and Aliahmadi (2008)
to utilize the membership function of the triangular fuzzy number and, thus, defines the
fuzzy numbers as (0, 0, 0.25), (0, 0.25, 0.5), (0.25, 0.5, 0.75), (0.5, 0.75, 1) and (0.75, 1, 1) for their
corresponding fuzzy linguistic terms “no influence (N)”, “very low influence (VL)”, “low
mfluence (L)”, “high influence (H)” and “very high influence (VH)”, respectively, as shown in

Table L.

3.3 Creating a fuzzy divect relationship matrix

D experts are requested to evaluate the fuzzy linguistic terms for the relationship and the
influential level between » variables together. From this evaluation, the fuzzy direct
relationship matrix X is acquired, which represents the common decision of the
relationship and the influential level between 7 variables determined by p experts. The
direct relationship matrix is represented by a triangular fuzzy number and is expressed
as symbol X, and it is given by the following equation:

0 9212 j]n
b ®
jznl jnZ 0

wherein, £; = (J; m;, u;) , and the triangular fuzzy number of the elements x,(i =
1,2, ...,n) in the direct relationship matrix is (0,0,0). Therefore, the fuzzy matrix X is

referred to as the fuzzy direct relationship matrix.

Fuzzy linguistic terms (linguistic terms) Fuzzy no. (linguistic values)
Very high influence (VH) 0.75,1,1)

High influence (H) 0.5,0.75,1)

Low influence (L) (0.25,0.5,0.75)

Very low influence (VL) 0,0.25,0.5)

No influence (N) 0,0, 0.25)
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3.4 Calculating normalized direct relationship fuzzy matrix Z
Next, 7 is defined as the maximum value of row summed triangular fuzzy numbers in
the fuzzy direct relationship matrix. » is expressed by equation (3):

7 = max ( i uz-j) 3)

1=i=n

J=1

The purpose of normalization is to convert the scale of the evaluation criteria into a

comparable scale. Therefore, the normalized fuzzy direct relationship matrix Z may be
expressed as follows:

211 212 ... Ay

2o Ry ... Ay

N
I

—_—

*

2l w2 een R

where:

3.5 Calculating total relation fuzzy matvix T
Lin and Wu (2008) defined the total relation fuzzy matrix as: 7 = lim Z+72+ ..+
70y =1 — 2)", wherew = 1, 2, 3/...],*.

According to the research of Laarhoven and Pedrycz (1983), if N, = (I, my, uy)
and N, = (L, myu,), then their product is approximate to N,QN,=
(ly X Ly, my X my, uy X uy). Therefore, assuming z;; = (;, m;;, u;), the three matrices Z, Z,,
and Z, can be extracted with explicit data from the normalized direct relationship fuzzy
matrix Z. These matrices are expressed in equation (5):

O ZIZ Zln
z=| )
ln] ZnZ 0
0 my ... My,
Ly = mf] 0 m:Zn ®)

mnl Myy ... 0
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0 up ... wu,
Uy 0 ... Uy

Al
Mnl ”nZ . 0

According to the definition of the total relation matrix with explicit data, 7" = lim
Z+722+ .. +20=Z1—- 2", wherew = 1, 2, 3/...], . Then, the total relafion
matrices [/;], [m;] and [u;] of matrices Z, Z,, and Z, are calculated and integrated to
produce the fuzzy total relation matrix 7, as shown in equation (6):

hy fy ... b,

ol ty o ... on g

T=\|% =" " |; wheret; = (ll], ml],u ) ©6)
fnl fnZ fnn

and matrices [/;] = X, X (I — X)7%, [m;] = X, X (I — X,))"", and [u;] = X, X (I —
X)L

3.6 Calculating the prominence and the relation of defuzzification

First, we calculate the defuzzified total relation matrix, the row sum of influential levels
D; and the row sum of the influenced levels R, Then, we calculate the prominence
(D; + R)) and the relation (D; — K)), where : = j = 1,2, ..., n. This study utilizes the
defuzzification method proposed by Opricovic and Tzeng (2003). The advantage of their
method is that it uses a larger membership function to give larger explicit values, in
addition to utilizing the same average number to separate two symmetrical triangular
fuzzy numbers. Assuming f,j (;, my, u;) is a regular triangular fuzzy number and £/
is the corresponding value after defuzmﬁcation, we first calculate L = min (Z) and
R = max (Z,) and then A = R — L; the defuzzification is shown by equation (7):

(my — LYA + wy — myP(R — ) + (uy — L(A + my — b

fdof =
fi Lax (A + my — LA + uy — my)’(R — ) + (u; — LY(A + my — [)(A + uy — my)

)

Equation (7) is used to calculate the prominence (D; + K;) and the fuzzy relation (D; —
R)* after defuzzification and to create the cause-and-effect matrix or the systematic
dlagram accordmg to those results for analysis. As (D -R )% is positive and the values
in (D +R ) are very large, the variable i ( = j) is the driving factor to solve core problems
and may be listed as the object for the first process. Additionally, the influence
relationship of core variables may be determined through the systematic diagram to
determine the decision of preferential order with respect to improvement. However,
prior to analysis, the variables with less influence should have a threshold value
established to delete insignificant factors to simplify the analysis (Ho et al., 2012; Lee
etal., 2010, 2011). The advantage of a systematic diagram is that the decision-maker can
discover the core variables that influence the complex system according to the
cause-and-effect relationship and the mutually influential levels of variables so that the
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organization can achieve its goal of continuous improvement and competitiveness
enhancement (Hu ef al., 2009a, 2009b; Lee et al, 2008a, 2008b).

4. Results and discussion

Lee et al (2011) demonstrated that the consensus approach can efficiently and
effectively develop the mutual influences and relationships between variables by Fuzzy
DEMATEL. The design of this study is based on the 11 security control items in the ISO
27001 ISMS Annex and the ISO 27002 Information Technology—Security Technology—
Information Security Management Practice as variables, which are discussed by seven
experts, including three high-level supervisors of information security tasks in Taiwan,
three scholars in the information security field and one lead assessor of the ISO 27001
ISMS. Because the information security control items do not have a negative influential
relationship, the positive fuzzy direct relationship matrix of the 11 security control items
can be developed.

This study analyzes the control items of information security to understand their
cause-and-effect relationship by utilizing Fuzzy DEMATEL. The fuzzy direct
relationship matrix X derived from equation (2) according to the results discussed by the
seven experts is as shown in Table II. The » value derived from equation (3) is 7.25. Then,
the total relation matrices [/;], [#2;] and [#;] derived from equations (4)-(6) are as shown

in Tables III-V. The fuzzy total relation matrix 7 is the integration result. L = 0.0000,
R =0.3519 and A = 0.3519 are seen in Table III-V, respectively. Then, the prominence

(D; + R) and the relation (D; — R)) of defuzzification are derived from equation (7), as
shown in Table VL

The prominence and the relation have sums divided by the 11 information security
control items and averaged to result in 0.6754 and 0.0000, respectively. These values can
be used to divide the causal-effect diagram into the four quadrants, as shown in Figure 1.
According to the analysis in Figure 1, the information security control items with the
highest prominence and relation include security policy (SC1), human resources security
(SC4) and access control (SC7), which are core items in the system, while those with high
prominence but low relation include business continuity management (SC10) and
compliance (SC11), which may also be influenced by other factors; those with high
relation but low prominence include organizing information security (SC2) and
information system acquisition, development and maintenance (SC8), which may also
be influenced by other factors; other information security control items may be regarded
as independent due to the small influence of the cause-and-effect relationship because
both prominence and relation are lower than the averages of 1.637 and 0.000,
respectively.

Because the influential relationships between information security control items are
complex, this research considers the influential levels of the cause-and-effect
relationship that are smaller than 0.0610 as having no influence to simplify the residual
20 per cent cause-and-effect relationships in the system, as well as to provide a decision
norm for organizations when the continuous improvement is implemented (Ho et al,
2012; Lee et al, 2010, 2011). The influential cause-and-effect coefficients and the
systematic diagram after the research establishes the 0.0610 threshold value are shown
in Table VII and Figure 2.

According to Table VII and Figure 2, the research shows that an organization should
actively invest resources in three core control items, while concurrently driving the
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939 I SC1  SC2 SC3 SC4 SC5  SC6  SC7 SC8  SC9  SCl0 SCl1
)
SC1 00005 00175 00174 00262 00091 00091 00008 00002 0.0005 00177 00183
SC2 00000 00000 0.0086 0.0000 0.0088 00001 00001 00001 00088 0.0000 0.0001
SC3 00000 00000 0.0001 0.0000 00172 00000 00001 0.0086 0.0003 0.0000 0.0002
SC4 00086 00088 00002 00005 00002 00175 00176 0.0000 0.0005 0.0009 0.0180
170 SC5  0.0000 00000 0.0000 0.0000 0.0000 00002 00003 00000 00173 00002 0.0086
SC6 00003 0.0000 0.0000 0.0003 00000 00000 00003 0.0000 0.0002 00176 00176
SC7 00003 00002 00000 00174 00000 00091 00008 0.0000 0.0174 00091 0.0179
SC8  0.0000 00000 0.0086 00002 0.0001 00001 00086 00001 00002 0.0001 0.0002
Table IIL SCO 00000 0.0000 0.0000 0.0002 00000 00087 00086 0.0000 0.0002 0.0002 0.0003
[[]Totalrelation ~ SCL0 00174 00005 00003 00177 00002 00005 00006 00000 00002 00006 0.0179
matrix SCI1 00003 00000 0.0000 0.0006 0.0000 00002 00173 00000 00089 00174 0.0006
m; SCl SC2 SC3 SC4 SC5 SC6 SC7  SC8 SC9  SCI0  SCI1
SC1 00013 00265 00264 00353 00184 00182 00017 00005 00015 00271 0.0283
SC2 00000 00000 00172 00000 00177 00003 00003 00003 0.0177 0.0000 0.0003
SC3 00000 00000 00003 0.0000 00259 00000 00003 0.0172 00007 0.0000 0.0005
SC4 00173 00177 00008 00013 00006 00267 00266 00000 00015 00023 0.0278
SC5 00000 0.0000 0.0000 0.0000 00000 00005 00009 00000 00262 0.0005 00173
SC6  0.0007 0.0000 0.0000 0.0007 00000 00001 00007 00000 0.0005 00266 0.0266
SC7 00009 00005 0.0000 00264 00000 00184 00019 00000 00264 00185 0.0276
SC8 00000 00000 00172 00005 00004 00003 00173 00003 0.0005 0.0003 0.0005
Table IV. SCO 00000 0.0000 0.0000 0.0005 00000 00176 00173 0.0000 0.0005 0.0008 0.0009
[m;] Total relation ~ SC10 00264 00011 00007 00268 00005 00012 00014 00000 00005 00014 0.0274
matrix SCIL 00007 00000 0.0000 00014 00000 00008 00262 00000 00179 00264 0.0014
w,  SCl SC2 SC3 SC4 SC5  SC6  SC7  SC8  SC9  SCIO  SCI1
SC1 01254 02508 02584 02735 02376 02497 02054 0.1373 02045 03064 0.3519
SC2 00964 00643 01673 01111 01747 01193 01256 00917 01916 01255 0.1500
SC3 00932 00945 00702 01076 01975 01115 01218 01493 01260 0.1212 0.1467
SC4 01949 02009 01465 01327 01470 02625 02713 0.1157 01826 02020 03221
SC5 00946 00955 01002 01099 00680 01193 01308 00854 02188 01296 0.2083
SC6 01068 0.1017 0.1063 01229 01073 00867 01357 00899 0.1312 02371 0.2589
SC7 01369 01340 01338 02492 01352 02320 01517 0.1126 02623 02488 0.3146
SC8 00929 00939 01629 01128 01058 01148 01815 00546 01219 01246 0.1468
Table V. SCO 00938 00944 00987 01139 00998 01798 01824 00840 00889 0.1324 0.1543
[#;] Total relation ~ SC10 01771 01198 01212 01969 01209 01401 01523 00971 01427 01251 0.2762
matrix SCI1 01152 01103 01148 01413 01159 01411 02391 00971 02091 02462 0.1521

improvement of other information security control items. The following three are the
priority of security control items:

improvement of organizing information security
management (SC3), human resources security (SC4), business continuity
management (SC10) and compliance (SC11) may be positively influenced if

)

The

(SC2),

asset
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Notation  Information security control items D R D+R  D-R .
security
SC1 Security policy 0.6034 02427 0.8461 0.3607 management
SC2 Organizing information security 0.2670  0.2470 05139 0.0200
SC3 Asset management 0.2432 02859 05291 —0.0427
SC4 Human resources security 04719 0.3488 0.8207 0.1231
SC5 Physical and environmental security 0.2472 02929 05401 —0.0458 171
SC6 Communications and operations management 0.2796 03579 0.6375 —0.0783
SC7 Access control 0.4565 0.3960  0.8525 0.0604
SC8 Information system acquisition, development and ~ 0.2317  0.1752  0.4069 0.0565
maintenance Table VI.
SC9 Information security incident management 0.2332 03919 0.6250 —0.1587 Prominence and
SC10 Business continuity management 0.3447 04209 0.7657 —0.0762  relation coefficients
SC11 Compliance 0.3362 05552 0.8914 —0.2190 of defuzzification
Causal-Effect Diagram
0.4
.
03 | SC1
02 r
= | Sc4 ¢
g 0 scs .
o SC7
S 00 L SC2
»
SCs . * SCI0
0.1 r sc6 SC3
.
02 ¢ SC9
SC11
03 | Figure 1.
Cause and effect of
0.0 0.2 0.4 0.6 0.8 1.0 information security
Prominence control items

the organization improves the indication and support of the management
level for the information security in terms of operation request and law
regulations with respect to the security policy (SC1) of information. The
research results of Ou Yang ef al. (2011) show that the security policy (SC1)
of information is the core item that influences the above five control items
with respect to organizational management when an organization drives
information security management. The research of Kraemer et al (2009)
shows nine factors of personnel and organization that will result in weak
information security, in which the lack of policy commitment and high-level
manager support is the driving factor that results in weak information
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security. As the budget is lacking, the resource investment will be reduced;

23,2 thus, technology cannot be upgraded, personnel training will be reduced and
so forth.

(2) For human resources security (SC4), an organization drives employees,
contractors and third-party users to understand their duties and assume
responsibilities for their recognized roles to reduce the risks of stealing,

172 deception and misuse, such that the improvement of communications and
operations management (SC6), access control (SC7) and compliance (SC11)
may be positively influenced. The research results of Asai and Fernando
(2011), Ashenden (2008), Colwill (2009) and Treck (2006) all indicate that
human resources play a critical role on information security management. If
human resources security is not managed, problems can occur regarding

Matrix SC1 ~ SC2 SC3 SC4 SC5  SCe SC7 SC8  SC9 SC10 SC11
SC1 0.0665 0.0677 0.0781 0.0761 0.0838
SC2
SC3
SC4 0.0687 0.0701 0.0791
SCs
SC6 0.0642  0.0680

Table VII. SC7 0.0662 0.0684 0.0777

Influential cause-and- SC8

effect coefficients SC9

with a 0.0610 SC10 0.0715

threshold value SC11 0.0643 0.0656

Figure 2.

Systematic diagram

of information

security control items
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employees using confidential information of previous companies,
unintentionally opening confidential information, sharing corporate
information with friends and not having interest in or not paying attention to
information security management and undertaken duties, etc. These issues
comply with the results of this research.

(3) Anorganization can perform access control (SC7) tasks strictly to positively
influence the improvement of human resources security (SC4), business
continuity management (SC10) and compliance (SC11). The research of Ma
et al. (2008) shows that confidence, authority, responsibility and ethics are
the management focuses for a highly sensitive information organization,
with the most important information security control items coming from
access control (SC7). The research of Chang and Lin (2007) shows that an
organization has a strong and effective influence on information security
management if it is control-oriented. This finding complies with the results
of this research as well.

Furthermore, according to the research of Ou Yang et al. (2011) regarding the utilization
of DEMATEL on information security risk management analysis in Taiwan, although
the information security control items are divided into two groups, organizational
management and operation technology, and the consensuses of 13 experts are less than
5 per cent, for respective analyses, there are still six items that comply with the results
of the research, including security policy (SC1), asset management (SC3), access control
(SC7), information system acquisition, development and maintenance (SC8), business
continuity management (SC10) and compliance (SC11), while the other six items have
minor differences in causality and relation. In summary, the result of this research is
highly reliable and may be used as the decision norm for information security promotion
and continuous improvement.

The 11 information security control items play an important role when implementing
the ISMS. The results of this study assist organizations to understand the complexity of
cause-and-effect relation and mutual influence of the 11 information security control
items. The management implications of the results are that the organizations can
effectively dedicate resources to core control items, such that other control items are
driven toward positive change with low cost and high benefit, and that the organizations
can easily get competitive advantages by adopting the improvement strategies on
enhancing these three core control items.

5. Conclusions

This study applies and utilizes Fuzzy DEMATEL to improve the process for
analyzing and making decisions, as well as to determine the core control items,
including security policy (SC1), human resources security (SC4) and access control
(SC7), on which an organization should concentrate its resources to improve their
capabilities, as well as to synchronously drive the improvement of other information
security control items.

In the past, research on the ISMS has focused mainly on information technology, risk
analysis and managerial schemes without establishing studies regarding solving the
high cost and low benefit barrier for ISMS promotion, as well as the cause-and-effect
relationship and the mutual influence of information security control items. The value of
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this study is for an organization to effectively dedicate resources to core control items,
such that other control items are driven toward positive change by utilizing Fuzzy
DEMATEL to analyze the cause-and-effect relation and mutually influential level
between information security control items, as well as determining the core control
items through a cause-and-effect matrix and systematic diagram. Therefore, this study
provides an organization with accurate and effective decision information to lower the
ISMS promotion barrier with respect to high cost and low benefit, such that the goal of
the organization regarding continuous improvement and competitiveness enhancement
is achieved.

The limitations of this study are that the adopted expert group decision technology
belongs to consensus decision, which may be influenced by individual personalities.
Moreover, the study is limited to the conclusion acquired from ISMS promotion
experiences in Taiwan. For future research, international expert groups and Delphi
decision technology may be adopted to acquire more general research results. Another
valuable topic that should be mentioned for future research is how does the risk
assessment and management influence on the 11 information security control items
when conducting ISO 270017
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