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The sufficiency of the theory of
planned behavior for explaining

information security policy
compliance

Teodor Sommestad, Henrik Karlzén and Jonas Hallberg
Information Security and IT Architecture,

Swedish Defence Research Agency (FOI), Linköping, Sweden

Abstract
Purpose – This paper aims to challenge the assumption that the theory of planned behaviour (TPB)
includes all constructs that explain information security policy compliance and investigates if
anticipated regret or constructs from the protection motivation theory add explanatory power. The TPB
is an established theory that has been found to predict compliance with information security policies
well.
Design/methodology/approach – Responses from 306 respondents at a research organization were
collected using a questionnaire-based survey. Extensions in terms of anticipated regret and constructs
drawn from the protection motivation theory are tested using hierarchical regression analysis.
Findings – Adding anticipated regret and the threat appraisal process results in improvements of the
predictions of intentions. The improvements are of sufficient magnitude to warrant adjustments of the
model of the TPB when it is used in the area of information security policy compliance.
Originality/value – This study is the first test of anticipated regret as a predictor of information
security policy compliance and the first to assess its influence in relation to the TPB and the protection
motivation theory.

Keywords Theory of planned behavior, Information security, Anticipated regret,
Policy compliance, Protection motivation theory

Paper type Research paper

1. Introduction
Employee behavior plays an important role in the information security posture of
virtually all organizations. Most organizations, therefore, develop and communicate
information security policies (i.e. information security rules and procedures) aimed at
governing and supporting employees. These policies typically describe the acceptable
use of computer resources, the responsibilities regarding information security, the type
of training that employees should have and the consequences of security policy
violation. Because the behavior mandated in information security policies is believed to
provide the appropriate information security level for a given organization, it follows
that policy compliance is desirable from the organization’s perspective. However, data
suggest that more than half of all of information security breaches are caused by
employees violating the information security policy (Gordon et al., 2004).
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A prominent theory in social psychology is the theory of planned behavior (TPB)
(Fishbein and Ajzen, 2010). A recent systematic review found that this theory is
approximately as good at predicting intentions and behavior related to information
security policy compliance as it is at predicting other behaviors (e.g. health- and
consumer-related behaviors) – approximately 40 per cent of the variance in intentions
has been explained in survey research (Sommestad and Hallberg, 2013). However, the
review also indicates that none of the 16 quantitative studies included in the
meta-analysis tested the theory “by the book”. Furthermore, many of the tests combined
concepts drawn from the TPB with concepts drawn from other theories into new
models/theories without first addressing the sufficiency of the original TPB.

This paper attempts to test the TPB according to the guidelines provided in the
related literature and a test of the sufficiency assumption associated with the theory.
Specifically, the assumption that the constructs and relationships included in the TPB
are sufficient for explaining information security policy compliance is tested. This study
tests whether significant improvements can be obtained by adding variables drawn
from the protection motivation theory (PMT) or a construct reflecting the regret
individuals anticipate if they do not comply with information security policies.
Promising results have been associated with both these extensions. According to the
correlations presented by Ifinedo (2012), the explained variance increased from 0.60 to
0.70, when the variables of the PMT are included. The inclusion of anticipated regret has
been found to result in an average increase in the explained variance of 0.07, when
studies of diverse set of behaviors were reviewed (Sandberg and Conner, 2008). In this
paper, we test whether these extensions result in sufficient amounts of additional
explained variance considering information security policy compliance behavior to
motivate a change of the TPB. The tests are performed through a hierarchical regression
analysis.

The structure of this paper is as follows. Section 2 presents the theoretical
background and details the hypotheses tested. Section 3 describes the method used in
the test. Section 4 presents the results. Section 5 discusses the results, and Section 6
presents the conclusions drawn.

2. Theoretical background
In this section, the theories and constructs providing the bases for this study as well as
the tested model and hypotheses are presented. The TPB is described in Section 2.1. The
tested extensions drawn from the PMT and the concept of anticipated regret are
described in Sections 2.2 and 2.3, respectively. In Section 2.4, the studied constructs and
their relationships are presented. Section 2.5 details the hypotheses addressed in the
study.

2.1 The theory of planned behavior
The TPB (Ajzen, 1991) and its predecessor, the theory of reasoned action (Fishbein,
1979), offer an established framework for predicting behavioral intentions and actual
behavior. According to the theory, illustrated in Figure 1, behavior is influenced by
people’s intentions and actual behavior control, where actual behavior control moderates
the effect of intentions. Most applications use perceived behavior control as a proxy
because of the difficulties associated with measuring actual behavior control, as
advocated by Ajzen (1991), one of the originators of the TPB. Additionally, the
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moderating role of perceived behavior control has been difficult to establish empirically,
and many models include it side-by-side with intentions in a simpler additive/linear
model.

The TPB states that intentions are influenced by attitude, perceived norms and
perceived behavior control. Their influences are assumed to be linear, that is the effects
can be modeled using additive models. Although the theory claims that these three
constructs are sufficient to explain the intentions concerning a behavior in question,
there is no universal ordering of their importance. On the contrary, the relative
importance of the constructs differs among populations and behaviors. For instance, for
behaviors over which people feel they have almost full control, the variable perceived
behavior control is of little value because it is equal for all respondents (Ajzen, 1991).

A recent meta-analysis of security policy compliance behavior found the following
sample-weighted correlation coefficients between variables: attitude-intention (0.48),
perceived norm-intention (0.52), perceived behavior control-intention (0.45),
intention-behavior (0.83) and perceived behavior control-behavior (0.35) (Sommestad and
Hallberg, 2013). These coefficients for security policy compliance are higher than the
coefficients reported by Armitage and Conner (2001) for other behaviors studied in
relation to the TPB. Taken together, they also explain slightly more variance in
intentions and behavior.

The originators of the theory are (and have been) open to including additional
variables in their theoretical framework if the proposed addition is:

• behavior-specific;
• possible to conceive as a causal factor of behavior;
• conceptually different from existing predictors;
• applicable to a wide range of behaviors studied by social scientists; and
• able to consistently improve prediction of intentions or behavior (Ajzen, 2011;

Fishbein and Ajzen, 2010).

The idea that the TPB is good as is, without any additional variable(s), is referred to as
the sufficiency assumption.

Figure 1.
The theory of
planned behavior
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2.2 Protection motivation theory
A competing theory to the TPB is the PMT. The PMT was first formulated as a theory
of fear appeals in 1975 (Rogers, 1975), before it was extended in 1983 (Maddux and
Rogers, 1983; Rogers, 1983) to a more general theory of persuasive communication. It
posits that two cognitive processes determine individuals’ intentions to perform a
protective behavior, that is, their protection motivation. These two processes are threat
appraisal and coping appraisal.

In the threat appraisal process, the individual assesses how vulnerable he or she is (i.e.
the probability that a bad thing will happen) and the severities of the potential incidents
(i.e. the consequences/costs of the bad things that may happen). The theory states that if
the threat appraisal results in a sense of high vulnerability and a sense of high severity,
the individual will be more motivated to apply protective measures. Conversely,
appraisals of low vulnerability and low severity will lead to low protection motivation.
Although the psychological constructs covered by the TPB (e.g. attitude) can be related
to how high the threat is, we argue that they are to be seen as conceptually different, as
supported by empirical results in the information security domain. For instance, all
correlations between the TPB variables and the PMT variables vulnerability and severity
are reported to be less than 0.42 in a study by Ifinedo (2012) and less than 0.25 in a study
by Herath and Rao (2009). Occasionally, a variable for intrinsic and extrinsic rewards
(e.g. the “coolness” or positive social status effects of taking risks) is included in the
threat appraisal process in PMT applications. However, its role is disputed. For
example, rewards is not considered one of the main components by Norman et al. (2005),
and the small number of studies including it forced Milne et al. (2000) to exclude it from
their meta-analysis.

The process of coping appraisal involves three constructs: response efficacy, response
cost and self-efficacy. Response efficacy captures the individual’s perception of how
efficient the suggested protective behavior is at remediating the threat, that is whether
it lowers the risks associated with the bad thing. In our view, response efficacy is not
covered by existing constructs of the TPB. Furthermore, the TPB does not include
response costs, that is the estimated costs (e.g. time and money) that arise if the coping
method is used. Previous research supports this position: all correlations reported by
Ifinedo (2012) and Herath and Rao (2009) between constructs of the TPB and the PMT
constructs response cost and response efficacy are below 0.50. Self-efficacy reflects the
individual’s self-assessed ability to perform the behavior in question. In line with
Fishbein and Ajzen (2010), we see this as identical to the concept of perceived behavior
control and thus already considered in the TPB.

It is worth noting that the PMT considers cases in which individuals can choose
whether to apply a specific protective measure. That is, there needs to be a baseline for
which the individual can appraise the threat and a protective measure which the
individual should use to cope. This is quite different from the framework provided by
the TPB. The TPB addresses a specific behavior and does not focus on the differences
between two specific alternative actions (coping or not coping). However, for information
security policy compliance, the alternatives are apparent and dichotomous – the baseline is
the information security threat, and the coping method is to actually follow the
information security policy. Thus, both theories are appropriate for the case of
policy compliance.
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2.3 Anticipated regret
Anticipated regret, or anticipated affect, reflects the anticipation of “the negative,
cognitive-based emotion that it experienced when we realize that the present situation
could have been better had we acted differently” (Sandberg and Conner, 2008). In their
meta-analysis of 20 studies on such behaviors as playing the lottery, having unsafe sex
and speeding, Sandberg and Conner (2008) found that the inclusion of anticipated regret
added an additional 0.07 explained variance to the variance already explained by the
TPB.

Along with past behavior and self-identity, the merits of anticipated regret were
reviewed by Fishbein and Ajzen (2010) for possible extensions to the TPB. They regard
anticipated regret as conceptually similar to the attitude coupled to an alternative
behavior and thus not in conflict with, and able to be accommodated within, their
theoretical framework. They conclude that:

[t]he additional variance accounted for by anticipated affect can thus be explained as just
another indication a consideration of both performance and nonperformance of a behavior
leads to better prediction than a consideration of only one or the other.

Anticipated regret has not been tested quantitatively as a predictor of information
security policy compliance in any of the studies reviewed by Sommestad et al. (2014).
However, it seems plausible that incompliance with security policies could be associated
with regret. Regret ought to be especially relevant when the threat is perceived as
probable and serious. A substantial overlap is, therefore, expected between the concept
of anticipated regret and the output of the threat appraisal process. In other words, it is
reasonable to expect the link between intention and the PMT constructs vulnerability
and severity to be strongly related to the link between intention and anticipated regret.
On the other hand, anticipated regret focuses on emotions, whereas the threat appraisal
process focuses on risks associated with undesirable events.

2.4 Constructs and relationships
Figure 2 depicts the relationships between anticipated regret, the constructs from the
PMT and the constructs from the TPB. As noted above, self-efficacy of coping appraisal
is already included in the TPB as perceived behavior control. In this operationalization,
the rewards associated with exposure to the threat, such as the coolness of exposing
computers to risks, are not included.

2.5 Hypotheses
This paper addresses the hypotheses listed in Table I. H1 concerns the validity of the
TPB itself for information security policy compliance. This has been established in
multiple previous studies (Sommestad and Hallberg, 2013) but is necessary to establish
in this study as well to ensure internal validity for the testing of the other hypotheses.
H2-H4 address the sufficiency assumption of the TPB when used for information
security policy compliance, that is whether the TPB can be improved by adding more
variables to the model.

H2 and H3 address contributions gained from the threat appraisal process and the
coping appraisal process of the PMT, respectively. The explanatory power gained by
adding anticipated regret is tested in H4. H5-H7 address the extent to which these three
additions make independent contributions, that is that they do not overlap with one
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another. Note that H5-H7 are dependent on H2-H4 and that all other hypotheses rely on
H1. For instance, if H2 is false, H5 must also be false (however, the opposite is not true).

The originators of the TPB require that an addition to the original model should
explain a “sufficient amount of additional variance” (Ajzen, 2011; Fishbein and Ajzen,
2010). There is no standard for how much “sufficient” is in this case, but some guidance
is provided by one of the creators of the theory. Ajzen (1991) states that an improvement
of 0.06 is “a significant contribution”, while an improvement of 0.017 in explained

Figure 2.
The theory of

planned behavior
and the tested

extensions (gray)

Table I.
Hypotheses tested

The relationships stated in the theory of planned behavior
H1 The relationships of the TPB explain security policy compliance behavior intentions and

behavior

Added efficacy from constructs of protection motivation theory
H2 If threat appraisal, i.e., perceived vulnerability and severity of information security incidents, is

added to the TPB, it explains a substantial amount of additional variance in information security
policy compliance intention

H3 If coping appraisal, i.e., response efficacy and response cost, is added to the TPB, it explains a
substantial amount of additional variance in information security policy compliance intentions

Anticipated regret
H4 If anticipated regret is added to the TPB it explains a substantial amount of additional variance

in information security policy compliance intentions

Independence of contributions
H5 If threat appraisal and coping appraisal are added to the TPB both of them explain a substantial

amount of additional variance in information security policy compliance intentions
H6 If threat appraisal and anticipated regret are added to the TPB both of them explain a substantial

amount of additional variance in information security policy compliance intentions
H7 If coping appraisal and anticipated are added to the TPB both of them explain a substantial

amount of additional variance in information security policy compliance intentions
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variance is a “virtually unchanged” explanatory power. This leaves some room for
interpretation. In this research, we interpret this guideline in an inclusive manner and
suggest that an improvement in adjusted explained variance of at least 0.02 is
sufficiently substantial improvement to warrant a change of the TPB. The statistical
guidelines for multiple linear regression in TPB studies provided by Hankins et al.
(2000) were used as a basis in the tests. Unless otherwise stated, statistical significance
is set to the 5 per cent level.

3. Method
The seven hypotheses were tested by a questionnaire-based survey distributed to the
employees of a research organization. Section 3.1 describes the development of the
questionnaire, and Section 3.2 describes the data collection procedure. Section 3.3
discusses the construct validity and the reliability of the measurement.

3.1 Measurement instrument
Through a large number of applications, tests and reviews of the TPB, a considerable
amount of knowledge concerning how to best operationalize the theory in general has
been accumulated. In the papers by Fishbein and Ajzen (2010) and Ajzen (2012), caveats
are discussed, and descriptions of how items should be operationalized are given. The
parts of this measurement instrument associated with the TPB are based on the example
and template for direct scales given by Fishbein and Ajzen (2010). Thus, both
instrumental and experiential attitudes were measured. Items of perceived norms
measured both injunctive norms and descriptive norms, and perceived behavior control
covered both autonomy and capability factors. Intentions were measured as outright
intention predictions of future behavior. Behavior was measured as self-assessed
current behavior. Three to four items were used for each TPB construct.

The variables from the PMT were operationalized in a conventional manner, as
Norman et al. (2005) suggest. Six items were used to operationalize threat appraisal,
three for vulnerability and three for severity. These items were formulated to reflect the
general threat of information security incidents and were not tied to information
security policy compliance. Response efficacy was operationalized with three items
concerning the impact of following information security policies on the vulnerability of
the organization and the probability of severe incidents. Response cost was
operationalized by asking respondents whether information security policies had a
negative impact on privacy, efficiency, quality or the support that can be gained from
information technology.

In line with the definitions of Fishbein and Ajzen (2010) and Sandberg and Conner
(2008), items related to anticipated regret asked the respondents how they would feel
after not complying with the policy. Three items were used, asking about the probability
that the respondents would regret violating the policy, feel worried after not following it
and dwell on it afterwards.

In addition to the items discussed above, the questionnaire included an introductory
section describing the purpose of the survey, a section explaining the question format,
questions about the respondent’s role within the organization and questions not directly
related to the hypotheses tested in this research.

Before the questions were formulated, a questionnaire with open-ended questions
was distributed to 12 persons with different roles in the target population to survey

ICS
23,2

206

D
ow

nl
oa

de
d 

by
 T

A
SH

K
E

N
T

 U
N

IV
E

R
SI

T
Y

 O
F 

IN
FO

R
M

A
T

IO
N

 T
E

C
H

N
O

L
O

G
IE

S 
A

t 2
1:

27
 0

7 
N

ov
em

be
r 

20
16

 (
PT

)



general beliefs related to the studied constructs. The answers were used as input in the
formulation of the questionnaire items, for example to form bipolar scales for the
attitude items. The layout and understandability were reviewed iteratively by six
employees within the surveyed organization before a final version was established. All
questions in the questionnaire were formulated in Swedish and, except for the
demographic questions at the beginning, all questions were associated with the
behavior of complying with the information security policy and rules within the specific
organization surveyed. These items were answered using a seven-point semantic
differential scale. Their mean value is used to form the construct of interest.

A translated version of the items included in the final version is provided in the
Appendix.

3.2 Data collection
This study used a between-subject design and surveyed perceptions of employees of the
Swedish Defence Research Agency (FOI). The organization is distributed over four sites
and has approximately 1,000 employees, with a median age of 45 years and a relatively
even age distribution. Approximately 35 per cent hold a PhD. Approximately 800 work
as researchers and 200 as managers or with internal services (e.g. IT or facilities).

The internal mail service distributed one printed copy of the survey to each employee
during September 2013. A reminder was distributed electronically one week later.
Surveys received within the first three months after the distribution were included in the
analysis. A total of 311 questionnaires were returned within this period. Of these, 306
contained the responses necessary for the analysis. Visual inspection of QQ-plots and
histograms suggests that all constructs are approximately normally distributed, except
attitude, response efficacy and current behavior, which suffer from ceiling effects (with
many respondents answering maximum). The results of ANOVA (which is robust to
deviations from the normality assumption; Schmider et al., 2010) show that no mean
differences of statistical significance (p � 0.05) could be found between respondents
returning the survey in different months for the 11 constructs. Thus, the survey does not
appear to suffer from problems due to non-response bias. Furthermore, the number of
respondents from different departments, sites and roles match the overall distribution in
the organization, suggesting that the respondents are representative of the organization.

3.3 Construct validity and reliability
Only five respondents used the feedback section to report difficulties in answering the
questions in the questionnaire. Three of these reports concerned difficulties in
answering when the abstraction level is overall policy compliance rather than specific
behavior (e.g. passwords on USB sticks). Two complained about the language and
understandability of the questions.

Both the proposed addition of anticipated regret and the constructs of the TPB and
the PMT are well-established. Because this survey does not posit new constructs and
builds on previous work on how questions should be formulated, the construct validity
of the present survey is to some extent already given. However, Table II provides further
support for the presence of convergent and discriminant validity for their
operationalizations. The discriminant validity is usually considered acceptable in
confirmatory factor analysis when the average variance extracted (AVE) is higher than
all of the cross-correlations (Gefen et al., 2000). This is the case for all constructs when
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principal component analysis is used. A commonly used threshold to establish
convergent validity is that most of the item loads to their constructs are above the
threshold of 0.6 (Chin, 1998). As seen in the Appendix, this is the case for all but three
items (associated with intention, vulnerability and response cost, with loadings of 0.57,
0.56 and 0.57, respectively). We chose to retain these items to maintain content validity.

The reliability, that is accuracy, of psychological measurements can be measured
using Cronbach’s alpha (Cronbach and Shavelson, 2004). The reliability of all but two
constructs (perceived behavior control and vulnerability) exceeded 0.70, a commonly used
threshold (Peterson, 2014). The reliability values for perceived behavior control (� �
0.63) and vulnerability (� � 0.61) are on the border of unacceptable, meaning that the
answers to the three items used to measure these constructs are somewhat inconsistent.
Without speculating too much about why the consistency is low for these constructs, we
suggest that it might be because they are both operationalized in two dimensions:
perceived behavior control is designed to capture both autonomy and capacity, and
vulnerability is designed to capture both the probability an incident takes place and the
probability that it leads to losses. This is further discussed in Section 5.1.

4. Results
This section addresses the hypotheses posed in Section 2.5. Section 4.1 addresses the
overall model of the TPB, Section 4.2 addresses extensions drawn from the PMT,
Section 4.3 addresses anticipated regret as an extension and Section 4.4 addresses the
independence (or overlap) of the contributions.

4.1 Relationships stated in the TPB
All relationships in the TPB have significant correlations (p � 0.01), with correlation
coefficients in the range of 0.41-0.64. Analysis of partial correlations shows that attitude
(0.35), perceived norm (0.22) and perceived behavior control (0.21) have significant (p �
0.001) correlations with intention when the other variables are controlled. Significant
partial correlations (p � 0.001) are also present between current behavior and intentions
(0.56) and perceived behavior control (0.26). In a linear regression model, the TPB
explains 0.36 of the adjusted variance in intention and 0.44 of the adjusted variance in
current behavior.

All relationships described by the TPB are confirmed, and the model explains a
respectable portion of variance in the predicted variables. Thus, H1 can be accepted for
this sample and this operationalization of the TPB.

4.2 Added efficacy from constructs of the PMT
Both, H2 and H3 concern the extra explanatory power gained if concepts of the PMT are
added to the TPB.

H2 states that individuals’ threat appraisal (i.e. perceived vulnerability and severity)
will add explanatory ability. A linear model that includes threat appraisal explains 0.40
of the adjusted variance explained in intentions, an additional explained variance of
0.04.

H3 states that more variance in intentions is explained if individuals’ coping
appraisal is included. In addition to perceived behavior control, which is included in the
TPB, coping appraisal includes the variables response efficacy and response cost. The
adjusted variance explained including these two factors is 0.37, that is a meager
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improvement of 0.01 additional explained variance. Only response cost has a significant
contribution in the regression model (p � 0.01).

With our interpretation of “a substantial amount” of additional variance, H2 holds,
whereas H3 can be rejected.

4.3 Added efficacy from constructs of anticipated regret
H4 addresses the proposal of adding anticipated regret to the TPB to explain additional
variance in intentions. When anticipated regret is added to the model, the adjusted
variance explained increases by 0.07 to 0.43, with a statistically significant (p � 0.001)
contribution from anticipated regret. Thus, anticipated regret provides a substantial
improvement to the TPB, and H4 can be accepted.

4.4 Independence of contributions
The independence of the contributions made by the different extensions can be assessed
by comparing the models hierarchically. Table III summarizes the (adjusted) explained
variance of each model. H5-H7 can be tested by comparing these models.

From this table, it is clear that there is an overlap between the extra variance
explained by anticipated regret and variables in the threat appraisal process. Threat
appraisal adds 0.04 explained variance to the TPB (Model 1 vs Model 2), and anticipated
regret adds 0.07 explained variance to the TPB (Model 1 vs Model 4); together, they add
0.08 explained variance to the TPB (Model 1 vs Model 7). Thus, the extra explained
variance when threat appraisal is added after anticipated regret is not sufficient to accept
H6. The overlap between these two factors can also been observed when comparing
simpler models with only these concepts. Anticipated regret and threat appraisal each
explain 0.29 and 0.16 of the variance in intentions, respectively; in combination, they
explain 0.31 of the variance in intentions.

The extra variance explained for the coping appraisal process is independent of the
model it is added to. However, its contribution of 0.01 variance explained is insufficient
to satisfy H5 and H7. In other words, although the coping appraisal does not explain the
same variance as other additions, it fails to explain enough extra variance to be able to
challenge the sufficiency assumption (as we interpret it).

In summary, using our definition of a sufficient amount of extra explained variance,
H5 is rejected because the contribution from coping appraisal is low, H6 is rejected
because the contribution from threat appraisal is covered by anticipated regret and H7
is rejected because the contribution from coping appraisal is low.

Table III.
Explained variance
of the models.
Included concepts are
marked with a “•”

Regression model
Variables 1 2 3 4 5 6 7 8

TPB • • • • • • • •
Threat appraisal • • • •
Coping appraisal • • • •
Anticipated regret • • • •
Explained variance 0.36 0.40 0.37 0.43 0.41 0.45 0.44 0.44
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5. Discussion
This section starts with a discussion of the validity of this study and the possibility of
generalizing its conclusions. Thereafter, the interpretation of the results in regard to
making changes to and extending the TPB is discussed.

5.1 Threats to validity
Similar to many previous surveys on this topic, generalizations from this study should
be made cautiously. The sample frame used to test the hypotheses addressed in research
is well-defined: a Swedish defense research organization with highly educated
employees, a fairly even age distribution and approximately 1,000 employees
distributed over four geographical locations. This workplace definitely represents an
organization in which information security is of relevance and policies are important.
The response rate is also acceptable (approximately 30 per cent) and comparable to
previous studies in the domain. Furthermore, there is nothing controversial about the
results associated with the TPB in this test – the correlation coefficients and explained
variance in this test are similar to those of previous tests on information security policy
compliance reviewed by Sommestad and Hallberg (2013). However, there are many
potential problems associated with drawing general conclusions from these results. For
instance, variables associated with the Swedish culture and with this particular
organization’s culture or policies may distort or skew the results obtained. Additional
studies that repeat these findings in other sample frames are needed before they can be
assumed to be valid for information security policy compliance in general.

Another potential issue with validity is the low reliability associated with
measurements of perceived behavior control and vulnerability. As noted above, we
suspect that this is related to the fact that both of these factors entail two closely related
dimensions. Perceived behavior control includes both capacity (e.g. “I am certain that I
can adhere to the security policy”) and autonomy (e.g. “Whether I adhere to the security
policy is entirely within my control”) (Fishbein and Ajzen, 2010). Vulnerability includes
the presence of weaknesses (e.g. “The information systems are vulnerable to attacks by
outsiders”) and the probability that someone will try to compromise security (e.g. “Any
vulnerabilities in the information systems will be exploited by unauthorized agents”).
Some support for this hypothesis can also be found in the data. The reliability is higher
between items associated with the same dimensions: the two items that concern the
likelihood that someone will try to compromise security have a reliability score of 0.72,
and the two constructs that concern capability have a reliability score of 0.69. These
values are generally acceptable (a commonly used threshold is 0.7; Peterson, 2014). Poor
reliability is the main issue limiting the predictive ability of the measurement. In other
words, it may have reduced the explanatory power of perceived behavior control and
vulnerability in these tests. It is possible that a more accurate scale would have resulted
in another result for H6 (concerning the independence of threat appraisal and anticipated
regret), but no other dependencies are apparent.

5.2 Extending the TPB
The results of this analysis suggest that people’s anticipated regret and threat appraisal
are important for their behavioral intentions. Furthermore, these concepts are not
entirely mediated by the existing variables of the TPB. Consequently, these concepts
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ought to be considered when information security policy compliance is to be explained
or influenced.

As discussed above, the relationship between anticipated regret and attitude is
somewhat hazy. In the case of information security policy compliance, anticipated regret
is also conceptually similar to unsafe expectations, which the typical threat appraisal
process ought to produce. That is, people who perceive the probability and severity of
incidents as high ought to be more likely to regret not complying with policies. The
overlap is also apparent in the statistics. Anticipated regret and threat appraisal
explained 0.29 and 0.16 of the variance in intentions, respectively; in combination, they
explained 0.31 of the variance in intentions. Individually, they added 0.07 and 0.04 to the
TPB explained variance, respectively, while they added 0.08 together. Thus, a
considerable proportion of the variance explained by threat appraisal is already
accounted for by anticipated regret.

One reasonable interpretation of this finding is that, when used for information
security policy compliance, the TPB lacks a component concerning the negative emotion
or risk of not being compliant. Intuitively, an extension in this direction fits the nature of
information security well, where threats and risks associated with non-behavior are of
relevance. It is also easy to relate this finding to a component capturing negative
emotions or perceived risk as a causal factor of compliance in the sense that increased
compliance can be expected if a person becomes convinced that incompliance is bad
and/or will be regretted.

In the future, an extended variant of the TPB specially designed for information
security compliance behavior that incorporates negative effects of incompliance should
be tested. It appears that the concept of anticipated regret is a suitable basis for such an
extension.

5.3 Replacing parts of the TPB
The result of this test suggests that the TPB, when used for information security policy
compliance, can be improved by adding either anticipated regret or the variables in the
threat appraisal process of the PMT. An alternative to extending the TPB with new
constructs and relationships is to replace existing constructs with other constructs that
are better-suited for information security policy compliance. Deliberately or not, a
number of studies have done so already by refactoring the TPB into a new theory for
security behavior (cf. Sommestad and Hallberg, 2013).

Overall, there are strong exploratory tendencies in empirical studies of information
security policy compliance (Sommestad et al., 2014). Many models have been proposed
for information security policy compliance behavior. As of March 2012, at least 29
empirical (survey-type) studies have been published on security policy compliance. The
majority of the proposed constructs have only been tested in one study, and no two
studies had studied the same prediction model (theory). Consequently, there is no strong
empirical support for challenging the TPB in regard to information security policy
compliance. For this reason, we believe it is somewhat premature to dismiss the existing
constructs of the TPB and the relationships it describes, not least because of the great
number of empirical studies on other behaviors that offer support for the TPB.
Nevertheless, a post hoc analysis of this study suggests that there may be worth doing
so if a prediction is to be made with as few variables as possible. Anticipated regret
increases the adjusted explained variance in intentions (by 0.03-0.05) regardless of
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which TPB variable it replaces, and the prediction becomes slightly better if threat
appraisal replaces perceived norms (0.02) or perceived behavior control (0.01).

Similar to the gains obtained by extending the TPB, this finding shows a clear
potential for improvement relative to the baseline that the TPB offers for information
security policy compliance: more variance may be explained using the same number of
constructs. However, at least two arguments can be made against this route. First, the
TPB is a fairly solid theoretical framework, and a change in the existing theory should
be supported not only statistically but also by a clear explanation of why the change
makes sense for information security policy compliance behavior. Second, a new
variable that explains all of the variance of an existing variable and more would also add
extra explanatory power if it was added as an additional variable (as in this study) and
thus be recognized in such tests. It also appears highly unlikely that a new variable
explaining the same variance in the population as an existing variable would be
conceptually distinct from the existing variable it replaces. Thus, it is probably best
viewed as an extension or reinterpretation of that concept.

6. Conclusion
This study confirmed the relationships described by the TPB when used for information
security policy compliance in a new sampling frame. Three promising extensions to the
TPB were tested empirically. Two of these extensions resulted in a sufficient amount (�
0.02) of additional explained variance in intentions to motivate a change of the TPB:
anticipated regret and threat appraisal. There is a considerable overlap between these
two concepts, and the inclusion of anticipated regret makes the contribution of threat
appraisal insufficient. Coping appraisal offered only a small improvement in the
predicted variance and failed to improve the TPB based on the criteria used in this test.
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Appendix

Table AI.
Items’ factor loadings

Construct and item Load

Attitude
Adhering to the information security policy at [the organization] is: bad�-�good 0.815
Adhering to the information security policy at [the organization] is: meaningless
�-�meaningful 0.848
Adhering to the information security policy at [the organization] is:
unimportant�-�important 0.896
Adhering to the information security policy at [the organization] is:
unnecessary�-�necessary 0.857

Perceived norm
Most people who are important to me think I should adhere to the information
security policy that exists at [the organization]. (false�-�true) 0.827
Most people whose opinion I respect would tolerate that I adhere to the
information security policy that exist at [the organization].
(improbable�-�probable) 0.766
Most people I respect would adhere to the information security policy at [the
organization] if they were in my situation. (unlikely�-�likely) 0.833
Most people at [the organization] who are like me follow our information security
policy. (false�-�true) 0.733

Perceived behavior control
I am certain that I can adhere to the information security policy that exists at [the
organization]. (false�-�true) 0.788
If I really want to, I can adhere to the information security policy that exists at
[the organization]. (disagree�-�agree) 0.849
Whether I adhere to the information security policy that exists at [the
organization] is entirely within my control. (false�-�true) 0.657

Intention
My intention is to henceforth adhere to the information security policy that exists
at [the organization]. (false�-�true) 0.595
In the future, I will adhere to all of the information security policies that exist at
[the organization]. (unlikely�-�likely) 0.750
Regardless of what happens and which situations arise, I will adhere to the
information security policy that exists at [the organization]. (unlikely�-�likely) 0.692
I cannot imagine violating the information security policy that exists at [the
organization] even once in the future. (false�-�true) 0.570

Current behavior
I adhere to the information security policy that exists at [the organization] today.
(improbable�-�probable) 0.821
To the best of my knowledge, I do not violate the information security policy that
exists at [the organization]. (false�-�true) 0.860
I believe that I currently work entirely in accordance with the information
security policy that exists at [the organization]. (false�-�true) 0.904

(continued)
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Table AI.

Construct and item Load

Severity
If information from [the organization] was leaked to unauthorized agents or
manipulated, there would be severe consequences. (unlikely�-�likely) 0.837
If the information I handle in my work was leaked to unauthorized agents or
manipulated, the consequences would be great. (unlikely�-�likely) 0.785
A successful attack against [the organization]’s information assets would be
serious for the safety and security of society. (unlikely�-�likely) 0.795

Vulnerability
[The organization]’s information systems are vulnerable to attacks by outsiders
and mistakes by employees. (disagree�-�agree) 0.572
Any vulnerabilities in [the organization]’s information systems will be exploited
by unauthorized agents. (unlikely�-�likely) 0.839
If someone at [the organization] falls short in their security awareness,
unauthorized agents would exploit this failing to access, manipulate or destroy
sensitive information. (unlikely�-�likely) 0.839

Anticipated regret
If I were to violate the information security policy that exists at [the
organization], I would later regret it. (unlikely�-�likely) 0.907
If I did not follow the information security policy that exists at [the organization],
I would feel uneasy afterwards. (unlikely�-�likely) 0.923
If I were to violate the information security policy, I would dwell on it afterwards.
(unlikely�-�likely) 0.890

Response efficacy
If I adhere to the information security policy that exists at [the organization],
then the likelihood of unauthorized agents accessing or destroying sensitive
information is reduced. (disagree�-�agree) 0.877
It is more difficult for unauthorized agents to access and manipulate sensitive
information held by [the organization] if all employees adhere to our information
security policy. (false�-�true) 0.935
The information security policy that exists at [the organization] reduces the
likelihood of sensitive information leaking or being manipulated. (false�-�true) 0.865

Response cost
In my work, I feel that the policies and technology that exist at [the organization]
to provide information security often have a negative effect on my privacy or
that of others. (disagree�-�agree) 0.560
In my work, I feel that the policies and technology that exist at [the organization]
to provide information security often have a negative effect on time or cost
efficiency. (disagree�-�agree) 0.875
In my work, I feel that the policies and technology that exist at [the organization]
to provide information security often have a negative effect on how well tasks
are accomplished. (disagree�-�agree) 0.862
In my work, I feel that the policies and technology that exist at [the organization]
to provide information security often have a negative effect on the support one
can obtain from information technology. (disagree�-�agree) 0.840
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