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Abstract Social media has become a popular means of communication thanks to the advancement of computer
network and web technology. Social networking service (SNS) provides a virtual platform for users to realize their
personal/professional purposes. Users have a great motivation to share their personal updates in social media in
order to maintain their contacts. In the meantime, users have a strong need to protect their privacy in order to
prevent all kinds of frauds from attackers. In the existing literature, many research efforts address privacy protection
issues by employing computer security technology. To our best knowledge, it is the lack of a framework to propose
a holistic framework of privacy protection encompassing other factors, such as user’s behaviour, SNS provider’s
security policy, and information management strategy. In this background, this paper aims to derive a reference
model for privacy protection in social networking service by using Environment-Based Design (EBD) methodology.
A systematic SNS environment analysis is conducted to identify the major challenges and to organize coherent
solutions.

Keywords: Privacy protection, social networking service, environment-based design (EBD) methodology, recursive
object model (ROM)

1. Introduction

Over the last one and a half decade, social media has become a popular mode of communication. As
Boyd & Ellison defined, social media (also called social network sites) is a web-based service that allows
individuals to create a public or semi-public profile within a bounded system (Boyd & Ellison, 2007). The
users can benefit from social networking service (SNS) for diverse personal/professional purposes, e.g.
maintenance and development of social linkage, interest sharing, event promotion, job hunting/recruiting,
business marketing, canvassing etc.

According the analysis following similar procedure in (Zeng et al., 2012) based on environment-based
design (EBD) methodology (Zeng, 2004; Zeng, 2011), the evolution of SNS can be roughly divided into
three generations (Boyd & Ellison, 2007; nextMEDIA, 2010): group-based, link-based and specification-
based. The evolution analysis using EBD methodology is shown in Fig. 1.

A group-based service aims to provide a connection of group in which the members have common
interests. The first notable group-based social media was SixDegrees.com, launched in 1997. It allowed
users to create their profiles and share their friends’ lists without any permission. However, due to the
restriction of computer network infrastructure and applications, users had very few controls over the
network except viewing and chatting. The second wave of SNS began in 2002, which was marked by the
first successful link-based SNS provider Friendster. Its purpose was to establish an online network of
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friends to match the loving couples (Goldberg, 2007). Since 2003, a number of link-based social network
sites have been created (Boyd, 2006), such as MySpace (2003), Linkedin (2003), Facebook (2004),
CouchSurfing (2004), Flickr (2004), Orkut (2004) and YouTube (2005). Link-based sites have since
become the mainstream of social media, as a global network cross the boundaries of nations, cultures and
interests.

The group - and link-based social network has a horizontal structure. Those kinds of networks spread
quickly and widely and contain large-scale information of a broad audience. However, the unstructured
massive data transaction may overwhelm users with information overflow. In this context, SNS have a
new trend from horizontal structure to vertical structure. Vertical SNS can be divided into two categories:
personal-based and professional-based. Personal-based vertical SNS satisfies different personal interests
(Boyd & Ellison, 2007), such as intention-centered (e.g. ASmallWorld, BeautifulPeople), activity-
centered (e.g. Couchsurfing), and affiliation-focused (e.g. MyChurch). In the meantime, a number of
industry-based vertical social network sites have been largely launched since 2005, such as Spiceworks
(IT service), Wave (accounting), Practice fusion (health), Github (software), and ResearchGate (research).
With a relatively niche scale, on the one hand, users of vertical SNS share their updates in order to
actively get involved in the community, on the other hand, such information sharing contains huge
amount of user privacy, which may include personal information, know-how expertise and intellectual
property. Therefore, privacy protection becomes a critical issue in the new generation of SNS.
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Fig. 1. Evolution analysis of social networking service (SNS) using EBD methodology.

Many existing literature emphasizes on employing computer security technologies for privacy
protection in social media, like access control (Shehab et al., 2012), secure multi-party computation (Li et
al., 2011), privacy-preserving location-based services (Puttaswamy & Zhao, 2010), data generalization
(Tang & Yang, 2012), and data sanitization and anonymization (Zheleva et al., 2012) etc.

To the authors’ best knowledge, it is still the lack of a holistic framework to organize the scattered
research ideas and results arisen from multiple factors, such as user behaviour, security policy,
information management, security and privacy technology. In this context, this paper aims to propose a
reference model to guide users to systematically prevent privacy leakage. Environment-Based Design
(EBD) methodology, which has a strong ability of deriving step-by-step a conceptual model based on a
complete environment analysis, is adopted to conduct this research.
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This paper will be organized as follows. Section 2 will give a brief presentation of EBD methodology.
Section 3 will focus on a systematic environment analysis of social networking service, and Section 4
aims to identify the critical challenges of privacy protection in SNS. Section 5 will deliver the reference
models of privacy protection. A case study will be illustrated in Section 6. The conclusion will be given
in Section 7.

2. Methodology: Environment-Based Design

Environment-Based Design (EBD) is a design methodology proposed by Dr. Yong Zeng (Zeng, 2004;
Zeng, 2011). EBD consists of three activities: environment analysis, conflict identification, and solution
generation. These three activities work simultaneously to refine design requirements, analyse the
problems, and generate the solutions.

In the SNS context, environment analysis refers to understanding the state of the art of social
networking service. Conflict identification aims to identify the major challenges of privacy protection in a
SNS environment. Solution generation will propose a reference model for user’s privacy protection by
addressing the identified challenges.

One of the significant strengths of EBD is the accommodation of semantic analysis throughout the
entire design process. A semantic modelling tool, called Recursive Object Model (Zeng, 2008), is used to
represent and deal with linguistic information in a design, which provides designers guidance to
accumulate the necessary and sufficient information (Wang et al., 2013).

ROM refines representation of environment structure by including three types of relations: constraint,
connection, and predicate; and two kinds of objects: primitive and compound objects. Table 1 shows the
graphic symbols and their descriptions in ROM.

Table 1. Representation of recursive object model (Zeng, 2014)

Type Symbol Description

Object Object Everything in the universe is an object

Compound ||:D It is an object that includes at least two objects
E >

Object init.
Relation  Constraint It is a descriptive, limiting, or particularizing
Relation relation of one object to another.
Connection ] It is to connect two objects that do not
Relation constrain each other.
Predicate It describes an act of an object on another or
Relation P that describes the states of an object.

3.  Environment Analysis

In this section, the complex environment of social networking service (SNS) will be analysed. Firstly,
we summarize and express the corresponding design problem from a sentence as follows:

“Derive a reference model to protect user’s privacy in social networking service (SNS).”

The problem description can be transformed into the following Recursive Object Model (Zeng, 2008)
diagram (shown in Fig. 2).
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Fig. 2. Initial ROM diagram for problem description.

The initial ROM diagram can be simplified and transferred into a Product-Environment System (PES).
In design perspective, the “product” component is “reference model”, which represents the main product
to be designed. The environment components are “user’s privacy” and “social networking service”. The
major interaction is “protect”, which occurs between “product” (reference model) and its environment
components (user’s privacy). Mathematically, PES can be represented in Eq. (1).

S = reference * model,

E =(in ® SNS) * (user's * privacy), )
| = (reference * model) ® protect ® (in ® SNS)* (user's * privacy),

where ® (interaction), and *(constraint).

Based on PES given in Eq. (1), necessary information is required to understand the environment and
thus to realize the product (“reference model”) to serve its environment. Question-asking is one of the
most effective ways to elicit the relevant information. According to EBD’s question asking rules (Wang
& Zeng, 2009; Zeng, 2014), a set of generic questions are asked and their answers are shown in Table 2.
The answers issued from existing literatures.

Accordingly, the description of design problems can be updated as below.

“Propose a framework to understand and represent the relationships of the concepts in social
networking service (SNS), as well as to develop standards and specifications to protect user’s personal
information in such environment in order to prevent different kinds of frauds. ”

Schematically, the product-environment system (PES) is updated and simplified in Fig. 3, and
mathematically, Eq. (1) can be updated as Eq. (2). And the five updated interactions are shown in Table 3.

Next, two domain questions will be asked in Table 4 and Table 5 to elicit natural, built and human
environment components regarding life-cycle perspective of privacy protection along with data sharing
workflow in social media (Chen & Zeng, 2006).
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Table 2. Generic question-asking

Question Description

Why to propose a reference
model to protect privacy in SNS?

In order to help user prevent the frauds from SNS (FCAC, 2013).

What do you mean
“social networking service”?

A web-based service that allows individuals to build social relations among
people who share interests, activities, backgrounds or real-life connections
(Boyd & Ellison, 2007).

What is “privacy”?

The ability of an individual or group to seclude themselves or information about
themselves and thereby reveal themselves selectively (Falahi et al., 2010) .

What is “user’s privacy”? It refers to user’s personal information (Gross & Acquisti, 2005).

What is “user privacy” in SNS?

It refers to user’s personal information implied in social networking service
(Gross & Acquisti, 2005).

What is 2 “model”? A model in science is anything used as a representation of an object, law, theory

or event used as a tool for scientific understanding (Wartofsky, 1979).

A framework is to help understanding the significant relationships among the

What is a “reference model”? entities of an environment, and to develop consistent standards or specifications

supporting that environment (OASIS, 2006).

How to protect user’s privacy in

SNS? unknown.

S = framework,

E=EUE,UE,UE,UE,UE,,

E, = ((in ® SNS) * concept) * relationships,

E, = standards,

E, = specifications,

E, = (in ® SNS) *(personal *information),

E. = frauds,

E, = (in ® SNS) * users,
I=Lul,ulLul,ul,Ul,

where ® (interaction),* (constraint), and w (union).

)
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Table 3. Interactions in PES (generic questions)
Interaction Description Formal representation
. framework understands I, = framework ® understand ®
L framework represents relationships I, = framework ® represent ®
of concepts in SNS ((in ® SNS) = concept) = relationships
I framework develops standards and I, = framework ® develop ®
specifications (standards A specifications)
standards and specifications I, = (standards A specifications) ® protect ®
ls protect personal information in . . .
SNS ((in® SNS) A (personal)) * information
Is framework helps users I, = framework ® help ® users
ls users prevent frauds in SNS I, = users ® prevent ® (in ® SNS) * frauds
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Fig. 3. PES after generic questions-asking.

Table 4. Domain specific questions

# Domain specific questions Answers
Privacy protection goes throughout the whole workflow of data
sharing in SNSs, including login registration, profile edition,
1 What is the lifecycle of “privacy status updates, community development etc. The personal
protection in SNS”? information refers to user login information, user’s private
information, user’s recent updates, and contacts’ sharing
information respectively.
What are the natural, built and In this case, natural environment is not available, and the
2 human components for privacy relevant human/built environment components are shown in

protection in SNS? Table 5.
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After domain question asking, PES will be divided into two levels (represented in Eq. (3)) regarding
environment component E4, which means the content of “private information leakage” refers to leakage
of “user’s login information”, “user’s private information”, ‘‘user’s recent updates’’, and ‘“contacts’
sharing information’’ respectively along with the activities in social media. The updated ROM-based PES

after domain question-asking is shown in Fig. 4.

Table 5. Workflow of data sharing in social media (domain questions)

. Built
Activity Human Infrastructure Information content
Login user, SNS login information:
registration provider user name, 1D, passwords etc.
Profile user, SNS pers_orllal mforma'gon:
edition orovider o name, nickname, gender, age,
telecommunication protocols, computer profession, address etc.
network and web technology, social
Status user, SNS network website etc. recent updates:
sharing provider message, photo, video etc.
Communit user, user’s contact’s sharing information:
y friend, SNS friends’ name, nickname,
development . . e
provider profession, affiliation etc.
Frist level
E=EUE,UE,UE, UE.UE,,
Second level
E,= E4,1 U E4,2 o E4,3 W E4,4
E,, = (in®login registration) * (login * information), ®3)

E,, = (in ® profile edition) * (personal *information),

E,; = (in ® status updates) * (recent * updates),

E,, = (in ® community development) *(contact *information),
where ® (interaction), * (constraint), w (union).

4. Challenge Identification

Based on analysis above, this section attempts to identify the major challenges (conflicts) for user’s
privacy protection in social media. First, a performance network will be established in order to show the
dependence relations between the interactions. The representation of dependence relations is presented in

Eq.(4).

|1 interaction I; has dependance relations on interaction I 4)
"o otherwise
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The matrix of dependence relations is shown in Table 6. In EBD (Zeng, 2014), a performance is
defined as the relations of interactions. The performance network is mathematically presented in Eq. (5),
and schematically illustrated as an interaction map (shown in Fig. 5). The ROM-based performance
network is presented in Fig. 6.

In EBD (Zeng, 2014), a conflict is defined as a lack of the available resources to meet a request of
actions and properties. We defined two kinds of conflicts: active and reactive. An active conflict appears
when it has absence of necessary action to trigger current interaction, whereas a reactive conflict occurs
when two interactions cannot be accommodated simultaneously by a resource. In order to obtain the
active/reactive conflict, in our study, two questions concerning trigged actions and accommodated
resources are asked for each interaction (shown in Table 7).

@4— login registration

A

understand

relationships

| derive |—>|framework
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login information
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contact’s P
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Fig. 4. PES after domain specific questions-asking.

P=P,UP,UP,UP, UP,UP,,
P,=(to®I,)*I,,
P,=(to®I,)*I,,
P,=(to®1,)*1I,,
P,=(to®1,)*1,,
P,=(to®I;)*1,,
P,=(t0o®1,)*I,,

® interaction.

®)



Deng et al. / A Reference Model for Privacy Protection in Social Networking Service

Table 6. Dependence relations between interactions

31

I I3 lg

Fig. 5. Interaction map.

Since we are in the early stage of conceptual design, it assumes that we do not have any available
action to trigger any interaction, and it has no overlap of resources to accommodate the interactions. Thus,
we have only active conflicts C;-Cs at this stage related to the interactions. According to the logic of
design (Zeng & Cheng, 1991), in contrast with performance analysis as a deductive process (“evaluation
operator”), conflict identification is an adductive process (“synthesis operator”). Therefore, the
dependence of conflicts is opposite as that of interactions. The conflict map is shown in Fig. 7. According
to EBD rule, Cs, which has no incoming edge, is the critical conflict (root conflict), which is privileged to
be addressed in the next section.
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Fig. 6. ROM-based performance network.
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Fig. 7. Conflict map.
Table 7. Questions to elicit active/reactive conflicts
Interaction Question Answers

What trigger framework to understand the
relationships of concepts in SNS?

to identify the concepts in SNS

What resources are needed to accommodate
framework to understand the relationships of
concepts in SNS?

literatures, bibliographies, references, open source
information about SNS

What trigger framework to represent the
relationships of concepts in SNS?

to understand their relationships

What resources are needed to represent
framework to understand the relationships of
concepts in SNS?

structural information and data of concepts

What trigger framework to develop standards
and specifications?

to identify the standards and specifications

What resources are needed to develop
standards and specifications?

stakeholder agreement, frauds understanding, support
of policy

What trigger standards and specifications to
protect leakage of private information in
SNS?

to follow the standards and specifications

What resources are needed to protect leakage
of private information in SNS?

guideline, policy, IT infrastructure

What trigger framework to help the users?

to use the framework

What resources are needed to help the users?

understanding of users’ needs and behaviour

What trigger users to prevent frauds?

to identify and avoid the frauds

What resources are needed to help users to
prevent frauds in SNS?

SNS provider’s security policy, computer security
technology
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5. Reference Model Generation

5.1

Environment decomposition

The corresponding environment components related to conflict Cs are (in®E,)*E, , and

E,=E,VE,UE,;UE, . According to EBD solution strategy, we will decompose the related

environment components in order to find out the knowledge of interaction related to each environment
component. The decomposition procedure is represented as Eq. (6).

E, =(for®E,)*E, =(for®(E, VE, VE,; UE,))*E;,
(@E|G) =0((for® E4)* Es)
=@((for®E,)*E,)U(for®E,,)*E;)u(for®E,;)*E)u(for®E,)*E,))

denote EE,=(for ® E,;) *E,,EE, = (for ®E,,) *E;,EE, = (for ® E,;) *E;,EE, = (for ® E,,) * E;
(6)
(®E, ) = ©(EE, UEE, VEE, UEE,)
=EE, UEE, VEE, UEE, U(EE, ® EE,) U (EE, VEE,) U(EE, UEE,) U(EE, UEE,)
U(EE, ® EE,) U (EE, ® EE,) U (EE, ® EE;) U (EE, ® EE,) U(EE, ® EE,) U (EE, ® EE,)
U(EE, ® EE,) U (EE, ® EE,) U(EE, ® EE,) U (EE, ® EE,)
U(EE; ® EE,) U (EE, ® EE,)
where @ (structure),®(interaction), u (union).

In our context, we particularly focus on the leakage of EE, = (for ® E,,) * E, , Which means the frauds

for the leakage of personal information in phase “profile edition”. Therefore, we update the relevant
objects and interactions in Eq. (6) as below.

EE, U(EE, ® EE,) U (EE, ® EE,) U(EE, ® EE,)
U(EE, ® EE,) U(EE, ® EE,) U (EE, ® EE,) U (EE, ® EE,) )
where @ (structure),®(interaction), u(union).

The interpretation of decomposed elements in Eq. (7) is shown in Table 8.

Table 8. Interpretation of decomposed elements

# Elements Interpretation
EE, the frauds cause the leakage of users’ personal information
2 (EE, ® EE,) the frauds cause the leakage of users’ personal information due to its updates
3 (EE, ® EE,) the frauds cause th_e leakage of usersj p_ersonal 1pf0rmat10n due to the
interactions of login information
4 (EE, ®EE,) the frauds cause the leakage of users’ personal information due to the
sharing of recent updates
5 (EE, ® EE,) the frauds cause the leakage of personal information due to the interactions

of contacts’ information

The updated performance network is shown in Fig. 8. As we mentioned above, design is a recursive
procedure. Therefore, we launch 2™ round iteration of EBD procedure for further analysis in order to find
out the knowledge and the corresponding solutions.
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protect

According to the principle of change management, in the second iteration, only the changed part will
be focused in question-asking. Two generic questions are asked in Table 9.

Table 9. Question-asking (2"d iteration)

Question Description

What do you mean
the leakage of personal it refers to disclosure some information to unauthorized parties (Ware, 1967).
information?

How do frauds cause the leakage

of personal information? by attacks or inferences (Zhang et al., 2011).

According to the question 2 in Table 9, solution generation can be divided into two categories: explicit
or implicit prevention. Explicit prevention means to prevent the personal information leakage from the
vulnerabilities in social networking channels. Thus, the attacker uses available information collected from
social media to attack the user by sending spear (Arachchilage et al., 2012) or trying to hijack the user’s
social media account (Cashion & Bassiouni, 2011; Xie et al., 2013). Implicit prevention refers to
information leakage by inferences.

Thus, the first category aims to prevent the frauds by attacks, whereas the second category attempts to
prevent the frauds caused by inferences. The second category of personal information leakage through
inferences will be developed in Section 5.3.

5.2.  Explicit prevention from attacks

The knowledge of explicit prevention, which refers to personal information leakage by attacks, is
shown in Table 10. Corresponding to the decomposed interaction in Table 8, Table 10 shows the needed
actions, and the guidance for users (solutions) in order to achieve such actions.
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Table 10. Guidance of explicit prevention (personal information leakage by inferences)

Descriptions

Action needed

Guidance

prevent explicitly the frauds that
cause the leakage of user personal
information
explicitly = prevent ® EE,

avoid attacker to get login
information through user
incorrect behaviour, illegitimate
third-party applications, false
connection request, and malware
etc.

1. be cautious when clicking on
abbreviated links
2. be careful with pop-up windows
3. log off your login immediately
after each use
4. be careful with unknown third-
party applications
5. reduce the quantity of tracking of
web surfing
6. always erase cookies
7. use antivirus and spyware
protection

prevent explicitly the frauds that
cause the leakage of user’s personal
information due to its updates
explicitly = prevent ® (EE, ® EE,)

avoid attacker to access sharing
updates legally

8. learn and be familiar with
privacy setting

prevent explicitly the frauds that
cause the leakage of users’ personal
information due to the interactions
of login information
explictly = prevent ® (EE, ® EE,)

avoid attacker to access personal
information by entry stolen login
information

9. create a unique and robust
password
10. use information that nobody else
would know about you when
asked to create security questions
11. consider creating a unique email
address for using only in your
social media account
12. carefully read the privacy policy
and terms of service before
creating an account
13. always erase cookies
14. try to log off once finish using it

prevent explicitly the frauds that
cause the leakage of user’s personal
information due to the interactions
of recent updates
explicitly * prevent ® (EE, ® EE,)

avoid attacker to access personal
information through the sharing
of recent updates

15. learn and be familiar privacy
setting
16. always erase cookies

prevent explicitly the frauds that
cause the leakage of personal
information due to the interactions
of friend’s information
explictly = prevent ® (EE, ® EE,)

avoid attacker to access personal
information through contact’s
requests, called social
engineering, such as phishing
attacks, spear phishing,
misleading solicitation, hijacked
accounts etc.

17. always erase cookies
18. verify the contact’s holder
identity before accepting the
request
19. reject a request from a stranger
20. hire an identity theft protection
service

The proposed guidance of explicit prevention above can be categorized into four classes: user’s
behaviour (guidance 1, 2, 3, 4, 5, 6, 16, 17, 18, 19), policy reviewing (guidance 8, 12), information
control (guidance 9, 10, 11), and employment of security software (guidance 7, 20). Accordingly, a

multi-level reference model of explicit prevention is proposed in Fig. 9.
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Fig. 9. Reference model for explicit inference.

5.3. Implicit prevention from inferences

Several research findings have been done to study how confidential information leakage caused by
inferences in social media. Acquisti and Gross (Acquisti & Gross, 2009) provided a concrete case to show
how to inference Social Security Number (SSN) from sharing information in social networking. He et al.
(He et al., 2006) and Xu et al. (Xu et al., 2008) presented how to infer private information through groups
of friends with same characteristics using Bayesian network approach. However, to our best knowledge,
most researchers pay attention to the techniques of fraud prevention, and few of them focus on the nature
of leakage by conceptual modelling. In this section, we aim to model the channel of information leakage
caused by inferences in order to better understand its scenario of leakage, and then to find out a coherent
solution.

5.3.1. Notation

Information leakage caused by inferences means attacker can infer personal information from user
based on available information found in social media. For instance, the inference of Social Security
Number (SSN) of someone based on public information found in his profile. The reasons that cause
potential information leakage through inferences are listed as below:
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1) Social media is a complex network, which has a huge amount of users connected between each
other, and large sharing information. Although most of the users have the same interest and use
social networking service for positive purposes, some others might have negative intentions.

2) Every user has its own personal information and usually tries to prevent his/her personal
information from leaking to (potential) attackers. For instance, a user has his own Social Security
Number (SSN), the inferrer (might be either user) may try to either infer the SSN based on
information collected in social media, or directly attack it through spear phishing email or
malwares.

3) The users’ connections within social media may be set different privacy settings from the user.
Therefore, when a user shares information with another user, the shared information may be
leaked to third parties by the second user either deliberatively or unintentionally.

4) There are many sorts of information sharing between users in social media. For example, a user
may share his full name, date of birth, place of birth, real-time location, etc.

5) The relation between shared information and personal information sometimes is complicated and
difficult to delimitate. It may be described with formal methods such as fuzzy set theory (Shyng
et al., 2010), or with informal methods such as tables and natural language.

In order to clarify the degree of privacy within personal information, we are going to divide
information into two major classes:

1) Personal information I,: the information to protect by the user in social media.
2) Shared information Is: all information that is shared by the user in social media either through
himself or through his contacts.
Our previous studies related to information leakage in supply chains through inferences developed by
(Zhang, et al., 2011), allowed us to make an analogy with our scenario and to propose the abstract
conceptual model for inferences in social media. The details will be given as below.

5.3.2. Reference model of implicit prevention of information leakage caused by inferences

Fig. 10 shows the abstract conceptual model of information leakage caused by inferences in social
media, which consists of the five key abstract concepts.

1) Personal information: personal information I, is an abstract information object that the inferrer
wants to collect in order to make the frauds against user.

2) User: a user is a participant who holds the personal information I, and tries to prevent it from
revealing to the inferrer.

3) Inferrer: an inferrer is a participant who has initial knowledge Ko, collects the user’s shared
information Is and try to acquire user’s Ip.

4) Knowledge: knowledge K, is the initial knowledge that the inferrer has about the user. S/He will
use it combined with I in order to try to infer I,.

5) Channel: Channel is the social media through which shared information Is is transferred from the
user to the inferrer.

shared information I

O channel (social media) O

user inferrer

(with personal information 1) (with initial knowledge K;)

Fig. 10. Conceptual model for implicit inference.
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Assuming that an attacker can obtain three sorts of knowledge: “initial knowledge”, ‘“knowledge
obtained through information shared” and “knowledge obtained through inferences”, we denote the
attacker’s initial knowledge as Ko, knowledge obtained through shared information Is as K, a
comprehension of K, and Ks as Kq+Ks, a knowledge inferred from K as K*, and knowledge of information
I, from knowledge K, as (Ko+Ks)". Based on the notations above, we can describe the relations among Ko,
Ks, K* and (Ko+Ks)in Fig. 11.

hare I,
[ Kofl) } ik { (K0+Ks>(lp>]

infer infer

A 4 A 4

leak
[ KO*(Ip) } _____________ { (KO+ Ks)* (Ip) ]

Fig. 11. Conceptual model of implicit information leakage caused by inferences.

With the above abstract model, the scenario can be derived as follows:

1) Initially, an inferrer has knowledge Ko;

2) The inferrer’s knowledge K, becomes K, after inferring on Ko;

3) When the inferrer shares Is, due to the inferences, the inferrer’s knowledge increased to be K, +
Ks

4) The infereer’s knowledge becomes (K, + Ks)" after inferring on K, + Ks

If the inferrer can obtain more knowledge of the personal information I, from (Ko + Ks)* than from
Ko, in other words, if (Ko+Ks)*(Ip) >Ko* (Ip), it means that there is some I, leaked from the user to the
attacker through sharing information Is in social media. Therefore, the risk of implicit information leakage
through inferences can be conceptually measured by following equation.

=Ko+ K ) (1) - Ko*(lp)=ZP(|s|{(|s,Uj)})><C(|s)

o (8)
1 ifl is personal

where C(I,) =
(1) {O if 1, is not personal

In Eq. (8), Z P(|i|{(|i,Uj)}) is the overall probability of leakage when user U;j share information Is is
i=1

social media. According to the analysis above, we can notice that the solution is directed to minimize the
risk, namely the increasing knowledge Ks, due to the sharing of personal information Is. Therefore, user is
suggested to only share the personal information with less risk of inferences. In our previous research, a
set of methods has been proposed to address this issue. For more details of the methods, please refer to
(Deng et al., 2012; Zeng, et al., 2012; Zhang et al., 2012; Zhang, et al., 2011), which will not be detailed
in this paper, for the sake of simplicity.
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6. Case Study

In this section, we illustrate the proposed reference models through a case study of identity theft
prevention, namely the protection of Resident Identification Card Number of People’s Republic of China.
The format of Chinese ID card number has 18 digits and its format is RRRRRRYYYYMMDDSSSC
(CHN103755.E, 2011). RRRRRR is a standard code of administrative division in which the cardholder is
registered, for example, 110108 represent Haidian Disctrict of Beijing Municipality. YYYYMMDD
standards for the date of birth (year/month/day) of cardholder. SSS is a sequential code, which is odd for
males and even for females. The final digit C is a check sum value over the first 17 digits.

As mentioned above, Acquisti and Gross did the similar research for US SSN (Social Security
Number) prediction from public data (Acquisti & Gross, 2009). As they stated, the identity number can be
attacked mainly by two ways: infection by botnet for identity theft, and inferences from sharing data.

A bot is a computer that is infected with malware and specialized with malicious tools to attack other
computers. A botnet is a group of compromised computers (bots) under the remote command and control
of a malicious originator (botmaster) (Zeidanloo & Manaf, 2009). Recently, some researchers have started
to pay their interests on botnet command and control in social networking, called SocialNetworkingBot
(Kartaltepe et al., 2010; Singh et al., 2013).

The workflow of SocialNetworkingBot is depicted in Fig. 12. A botnet will firstly send a request and
access token to a user via social media. The user authenticates unintentionally the token keyword and
secret string to join the Botnet. Botmaster can thus send commands (tweets) by specified keywords via a
Command & Control (C&C) Server, and the C&C server launches various attacks to user, including
identity theft, the user’s personal information can therefore be leaked.

S
Botmaster

C&C server | C&C server %% C&C server
= S

(&4
A

7
’Ofé @/;yo

o, P, s
A
%o 7

" Q’[
2
C‘é&

Social
networking

Botnet

Fig. 12. Workflow of SocialNetworkingBot.
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According to our analysis using EBD methodology presented above, “step2: authentication” is
primary action to trigger the frauds (step 3-5). Therefore, the active conflict of “authentication” is the
major challenge (conflict) of SocialNetworkingBot fraud prevention, which means how to prevent user to
authenticate request and access token by downloading and installing malware. The knowledge of such
prevention is shown in Table 11.

According to the generic reference model in Fig. 9, the proposed guidance can be categorized into four
levels (shown in Fig. 13). The proposed guidance is generally in accordance with the proposed solutions
from (Dhande, 2012), which are generated based on the observations of six case studies.

Table 11. Knowledge of prevention of user’s authentication for request and access token (case study)

Descriptions Action needed Guidance

v’ establish policy to mitigate
vulnerabilities
v keep all software up to date
v install antivirus software and
firewall from a trusted source

avoid malware installation by taking
advantage of unintended vulnerabilities

v do not click on any unknown link
v"do not use any third-party
prevent user’s avoid tricks of malware installation applications from untrqsted sources
authentication for request v do not download any files, movies,
and access token pictures from untrusted sources
v' establish anti-malware policy

v use a strong and robust password
v' provide a strict API for the access of
system
install antispyware software from a
trusted source
v user external flash driver cautiously

avoid account breaking v

* do not click on any unknown link
+ do not use any third-party applications from untrusted
sources
+ do not download any files, movies, pictures from untrusted
sources
‘ ‘ « user external flash driver cautiously

user behavior

« establish policy to mitigate vulnerabilities of operating
policy reviewing system
« establish anti-malware policy

.

( N

use a strong and robust password

information control « strict API for system access

« install antivirus and anti-spy software

security software « install firewall from a trusted source

Fig. 13. Reference model for SocialNetworkingBot prevention (case study).
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Next, we shift our focus on the illustration of the proposed conceptual model in Fig. 11 to prevent
information leakage by inferences. In this case, the targeted personal information to infer I, is Resident
Identification Card Number. As mentioned in Eq. (8), the main idea is to detect and then reduce the risk
of implicit information leakage measured by personal information sharing, and thus select the less risky
one to share. In this case, we assume that the initial knowledge of inferrer is the gender of the cardholder,
which can only infer 1 digit over 18 (risk=1/18) caused by inferences. Table 12 shows the scenario of risk
analysis of sharing information in social media.

Table 12. Risk analysis of information sharing (case study)

Profile available Knowledge by inferences Sharing Added knowledge by inferences .
: - - . . . : . : . Risk
information before information sharing information after information sharing (rs)
Ko(lp) (Ko+Ks)(Ip) (Is) (Ko+Ks)"(Ip) >

the last digit of first four digits of registered

gender sequential code city of birth administrative division code 5/18
last two digits of registered
the last digit of . administrative division code,
. . sequential code, first four Ioca}tlon of since the entrance of primary
gender, city of birth L O . primary . L . . 7/18
digits of administrative school school is based on civil registry in
division code accordance with administrative
division
gender, city of R - .
: h administrative division code, . digits (MMDD) of date of birth
b;rrtir:ﬁ;(r);z:gﬁgoc:f last digit of sequential code birthday code 11/18
gender, city of T
birth, location of  2dministrative division code, digits (YY'Y'Y) of date of
. birthday digits, last digit of age . 15/18
primary school, birth code

birthday sequential code

In Next, we shift our focus on the illustration of the proposed conceptual model in Fig. 11 to prevent
information leakage by inferences. In this case, the targeted personal information to infer I, is Resident
Identification Card Number. As mentioned in Eq. (8), the main idea is to detect and then reduce the risk
of implicit information leakage measured by personal information sharing, and thus select the less risky
one to share. In this case, we assume that the initial knowledge of inferrer is the gender of the cardholder,
which can only infer 1 digit over 18 (risk=1/18) caused by inferences. Table 12 shows the scenario of risk
analysis of sharing information in social media.

Table 12, we can notice that, along with the sharing information city of birth, location of primary
school, birthday as well as age, the risk of ID card number prediction increases significantly. Moreover,
by utilization of big data analytics techniques, it has higher possibilities to predict more digits of Resident
ID card number (Acquisti & Gross, 2009).

Being aware of the great risks of ID card stealing and abuse by above ways, the government of PRC
has issued the second generation of Residence Identity Card since 2004 (CHN103755.E, 2011), which
embedded a digital microchip containing cardholder information, such as name, sex, date of birth. The
embedded microchip can provide only partial information to a specific card reader (Tiejun et al., 2010)
according to the level of privacy. In 2011, government decided to include fingerprint data in the second
generation of ID card. The law of Resident identity cards has been reviewed in a bid to combat
counterfeiting (XinhuaNet, 2011).

7. Conclusion

Social networking service becomes a fashion means of communication in our life, therefore many
implications caused by them have been discovered, analysed and studied currently. One of the major



42 Deng et al. / A Reference Model for Privacy Protection in Social Networking Service

topics concerning social networking service is the privacy leakage that they usually imply. Existing
literatures attempt to deal with such issue using computer security technology. However, few researchers
have proposed a holistic framework for privacy protection from user perspective. In this background, this
paper not only focused on many different sorts of frauds that can occur through direct attacks or indirect
inferences, but also suggested coherent guidelines for the users facing on identified challenges. A
reference model of privacy leakage prevention was proposed using environment-based design (EBD)
methodology. This reference model includes two sub-models, one is used for explicit privacy protection
from direct attacks, and another is used for implicit privacy protection from inferences. For future
developments, we will validate and enhance our proposed models through various case studies, and
develop detailed algorithms to deal with the large-scaled privacy information leakage implied in social
media.
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