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Abstract There are many security issues in cloud computing service environ-
ments, including virtualization, distributed big-data processing, serviceability, traffic
management, application security, access control, authentication, and cryptography,
among others. In particular, data access using various resources requires an authen-
tication and access control model for integrated management and control in cloud
computing environments. Cloud computing services are differentiated according to
security policies because of differences in the permitted access right between ser-
vice providers and users. RBAC (Role-based access control) and C-RBAC (Context-
aware RBAC) models do not suggest effective and practical solutions for managers
and users based on dynamic access control methods, suggesting a need for a new
model of dynamic access control that can address the limitations of cloud comput-
ing characteristics. This paper proposes Onto-ACM (ontology-based access control
model), a semantic analysis model that can address the difference in the permitted ac-
cess control between service providers and users. The proposed model is a model of
intelligent context-aware access for proactively applying the access level of resource
access based on ontology reasoning and semantic analysis method.
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1 Introduction

There are many security issues in cloud computing service environments, including
virtualization, distributed big-data processing, serviceability, traffic management, ap-
plication security, access control, authentication, and cryptography, among others.
In particular, data access using various resources requires a user authentication and
access control model for integrated management and control in cloud computing en-
vironments [1, 20, 21].

Cloud computing services are differentiated according to the security policy com-
ponent [2, 25] because there are differences in the permitted access right between
service providers and users. For example, the subject of laaS (infrastructure as a ser-
vice) is the system and network manager. Here IaaS can be divided into user accounts,
network resources, and system resources, among others. Subjects and objects classi-
fied according to services such as IaaS, PaaS, and SaaS now use DAC (discretionary
access control), RBAC (role-based access control), and ABAC (attribute-based access
control) in cloud computing environments.

In particular, the access control model is the most frequently used method for de-
tecting and preventing insider intrusions [2, 6, 22]. In general, systems for detecting
and preventing insider intrusions use RBAC and C-RBAC (context-aware RBAC)
models [4, 14]. However, RBAC cannot provide dynamic access control because
context-aware elements are not included. C-RBAC does not ensure privacy protec-
tion and integrity because it does not consider the level of security between objects. In
addition, C-RBAC cannot prevent information leaks using legitimate access method.
The recently proposed delegation model does not provide effective and practical so-
lutions to security problems such as information leaks. Therefore, there is a need for
a new model of dynamic access control to address the limitations of existing methods
based on cloud computing characteristics [3-5, 10].

This paper proposes an ontology-based access control model (Onto-ACM) for dy-
namic access control. Onto-ACM is a semantic analysis model [11, 12, 23, 24] that
can address differences in the permitted limit between service providers and users.
The proposed method! is an intelligent and context-aware access model for proac-
tively applying the security level of resource access based on ontology reasoning and
semantic analysis method.

2 Related work
2.1 Role-based access control model

The RBAC model [7-10] is versatile and conforms closely to the organizational
model used in firms. RBAC meets this requirement by separating users from roles.
Access rights are given to roles, and roles are assigned to users. Here the role com-
bines users and privileges [13]. The basic concepts of RBAC originated with early
multi-user computer systems. The resurgence of interest in RBAC has been driven

I This paper extends our previous work published on MIST 2012 [18].
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Fig.1 C-RBAC Model[14]

by the need for general-purpose customizable facilities for RBAC and the need to
manage the administration of RBAC itself. As a consequence RBAC facilities range
from simple to complex [16].

2.2 Context-aware role-based access control model

C-RBAC is an extension of traditional role-based access control model that allows se-
curity administrators to define context oriented access control policies enriched with
the notion of purposes. By adding C-RBAC roles, they extend traditional access con-
trol model that helps organizations to know which user can perform what operation
on which object with what purpose [14]. Zou [17] proposed imposing multi-grained
constraints on the RBAC model in the multi-application environment and it shows
the authorization process of the proposed model.

Figure 1 is an extended C-RBAC model and access control model for security con-
text information based on context-role in ubiquitous computing system. This model
is given the additional features of role active/inactive, hierarchy role and so on.

2.3 Context aware-task role based access control

CA-TRBAC (Context aware-task role based access control) is a control access and
prevent illegal access efficiently for various information systems in ubiquitous com-
puting environment. CAT-RACS (Context-aware task-role based access control sys-
tem) applied CA-TRBAC, which adds context-role concept tor achieve policy compo-
sition by context information and security level attribute to be kept confidentiality of
information. It provides security services of user authentication and access control by
context-aware security manager, and provides context-aware security services [15].
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2 Onto-ACM framework

3 Access control model based on ontology in the cloud computing environment

3.1

Proposed frameworks

Detailed and dynamic access control in cloud computing environments entails several
requirements:

1.

W

The user’s role can be dynamically and partially delegated by changing permis-

sion.

ing information in the database.

. Data access as necessary can be rejected.
. Access control can be given based on location and equipment needs.
. The most important factor is the prevention of any misuse of access rights.

. Constraints on the authorized role can be considered for dynamic access control.
. Objects, conditions, and obligations for data access can be considered for protect-

Onto-ACM offers a mechanism for securing applications and systems considering
the above conditions based on context-aware technologies in the cloud computing
environment.

Figure 2 shows the Onto-ACM system architecture. Onto-ACM consists of the
context-aware security manager for context-aware security services; the context anal-
ysis engine for the selection, analysis, integration, and provision of context-aware
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information; and the access control module for the composition and management
function of the security policy based on the context-aware communication interface
for the composition and management interface of the security policy.

The access control module requires some security policy and context information
for a user’s authentication and access control based on the user’s request for access
from the context analysis engine. The access control module provides a security pol-
icy related access control and context information. Finally, the ontology reasoning
process is based on the integration of context information in the access control mod-
ule.

The context analysis engine permits system access through the conformity of the
security policy and the context condition. The ontology handler provides the location
of all resources that can be accessed based on role and context information. This
method limits access to resources through the access policy in the cloud computing
environment.

@ Context analysis engine
The context analysis engine manages the gathering and management of context
information for security services based on context-aware information in the cloud
computing environment. In addition, this engine sends queries to the access con-
trol module through query creation for information gathering.

@ Access control module
The access control module manages security services such as user authoriza-
tion, access control, and context information in the cloud computing environment.
Onto-ACM provides security services such as user identification, authorization,
and access control for the use of applications through the context analysis engine.
In addition, this module provides security services for authorization and access
control based on the provision of context information from the context analysis
engine.

® Inference engine
The access control inference engine performs the access control function in the
proposed context-aware access control system. The inference engine consists of
authorization services, permission services, and context information ontology,
among others. Each module manages the security policy and controls access
rights by information resources through inferences based on the role of the ac-
tive user and that of the context.

@ Ontology handler
The ontology handler manages the ontology of context information through data
processing for the context information repository and authorization services based
on user access. Context information ontology includes a transaction list for the ac-
cess demand and information on approval rules for the permission of each transac-
tion and uses OWL (ontology web language) for gathering and analyzing context
information. The inference engine performs the reasoning of the access control
policy.

® Policy checker
The policy checker performs the subject’s identification, management, and pro-
cessing of context information and provides dynamically allocated services based
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Fig. 3 Sequence diagram of Onto-ACM

on the user’s role by obtaining additional information and analyzing access pol-
icy based on the access location and time and the spatial area. Finally, the policy
checker makes access control decisions through a comparative analysis of the
current user’s active role, currently active situations, and the security policy.
® Abstraction description

The abstraction description monitors access control for the administrator and
users and provides context information reasoning for semantic analysis from the
sensor and equipment.

3.2 Context-aware security system

Figure 3 shows a sequence diagram of the context-aware security system. The Onto-
ACM process is as follows:

@ The internal user accesses the access control module for the certification process-
ing of resource access. The context analysis engine gathers context information
on the user for the internal authorization of the user based on cloud resources.
The access control module analyzes gathered information on the user context.

@ The access control module connects the context information ontology repository
for the user’s role assignment and access control.

® The access control module is required for information on the user’s role and ac-
cess policy data from the context information ontology repository. The policy
checker of the access control module grants access rights through the user’s role
and the access policy for resource access.

@ An internal user requires services through the acquisition of access rights. The ac-
cess control module accesses appropriate resources through access level required
resources. Context information ontology is used for making decisions on appro-
priate resources through inferences based on context information on the user, the
security policy, and access control.
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Table 1 Example of the )
Onto-ACM policy [System Policy]
Policy : AdminPolicy, DataOwnerPolicy

Permission 1, Permission 2 Permission

Permission : Accept, Reject

[Admin Policy]
AdminPolicy : Permission 1 Role Action To Access

[DataOwner Policy]

DataOwnerPolicy : Permission 2 Access Action To Context Data

Table 2 Classification of

context information Information Example of context information

Identity context User rights

Physical context User location, terminal, and security
status

Preference context System and resource access time

Behavioral pattern context Frequency of access and main
commands

Resource context Resource access rights

4 Context-aware ontology based access control policy
4.1 Definition of the Onto-ACM policy

The owner has to know all types of services and have information on each service
in the cloud computing environment when existing access control methods are used
to make an access policy because access control methods can facilitate policymak-
ing by the administrator and the owner. The administrator has to know each user’s
information and access status in the cloud computing environment when existing ac-
cess control methods make an access policy by the administrator. Therefore, existing
access control methods can be difficult to apply because of large-scale systems and
large numbers of users. This paper divides Onto-ACM into the user policy and the
administrator policy. The administrator describes the service policy by special roles.
In addition, the owner describes a user-defined policy with the level of information
access for a special object. In Table 1, the role is the particular position and function
of the user or service in the system. The advantage of this role is the description of
an efficient policy because the user or administrator does not directly describe the
policy. Even when the administrator policy permits special services, there cannot be
access to special information by this role if the user does not permit such services.

4.2 Context information class

In this paper, the context information class consists of identity, physical, preference,
and other information. Table 2 shows an example of context information.
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Fig. 4 Classes and properties of context ontology

Onto-ACM defines the context information ontology of the user and the admin-
istrator by using OWL based on the ontology class, including basic information, the
resource time, and the terminal, among others. Figure 4 classifies context informa-
tion based on context ontology classes and properties. Table 3 shows the OWL source
code for Onto-ACM context ontology.

Table 3 shows the sample OWL code for Onto-ACM context ontology.

5 Applying and comparative evaluation of the Onto-ACM

The authentication and access control processing in security system is tested for an
experiment of an access control model based on context reasoning in cloud comput-
ing environments. The data access using various resources requires an authentication
and access control model for integrated management and control in cloud computing
environments. Cloud computing services are differentiated according to security poli-
cies because of differences in the permitted access right between service providers
and users. Therefore, the information management layer controls authentication and
access right through ontology reasoning of conditions. Table 4 shows an example of
administrator and user policies based on ontology reasoning.

Figure 5 is a processing of context ontology inference by a semantic reasoner.
The user is connected to the main system using login process. And then, the user is
authorized an access right of resources.

Figure 6 shows creation processing of access right through authentication using
an ontology reasoning engine (Jena [19]).

The user can confirm information of administrator and user through creation pro-
cessing of access right automatically. The access right of the proposed model consists
of shared resources and private resources.

This paper proposes an access control model using context reasoning such as con-
text, permission level, condition on permission, purpose, and each policy for admin-
istrator and user. Also, we analyze the requirements of access control model using
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Table 3 Sample OWL code in Onto-ACM context ontology

<owl: Class rdf:ID="CloudContext”>
<rdfs:hasPhysics rdf:resource="#Physics”/>
<rdfs:hasUser rdf:resource="#User” />
<rdfs:hasEvent rdf:resource="#Event”/>
<rdfs:hasResource rdf:resource="#Resource”/>
</owl: Class>

<owl: Class rdf:ID="TUser”>
<rdfs:subClassOf rdf:resource="#CloudContext”/>
</owl: Class>

<owl: Class rdf:ID="Admin">
<rdfs:subClassOf rdf:resource="#User” />

<rdfs:hasHistory rdf:resource="#History”/>
<rdfs:hasHistory rdf:resource="#Location”/>
<rdfs:hasHistory rdf:resource="#Terminal”/>
<rdfs:hasDepartment rdf:resource="#Department”/>
<rdfs:hasOption rdf:resource="#Option” />
<rdfs:hasAdmin—Resource rdf:resource="#Admin—Resource”/>
<rdfs:hasAdmin—Event rdf:resource="#Admin—Event”/>
</owl: Class>

<owl: Class rdf:ID="Admin—Resource”>
<rdfs:subClassOf rdf:resource="#Admin” />
</owl: Class>

<owl:ObjectProperty rdf:ID="System”>
<rdfs:domain rdf:resource="#Admin—Resource” />
<rdfs:range rdf:resource="#Resource”/>
</owl:ObjectProperty>

<owl: Class rdf:ID="Admin—Event”>
<rdfs:subClassOf rdf:resource="#Admin” />
</owl: Class>

<owl:ObjectProperty rdf:ID="User—Create”>
<rdfs:domain rdf:resource="#Admin—Event” />
<rdfs:range rdf:resource="#Event”/>
</owl:ObjectProperty>

Table 4 Example of
Administrator and user policies Policy P1 = subject="Admin1’, rules=R1, R2, R3

based on ontology reasoning Rule R1 = ‘read’, ‘permit’, Class(User)
Rule R2 = ‘read’, ‘permit’Class(CloudCotext)
Rule R3 = ‘read’, ‘deny’, Individual(Admin-Resource)

Policy P2 = subject="user1’, rules=R3, R4, RS

Rule R3 = ‘read’, ‘permit’, Class(User)

Rule R4 = ‘read’, ‘deny’, Individual(DiskCopy)

Rule R5 = ‘read’, ‘permit’, DatatypeProperty(hasAllocDisk)

cloud computing characteristics. Table 5 is shows the sample of ontology reasoning
results.

In the cloud computing environment, the user is given authorization information
through inferences based on context ontology. In Onto-ACM, inference processing
is based on the Jena inference engine, and query processing, on SPARQL. Table 6
shows the results for inferences based on Onto-ACM context ontology.

In Table 6, context information is obtained through the user ID, the resource IP,
the client IP, client information, and the access time, among others. Even when Onto-
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Table 5 Classification of Context Information

Task 1 Task 2 Task 3
Permission Permission 1 Permission 2 Permission 3
Service Sales Management Customer Management Performance
(User 1) (User 2) Management
(Administrator)
Context Device Place, Device Place
Context Resource Office PC Office PC, 12:00-16:00 Main Server
(Security System)
condition on permission Share Private Share
Permission Level Weak Weak Strong
Admin Approval N N Y
Log Information N Y Y

ACM involves the same user and situation, the procedure for addressing security
varies according to the access time and the user location.

The advantage of the proposed model is in convenience and efficiency of policy
management. The delegation of C-RBAC model just grants a role inheritance by ad-
ministrator but proposed model can grant a role inheritance by administrator and user.
Therefore, it is useful to protect malicious information leakage. Also, proposed model
can be a detailed dynamic access control that can address the limitations of cloud
computing characteristics. Namely, Onto-ACM provides inference for access control
decision making, and allows access control information to be searched, queried and
discovered automatically. Finally, Onto-ACM has added a considerable generality to
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Table 6 Example of
administrator and user policies [Result 1]
based on ontology reasoning User ID: “Admin” [User Permissions: admin. History: everyday]

Client IP: “203.237.97.11”[Network: LAN, Location: office]
Client Info: “PC”, “High” [Device: PC, Battery Status: High]
Resource IP: “117.16.23.170” [Access Level: Low]

Access Time: “23::12:11” [Access Time: working]

[Result 2]

User ID: “user1” [User Permissions: user, History: everyday]
Client IP: “202.217.112.15”[Network: VPN, Location: Home]
Client Info: “PC”, “High” [Device: PC, Battery Status: High]
Resource IP: “.117.16.23.177” [Access Level: High]

Access Time: “02:24:32”’[ Access Time: off]

the model, for example the context ontology are going to be universally used for user
authentication and authorization.

6 Conclusion

Access control models represent the most frequently used method for detecting and
preventing insider intrusions. In general, systems for detecting and preventing insider
intrusions are based on RBAC and C-RBAC models. However, RBAC cannot provide
dynamic access control because it includes no context-aware elements. C-RBAC does
not ensure the protection of privacy and integrity because it does not consider the
level of security in between. In addition, C-RBAC (Context-aware RBAC) models do
not suggest effective and practical solutions for managers and users based on dynamic
access control methods, suggesting a need for a new model of dynamic access control
that can address the limitations of cloud computing characteristics.

This paper proposes an access control model using context reasoning such as,
context, permission level, condition on permission, purpose, and each policy for ad-
ministrator and user. Also, we analyze the requirements of the access control model
using cloud computing characteristics. In the cloud computing environment, the user
is given authorization information through inferences based on context ontology. In
Onto-ACM, inference processing is based on the Jena inference engine, and query
processing, on SPARQL.

The advantage of the proposed model is in convenience and efficiency of policy
management. The delegation of C-RBAC model just grants a role inheritance by ad-
ministrator but the proposed model can grant a role inheritance by administrator and
user. Therefore, it is useful to protect malicious information leakage. Also, the pro-
posed model can be a detailed dynamic access control that can address the limitations
of cloud computing characteristics.
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