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ABSTRACT 

As libraries begin to embrace Web 2.0 technologies to serve patrons, ushering in the era of Library 
2.0, unique dilemmas arise regarding protection of patron privacy. The norms of Web 2.0 promote 
the open sharing of information—often personal information—and the design of many Library 2.0 
services capitalize on access to patron information and might require additional tracking, collection, 
and aggregation of patron activities. Thus embracing Library 2.0 potentially threatens the 
traditional ethics of librarianship, where protecting patron privacy and intellectual freedom has 
been held paramount. As a step towards informing the decisions to implement Library 2.0 to 
adequately protect patron privacy, we must first understand how such concerns are being 
articulated within the professional discourse surrounding these next generation library tools and 
services. The study presented in this paper aims to determine whether and how issues of patron 
privacy are introduced, discussed, and settled, if at all, within trade publications utilized by librarians 
and related information professionals 

INTRODUCTION  

In today’s information ecosystem, libraries are at a crossroads: several of the services traditionally 
provided within their walls are increasingly made available online, often by non-traditional 
sources, both commercial and amateur, thereby threatening the historical role of the library in 
collecting, filtering, and delivering information.  

For example, web search engines provide easy access to millions of pages of information, online 
databases provide convenient gateways to news, images, videos, as well as scholarship, and large-
scale book digitization projects appear poised to make roaming the stacks seem an antiquated 
notion. Further, the traditional authority and expertise enjoyed by librarians has been challenged 
by the emergence of automated information filtering and ranking systems, such as Google’s 
algorithms or Amazon’s recommendation system, as well as amateur, collaborative, and peer-
produced knowledge projects, such as Wikipedia, Yahoo! Answers, and Delicious. Meanwhile, the 
professional, educational, and social spheres of our lives are increasingly intermingled through 
online social networking spaces such as Facebook, LinkedIn, and Twitter, providing new 
interfaces for interacting with friends, collaborating with colleagues, and sharing information. 
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Libraries face a key question in this new information environment: what is the role of the library 
in providing access to knowledge in today’s digitally networked world? One answer has been to 
actively incorporate features of the online world into library services, thereby creating “Library 
2.0.” 

Conceptually, Library 2.0 is rooted in the global Web 2.0 discussion, and the professional 
literature often links the two concepts. According to O’Reilly, Web 2.0 marks the World Wide 
Web’s shift from a collection of individual websites to a computing platform that provides 
applications for end users and can be viewed as a tool for harnessing the collective intelligence of 
all web users.1 Web 2.0 represents a blurring of the boundaries between web users and producers, 
consumption and participation, authority and amateurism, play and work, data and the network, 
reality and virtuality.2 Its rhetoric suggests that everyone can and should use new Internet 
technologies to organize and share information, to interact within communities, and to express 
oneself. In short, Web 2.0 promises to empower creativity, to democratize media production, and 
to celebrate the individual while also relishing the power of collaboration and social networks. 

Library 2.0 attempts to bring the ideology of Web 2.0 into the sphere of the library. The term is 
generally attributed to Casey,3 and while over sixty-two distinct viewpoints and seven different 
definitions of Library 2.0 have been advanced,4 there is general agreement that implementing 
Library 2.0 technologies and services means bringing interactive, collaborative, and user-centered 
web-based technologies to library services and collections.5   Examples include 

• providing synchronous messaging (through instant message platforms, Skype, etc.) to 
allow patrons to chat with library staff for real-time assistance;  

• using blogs, wikis, and related user-centered platforms to encourage communication and 
interaction between library staff and patrons;  

• allowing users to create personalized subject headings for library materials through social 
tagging platforms like Delicious or Goodreads;  

• providing patrons the ability to evaluate and comment on particular items in a library’s 
collection through rating systems, discussion forums, or comment threads;  

• using social networking platforms like Facebook or LinkedIn to create online connections 
to patrons, enabling communication and service delivery online; and 

• creating dynamic and personalized recommendation systems (“other patrons who checked 
out this book also borrowed these items”), similar to Amazon and related online services. 

Launching such Library 2.0 features, however, poses a unique dilemma in the realm of information 
ethics, especially patron privacy. Traditionally, the context of the library brings with it specific 
norms of information flow regarding patron activity, including a professional commitment to 
patron privacy (see, for example, American Library Association’s Privacy Policy,6 Foerstel,7 
Gorman,8 and Morgan9). In the library, users’ intellectual activities are protected by decades of 
established norms and practices intended to preserve patron privacy and confidentiality, most 
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stemming from the ALA’s Library Bill of Rights and related interpretations.10 As a matter of 
professional ethics, most libraries protect patron privacy by engaging in limited tracking of user 
activities, having short-term data retention policies (many libraries actually delete the record that 
a patron ever borrowed a book once it is returned), and generally enable the anonymous browsing 
of materials (you can walk into a public library, read all day, and walk out, and there is no 
systematic method of tracking who you are or what you’ve read). These are the existing privacy 
norms within the library context. 

Library 2.0 threatens to disrupt these norms. In order to take full advantage of Web 2.0 platforms 
and technologies to deliver Library 2.0 services, libraries will need to capture and retain personal 
information from their patrons. Revisiting the examples provided above, each relies on some 
combination of robust user accounts, personal profiles, and access to flows of patrons’ personal 
information:  

• Providing synchronous messaging might necessitate the logging of a patron's name (or chat 
username), date and time of the request, e-mail or other contact information, and the 
content of the exchange with the librarian staff member.  

• Library-hosted blogs or wikis will require patrons to create user accounts, potentially tying 
posts and comments to patron IP addresses, library accounts, or identities.  

• Implementing social tagging platforms would similarly require unique user accounts, 
possibly revealing the tags particular patrons use to label items in the collection and who 
tagged them.  

• Comment and rating systems potentially link patrons’ particular interests, likes, and 
dislikes to a username and account.  

• Using social networking platforms to communicate and provide services to patrons might 
result in the library gaining unwanted access to personal information of patrons, including 
political ideology, sexual orientation, or related sensitive information. 

• Creating dynamic and personalized recommendation systems requires the wholesale 
tracking, collecting, aggregating, and processing of patron borrowing histories and related 
activities. 

Across these examples, to participate and benefit from Library 2.0 services, library patrons could 
potentially be required to create user accounts, engage in activities that divulge personal interests 
and intellectual activities, be subject to tracking and logging of library activities, and risk having 
various activities and personal details linked to their library patron account. While such Library 
2.0 tools and services can greatly improve the delivery of library services and enhance patron 
activities, the increased need for the tracking, collecting, and retaining of data about patron 
activities presents a challenge to the traditional librarian ethic regarding patron privacy.11 

Despite these concerns, many librarians recognize the need to pursue Library 2.0 initiatives as the 
best way to serve the changing needs of their patrons and to ensure the library’s continued role in 
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providing professionally guided access to knowledge. Longitudinal studies of library adoption of 
Web 2.0 technologies reveal a marked increase in the use of blogs, sharing plugins, and social 
media between 2008 and 2010.12 In this short amount of time, Library 2.0 has taken hold in 
hundreds of libraries, and the question before us is not whether libraries will move towards 
Library 2.0 services, but how they will do it, and, from an ethical perspective, whether the 
successful implementation of Library 2.0 can take place without threatening the longstanding 
professional concerns for, and protections of, patron privacy. 

RESEARCH QUESTIONS 

Recognizing that Library 2.0 has been implemented, in varying degrees, in hundreds of libraries,13 
and is almost certainly being considered at countless more, it is vital to ensure that potential 
impacts on patron privacy are properly understood and considered. As a step towards informing 
the decisions to implement Library 2.0 to adequately protect patron privacy, we must first 
understand how such concerns are being articulated within the professional discourse 
surrounding these next generation library tools and services. The study presented in this paper 
aims to determine whether and how issues of patron privacy are introduced, discussed, and 
settled—if at all—within trade publications utilized by librarians and related information 
professionals.  

Specifically, this study asks the following primary research questions: 

RQ1. Are issues of patron privacy recognized and addressed in literature discussing the 
implementation of Library 2.0 services? 

RQ2.  When patron privacy is recognized and addressed, how is it articulated? For example, is 
privacy viewed as a critical concern, as something that we will need to simply “get over,” 
or as a non-issue? 

RQ3.  What kind of mitigation strategies, if any, are presented to address the privacy issues 
related to Library 2.0? 

DATA ANALYSIS 

The study combines content and textual analyses of articles published in professional publications 
(not peer-reviewed academic journals) between 2005 and 2011 discussing Library 2.0 or related 
web-based services, retrieved through the Library, Information Science, and Technology Abstracts 
(LISTA) and Library Literature & Information Science Full Text Databases. The discovered texts 
were collected in winter 2011 and coded to reflect the source, author, publication metadata, 
audience, and other general descriptive data.  

In total, there were 677 articles identified discussing Library 2.0 and related web-based library 
services, appearing in over 150 different publications. Of the articles identified, 50 percent of 
appeared in 18 different publications, which are listed in table 1. 
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Table 1. Top Publications with Library 2.0 Articles  
(2005–2011) 

Publication  Count 
Computers in Libraries 
Library Journal 
Information Today 
Library and Information Update 
incite 
Scandinavian Public Library Quarterly 
American Libraries 
Electronic Library 
ONLINE 
School Library Journal 
Information Outlook 
Mississippi Libraries 
College & Research Library News 
Library Hi Tech News 
Library Media Connection 
CSLA Journal (California School Library Association) 
Knowledge Quest 
Multimedia Information and Technology 

51 
51 
21 
21 
20 
18 
16 
15 
14 
14 
13 
13 
12 
12 
12 
10 
10 
8 

Each of the 677 source texts was then analyzed to determine if a discussion of privacy was present. 
Full-text searches were performed on word fragments to ensure the identification of variations in 
terminology. For example, each text was searched for the fragment “priv” to include hits on both 
the terms “privacy” and “private.” Additional searchers were performed for word fragments 
related to “intellectual freedom” and “confidentiality” in order to capture more general 
considerations related to patron privacy. Of the 677 articles discussing Library 2.0 and related 
web-based services, there were a total of 203 mentions of privacy or related concepts in 71 
articles.  

These 71 articles were further refined to ensure the appearance of the word “privacy” and related 
terms were indeed relevant to the ethical issues at hand (eliminating false positives for mentions 
of “private university,” for example, or mention of a publication’s “privacy policy” that happened 
to be provided in the PDF searched). The final analysis yielded a total of 39 articles with relevant 
mention of patron privacy as it relates to Library 2.0, amounting to only 5.8 percent of all articles 
discussing Library 2.0 (see table 2). A full listing of the articles is in appendix A.  
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Table 2. Article Summary 

 Count % 
Total articles discussing Library 2.0 
Articles with hit in “priv” and related text searches 
Articles with relevant discussion of privacy 

677 
71 
39 

 
10.5 
5.8 

The majority of these articles were authored by practicing librarians in both public and academic 
settings and present arguments for the increased use of Web 2.0 by libraries or highlight 
successful deployment of Library 2.0 services. Of the 39 articles, only 4 focus primarily on 
challenges faced by libraries hoping to implement Library 2.0 solutions.14 

A textual analysis of the 39 relevant articles was performed to assess how privacy was discussed 
in each. Two primary variables were evaluated: the length of discussion, and the level of concern. 
Length of discussion was measured qualitatively as high (concern over privacy is explicit or 
implicit in over 50 percent of the article’s text), moderate (privacy is discussed in a substantive 
section of the article), and minimal (privacy is mentioned, but not given significant attention). The 
level of concern was measured qualitatively as high (indicated privacy as a critical variable for 
implementing Library 2.0), moderate (recognized privacy as one of a set of important concerns), 
and minimal (mentioned privacy largely in passing, giving it no particular importance). Results of 
these analyses are reported in table 3. 
 

Table 3. Length of Discussion and Level of Concern 

 Length of 
Discussion 

Level of 
Concern 

High 
Moderate 
Minimal 

3 
8 
28 

9 
13 
16 

Of the 39 relevant articles, only three had lengthy discussions of privacy-related issues. As early as 
2007, Coombs recognized that the potential for personalization of library services would force 
libraries to confront existing policies regarding patron privacy.15 Anderson and Rethlefsen 

similarly engage in lengthy discussions of the challenges faced by libraries wishing to balance 
patron privacy with new Web 2.0 tools and services.16 These three articles represent less than 1 
percent of the 677 total articles identified that discussed Library 2.0 

While only three articles dedicate lengthy discussions to issues of privacy, over half the articles 
that mention privacy (21 of 39) indicate a high or moderate level of concern. For example, 
Cvetkovic warns that while “privacy is a central, core value of libraries…the features of Web 2.0 
applications that make them so useful and fun all depend on users sharing private information 
with the site owners.”17 And Casey and Savastinuk’s early discussion of Library 2.0 puts these 
concerns in context for librarians, warning that “libraries should remain as vigilant with 
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protecting customer privacy with technology-based services as they are with traditional, physical 
library services.” 18  

While 21 articles indicated a high or moderate level of concern over patron privacy, less than half 
of these provided any kind of solution or strategy for mitigating the privacy concerns related to 
implementing Library 2.0 technologies. Overall, 14 of the 39 relevant articles provided privacy 
solutions of one kind or another. Breeding, for example, argues that librarians must “absolutely 
respect patron privacy,”19 and suggests any Library 2.0 tools that rely on user data should only be 
implemented if users must explicitly “opt-in” to having their information collected, a solution also 
offered by Wisniewski in relation to protecting patron privacy with location-based tools.20 
Rethlefsen goes a step further, proposing libraries take steps to increase the literacy of patrons 
regarding their privacy and the use of Library 2.0 tools, including the use of classes and tutorials 
to help educate patrons and staff alike.21  

Conversely, Cvetkovic argues that “the place of privacy in our culture is changing,” and that while 
“in many ways our privacy is diminishing, but many people…seem not too concerned about it.” 22 
As a result, while she argues for only voluntary participation in Library 2.0 services, Cvetkovic 
takes a position that information sharing is becoming the new norm, weakening any absolute 
position regarding protecting patron privacy above all.  

DISCUSSION 

RQ1 asks if issues of patron privacy are recognized and addressed within literature discussing 
Library 2.0 and related web-based library services. Of the 677 articles published for professional 
audiences that discuss Library 2.0, only 39 contained a relevant discussion of the privacy issues 
that stem from this new family of data-intensive technologies, and only 11 of these discussed the 
issue beyond a passing mention.  

RQ2 asks how the privacy concerns, when present, are articulated. Of the 39 articles with relevant 
discussions of privacy, only 11 make more than a minimal mention of privacy concerns. However, 
the discussion in 22 of the articles reveals a high or moderate level of concern. This suggests that 
while privacy might not be a primary focus of discussion, when it is mentioned, even minimally, its 
importance is recognized.  

Finally, RQ3 seeks to understand if any solutions or mitigation strategies related to the privacy 
concerns are articulated. With only 14 of the 39 articles providing a means for practitioners to 
address privacy issues, readers of Library 2.0 publications are more often than not left with no 
real solutions or roadmaps for dealing with these vital ethical issues. 

Taken together, the results of this study reveal minimal mention of privacy alongside discussions 
of Library 2.0. Less than 6 percent of all 677 articles on Library 2.0 include mention of privacy; of 
these, only 11 make more than a passing mention of privacy, representing less than 2 percent of 
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all articles. Of the 39 relevant articles, 22 express more than a minimal concern, but of these, only 
9 provide any mitigation strategy. 

These results suggest that while popular publications targeted at information professionals are 
giving significant attention to potential for Library 2.0 to be a powerful new option for delivering 
library content and services, there is minimal discussion of how the widespread adoption and 
implementation of these new tools might impact patron privacy and even less discussion of how to 
address these concerns. Consequently, as the interest in, and adoption of, Library 2.0 services 
increase, librarians and related information practitioners seeking information regarding these 
new technologies in professional publications will not likely be confronted with the possible 
privacy concerns, nor learn of any strategies to deal with them. 

This absence of clear guidance for addressing patron privacy in the Library 2.0 era resembles 
what computer ethicist Jim Moor would describe as a “policy vacuum”: 

A typical problem in Computer Ethics arises because there is a policy vacuum about how computer 
technology should be used. Computers provide us with new capabilities and these in turn give us new 
choices for action. Often, either no policies for conduct in these situations exist or existing policies 
seem inadequate. A central task of Computer Ethics is to determine what we should do in such cases, 
that is, formulate policies to guide our actions.23 

Given the potential for the data-intensive nature of Library 2.0 technologies to threaten the 
longstanding commitment to patron privacy, these results show that work must be done to help 
fill this vacuum. Education and outreach must be increased to ensure librarians and information 
professionals are aware of the privacy issues that typically accompany attempts to implement 
Library 2.0, and additional scholarship must take place to help understand the true nature of any 
privacy threats and to come up with real and useful solutions to help find the proper balance 
between enhanced delivery of library services through Web 2.0-based tools and the traditional 
protection of patron privacy. 
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