by Michael Schuyler

We use the Internet
as easily as we

use our cars.

But what’s really

under the hood?
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Your Networked Computer:
Checking Under the Hood

For those of you who detest “Infor-
mation Highway™ analogies, put this ar-
ticle down now. You can pick it up again
in a couple of paragraphs.

I'm about to tell you why using the In-
ternet is like using a car. You love this al-
ready, right? When you drive a car, you
point it down the road and expect it to go
there with very little attention on your
part. I'll bet the only two gauges you ever
look at are the speedometer and the gas
gauge. There’s an idiot light for oil pres-
sure, and the only time you’ll look at the
temperature gauge is if steam is already
pouring out {rom under the hood.

I'm teaching Linnea how to drive. |
told her she could drive alone if she could
take me for a spin and not scare me o
death. Before we left on our last outing
she told me I had better kiss Carol before
we left because I might never see her
again. When we finally made it home an
hour later she had to open the door for
me. [ fell out gasping, kissing the ground
and whimpering. She said. “Dad? Are
you all right?”

After 35 years of driving I don’t think
much about it any more (though that 2,300
miles in England earlier this year was kind
of inspiring), but this experience has re-
newed my interest in the fundamentals.

After only a few years we all use the
Internet just as easily as we do our cars.
When you press “Send” you expect your
message to be delivered in a few seconds,
end of story. So in this column we will
return to the fundamentals of: TCP/IP!
Yes, there will be some math, and some

esoterica, but I promise that when you get
to the end there will be a little surprise
waiting for you.

The Joys of
Using Protocols: TCP/IP

TCP/IP stands for Transmission Con-
trol Protocol/Internet Protocol, two of
dozens of protocols that make up the “In-
ternet Protocol Suite.” TCP/IP is the part
that ensures that data from one place gets
to its intended destination intact.

To deliver a package anywhere in the
world, the intended recipient needs to have
an address. That’s what the Internet Proto-
col (IP) provides, a unique address in the
midst of the world’s millions of computers,
for every Internet-connected computer has
an address. Every router has an address.
Many printers, hubs, and CSU/DSU’s have
addresses. Even copy machines and fax
machines may have Internet addresses.

Because of the way the Internet world
was designed, each address must fit in-
side 4 bytes. That’s 32 on/off switches,
and not one extra. Simple math (2,564)
gives you a possibility of over 4 billion
addresses (4,294,967.296). Fine. There
couldn’t be that number of computers in
the world, could there? That’s one address
per person, or will be shortly. (But actu-
ally some overhead considerations bring
this figure down to something like 3.7 bil-
lion, still very likely enough for a while.)

The problem occurs in the way these
networks are divided and assigned. There
are three classes of networks: Class A,



The View from the Top Left Corner

Table 1: Network Classes |

| IDBits | NetBits | HostBits | Nets |
ClasA | 1 |7 o o
b 1 _.._'1-6' 16334 i
R o . 2,9‘9.7,1.5-1' f._:' s

 Table 2: Traditional Sub-Nets

~ Typical Net#
| 4212456.201 255000
130.23.21.76 255,255.0.0

198.187.135.21

| 2552552550

Class B, and Class C. There are only 32
bits available, divided differently depend-
ing on the class. The table above (Table
L) illustrates this.

In each class above. the identification,
host, and network bits add up to 32. The
smallest number of hosts that can be allo-
cated with a network is 254. (Don’t use O or
255 in calculations.) We have 10 Class C
networks. Each one can handle 254 devices.
At the largest library we have to be careful
because we're using them all up, but at the
smallest library we are using about a dozen
addresses, leaving 240 or so lying fallow.
Of the total number of addresses allocated
to us—over 2,.500—we're using a little over
300 of them, not much over [0 percent.

When we received our addresses. about
5 years ago. things were more lenient. No
one thought the Internet would grow as
fast as it has. If you have lots of water, you
waste some. We had lots of Internet ad-
dresses, so we (meaning the country and
the world) wasted some. We can’t just
“give them back™ because this slop is built
into the system and affects millions of
Class C address holders. 1t also would
mean a complete redesign of our network,
including re-programming routers. The
slop is far worse at the B and A levels. In-
deed. there aren’t any more of those to
give out. I'm not sure we could get 10
Class C networks these days. They'd tell
us to “sub-net” one or two of them.

Sub-netting is another wrinkle in this
[P addressing scheme. We won’t go into

the specifics of sub-netting other than to
say it is possible to sub-divide a network
into two or more “sub-nets” by changing
the number of bits associated with the
host and with the network. Table 2 shows
you the traditional sub-nets associated
with each kind of network.

The number 255" is the largest num-
ber that can fit into a byte. There are 256
spaces, but 0 takes up one of those spaces.
The sub-net simply expresses what kind of
network this is. It is important because you
can change it to create different sorts of
networks. For example, you can take a
Class C network with 254 host possibili-
ties (remember 0 and 255 don’t count) and
“borrow™ part of the hosts” numbering to

add to the network numbering. Look at
Table 3 to see what happens.

You can see what is happening a little
better here if you look at sub-nets in terms
of the binary numbering system. Table 4
shows the sub-net mask in base 10, then
again in binary. You can see how a bit
robbed from the hosts winds up in the net-
work table. thus reducing the number of
potential hosts.

Though we can “steal bits™ from the
hosts and add them to the network, there is
a cost of smaller networks. If you steal 3
bits, for example, one network can have
only about 30 addresses. For a really tiny
branch that may be enough, but you must
allow for growth. Using sub-net masking
may help for a while, butit’s not an ultimate
solution to the dearth of Internet addresses.

Byting Off a Bit
More Than We Can Chew

Well, you say. just add a byte and keep
going! Sorry. It's not that simple. The 1P
addresses we have been discussing are just
a part of a larger scheme called an “IP
Packet” or a “TCP Packet.” which includes
“headers™ that have space for various in-
formation. They have a space for the
source address. It’s 32 bits long. They have
a space for the destination address. That's
32 bits long. To add a byte would not only
destroy the symmetry of the header: it
wouldn’t work unless the programs that
muke the Internet work were completely

Class C Network |

Number of Nets | -

‘Number of Hosts

255.255.255.0

Sub-Net Mask for Class C Network |

255.255.255128: ¢

255.25"5.255'-.1 g

| AT 11111100000
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“Memory was expensive

back then, so it paid to save

a byte here and there.”

re-designed. That means every single en-
capsulated program in every router, every
CSU/DSU, every Network Interface Card
(one per computer), every program, every
piece of equipment hooked to the Internet,
would have to be changed. Many of the
programs are embedded in the equipment
itself in “PROMSs” (Programmable Read
Only Memorys), so you can’t just boot up
a floppy and make the change.

Still, we're further along. We know that
a complete Internet address is 4 bytes
long. We know that a byte can hold num-
bers up to 256 (28). We also know that the
network identification bits on a Class C
network must be set to 110. Therefore, we
know that every Class C network on the
planet must start with the number 192 or
higher because otherwise those bits and
bytes won’t work out right.

We're left with a 4-byte notation, called
“dotted decimal” to make up a network.
You can tell by looking at the first number
what kind of address this is. Table 5 shows
this in practice.

Every computer hooked to the Internet
has an IP address. either permanently or
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temporarily assigned. Of course, it doesn’t
mean much to have a string of numbers
assigned to each computer, so something
called the “Domain Naming System” was
invented to lend a little character to all this.
This provides for more-or-less discernable
names to be associated with the IP num-
bers. The translation is provided by a Do-
main Name Server (DNS). You either run
a DNS server yourself or you pay some-
one to do it for you. Table 6 shows a few
of the translations for our networks.

So when you type something like: http:/
www.kitsap.lib.wa.us, your DNS translates
that to http://198.187.135.222 because your
router, by virtue of being connected to the
Internet, has had this address translation
“propagated” to it over time. If we make a
change to the machine and start using an-
other one, we’ll tell our router, which will
tell its neighbor, which will tell its neighbor
until eventually your neighbor will tell your
router that we changed the number, from a
few hours to a few days ago, depending on
how efficiently everything gets routed.

The router is a specialized computer that
helps hook you to the Internet. It advertises
its presence and acts as a traffic cop, send-
ing your packets out into the Internet and
allowing only those addressed to your net-
work back in. The router’s own IP address
is called a “gateway.” which makes a cer-
tain amount of sense. Your computer is told
about the gateway when it is set up, so it

Table 5: IP Address Construction

| NetworkPart | HostPart | Whole
k. o oo TR gna T i
__tlassB":_"" 130119 76213 . 130.119.76.213
ClassC 198.187.135 22 | 198187.135.22

Table 6: IP Nu.m”be_'fs and Domain N,amés _

Domain Names

Internet Address
. 198.187.135.22

' 'Dé'ep'thdught_-.kitsﬁ'p.l‘ib.,w_a.us.

- 198.187.1 3'5.2]-

Linknet.kitsap.lib.wa.us: =

. 198.187.135.222

- www.kitsap.libiwawus

198.187.135.16

Webpac .k'itsap_ lib.wa.us

m http: //www.infotoday.com

knows to send packets to the gateway to be
routed out. There is no hard rule about what
number to use: We've settled on #1 of any
of our networks as the default gateway, thus
the gateway for our central network is
198.187.135.1. You could just as well call
this 123;1t’s just that you need to keep it all
straight. All but one of our routers are get-
ting kind of old. They’re based on 3865X
computers with about 2 megabytes of
memory—dinosaurs, really, but they con-
tinue to do the job just fine.

“Though we can ‘steal bits’

Jrom the hosts and add
them to the network,
there is a cost of

smaller networks.”
e = BT B ey Eoie B ng)

Addressing, Coding,
and Translating Packets

That’s all fine, but how does the Inter-
net know your computer is yours? You have
an IP address assigned to your computer,
but that’s arbitrary. You or I could make the
decision as to which IP address to use. How
does the Internet know a given packet is
intended for your physical machine?

The answer is in the MAC address.
MAC stands for Media Access Control
and is a string of numbers hard-coded into
the Network Interface Card plugged into
your computer. A typical MAC looks like
this: FA-08-12-34-C0-A1. This is “hexa-
decimal coding.” which just happens to
be an easy way to represent an 8-bit byte.
The first 3 bytes in this code are owned by
a company. The second 3 bytes are a ser-
ial number. In this case there are spaces
for 16 million companies each with 16
million serial numbers, so at least this part
of the overall Internet scheme won’t have
to be redesigned any time soon.

Your router picks up these MAC ad-
dresses and relates them to the [P address
assigned by your network administrator.
It is the router that translates between the
two and knows where to send packets ad-
dressed to your machine.
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So finally we have all the compo-
nents we need to hook your computer to
the Internet. (See Table 7.)

Perhaps you've never seen any of this.
but it’s there under the hood of your com-
puter somewhere, nevertheless. It doesn’t
matter whether you're using character-
based PCs or the latest in Windows NT
technology, somewhere there is a file in-
side your box that tells all this informa-
tion to the Internet.

Windows 95/98 is particularly easy in
this regard. You can create an entire network
just using Windows 95. In fact, T am begin-

ning to wonder why we even need expen-
sive file servers any more, since network-
ing is o easy with this product. We recently
upgraded our Training Center computers by
removing the Novell file server entirely and
turning it into a strictly Win95 network.

That begs the question of this Internet
address problem, but I'm not sure we’ll

have to worry about it. After all, good
minds are working on a solution right
now. What minds? Good minds. There
are also good minds working on another
minor problem facing us.

You know now that you can fit any
number up to 255 in a byte. You know a
byte is a fundamental building block of
our computer infrastructure, deeply em-
bedded in everything, often hard-coded
inside computer chips. particularly those
used in such things as routers and process
controls used in industry.

255 is a lot of space. Well, it was! You
can fit every letter of Western European
languages in 255 spaces, numbers, a lot
of diacritics, more than enough space for
that sort of thing. So much, in fact, that

IBM came up with its own character set
and stuck corners of boxes and line draw-
ing characters in the “upper 128" spaces
so you could draw tables and graphs in

=

character-based DOS. &
» ; 3
Now You're Ready 4
for Your Little Surprise §
You've endured a lot, so here’s the sur- |
prise: You can fit the number “987 ina |
‘1998 |

byte. But you can’t fit the number
in a byte. So all the programs written in
ancient programming languages such as
Cobol, those programs that control a lot
of the financial industry. probably have a
lot of I-byte dates in them. Memory was
expensive back then, so it paid to save a
byte here and there. That’s this “y2k”
problem you've been reading about.
Some of these |-byte dates are built
into process control chips the same way
TCP/IP routing protocols are built into
routers. Some of those process control

erating plants. They control such things as
maintenance schedules. So, when the clock
ticks over into what really is the last year
of our millennium, not the first year of the
nexl. all those chips will calculate 00 from
99 and think maintenance has not been
performed in over Y9 years. The question
is: Will they all shut down?

Have a nice day.© A

Michael Schuyler is the systems li-
brarian for the Kitsap Regional Library
Svstem in Bremerton, Washington. His e-
mail address is michael @ linknet.kitsap.
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