Symmetric Key Crypto

There are two types of encryption: one that will prevent your sister from
reading your diary and one that will prevent your government.
-Bruce Schneier
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Outline

» Crypto terminologies

« Symmetric key crypto Scenario

» Basic types of Symmetric Encryption (Substitution, Permutation, Transposition)
* One-Time Pad

» Codebook Cipher

* Modern Symmetric Key Crypto
— Stream cipher
— Block Cipher

» DES Encryption
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Crypto

* Cryptology — The art and science of making and breaking “secret codes”
* Cryptography — making “secret codes”

* Cryptanalysis— breaking “secret codes”

« Crypto—all of the above (and more)
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How to Speak Crypto

« Acipher or cryptosystem is used to encrypt the plaintext

» The result of encryption is ciphertext

» \We decrypt ciphertext to recover plaintext

« Akey is used to configure a cryptosystem

« Asymmetric key cryptosystem uses the same key to encrypt as to decrypt

« A public key cryptosystem uses a public key to encrypt and a private key to decrypt
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Crypto

 Basic assumptions
— The system is completely known to the attacker
— Only the key is secret

— That is, crypto algorithms are not secret

 This is known as Ke erh OffS’ Pl‘inciple

* Why do we make this assumption?
— Experience has shown that secret algorithms are weak when exposed
— Secret algorithms never remain secret

— Better to find weaknesses beforehand
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Crypto as Black Box

key

plaintext —» encrypt
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decrypt

— plaintext

ciphertext

A generic view of symmetric key crypto
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Simple Substitution

 Plaintext: fourscoreandsevenyearsago
* Key:

Plaintext |a|b|c|d|e|f|g|h|i|j|k|I|m|n|o|p|q|r|s|t|u|v|w|x

Ciphertext [\ EIFIG|H|T|T|K|LMN[O[P|QR|S|TIUIVWX|Y|Z|A

2 Ciphertext:

IRXUVFRUHDQGVHYHQBHDUVDJR
2 Shift by 3 is “Caesar’s cipher”
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Ceasar’s Cipher Decryption

- Plaintext: SPONgebobsquarepants

a Suppose we know a Ceasar’s cipher is being
used:

Plaintext |alb|c|d|e|f|g|h|i|j|k|l|m[n|jo|p|q|r]|s|t

Ciphertext IDEFGHIJKLMNOPQRSTUVW

2 Given ciphertext:
VSROQJHEREVTXDUHSDOQWYV
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Not-so-Simple Substitution

 Shift by n for some n € {0,1,2,...,25}
 Thenkeyisn
« Example: keyn=7

Plaintext abcdefghij

Ciphertext |HI|J|K|L[M|N|O|P|Q
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Cryptanalysis I: Try Them All

» Asimple substitution (shift by n) is used

— But the key is unknown

» Given ciphertext: CSYEVIXIVOMREXIH
« How to find the key?

* Only 26 possible keys — try them all!

« Exhaustive key search

 Solution: key isn =4
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|_east-Simple Simple Substitution

 In general, simple substitution key can be any permutation of letters
— Not necessarily a shift of the alphabet

» For example

Plaintext |a|b|c|d|e[f|g|h|i|j|k|l|m|n|{o|p|q|r|s|T|u|v|w|x

Ciphertext

0 Then 26! > 288 possible keys!
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How large of a keyspace is large enough?

« Suppose Trudy has a fast computer (or group of computers) that's able to test 249
keys each second.

« That means, a keyspace of size 2°¢ can be exhausted in 216 seconds (18 hours).
« Akeyspace of size 254 would take more than half a year.

« Akeyspace of size 2128 would require more than nine quintillion* years.

« Akeyspace of size 288 would require more than 8900 millennia**

|
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Cryptanalysis I1: Be Clever

» \We know that a simple substitution is used
» But not necessarily a shift by n

 Find the key given the ciphertext:

PBFPVYFBQXZTYFPBFEQJHDXXQVAPTPQIKTOYQWIPBVWLXTOXBTFXQWAXBVCXQWAXFQIJVWL
EQNTOZQGGQLFXQWAKVWLXQWAEBIPBFXFQVXGTVIVWLBTPQWAEBFPBFHCVLXBQUFEVWL
XGDPEQVPQGVPPBFTIXPFHXZHVFAGFOTHFEFBQUFTDHZBQPOTHXTYFTODXQHFTDPTOGHFQ
PBQWAQJITODXQHFOQPWTBDHHIXQVAPBFZQHCFWPFHPBFIPBQWKFABVYYDZBOTHPBQPQJT
QOTOGHFQAPBFEQJHDXXQVAVXEBQPEFZBVFOJIWFFACFCCFHQWAUVWFLQHGFXVAFXQHFUF
HILTTAVWAFFAWTEVOITDHFHFQAITIXPFHXAFQHEFZQWGFLVWPTOFFA

Computer and Network Security Course (IN433) 13



Cryptanalysis 11

« Cannot try all 288 simple substitution keys
« Can we be more clever?
* English letter frequency counts...

0.14-

0.12+

0.10+

A C E 6 I K M O Q s U w Y
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Cryptanalysis 11

» Ciphertext:

PBFPVYFBQXZTYFPBFEQIJHDXXQVAPTPQIKTOYQWIPBVWLXTOXBTFXQWAXBVCXQWAXFQIVWLEQNTOZQGG
QLFXQWAKVWLXQWAEBIPBFXFQVXGTVIVWLBTPQWAEBFPBFHCVLXBQUFEVWLXGDPEQVPQGVPPBFTIX
PFHXZHVFAGFOTHFEFBQUFTDHZBQPOTHXTYFTODXQHFTDPTOGHFQPBQWAQJITODXQHFOQPWTBDHHIX
QVAPBFZQHCFWPFHPBFIPBQWKFABVYYDZBOTHPBQPQITQOTOGHFQAPBFEQJHDXXQVAVXEBQPEFZBVFOJ
IWFFACFCCFHQWAUVWFLQHGFXVAFXQHFUFHILTTAVWAFFAWTEVOITDHFHFQAITIXPFHXAFQHEFZQWGFL

VWPTOFFA

2 Analyze this message using statistics below

Ciphertext frequency counts:
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Computer and Network Security Course (IN433)

15



Cryptanalysis: Terminology

» Cryptosystem is secure if best know attack is to try all keys

— Exhaustive key search, that is
» Cryptosystem is insecure if any shortcut attack is known

« But then insecure cipher might be harder to break than a secure cipher!
— What the ... ?
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Double Transposition

* Plaintext; attackxatxdawn,

Encryption Operations: permute rows (1,2,3) — (3,2,1)
Then transpose the columns (1,2,3,4) — (4,2,1,3)

BN

0 Ciphertext: xtawxnattxadakc

2 Key is matrix size and permutations:
2 (3,5,1,4,2) and (1,3,2)

Q Decryption
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One-Time Pad Encryption (VMernam cipher)

e=000 h=001 =010 k=011 =100 r=101 s=110 t=111

Encryption: Plaintext ®@ Key = Ciphertext

h e 1 | h 1 t | e r

Plaintext: 001 000 010 100 001 010 111 100 000 101
Key: 111 101 110 101 111 100 000 101 110 000

Ciphertext: 110 101 100 001 110 110 111 001 110 101

s r I h s s t h s r
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One-Time Pad: Decryption

e=000 h=001 =010 k=011 I=100 r=101 s=110 t=111

Decryption: Ciphertext @ Key = Plaintext

s r I h s s t h s r

Ciphertext: 110 101 100 001 110 110 111 001 110 101
Key: 111 101 110 101 111 100 000 101 110 000

Plaintext:

001 000 010 100 001 010 111 100 OO0 101

h e 1 | h 1 t | e r

Computer and Network Security Course (IN433)



One-Time Pad

Double agent claims sender used following “key”

s r | h s s t h s r

Ciphertext: 110 101 100 001 110 110 111 001 110 101
“key” 101 111 000 101 111 100 000 101 110 000

“Plaintext”:

011 010 100 100 0OO1 010 111 100 OO0 101

k 1 | I h 1 t | e r

e=000 h=001 =010 k=011 I=100 r=101 s=110 t=111
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One-Time Pad

Or sender is captured and claims the key is...

s r | h s s t h s r

Ciphertext: 110 101 100 001 110 110 111 001 110 101
“key™ 111 101 000 011 101 110 001 011 101 101

“Plaintext”:

001 000 100 010 011 OO0 110 010 O11 o000

h e | 1 k e s 1 k e

e=000 h=001 =010 k=011 I=100 r=101 s=110 t=111
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One-Time Pad Summary

Provably secure...
— Ciphertext provides no info about plaintext
— All plaintexts are equally likely

...but, only when be used correctly
— Pad must be random, used only once
— Pad is known only to sender and receiver

Note: pad (key) is same size as message
So, why not distribute msg instead of pad?

Computer and Network Security Course (IN433)
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Codebook Cipher

* Literally, a book filled with “codewords”

« Zimmerman Telegram encrypted via codebook

Februar 13605
fest 13732
finanzielle 13850
folgender 13918
Frieden 17142
Friedenschluss 17149

» Modern block ciphers are codebooks!

 More about this later...
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Codebook Cipher: Additive

» Codebooks also (usually) use additive

» Additive — book of “random” numbers
— Encrypt message with codebook
— Then choose position in additive book
— Add additives to get ciphertext
— Send ciphertext and additive position (Ml)
— Recipient subtracts additives before decrypting

» Why use an additive sequence?

Computer and Network Security Course (IN433)
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Zimmerman
Telegram

» Perhaps most famous codebook ciphertext ever
« A major factor in U.S. entry into World War |
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Claude Shannon

» The founder of Information Theory

» 1949 paper: Comm. Thy. of Secrecy Systems

« Fundamental concepts
— Confusion — obscure relationship between plaintext and ciphertext

— Diffusion — spread plaintext statistics through the ciphertext

* Proved one-time pad is secure

» One-time pad is confusion-only, while double transposition is diffusion-only
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Taxonomy of Cryptography

« Symmetric Key
— Same key for encryption and decryption
— Two types: Stream ciphers, Block ciphers

» Public Key (or asymmetric crypto)
— Two keys, one for encryption (public), and one for decryption (private)
— And digital signatures — nothing comparable in symmetric key crypto

e Hash algorithms

— Can be viewed as “one way” crypto

Computer and Network Security Course (IN433)
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Symmetric Key Crypto
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Symmetric Key Crypto

» Stream cipher — based on one-time pad
— Except that key is relatively short
— Key is stretched into a long keystream
— Keystream is used just like a one-time pad
 Block cipher — based on codebook concept
— Block cipher key determines a codebook

— Each key yields a different codebook

— Employs both “confusion” and “diffusion”

Computer and Network Security Course (IN433)
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Stream Ciphers

» Once upon a time, not so very long ago, stream ciphers were the king of crypto
» Today, not as popular as block ciphers

* We’ll discuss two stream ciphers...
« A5/1

— Based on shift registers
— Used in GSM mobile phone system

- RC4
— Based on a changing lookup table
— Used many places

Computer and Network Security Course (IN433)
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A5/1: Shift Registers

» Ab5/1 uses 3 shift registers
— X: 19 bits (Xg,X1,Xs, --.,X1g)

— Y: 22 bits (Yo,Y1.Yos --V21)
— Z: 23 bits (zp,21,2,, ..-,297)

Computer and Network Security Course (IN433)
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A5/1: Keystream

« At each step: m = maj(Xg, Y10, Z10)

— Examples: maj(0,1,0) = 0 and maj(1,1,0) =1
If Xg = m then X steps

— 1= X3 @ Xy O X17 O Xyg

— X=X fori=18,17,....,1 and X, =t
If y,, = mthen 'Y steps

— 1=y @Yy

— ¥, =Yy, fori=21,20,....,1 and y, =t
If z,, = m then Z steps
-1=2,92,092,,®D 7,

— ;=7 fori=2221,...,1 and z, =t
Keystream bit is X, @ Yy, @ Z,,
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A5/1

X Xo | X | Xo | X3 | Xq | X5 | Xg | X7 | Xg | Xg | Xa0 | X1z | Xap | X13 | X14 | X15 | X16 | X17 | X8
L >
Y Yo Yo Yo Ya|VYa|Ys|Ye| Y7 | Ys| Yo |Yio|Yua|Yi2| Y3 |Yia|Yis | Ye | Y7 | Yie | Y1 | Yoo | Y21 (—B
Z || 22|23 2|25 | 26| 27| 28| Zo|Z10|Z1a]|Z12| 23] Z1a]|Z15| 216|217 | 218 | Za0 | Z20 | Z2a | Z22
= SV
@

« Each variable here is a single bit

» Kaey is used as initial fill of registers

« Each register steps (or not) based on maj(Xg, Y19, Z10)
» Keystream bit is XOR of rightmost bits of registers
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A5/1

v

S
YA 111)1|0/0{0f{0f21|1]1]|1]{0f(0(0JO|1]|1]1[1(/0|0]JO]1
C ;g{/

* In this example, m = maj(Xg, Y10, Z10) = Maj(1,0,1) =1
» Register X steps, Y does not step, and Z steps

» Keystream bit is XOR of right bits of registers

* Here, keystream bitwillbe0® 1®0=1
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Shift Register Crypto

 Shift register crypto efficient in hardware

» Often, slow if implement in software

* In the past, very popular

» Today, more is done in software due to fast processors

 Shift register crypto still used some

— Resource-constrained devices
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RC4

» A self-modifying lookup table

« Table always contains a permutation of the byte values 0,1,..

* Initialize the permutation using key

At each step, RC4 does the following
— Swaps elements in current lookup table
— Selects a keystream byte from table

» Each step of RC4 produces a byte
— Efficient in software

» Each step of A5/1 produces only a bit
— Efficient in hardware

Computer and Network Security Course (IN433)
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RC4 Initialization

« S[] 1s permutation of 0,1,...,255
« key[] contains N bytes of key

for 1 = 0 to 255
S[i] =1
K[1] key[1 (mod N)]
next 1
J =0
for 1 = 0 to 255
J = + S[i] + K[i]) mod 256
swap(S[il. SOD
next 1
1 =3 =0
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RC4 Keystream

» For each keystream byte, swap elements in table and select byte
i = (i + 1) mod 256
J =@ + S[1]) mod 256

swap(SLil, SO
t = (S[1] + S[J]) mod 256
keystreamByte = S[t]

» Use keystream bytes like a one-time pad
* Note: first 256 bytes should be discarded

— Otherwise, related key attack exists
[ o 1 =2  shil+s[j] 1 1 253 254 255]
S

S[il>

N
un
O

K S[il+5[j]
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Stream Ciphers

 Stream ciphers were popular in the past
— Efficient in hardware
— Speed was needed to keep up with voice, etc.

— Today, processors are fast, so software-based crypto is usually more than fast enough

 Future of stream ciphers?
— Shamir declared “the death of stream ciphers”

— May be greatly exaggerated...
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Block Ciphers
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(Iterated) Block Cipher

 Plaintext and ciphertext consist of fixed-sized blocks
» Ciphertext obtained from plaintext by iterating a round function
 Input to round function consists of key and output of previous round

» Usually implemented in software

Computer and Network Security Course (IN433)

41



Feistel Cipher: Encryption

» Feistel cipher is a type of block cipher, not a specific block cipher

« Split plaintext block into left and right halves: P = (L,,R,)
 Foreachroundi=1,2,...,n, compute

L= R,

R=Li_; @ F(R_1,K)

where F is round function and K; is subkey

 Ciphertext: C = (L,,,R,)
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Feistel Cipher: Decryption

« Start with ciphertext C = (L,,R,)
* Foreachroundi=n,n-1,...,1, compute
Riii =L
L1 = R ® F(Ri_.1,K)
where F is round function and K; is subkey
« Plaintext: P = (Ly,Ry)
* Formula “works” for any function F

— But only secure for certain functions F
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Data Encryption Standard

DES developed in 1970’s
Based on IBM’s Lucifer cipher

DES was U.S. government standard

DES development was controversial
— NSA secretly involved

— Design process was secret

— Key length reduced from 128 to 56 bits

— Subtle changes to Lucifer algorithm
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DES Numerology

* DES is a Feistel cipher with. ..
— 64 bit block length
— 56 bit key length
— 16 rounds

— 48 bits of key used each round (subkey)
« Each round is simple (for a block cipher)

» Security depends heavily on “S-boxes”

— Each S-boxes maps 6 bits to 4 bits
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DES Expansion Permutation

 Input 32 bits
0O 1 2 3 4 5 6 7 8 910 11 12 13 14 15
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

« Output 48 bits
31 01 2 3 4 3 4 5 6 7 8
7 8 910 11 12 11 12 13 14 15 16
15 16 17 18 19 20 19 20 21 22 23 24
23 24 25 26 27 28 27 28 29 30 31 O
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DES S-box

e & “substitution boxes” or S-boxes
» Each S-box maps 6 bits to 4 bits
e S-box number 1

input bits (0,5)
l input bits (1,2,3,4)

|] 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
00 | 1110 0100 1101 0001 0010 1111 1011 1000 0011 1010 0110 1100 0101 1001 0000 0111
01 | 0000 1111 0111 0100 1110 0010 1101 0001 1010 0110 1100 1011 1001 0101 0011 1000
10 | 0100 0001 1110 1000 1101 0110 0010 1011 1111 1100 1001 0111 0011 1010 0101 0000
11 | 1111 1100 1000 0010 0100 1001 0001 0111 0101 1011 0011 1110 1010 0000 0110 1101
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DES P-box

 Input 32 bits
0O 1 2 3 4 5 6 7 8 910 11 12 13 14 15
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

» Output 32 bits
15 6 19 20 28 11 27 16 0 14 22 25 4 17 30 9
1 723133126 2 8181229 52110 3 24
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DES Subkey

* 56 bit DES key, numbered 0,1,2,...,55

 Left half key bits, LK
49 42 35 28
0 50 43 36
8 151 44
16 9 2 52

 Right half key bits, RK
55 48 41 34
6 54 47 40
12 5 53 46
18 11 4 24

21
29
37
45

27
33
39
17

14
22
30
38

20
26
32
10

15
23
31

13
19
25
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DES Subkey

- Forrounds i=1,2,...,16
— Let LK = (LK circular shift left by r;)
— Let RK = (RK circular shift left by r;)

— Left half of subkey K; is of LK bits

13 16 10 23 0 4 2 27 14 5 20 9
22 18 11 325 715 6 26 19 12 1

— Right half of subkey K; is RK bits

12 23 2 818 26 1 11 22 16 4 19
15 20 10 27 524 171321 7 0O 3
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DES Subkey

« Forrounds 1, 2, 9 and 16 the shift r, is 1, and in all other rounds r; is 2

« Bits 8,17,21,24 of LK omitted each round

* Bits 6,9,14,25 of RK omitted each round

« Compression permutation yields 48 bit subkey K; from 56 bits of LK and RK

« Key schedule generates subkey
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DES Last Word (Almost)

« An initial permutation before round 1
» Halves are swapped after last round
« Afinal permutation (inverse of initial perm) applied to (Ry¢,L6)

* None of this serves security purpose
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Security of DES

 Security depends heavily on S-boxes

— Everything else in DES is linear
* Thirty+ years of intense analysis has revealed no “back door”
 Attacks, essentially exhaustive key search

 Inescapable conclusions
— Designers of DES knew what they were doing

— Designers of DES were way ahead of their time
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Block Cipher Notation

P = plaintext block

C = ciphertext block

Encrypt P with key K to get ciphertext C
— C=E(P, K)

Decrypt C with key K to get plaintext P

- P =D(C, K)

Note: P = D(E(P, K), K) and C = E(D(C, K), K)

— ButP = D(E(P, K,), K,) and C = E(D(C, K,), K,) when K, = K,
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Triple DES

» Today, 56 bit DES key is too small

— Exhaustive key search is feasible

« But DES is everywhere, so what to do?

» Triple DES or 3DES (112 bit key)
— C = E(DEP,K,).Ky.K,)
— P =D(E(D(C,K,),K;),K,)

« Why Encrypt-Decrypt-Encrypt with 2 keys?
— Backward compatible: E(D(E(P,K),K),K) = E(P,K)
— And 112 bits is enough
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3DES

* Why not C = E(E(P,K),K) ?
— Trick question --- it’s still just 56 bit key
* Why not C = E(E(P,K)),K,) ?
» A (semi-practical) known plaintext attack
— Pre-compute table of E(P,K,) for every possible key K, (resulting table has 2°¢ entries)
— Then for each possible K, compute D(C,K,) until a match in table is found
— When match is found, have E(P,K,) = D(C,K,)
— Result gives us keys: C = E(E(P,K,),K,)
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